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TOM TAT NOI DUNG PO AN TOT NGHIEP

Trong bdi canh Internet phd bién trén toan thé gidi, linh vuc xudt ban truc tuyén
dang ngay cang trd nén hip din. So véi xuit ban trén gidy, xudt ban truc tuyén (online
publishing) ¢6 wu diém rd rét vé toc d6 cap nhat thong tin, dé dang tim kiém qua cac cong
cu tim kiém nhu yahoo, google, livesearch. ... Bén canh d6 nguoi st dung khong phai mat
cong giit gin nhitng théng tin ho can ma khi can ho 1ap tirc co thé tim dén nha xut ban tryc
tuyén dé 1ay thong tin.

Tuy vy, linh vuc xuat ban truc tuyén ciing gip rat nhiéu kho khan, thach thic dé
phat trién va dang chi & muc tiém ning. Nhitng kho khin 16n nhat c6 thé noéi t6i 1a kho
khin vé bao mat, va chi phi dau tr co so ha tang xudt ban tryc tuyén. D6 4n sé trinh bay
mot hudng tiép can gitp han ché nhitng khé khin nay.

Trudc tién, Ngudi viét luan van (NVLV) s& trinh bay mot hudng tiép can hay ddi
v6i md hinh xudt ban truc tuyén. Trong mé hinh xuét ban dugc trinh bay trong db 4n, Chu
s6 hitu dir licu khong truc tiép xuét ban dit liéu cta ho cho Nguoi su dung dich vu xuét ban
ma cong viéc xuét ban dit liéu ctia Chu s& hitu dit liéu duoc thuc hién bai cac Nha xuit ban
tryc tuyén. Didu didc biét 1a cac Nha xuat ban nay khong nhét thiét phai 1a dang tin cay.
Béi vi mé hinh cung cdp kha ning cho phép Ngudi sir dung dich vu xudt ban xac minh
duoc két qua truy vAn ho nhan dugce 13 chinh xac hay khong. Pé thuc hién duoc diéu nay,
mo hinh sir dung cac ciu tric dit lidu x4c thyc trong viéc xudt ban truc tuyén. Mo hinh
gitip giam ganh ning trong viéc cung cap dich vy xuit ban cho Chu sé hiru dit lidu. Bén
canh d6, chat lugng cua dich vu xuét ban tang va gia ca cua dich vu xuét ban giam do bét
ky mot Nha xudt ban nao ciing c6 thé tham gia vao viéc xuét ban dir lidu. V& phia Nguoi sir
dung dich vu xuét ban, ho cling s€ an tam hon khi sir dung dich vu xuét ban truc tuyén. Voi
nhitng wu diém 16n d6, mé hinh s& gop phan thuc day linh vire xuat ban truc tuyén con rat
tiém nang phat trién.

Tiép d6, NVLV s& tap trung trinh bay cic van d& vé mo hinh xuat ban xac thyc va
cac cAu trac dit liéu xéac thue. Dua vao nhiing 1y thuyét da tim hiéu NVLV s& cai dit thir
nghiém tng dung xuit ban dwa vao mé hinh dwoc trinh bay trong db 4n va sir dung mot
cdu truc dir liéu xac thyc dién hinh. Qua d6, ching ta s& dwa ra mot vai danh gid vé mo
hinh va hudng phat trién trong tuong lai.

D6 an duoc chia thanh cac phan chinh nhu sau:

Chuong 1 trinh bay tong quan vé bai toan xuét ban truc tuyén.



Chuong 2 trinh bay vé cu trac dit liéu Merkle Hash Tree va phuong thic x4c thuc
theo hudng tir dudi 1én.

Chuong 3 trinh bay tmg dung cua cdu tric dit liéu xac thuc Merkle Hash Tree trong
viéc xuét ban xac thyuc dit liéu dugc quan ly bdi hé quan tri co s¢ dit liéu quan hé.

Chuong 4 trinh bay mot mé hinh chung cia cac cau tric dir liu xac thuc va
phuong thirc xac thuc theo hudng tir trén xudng. Chuong 4 ciing trinh bay mét s6 ciu trac
dir liéu xéc thuc dién hinh va phuong thirc x4c thuc tir trén xudng trén cac cau trauc dit lidu
do.

Chuong 5 trinh bay vé thiét ké va cai dat thir nghiém mé hinh xuit ban xac thuc
thong tin hanh chinh.

Phan cubi ciia d6 an sé trinh bay mot sé danh gia va huéng phat trién trong tuong

lai cho dé tai.



ABSTRACT OF THESIS

In the context of widespread Internet over the world, online data publication is
getting more and more attractive. In comparison with paper based data publication, online
data publication has more advantages in data updating rate, easier search for data through
search engines, such as yahoo, google, livesearch, etc. Moreover, Clients don’t have to
store and maintain necessary data, they only have to ask online publisher for those data
when they need.

On the other hand, online data publication has quite a few difficulties and
challenges in development, especially the difficulties in building and running secure
system and investing infrastructure of online publication. An approach to improve these
difficulties will be presented in the graduation project.

Firstly, we will present an approach to online data publication scheme in the
project. In the scheme, Data Owner doesn’t directly publish their data to Clients,
Publishers are employed to do this publication. A special thing is these publishers are not
required to be trusted, because the scheme can allow the Clients to identify whether the
answers for queries are true or not. To implement this, the scheme uses authentic data
structure in online data publication. The scheme can relieve Data Owner’s burden of
providing publishing service to Clients. In addition, every publishers can join in this
service, which leads to the increase in compatitiveness and as a result, the quality of
service is not only improved but the cost of service is also reduced . Moreover, Clients also
feel safer when using this service. Thanks to these advantages, the scheme can help to
develop this potential online data publication.

Secondly, we will present the application of authentic data structure in online
publication, in which the data of Data Owner and Publishers are controlled by relational
database management system (DBMS). Besides, we will also give a general model for
authentic data structure as well as a generalized model for query verification.

Lastly, we will do experiment in setting up publishing application based on the
scheme presented in the project and a typical authentic data structure. Then, we will give
some evaluations about the scheme and the plan of development in the future.
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DANH MUC CAC THUAT NGU, TU VIET TAT

Thuat ngir Y nghia
Nha xuat ban Nha cung cap dich vy Xuét’bén truc tuyél}
Khach hang Nguoi st dyng dich vy xuat ban tryc tuyén
MHT Merkle Hash Tree
VO Verification Object — Ddi tugng xac minh
Search DAG Search Directed Acyclic Graph — D6 thi c6 hudng tim
kiém
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CHUONG 1. TONG QUAN VE BAI TOAN XUAT BAN TRUC TUYEN VA
CAU TRUC DU LIEU XAC THUC

1.1 Dit van dé

Trudce kia, n6i dén xuit ban 1a n6i dén viéc xudt ban cac cudn sach, cac tap
chi, cac bai bao... trén gidy. Nhugce diém cua loai hinh xuat ban nay la thong tin
cham, kho tim kiém khi cin, chi phi san xut ton kém va rat kho bao quan. Trong
bbi canh Internet pho bién trén toan thé gidi, linh vic xuat ban tryc tuyén dang ngay
cang tré 1én hap din. So vo&i xuit ban trén gidy, xuat ban tryc tuyén (online
publishing) c6 vu diém rd rét vé toc do cap nhat thong tin, dé dang tim kiém qua cac
cong cu tim kiém nhu yahoo, google, livesearch.... Bén canh d6 ngudi sir dung
khong phai mét cong giit gin nhitng théng tin ho can ma khi can ho lap tic c6 thé
tim dén nha xudt ban truc tuyén dé 1iy thong tin. Vi do an chi dé cap dén cac van dé
trong xuat ban truc tuyén nén tir ddy Ngudi viét luan van (NVLV) sé& sir dung tir
xuit ban dé chi xuét ban tryc tuyén cho ngin gon.

Trong xudt ban truc tuyén, Nha xuat ban (publisher) phai dép ung céc yéu
cdu vé bao mat ctia Nguoi sit dung dich vu xuit ban (client) nhu tinh toan ven
(integrity), tinh xac thuc (authenticity), va tinh khong thé chéi bo (non-repudation)
cua cac thong tin xuat ban. Cac yéu cau trén dic biét quan trong khi dir li¢u xuat
ban la cac dir liéu quan trong, vi du nhu céc dir liéu v tinh hinh tai chinh, dau tu, cd
phiéu. .., cac dir licu y té nhu thude, phuong phap diéu tri, cac loai bénh..., hay céc
dir liéu cua chinh phi nhu cac quyét dinh, cic nghi quyét, cac luat, cac thong tin
hanh chinh... dugc Ngudi st dung dich vu xuét ban (tr day NVLV s€ sir dung tur
Khach hang cho ngin gon) dé dua ra cac quyét dinh quan trong ma chi can mot chit
sai 1éch trong thong tin s& gay ra hiéu qua hét strc nghiém trong. Bén canh d6, dich
vu xuét ban cling phai dap ung cac yéu cAu vé chat lugng, dac bict 1a tinh mé rong
(scalability) va tinh sin dung (availability).

Trong mo hinh xuit ban mé hinh xuat ban truyén thong bao gém hai bén:
Chu s¢ hitu dit liéu (Data Owner) truc tiép cung cip dich vu xuét ban cho Khach
hang. Do cac yéu cau vé bao mat va chat lugng dich vy, Chu s& hiru dir liéu phai
dau tu rat ton kém cho dich vu xuit ban tryc tuyén. Diéu nay khién Chu so hiru dit
liéu khong mudn hodc khong du kha ning cung cép mét dich vu xuét ban truc tuyén
nhu thé.

Giai phap dé giai quyét vin dé cia mo hinh xudt hai bén 1a sir dung thém bén
thir ba 1a cac Nha xudt ban dang tin ciy (trusted publisher). Nhuoc diém ctua mé

12



hinh sir dung cac Nha xuét ban thong tin dang tin cdy 1a yéu cau tinh dang tin cay
clia cac nha xuat ban.

Mo hinh ma NVLV trinh bay trong d6 4n 1a mot mo hinh xuét ban trong d6
khong doi hoi tinh dang tin ciy cta cia cic Nha xuat ban (untrusted Publishers)
bang cach cho phép Khach hang kiém tra tinh chinh xac cua két qua truy van ma ho
nhén dugc tir Nha xuét ban ma ho st dung. Pay ciing l1a Iy do mé hinh nay dugc goi
12 m6 hinh xuét ban x4c thuc.

1.2 Cac yéu ciu trong xuit ban tryc tuyén

Phan trén di néu tm quan trong cua céac yéu cau vé bao mat (tinh toan ven,
tinh xé&c thuc, tinh khong thé choi bé) cling nhu cac yéu cau vé chit lugong dich vu
xuit ban (tinh mé rong, tinh sin dung) trong xuit ban truc tuyén. Sau day, NVLV
s& giai thich chi tiét timg yéu cau.

Tinh toan ven. N§i dung thong tin ma bén nhén nhan dugc phai khong bi
thay d6i so voi ndi dung thong tin ma bén gui dd giri. Yéu cau nay hét sicc quan
trong, gia sit mot nha dau tu c¢6 phiéu A mudn biét thong tin vé tinh hinh c6 phiéu
va cac tinh hinh kinh té hién tai dé quyét dinh mua c6 phiéu. Nha dau tu nay liy
thong tin tir cac cong ty ching khoan B qua internet. Cac Hacker c6 y dd x4u can
thiép thanh cong 1am thay doi noi dung thong tin duoc gui tir B dén A. A quyét dinh
dau tu dua trén nhimng thong tin sai 1éch vé tinh hinh ¢6 phiéu va tinh hinh kinh té.
Do d0, A c6 thé bi nhirng ton that nang né.

Tinh xac thwe. Thong tin chi dugc gui tr noi ma nguoi st dung thong tin
yéu cau. Gia sir mot nha dau tu ching khoan A yéu cau cong ty ching khoan B
cung cép thong tin vé tinh hinh c6 phiéu qua Internet. Nhung mét hacker C lai can
thiép vao qua trinh trao doi thong tin gilt A va B. C gia danh B giri cho A nhiing
thong tin sai léch vé tinh hinh c¢o phiéu. A tudng nhimng thong tin d6 1a do B (mot
cong ty chimg khoan uy tin) cung cép va dua vao d6 dé quyét dinh mua ban cd
phiéu. Sau do, A c6 thé chiu nhitng thiét hai nang né.

Tinh khong thé chdi bé. Dam bao ring nguoi di guri thong tin M khong thé
chéi bo rang minh da giri thong tin M va ngudi da nhan thong tin M khong thé chbi
b6 rang minh d4 nhan thong tin M. Gia sir mot nha dau tu chirng khoén A bi cong ty
X cung cip (qua Internet) nhimg thong tin sai 1éch M vé tinh hinh kinh doanh cia
X. A dya vao nhiing thong tin d6 (M) dé quyét dinh mua ban c6 phiéu cua X va bj
thiét hai do nhitng thong tin X da cung cap la khong dung véi thuc té. Sau do, A c6
thé kién X vi da dua thong tin sai 1éch gay thiét hai cho A. Van d& 13 1am sao chung
minh dugc X da cung cip thong tin M cho A?

Tinh mé rong. Kha ning hé thong c6 thé mo rong dé dap tmg sb lugng truy
van ngdy cang ting. Gia sir mot cong ty chimg khoan B cung cap dich vu tu vin dau
tu ching khoan. Dya vao tinh hinh thi truong ching khoan lac d6, B thiét ké mot
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dich vu c6 kha nang dap ung khoang 1000 luot truy cap mot ngay. Nhung hi¢n nay
tinh hinh thi truong ching khoan ting trudng nhanh. S6 luong truy cap mdi ngay
tang nhanh. Do d6 dé dap Gmg nhu cau cia cac nha dau tu ching khoan quan tdm
dén dich vu cua cong ty, B phai xdy dung mot dich vu méi manh hon hodc phai
nang cép dich vu ctia B. Trong d6, viéc ning cip dich vu s& it ton kém hon so véi
viéc phai xay dung mot dich vy mai toan bd.

Tinh siin dung. Hé thong ludn ludn c6 kha ning cung cap dich vu khi can.
Mot dich vu du tét dén dau, duoc dau tu nhidu dén dau ciing s& 1a v nghia néu
nguoi su dung khong thé truy cap dich vu do ho khi can.

1.3 Céc md hinh xuit ban trwe tuyén

Trong phan nay, NVLV s& mé ta chi tiét cac mo hinh xuét ban truc tuyén da
dugc néu trong phan 1.1.

1.3.1 M5 hinh xuét ban hai bén

Truy van dit li¢u

—| Cosodu
liéu
E
| Tra 1o |
Khach hang Chu so hitu dit lieu

Hinh 1. M6 hinh xuét ban dir liéu hai bén

Trong md hinh xuat ban hai bén, Khach hang giri tryc tiép yéu cau truy van
dir liéu dén Chu so hitu dit liéu. Chu so hitu dit lidu xtr 1y truy van va tra lai két qua
cho Khach hang. Két qua truy van duoc doi hoi phai dugc tra vé cho khach hang
mdt cach nhanh chong, tin cdy va chinh xac. Dé dam bao cac yéu cau vé biao mat va
cac yéu cAu chit luong dich vu trong xuét ban truc tuyén, Chu s& hiru dir liéu sé
phai dau tu mot co s ha tang vé ca phan cimg 1an phan mém rat tén kém cho dich
vu xuit ban truc tuyén. Bén canh viéc dam bao tinh sdn dung cho dit liéu va dich vu
truy van, Chu s hitu phai dam bao tinh khong thé chdi bo bang cach ky vao ciu tra
161 cho cau truy van cua Khach hang. Do d6, Chu s& hitu dit li€u con phai bao mat
chir ky dién tr cia minh mdt cach truc tuyén. bé cung cép mot dich vu thdéa man
cac yéu cau trén, Chu s¢ hitu phai dau tu rat tén kém. Do d6, mé hinh nay phat sinh
van dé&: Chu so hitu dir lidu c6 thé khong mudn hodc khong dii kha nang cung cap
dich vu xuét ban c6 do tin ciy cao, toc do nhanh va c6 kha niang dap tng sd luong
truy van rat 16n mdi ngay. Diéu nay hoan toan dé hiéu nhét 1a khi Chii s hiru dir
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liéu khong phai 1a mot nha xuét ban chuyén nghi¢p, hodc cac thong tin ma Chu sé
hitu dir liéu mudn cung cap rat quan trong nhung khéng nham muc dich loi nhuan
cho Chu s¢ hiru dir li€u, vi du nhu mdt cong ty dugce tat nhién khong muén dau tu
qua nhiéu cho dich vu cung cip tryc tuyén cic thong tin vé thudc ctia ho nhung
nhing thong tin nay néu bi sai léch (do bi hacker tan cong) co thé gay nguy hiém
dén tinh mang con ngudi; hay bat ky mot cong ty ndo mudn cong bd tinh hinh kinh
doanh, c6 phiéu... ciia ho qua Internet tat nhién s& khong mudn dau tu qua ton kém
cho cong viéc nay nhung nhitng thong tin d6 néu bi sai 1éch (do bi hacker tin cong)
s& gay ra hau qua cho cac nha dau tu chimg khoan di str dung nhiing thong tin do.
Pé khic phuc van dé ndy, giai phap 1a sir dung thém bén thir ba 1a cac Nha xuat ban
dang tin cay.

1.3.2 Mo hinh xuit ban sir dung ciac Nha xuit ban dang tin ciy

Chu so hiru dit lidu s& cung cip dir liéu can xuat ban cho cac Nha xuét ban
dang tin cdy va chi phai cung cip lai khi dit liéu ciia Chi s hiru dit lidu thay doi.
Chu s hitu dit liéu ciing co thé ky 1én dir liéu trude khi giri cho cac Nha xudt ban
dang tin cdy dé dam bao tinh khong thé chdi bo giira Chu s hitu dit liéu va cac Nha
xuit ban nay. Trong md hinh ndy, Chu s hiru dir liéu khong phai dau tu vao dich
vu xuét ban ma dich vu nay s& dugc cac Nha xuét ban dang tin cdy cung cép. Cac
Khach hang s& khong 1ay thong tin truc tiép tir Chi so hiru dit liéu ma sé& liy thong

—Dirfieu

[—1
—_—

tin qua dich vy xuat ban cua cac Nha xuat ban dang tin cay.

Truy van du Liéu

> \
‘E : :‘h]:] 6’ il
e 1ru dir
Tra loi = .
i li¢u
Khach hang Cac Nha xuat ban dang tin cay

Hinh 2. M6 hinh xuat ban str dung cac Nha xuét ban dang tin cay

Uu diém ciia mé hinh. Thir nhat, Cac nha xuat ban chuyén nghiép thuong
c6 hoic san sang dau tu mot co sd ha tﬁng xudt ban truc tuyén tin cdy, hiéu qua, bao
mat. Do d6, chét lugng cua dich vu xuét ban dugc cung cép boi cac nha xuit ban
chuyén nghiép sé& tdt hon so véi dich vu duge cung cép bo1 mot Chu so hiru dir 1iéu
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khong phai 1a mot nha xudt ban chuyén nghiép. Thi hai, tinh m& rong va sin dung
cua dich vu dugc tang cuong. Khi can dit liéu ctia Chu sé hiru dit liéu, Khach c6 thé
truy cap dén bat ky Nha xuit ban dang tin cdy nao tham gia xuat ban dir liéu cua
Chu s6 hitu dir liéu. Do d6, ching ta co thé coi tap hop cua tat ca dich vu xuét ban
truc tuyén voi cung mot dir liéu ctia Chu s hitu dit lidu cua tt ca Nha xuit ban
dang tin cdy 1a mot hé théng xuét ban truc tuyén. Chinh vi vay, mét h¢ théng Xuét
ban truc tuyén cang c6 nhiéu Nha xuit ban dang tin cdy tham gia vao xuét ban dir
liéu ctia Chu sé hitu dit liéu thi tinh mé rong va tinh san dung ctia toan hé théng do
cang ting. Mic nhién cang c6 nhiéu Nha xuit ban dang tin cay tham gia vao mot hé
thong xuit ban tryc tuyén thi kha ning dap ung sd lugng 16n truy van cang ting.
Khi sé lugng truy van tiang, kha ning dap tng truy van cua hé thdng c6 thé ting
bang cach sir dung thém cac Nha xuit ban déng tin cdy. Do vdy, tinh mé rong cia
hé thong 13 cao. Ngoai tinh mé rong cila toan hé thong c6 thé dugc tang cuong bang
cach ting cuong tinh md rong cua dich vu cua mdi Nha xudt ban dang tin cdy. Mat
khac, khi dich vu cia mot Nha xuat ban dang tin cay trong hé théng ma Khach hang
truy cap dén gap su ¢, Khach hang c6 thé ngay lap ttc chuyén sang mOt Nha Xuét
ban dang tin cdy khac cing xuét ban dit liéu ma Khach hang can. Day chinh 1a 1y do
tinh san dung cta toan hé thong ting.

Nhuwoe diém ciia mé hinh. M6 hinh doi hoi cac Nha xuat ban tham gia xudt
ban dir lidu phai 1a dang tin cdy. Su dang tin cdy cia mot Nha xuat ban co thé do
danh tiéng ctia chinh Nha xuat ban do. Vi du, ching ta “ngﬁm” hiéu dich vu xuét
ban dugc cung cdp boi cac cong ty co danh tiéng nhu FPT, VTC,...;hoic cic co
quan t6 chirc déng tin cay nhu Thong tan xa Viét Nam, Nha xuat ban khoa hoc ki
thudt ... 1a dang tin cdy. Ngoai ra, su tin cay cua mdt Nha xuét ban cling c6 thé xéc
minh bdi Chu s& hitu dit liéu. Trong trudng hop nay, Chu s& hiru dit liéu van phai
bao mat hé théng xac minh sy dang tin cdy cia cac Nha xuét ban. Hon nita, yéu cu
su dang tin cdy cua Nha xuét ban s& han ché su tham gia vao dich vu xuét ban truc
tuyén ctia cac Nha xuét ban. Do d6, mic nhién tinh mé rong va tinh san ding cua
toan hé thong ciing giam. Mat khac, yéu cau nay ciing lam giam tinh canh tranh vé
chat luong ciing nhu gia thanh trong linh vyc cung cap dich vu xut ban tryc tuyén.

1.3.3 M4 hinh xuit ban xac thue

1.3.3.1Gi6i thi¢u

Sau day, NVLV s& trinh bay mot mé hinh s& khic phuc cac nhuge diém trén
bang cach sir dung bén thir ba 1a cic nha xuét ban bat ky. Piéu dic biét trong mo
hinh nay 1 cic nha xuét ban thong tin khong nhat thiét phai dugc xac nhan 1 dang
tin cdy (untrusted publishers) ma Khach hang van co thé biét dugc két qua truy van
ho nhan duoc tir cic Nha xuét ban 1a chinh x4c hay khong. Chinh diéu nay di giai
quyét tinh mod rong va tinh san ding mot cach hiéu qua va it tén kém. Viéc bat ky
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Nha xuit ban nao ciing ¢ thé tham gia vao xuét ban thong tin ciing lam ting tinh
canh tranh trong xuat ban tryc tuyén, goép phan lam ting chat lugng va giam gia
thanh cua dich vu xuét ban tryc tuyén. Trong mé hinh nay, Chu sé hitu dit liéu ciing
khong can phai quan tim dén van dé bao mat chit ky truc tuyén vi cac thong tin ma
chu s& hitu dit liéu can gui cho client hoan toan khong bi mat va Chu s¢ hitu dit liéu
chi can truc tuyén (online) khi dit liéu thay ddi cua ho doi hoi phai giri lai chir ky
cho Khach hang va dit liéu can xuit ban cho cic Nha xuit ban sau d6 co thé ngoai
tuyén (offline). Viéc bao mat hé théng ciia cac Nha xuét ban ciing duge giam bat rat
nhiéu. B&i vi, mot ké x4u tan cong vao Nha xuét ban sé khong thé lura gat dugc
Khach hang str dung dich vu xuat ban cia Nha xuét ban d6. P6i v6i Khach hang, ho
c¢6 nhiéu lya chon trong viéc 1y thong tin tir nha xudt ban nao. Khi Nha xuat ban
ma Khéach hang truy cap c6 van dé, ho co thé dé dang chuyén sang mot Nha xuat
ban bat ky khac cling xuat ban thong tin 6. Su phat trién cta cac cong cu tim kiém

Chu so
htru di
liéu

Dt liéu can

Cac gia tr1 co ,
xuat ban

Truy van dir liéu

= Tra lot B
Khach hang Nha xuat ban
Hinh 3. M6 hinh xuét ban x4c thuc
trén Internet gitip cho viéc tim kiém nha xuat ban xuat ban thong tin ma Khéach hang
can tré nén dé dang.
1.3.3.2Cac budc co ban trong md hinh xuit ban xac thue

Mo hinh xuét ban truc tuyén st dung cac Nha xuat ban bat ky dugc mo ta
khai quat nhu sau (Hinh 3):
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1) Chu s¢ hiru dir liéu xay dung cac cAu trac dir liéu xé4c thuc cho cac dir liéu
can xuat ban va tinh toan cac cdt (digest, Y's) ctia cac cdu truc dit liéu ndy sir
dung mot ham bam phi dung d6 (One-Way hash function). Gia tri c6t ¥ nay
lién quan téi toan bd dir liéu trong cau trac dir liéu do d6 khi co bat ky dir
lidu nao trong cau tric dir liéu thay doi thi gia tri cot cua cau trac dir lidu do
ciing thay doi.

2) Chu s6 hitu dir liéu gui cac ¢t Y's da tinh dén Khach hang theo mot giao
thirc bao mat va gui dir licu can xuét ban cho cic Nha xuit ban.

3) Khi Khach hang can str dung dir liéu ctia Chu s¢ hiru dir li¢u, Khach hang s€
giri truy van q dén mot Nha xuét ban bat ky xuét ban dir liéu cia Chu sé hitu
dir liéu. Khach hang s& tinh toan cdu tra 10i A cho ciu truy van q. Bén canh
d6, Nha xuat ban ciing tinh toan mot dbi twong xac minh (Verification Object
- VO) cho q. Sau d6, Nha xuat ban sé& giri ca A va VO cho Khach hang.

4) Khach hang sir dung d6i trong xac minh ma Nha xuit ban cung cép dé tinh
lai gia tri cOt va so sanh vé&i c6t Y da duoc cung cap boi Chu so hiru dit liéu
dé xac minh cau tra 101 A duoc cung cap boi Nha xuat ban co dung véi dir
liéu cua Chu sé hiru dir liéu hay khong. Truong hop hai gia tri nay khéc
nhau, Khach hang ngay lap tirc c6 thé két luan két qua truy van A 13 gia mao.
Pac trung ctia mo hinh. M6 hinh dya vao kha nang xéc thyuc dit liéu cua céac

cau tric dir liéu xéac thuc. D0 an toan ctia mo6 hinh xuét ban xac thuc phu thudc vao
dd an toan cua ham bam dugc str dung dé tinh ct cia cac cau trac dit liéu xac thuc
trong md hinh. Do d6, yéu cau ham bam phai an toan, tic 1a tinh phi dung d6 cao.
Ngoai ra, D6i twgng xac minh phai c6 kich thudc nhé. Déi twong xac minh dam bao
rang cau tra 10i 1a dung: ciu tra 151 bao gdm tat ca cac ban ghi di yéu cau va khong
c6 ban ghi ndo du thira hay bi bo sot. Chi phi dé Nha xuat ban tinh toan Di tugng
xac minh va chi phi Khach hang xac minh két qua truy van phai thip. Mot cau tra
101 hay mot D6i tuong xac minh sai s& bi Khach hang phat hién. Nha xuat ban
khong thé gia mao mot Déi tuong xac minh hop 18 cho mét cau tra 10i truy van sai.
Bén canh do, chung ta co thé théy réng mo hinh nay &p dung dac biét hiéu qua voi
nhitng hé thdng trong do it co su thay do6i dit lidu cua Chu sé hitu dit lidu, tic 1a
hiéu qua dbi véi hé thdng co dir liéu twong ddi tinh. No6i cach khac, dir lidu cang it
thay d6i Chu s¢ hitu dit liéu cang it phai tinh toan lai gia tri ¢t cta dir liéu, Nha
Xuit ban cang it phai xay dung lai cic cau triic dit lidu x4c thyc, va sy truyén dit liéu
cua Chu sé hitu dir liéu cho Khéach hang va Chu sé hitu dir li¢u cho Nha xuét ban
cang giam.

1.4 Xac dinh ndi dung cu thé ctia dd an

Trong d6 4n, NVLV tap trung nghién ctru, tong hop cac cac cau truc dit liéu
xac thyc va cac phuong phap xac thyc cau tra 1i cho truy van. Day 1a nhimg van dé
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cot 181 trong mo hinh xuét ban xac thuc. Viéc lua chon céu trac dit liéu cung voi
phuong phap xéc thuc di kém cau trac dit liéu x4c thuc d6 c6 anh huong quyét dinh
dén hiéu qua ciia mo hinh xuét ban xac thyc. Do d6, NVLV s& dya vao nhimg
nghién clru vé mat ly thuyét dé luwa chon mot cau trac dir liéu xac thuc dién hinh
dam bao tit ca cdc yéu cau cia md hinh xuat ban xac thuc, kém theo nd 13 mot
phuong phap xac thuc két qua truy van dam bao chinh xac. Céu truc dir liéu nay
cling dam bao hiéu qua trong thuc nghiém. Trong qua trinh nghién ctru, NVLV thiy
cau trac dit lieu Merkle Hash Tree[1] thoa mén tit ca nhitng yéu ciu cua xuat ban
xac thuc. Do phﬁn 16n dir li€u hién tai dugc luu trir dudi dang mo hinh quan hé va
dugc quan ly bdi cac hé co s¢ dit liéu quan hé nhu MS SQL Server, PostgreSQL,
MySQL ...nén trong d an, NVLV s& d& cap chi tiét dén van dé tmg dung ctia cdu
tric dir liéu xac thuc Merkle Hash Tree vao viéc xuit ban xéac thuc co s& dir liéu
quan hé. Cuy thé, NVLV s& dé cap viéc tmg dung Merkle Hash Tree dé xtr Iy cac
dang truy van phd bién, duoc cong thirc hoa bang cac phép toan quan hé trong dai
s6 quan hé nhu: phép chiéu, phép chon, phép két ndi ..., va phuong thirc x4c minh
cdu tra 10i cho cac dang truy vén do.

Cubi cung, NVLV s& ap dung nhitng nghién ctiru vé mat Iy thuyét dé cai dat
hé théng xuét ban xac thuc dir liéu hanh chinh dia 1y ctia cac don vi hanh chinh Nha
nude. Ly do NVLV chon hé thong xuat ban thong tin hanh chinh dia Iy 1a vi déay 1a
hé thong mang day du nhimng thé hién vé mit 1y thuyét ciia mo hinh xuat ban xéac
thuc va 1a mot hé thong xuat ban dir liéu dién hinh. Tac 13, ddy 1a mot hé thong kha
phd bién voi Chu sé hiru dit liéu 1a Chinh pha do d6 dam bao dit liéu cung cap cho
Khach hang 1a dang tin cdy. Bén canh do, nhitng dit liéu vé hanh chinh dija ly
thudng kha tinh, phit hop v6i mo hinh xuét ban xac thuc. Dich vu xudt ban dit liéu
hanh chinh dia 1y ciing c6 day du cac dang truy van ma bét ky dich vu xuit ban dir
liéu nao ciing phai st dung. Do dd, nhiing thiét ké, cai dat cho hé théng xuét ban dit
lidu hanh chinh dia 1y c6 thé sir dung cho hau hét cac hé théng xut ban thong tin
khac.

1.5 BO cuc cua do an.

Véi nhitng ndi dung dd néu trong muc 1.4, phan con lai cia do 4n s& dugc
c4u trac nhu sau:

Chuong 2 sé& trinh bay vé céu tric dit liéu Merkle Hash Tree va phuwong thic
xac thuc theo hudng tir dudi 1€n (bottom-up).

Chuong 3 s& trinh bay tng dung cia ciu trac dit liéu xac thuc Merkle Hash
Tree trong viéc xuét ban xac thuc dit liéu tr CSDL quan h¢.

Chuong 4 sé trinh bay mdt mo hinh chung cta céac cAu trac dit liéu xéc thuc
va phuong thirc xac thuc theo hudng tir trén xubng (top-down). Chuong 3 ciing
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trinh bay mat sb cau trac dit liéu x4c thue dién hinh va phuong thirc xéc thuc tur trén
xudng trén cac cau trac dir liéu do.

Chuong 5 sé& trinh bay vé thiét ké va cai dat thir nghiém mo hinh xuat ban
xac thuc dir liéu hanh chinh dia 1y cua dang don vi hanh chinh Nha nudc.

Phén cubi clia d6 4n sé& trinh bay mot s6 danh gia va hudng phat trién trong
tuong lai cho dé tai.
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