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TS Nguyén Khanh Vin

TOM TAT NOI DUNG PO AN TOT NGHIEP

Su tang trudng nhanh chong cia Internet da tao ra cac dich vu web rat hitu ich, dan
dan thay thé cac giao dich thu cong truyén thong. Dién hinh nhu, ngay nay ta di co thé
ngéi nha ma van c6 thé thyc hién dich vu nhu kiém tra tai khoan ngan hang, dat vé may
bay, mua sim ... Nhung hau hét cic ing dung nay déu chira nhimng 15i biao mat tiém an ma
cac tin tic co thé khai thac va thuc hién tn cong. Két qua cua viéc tan cong la tinh co mét
(tinh riéng tu) va toan ven cta thong tin bi xAm pham. Mt trong nhirng 16i nguy co bao
mat tiém an phat trién nhanh nhat trong nhitng nim gan ddy xuat phat tir nhimng sai sot
trong viéc kiém tra tinh hop 1& cia chudi ddu vao duoc cung cip boi nguoi dung, duge goi
1a tAn cong dua trén khai thac 16 hong SQL Injection. Nhung nguyén nhan sau xa hon 1 nd
lai bat ngudn tir trong tang 15i ctia ing dung, bao gdm mot hé thong nhan, chuyén ddi va
xdy dung cac gia tri chudi (mot sO gia tri chudi lai dugc cung cép tr nhitng nguén khong
tin cdy), va trinh dién nhimng gia tri d6 t6i hé thong khac nhu cic chwong trinh hay céc
doan chuong trinh. Do d6 can phai c6 nhing k¥ thuat moi dé co thé han ché nhiing nguy
co bdo mat nay.

Pd 4n nay mo ta cac ki thuat tAn cong website dua trén viéc khac thac 16i SQL
Injection tién tién nhat hién nay. Sau d6 dd 4n cung cép nhimng nguyén 1y dau tién dya trén
cac khai niém tir cac ngdn ngir 1ap trinh va trinh bién dich cho cac 16i bao mat tiém an voi
dinh nghia hinh thirc cho tin cong SQL Injection. Dua vao cic mo ta nay, dd 4n mé ta va
phan tich hai thuat toan: “bao v¢ tai thoi diém thuc thi”(runtime protection) va “phéan tich
tinh”(static analysis). Hai thuat toan nay déu c6 muc dich chung 1 chi ra nhiing 18i bao
mat trong ma cua ung dung va ngin can cac tin tic khai thic chung. Song mdi thuat toan
lai c6 mot vai tro riéng trong vong doi phat trién phan mém. Thuat toan “bao vé tai thoi
diém thuc thi” (Runtime SQLCheck) ngin can hiéu qua SQL Injection trong cac san pham
phan mém di dwoc trién khai. Trong khi d6 thuat toan “phan tich tinh” (Static SQLCheck)
lai can thiét trong sudt qua trinh trién khai phin mém va kiém thir.

Phan dong gop thuc té ctia d6 4n 1a thuc hién cai dat thuc té cho cac thudt toan trén
(Runtime SQLCheck va Static SQLCheck) cing véi nhitng két qua thir nghiém trén tng
dung web thuc té (website ban sach truc tuyén).
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ABSTRACT OF THESIS

Together with the rapid growth of the Internet, many online services were born and
became necessary in our daily life, these services are gradually replacing our manual
transaction. For instance, we can check our bank account, book ticket, shopping even when
we are at home. But most of these web applications contain many potential security
vulnerabilities that hackers can easily exploit and attack. As a result, the integrity of
confidential information is damaged. In recent years, one of the fastest developing
potential security vulnerabilities is about checking the valid input sequence provided by
users, where the so-called SQL injection attack exploits. But the primary cause is that the
error is derived from the core of the applications, including receiving, conversion and
construction of the sequence value (a string value supplied from an untrusted sources), and
show that value to other systems such as program or modules. Therefore it is necessary to
have a new technology to limit this security risk.

The thesis describes in detail website attack techniques based on the latest SQL
Injection exploitation. Then, it provides the basic principles based on programming
languages concepts and compiler for potential security vulnerabilities, and formal
definition for SQL Injection attacks. Based on this description, the thesis describes and
analyzes two algorithms: "runtime protection" and" static analysis" . These two algorithms
have the same purpose which is to find out the security vulnerabilities in the application
and prevent the hackers from exploiting them. However, each algorithm has a particular
role within the software development cycle. The algorithms "runtime protection" (
Runtime SQLCheck ) effectively prevent SQL Injection in the software when it was
deployed, while algorithms "static analysis" (Static SQLCheck ) is needed during software
implementation and testing.

Finally, the most important contribution of the thesis is practical implementation of
these algorithms (Runtime SQLCheck and Static SQLCheck) together with the
implementation result on actual website — Online Booksale Website.
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DANH MUC CAC THUAT NGU

Thuat ngir Y nghia
Web browser Trinh duyét web
Web Application . -
Server May chu img dung web

Database Server

May chu co sé dir liéu

Meta-Character

Siéu ky tu: La mdt chudi t6 hop céc ky tu chit cai dugc sinh ra
ngau nhién st dung dé danh dau dau va cudi moi chuoi dau
vao

Dau vao gia ting: 1a chudi dau vao khi da duoc thém cac

A ted Input \aA s Z. x.
ugmentea IPUL | \eta-Character vao dau va cudi chudi.
Au truy van gia ting: 14 cAu truy v4 A T 4
Augmented Query Cau: ruy van gia tang: la cau truy van duogc x@y dung tu cac
chuoi hang va dau vao gia tang.
Augmented Vian pham gia tdng: 1a bd van pham xay dung cho cac cau truy
Grammar van gia tang.
Parse tree Cay phan tich ngtr phap
Context free Vian pham phi ngtr canh
grammar
Tranducer B6 chuyén d6i

Finite state
tranducer

B6 chuyén ddi trang thai hiru han
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DANH MUC TU VIET TAT

T

vibt tét Viét day du Y nghia

HTML Hypertext Markup Language | Ngon ngit danh diu siéu vin ban

HTTP Hypertext Tranfer Protocol Giao thtrc truyén tai siéu van ban

SOLCIA | SQL Command Injection Attack | T4n cong SQL Injection

LALR |  Look Ahead Left-to-Right | -1yat todn doc tir trén xudng theo
chiéu tur trai sang phai

CFG Context Free Grammar Van pham phi ngit canh

SQL Command Injection

SOLCIV Vulnerability

L hong SQL Injection
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LOI CAM ON

Trude hét, em xin dugc chan thanh gui 101 cam on sau sdc toi cac thﬁy
c¢d gido trong truong Pai hoc Bach Khoa Ha Noi néi chung va cac thay co
trong khoa Cong nghé Thong tin, bd mon Cong nghé phan mém néi riéng da
tan tinh giang day, truyén dat cho em nhing kién thirc, nhimg kinh nghiém
quy bau trong subt qua trinh hoc tdp va rén luyén tai truong Dai hoc Bach
Khoa Ha Noi.

Em xin duoc giri 10i cam on dén thdy Nguyén Khanh Vin — Trudng bd
mon, Giang vién bd mén Cong nghé phan mém, khoa Cong nghé Thong tin,
truong Pai hoc Bach Khoa Ha Noi dd hét 1ong giup dd, hudng dan va chi day
tan tinh em trong qua trinh 1am do an t&t nghiép.

Cubi cing, em xin dugc giri 10i cam on chéan thanh téi gia dinh, ban bé
da dong vién, dong gop ¥y kién va gilip do trong quaé trinh hoc tap, nghién cou
va hoan thanh thuc tap tot nghiép.

Ha Ngi, ngay 25 thang 05 nam 2009

BUI DUY HUNG
Sinh vién 16p Cong ngh¢ phin mém A — K49
Khoa Cong nghé Thong tin - Pai hoc Bach Khoa Ha Ngi
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CHUONG 1. GIOI THIEU BAI TOAN

An toan va bao mat thong tin, dac biét 1a cho dir liéu may tinh, khong chi 1a sy
quan tdm cua tit ca cic doanh nghiép, dich vu tai chinh hay chinh pha ma con 1a
van dé ma bat ky nguoi st dung méy tinh ndo ciing phai chi y va thuong xuyén dbi
mat. T ngudi dung may tinh dé ban binh thuong trong cic phong nghién ctru dén
cac quan tri vién dang lam viéc cho cong ty 16n, tit ca déu can hiéu biét nhat dinh
vé hé théng thong tin va may tinh. Van dé nay cang dugc khang dinh hon khi sy
phat trién ciia Internet da lam cho loi ich va tai san ciia ngudi dung tré 1én gan lién
v6i cac ung dung web. Trong chuong dau tién ctia do an, ngudi viét xin trinh bay
d6i nét hoan canh chung dan dén nhu cau can giai quyét bai toan “Phat hién 15 hong
an ninh trén cac tmg dung web”’; sau do6 xin gidi thiéu cac cong viéc da hoan thanh
cung cac y tuong thuc hién. Cudi cing ngudi viét xin cung cdp vian tit bd cuc cia
do an.

1.1. CAC UNG DUNG WEB

Su ra doi cua Internet di danh diu mot bude nhay vot trong su phat trién cua
nganh cong nghé thong tin. Sy phat trién nhanh cta Internet d tao mot cudc cach
mang thuc thy. Internet nhanh chong xam nhép vao céac hoat dong thong tin, kinh té
- x4 hdi cling nhu cac hoat dong vui choi giai tri truc tuyén khac nhu game online. ..
Dan dan Internet di tré thanh mot phan khong thé thiéu dugc trong cudc séng cia
chung ta ngay nay. Su phat trién mu6én mat cua Internet dugc thé hién rd nhat & cac
mg dung web da dang, thAm nhap vao cic mit ciia doi séng. Pién hinh cac ung
dung web dugc sir dung dé co thé giup d& cac hanh khach c6 thé dat va mua vé may
bay qua mang, thuc hi¢n mua ban va thanh toan tryc tuyén hay ching con dugc st
dung 1am noi dé cac cong dong dan cu trén mang co thé trao ddi, giao luu va chia sé
cac thong tin cua minh (blog, cadc website ¢4 nhan). Chi véi mot chiéc may tinh, mot
thiét bi cam tay ... coO cai dat trinh duy¢t web thi viéc truy cdp vao web va cac dich
vu ¢6 thé thyc hién & bat cir noi no.

Céc dit liéu ma tmg dung web nim giit nhu sé thé tin dung, s bao hiém xa
héi... ¢6 ¥ nghia dic biét quan trong dbi v6i ca nguoi ding va nhitng nha cung cap
dich vu. ). Su xuit hién mé hinh tuong tdc Business-to-Business (B2B) va
Business-to-Consumer (B2C) thi viéc trao d6i thong tin chinh xac va bao mat tré
nén can thiét hon lic nao hét.
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Trinh duyét web My chu co s& dit lisu

Hinh 1.1: Kién triic hé théng ciia irng dung web

Hinh 1.1 dua ra mét kién tric hé théng cho cac ing dung web ngay nay. Kién
tric nay bao gdm ba ting: Web Browser (trinh duyét web), dong vai tro 1a giao dién
nguoi dung; Web Application Server (mdy chu g dung web) c6 chlic nang quan
1y logic nghi¢p vu (business logic); va Database Server quan ly cac dit li¢u dugc luu
trir. Web Application Server nhan dau vao dudi dang chudi tir hai téng con lai: dau
vao do nguoi dung cung cip tir trinh duyét va tap két qua tir co so dir liéu. No
chuyén nhiing dau vao nay thanh dau ra duéi dang chudi cho cac tang khac: cac ciu
truy van cho Database Server va cac van ban HTML cho trinh duyét méay khach.
Web Application Server xay dung ma “dong”, vi thé ma ma cho toan bd ung dung
web khong ton tai & bat clr noi nao tai bat ky mot thoi diém nao cho bat ky mot thuc
thé nao diéu chinh. Ludng dit liéu giira cac ting 1am nay sinh van dé kiém tra dau
vao (input validation) cho cac Web Application Server: né phai kiém tra va/hodc
chinh stra cac chudi dau vao trude khi tiép tuc xu Iy chung hay bién d6i chung
thanh dau ra dé dua dén téng khéc thyc thi. L3i kiém tra hay cac dau vao chua duoc
xir 1y ¢6 thé gy ra nhitng van dé bao mat cua ing dung web.

1.2. NHUNG NGUY CO TIEM AN TU VIEC KIEM TRA DU
LIEU PAU VAO

Song song véi su phat trién thi cac ing dung web dang phai d6i dau voi nhiing
nguy hiém pha hoai tiém an. Sy pha hoai & ddy khong phai 1a sy x6a bo g dung
web khoi cudc séng s6 ma su pha hoai ¢ day la viéc an trom, thay doi, gid mao va
x06a bo thong tin trong cac ung dung web. Chinh tir nhiing pha hoai nay ma loi ich
cua nguoi dung, cac doanh nghi¢p, chinh phu... dang ding trudc nhiing nguy co
mat mat va vi pham khon ludng. Hai méi hoa dang quan tdm nhat 1a Cross-site
scripting (XSS) va SQL Injection. Pay 1a hai loai 15i phd bién dya trén nhimng thiéu
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sot tir khau kiém tra dau vao trong cac ing dung web. Céc tin tic thuong st dung
nhimg 15i nay (XSS va SQL Injection) dé 1am cho Web Application Server sinh ra
cac van ban HTML va cac cau truy van co s& dit liéu ma ngudi lap trinh vién khong
¢6 y dinh nhdm téi hay n6i cach khac 14 tin tc s dung nhiing 16i nay dé tan cong
ung dung web.

Nhitng viéc tn cong nay duge goi 14 tan cong ¢ mirc tmg dung. Chung khong
thé bi ngan can boi cac tuong lira kiém duyét cac goi tin (phan tich chit ky cac goi
IP riéng 1é va chi dinh cac cong cu thé). Tan cong & tang ung dung khac voi tan
cong o tAng mang.

Tan cong & tang tng dung khai thac cac 18i biao mat trong ma ung dung web
va cac han ché cia giao thirc HTTP. T4n cong & ting ing dung khong thé bi chin
boi cac tuong lra va cac phan mém diét virus. Cac tudng lira mang dé md cong 80
cho web server. Cac ung dung web giao tiép v4i nguoi st dung thong qua cong nay.
Néu mot ké tan cong c6 thé truy cap tng dung thi han cé thé tin cong tmg dung ma
khong bi tuong Itra ngan chan. Cho vi du, mot nguoi c6 tai khoan hop 1€ tai mdt hé
thong ngan hang. Ngudi nay két ndi t6i tai khoan ¢4 nhan cta minh bang cach xéac
thuc va thiét 1ap mot phién hop 16. Néu nguoi nay chén thém mot doan ma dé co thé
truy cadp trai phép thong tin cia cic nguoi dung khac thi tuong lra mang hay
Instrusion Detection Systems(IDSs) s& khong thé chan dugc.

Reported Web Attacks {2007)

Vulnerabilities Reported

—4=X55
-~ Buf Ovfl
sQL inj

=#=PHP Incl

=#=Dir Trav

(a) (b)
Hinh 1.2: §6 lan tan cong va cdac nguy co tiém dan hién nay

Hinh 1.2a cho ta thay ty 1¢ phan trim nhiing nguy co bao mat trong nhiing nim
tr 2003 — 2006: XSS, SQL Injection, PHP file inclusions, buffer overflows (tran bd
dém), va directory traversals (duy¢t thu muc). Pay la top ndm nguy co bdo mat
duoc bao cio trong nim 2006. Luu y rang trong niam 2006 thi ti 16 XSS va SQL
Injection 1a kha gan nhau: 21.7% va 16%. Con trong Hinh 1.2b cho ching ta xem
bao cao thong ké cac vu tin cong website trong nam 2007. Mic du ¢6 nhiéu vy tin
cong chua duoc bao cdo hay chua dugc phat hién thi biéu db nay cling chi ra cac
con sd 12% va 20% cua cac vu tan cong web dugc thyc hién trong nam 2007 1a
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XSS va SQL Injection tuong tng. Con theo thong ké méi nhat thi trong nam 2008
céc website nan nhén bi tin cong bang SQL Injection 14 gan 500.000 — mot con sd
dang dé chiing ta luu tim. Qua nhiing théng ké trén thi chung ta c6 thé thiy 1a SQL
Injection ngay cang tr¢ thanh phwong thirc tan cong kha uu thich déi véi cac tin tic.

Tan cong SQL Injection 1a mot trong cac cach tin cong mirc Gmg dung rat phd
bién trong cac ing dung web. Day 1a mot kiéu tin cong ma tin tic lgi dung 15 hong
trong khau kiém tra dir liéu nhdp vao trong cac tmg dung web va cac thong bao 15i
trong hé quan tri co s dir liéu dé “tiém vao” (inject) va thi hanh cac cau truy van
SQL khong hop 18 (cac cau truy van ma ngudi 1ap trinh khong mong mudn). Tir d6
tin tic c6 thé str dung cac cong cu dé thu thap thong tin tir mot sd bang va cot nhat
dinh trong co s¢ dir ligu.

Budc ké tiép trong viéc tan cong co s¢ dir li¢u 1a tin tac s€ chén them cac ma
1€nh di€u khién may chu co s¢ dit li€u tai vé cac phan mém khéc trén Internet gitup
ching c6 dugc quyén kiém soat cao hon do1 véi muyc tiéu.

SQL Injection 1a kiéu tin cong c6 muc tiéu rat cu thé va thuong 1a muc tiéu
don 1é cho m&i mot vu tdn cong. Chinh vi thé ma nhitng vu tan cong nhu thé nay
thuong khong gay dugc su cht y rdng rai nhu virus hay sdu may tinh.

Am thim nhu thé nhung thiét hai ciia nhitng vu tdn cong nay lai rat 16n. Néu
nhu mdt may chu co s& dir li¢u bi tin tac chiém quyén kiém soat thi s& c6 mot khdi
luong rat 16n thong tin ca nhan tai chinh cta ngudi dung s& roi vao tay chang. Va
néu thanh cong thi ¢ thé néi ngudn thong tin ma tin tic thu duge con nhiéu hon rat
nhiéu so véi tn cong phishing. Tin tic khong phai mat cong gia mao dé lira ngudi
sir dung cung cap thong tin ca nhan tai chinh. Ti 1é thanh cong cla cac vu tan cong
SQL Injection thuong rét cao.

Do d6 van dé dit ra & day 1a chung ta cin xem xét lai mot cach nghiém tuc
tinh bao mat cua hé théng cua minh trudc khi tr¢ thanh nan nhan cua SQL
Injection. Xong nhiéu khi chung ta khong thé kiém soat dugc hét tat ca cac nguy co
vé 16i SQL Injection tiém an trong mé ung dung. P c6 nhiéu phuong phap khic
phuc SQL Injection kha pho bién dugc dua ra nhu:

v' Kiém tra dir liéu dau vao, ding cac biéu thuc chinh quy
v" Str dung céc thu vién Prepared trong Java hay SqlParameter trong .Net
v Sur dung Stored Procedure

Nhung nhitng phuong phép van con c6 nhitng nhuoc diém. Dé phong chdng
SQL Injection nguoi dung thuong lya chon phuong phap kiém tra dir liéu dau vao
bang cach dung nhitng biéu thirc chinh quy. Nhung nhiéu khi ho lai bo qua viéc
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kiém tra ndy hodc néu c6 kiém tra thi cac biéu thirc chinh quy thuong vin con sai
sot, dan tdi ung dung. Nhung c6 mot sb khac thi lai lya chon céc thu vién Prepared
(Java) hay SqlParameter (NET) dé phong chdng SQL Injection. Céc thu vién nay
ngan can SQL Injection kha hiéu qua khi n6 rang budc kiéu cua cac tham sé dugc
truyén vao trong cau truy van. Song ddi v6i truong hop khi ing dung thyc hién tim
kiém theo nhiéu truong phirc tap, phong phii thi nhimng thu vién nay lai khong thé
dung duoc. Va hau hét nhiéu ngudi cho rang Stored Procedure 1a an toan tuyét doi,
nhung su thuc diéu nay chi dung mdt ntra. Vi, vi dy, trong SQL Server cung cép
cho ngudi quan tri co s¢ dir liéu ham EXEC co thé thuc thi cau truy van dugc xay
dung dong ¢ dang chudi. Viéc st dung rong rdi ham nay khién cho Stored
Procedure khong dugc ¢ muc an toan tuy¢t ddi nira.

Trude bdi canh nhu vy, nhu ciu cap thiét dit ra trudc mat chung ta 1a can
phai c6 mot cong cu co thé phat hién va ngan chan dugc SQL Injection hi€u qua.

1.3. MOT SO PHUONG PHAP PHONG CHONG SQL
INJECTION PHO BIEN

Thudng thudng thi nguoi 1ap trinh vién thyuc hién viéc kiém tra dau bang cach
xtr 1y ting dau vao mot cach doc 1ap. Phuong phap nay lai dé lai cho ta hai kha
ning gay ra 15i: viéc kiém tra c6 thé bi bo qua, va viée kiém tra c6 thé khong dung.
Hau hét cac ngdn ngit l4p trinh web déu cho truyén cac dau vao khong tin cy toi
may khéach hodc co s& dit li¢u. Khong co gi trong cac ngon ngit 1ap trinh web, trinh
bién dich hay cac hé théng thuc thi canh bdo cho nguoi 1ap trinh vién biét réng Viéc
kiém tra bi bo qua. Do do, viéc phan tich luéng thong tin dong va tinh 14 can thiét
dé dam bao rang tat ca cac dau vao khong tin cay duogc kiém tra.

Céc thu tyc kiém tra c6 thé co 16i. Da c6 rat nhiéu k¥ thuat kiém tra dau vao
duoc dwa ra nhu: gidi han d6 dai ctia chudi dau vao hay pho bién hon 12 str dung cac
biéu thirc chinh quy dé loc dau vao. Mot phuong phap thay thé cho viéc ngin can
SQL Injection 1a thay thé cac dau vao, co thé bang cach thém cac dau so (\) vao
dang trude cac dau nhay don. TAt ca cac k¥ thuat nay chi c6 thé 1a mot st cai thién
clia cac dau vao chua duge diéu chinh, nhung tat ca chiing déu ¢ nhitng diém yéu.
Khong co gi trong chiing c¢6 thé dam bao cau tric tinh ctia cac cau truy van hay cac

\
19

trang web dugc sinh ra tir chdi hoan toan cac dau vao “toi (bad input), cho vi du,
céc bo loc biéu thirc chinh quy van con c6 nhiing han ché. Do d6 mdt trinh phan
tich chudi can thiét phai c6 dé dam bao cac tin cong SQL Injection khong thé xay
ra.
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Viéc phat hién ra nhitng noi c6 thé bi tdn cong SQL Injection trong ma tng
dung (qua viéc phan tich chudi hay noéi khac di 1 phan tich ma ngudn) sé tré nén vo
nghia néu nhu ching ta khong c¢6 mét thi tuc dung nghia dé ngan chan né. Vi biét
trude dugc tai d6 co thé co tin cong SQL Injection ma khong cé duoc bién phap
nao ngan chin thi cong viée 1ap trinh ciia ngudi 1ap trinh vién sé di vao bé tic. Vay
nén doi hoi can phai c6 mot phuwong phap ngin chan SQL Injection tai thoi diém
thuc thi (tng dung dang chay).

1.4. NHIEM VU, KET QUA VA NGHIEM THU

Trong dé tai do 4n t6t nghiép 1an ndy, nguoi viét d6 an xin trinh bay hai
phuong phép Static SQLCheck va Runtime SQLCheck c6 thé phat hién va ngin
chdn SQL Injection hi€¢u qua trong cac ung dung web. Céch thirc xay dung cua hai
phuong phap nay chii yéu déu dua trén van pham phi ngir canh.

Static SQLCheck va Runtime SQLCheck hoan toan c6 thé hoat dong ddc lap
v6i1 nhau boi vi pham vi va tadc dung ctua chung 1a khac nhau. Runtime SQLCheck
c6 thé ngan chin duoc SQL Injection hiéu qua tai thoi diém thuc thi (thoi diém Gng
dung dang chay), n6 tir chdi moi dau vao do ngudi ding cung cap giy ra tan cong
SQL Injection. Trong khi do thi Static SQLCheck lai c6 kha ndng phat hién dugc
nhitng doan mi trong tmg dung c6 thé bi khai thac SQL Injection. Song hai su két
hop cuia hai phuong phép nay s& tao ra cho ta mot hé thong co kha niang phat hién
(Static SQLCheck) va ngan chan (Runtime SQLCheck) SQL Injection hi¢u qua va
manh mé.

Sau day 1a mot s6 két qua ma nguoi viét da dat dugc trong qua trinh lam do6
an:
v Tim hiéu va nim bat dugc cach thirc xay dung vin pham phi ngit canh
v’ Xay dung thanh cong bd vdn pham gia ting cho thu vién
RuntimeSQLCheck.
v' Hiéu cach thirc 1am viéc va st dung thanh thao bo sinh trinh phan tich
ngtt phép (parser generation) GOLD Parser.

v' Nghién ciru va ndm vimg dugc cac tu tuong thuat toan cia hai phuong
phap Runtime SQLCheck va Static SQLCheck.

v Xay dung thanh coéng thu vién RuntimeSQLCheck ( duoc viét trén hai
ngon nglt .NET va Java) dé ngin chdn tan cong SQL Injection trén cac
ung dung web.

v Pi xdy dung duoc hé thong website ban sach truc tuyén dé thir nghiém
do chinh xac cua thu vién RuntimeSQLCheck.
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1.5. BO CUC PO AN

Véi cac phuong phap da trinh bay va nhiing cong viéc da lam dugc phan con
lai cia d0 an s€ duoc to chirc nhu sau:

Chirong 2 s& trinh bay vé nhimng k¥ thuat tin cong SQL Injection tién tién ma
céc tin tic van st dung dé tin cong cac ung dung web. Day 1a tién dé trudc khi dua
cac phuong phap phong chéng va ngan chin SQL Injection.

Chuirong 3 sé& 1a nhitng phan tich va danh gia ciia nguoi viét vé phuong phap
Runtime SQLCheck dé ngin chin SQL Injection tir ddu vao do ngudi dung cung
cép.

Chuirong 4 sé& trinh bay vé phuong phéap Static SQLCheck. Co ché hoat dong
ctia phuong phép nay 1a phan tich ma nguén tmg dung web dé tim ra cac doan ma
6 kha nang bi khai thac va tan cong SQL Injection.

Trong Chwong 5 nguoi viét trinh bay nhiing thir nghiém cai dat thuc té cua
thuat toan Runtime SQLCheck, @6 la thu vién RuntimeSQLCheck, kém theo do la
cach thire stir dung trong cac tmg dung web thyc té. Cudi cung, tir nhitng cai dat thu
nghiém ndy, nhimg danh gia va két luan dugc chinh ngudi viét rat ra tir két qua
kiém thir ctia thu vién RuntimeSQLCheck trén hé théng website ban sach truc tuyén
do chinh ngudi viét phat trién, ciing dugc trinh bay rd trong phan cudi ciia chuong.

Chuirong 6 Pdnh gid va két ludn trinh bay nhitng so sanh va danh gia tinh hiéu
qua va htru dung cua hai phuong phap Runtime SQLCheck va Static SQLCheck.
Hudng phat trién ciia dé tai trong twong lai cling duoc dé xuit trong chuong nay.

Cudi cung, phan Phy Luc sé& trinh bay vé kién triic va cach thirc hoat dong cta
chuong trinh sinh b phan tich ngt phap: Gold Parser
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