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Khéai niem ma khoi

So sanh v&i ma da hoc: stream cipher vs. block cipher

key (000 |001 |010 011 100 |101 [110 |111
001 |111 |110 |000 [100 |010 |101 |011
001 (110 |111 |100 |0O11 {010 {000 |101
001 (000 |100 |101 |110 |111 |[010 |O11
100 101 |110 |111 |00O |[0O1 |0O10 |0O11
101 110 |100 |010 |011 |[OO1 |O11 |111

Al W[N], | O

TIN= 010100110111= (010)(100)(110)(111)
o = MA= 111 011 000 101 theo key=1

2 = MA=100 011 011 111 theo key=4

Co6 5 khoa, 22 <5 <23 nén can 3 bit dé biéu dién = kich thwdc
khéa (va kich thwéc khéi cung) la 3.

Néu Eve tdm dc khoi MA=001 sé& suy ra TIN 1& 000 hoac .
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Diéu kién cho an toan block ciphers

1. Kich thwée khdi phai da I1én dé chdng lai cac loai

tan cong pha hoai bang phwong phap thong ké.

0 Tuy nhién can lwu y rang kich thuédc khoi lon sé lam thoi
gian tré lon.

2. Khdng gian khoa phai du I&n (tte 1a chiéu dai

khda phai da Ién) dé chdng lai tim kiém vét can.

0 Tuy nhién mét khac, khéa can phai di ngan dé viéc lam
khda, phan phoi va lwu trir dwoc hiéu qua.
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Noguyén tic thiét ké cho block ciphers

Confusion. (HoOn loan) Sy phu thudc cua MA doi voi
TIN phai that phirc tap dé gay rac rol hén loan doi
voi ké thu co 'y dinh tim qui luat dé pha ma.

0 IQuan)he ham sb cta M v&i TIN nén la phi tuyén (non-
iInear

Diffusion. (khuéch tan) Lam khuéch tan nhirng mau

van ban mang dac tinh thong ké (gay ra do dv thira

cda ngdn nglr) 1an vao toan bod van ban.

o Nho d6 tao ra kho khan cho ke thu trong viéc do pha ma
trén co s& thong ké cac mau 1ap lai cao.

Trong khi confusion dwoc thwe hién bang phép thay
thé (substitution) thi diffusion dwoc tao ra bang cac
phép chuyén ddi chd (tranposition) hay hoan vi.
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Vi du: Phép hoan vi cot

Pé ma hoa TIN=“computer security”, viét lai
thanh nhiéu hang 5 cét

compu
t er s e
cur |t
y. i ‘ ,
MA tao ra bang cach viét lai theo cét:
CTCYOEUMRRPSIUET
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Cal dat

Software: mém déo, gia thanh thap.
Hardware: nhanh.

Study case:

Data Encryption Standard (DES) - 1977
o Hién tai da c6 chuan ma&i AES = topic bai tap 1&n
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Khal niem vong lap
< Pk
Cac mé khdi thwong dwgc xay dwng —
nhiéu vong lap vé&i moi vong 1&p co "
s& = viéc thwc hién mot ham f. =
.
o dau vao ctia mot vong 1ap la dau ra cla -
vong 1&p trwdc va mot khéa con phat —
sinh tr khoa day du dwa trén mot thuat & e

toan key-schedule.
Giai ma sé la mot qua trinh nguwoc
v&i cac khoa con cho moi vong sé
duwoc phat sinh theo th tw nguoc.

Ciphertext €64 bitg}

The overall Feistel struci
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Involution (doi hop)

Pac biét, ham co s& vong lap f thdng thuwdng la mot

ham c6 dac tinh doi hop (involution), tirc 1a nd bang

ham nguwoc cua nd: f =1 hay la f(f(x)) = x

a Vidu:

X e {tAp cac chubi nhj phan do dai 3}

(bit th&r nhat va thd hai d6i chd cho nhau, bit thi ba gitr
nguyen).

o Nhuw thé ta c6 f 1a mét ham xoday 6c, chang han cu thé |a

f(101 = 011)

f(f(101)) = 101

REGISTERED YERSIOM o-z
ADDS WO WATERMARK -

Van K Nguyen --Dai hoc Bach khoa Ha noi
% ypeiniirercom &5

29 o“«a‘f‘



http://support.leadtools.com/ltordermain.asp?ProdClass=EPRT1

Lich sir cia DES

Vao nhirng ndm dau thap ky 70, nhu cau cé

m&t chuan chung vé thuat toAn ma hoda da

tréd nén rd rang:

1. Sy phat trién cda cdng nghé thdng tin va cda nhu
cau an toan & bao mat thong tin.

2. Cz@c thuat toan ‘cay nha la vwon’ (ad hoc) khong
thé dam bao dwoc tinh tin cay doi hoi.

3. C4c thiét bi khac nhau doi hoi sw trao dbi théng
tin ma hoa.
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M®&t chuén chung can thiét phai cé vdi cac
thubc tinh nhw:
1. Bao mat @ mirc cao

2. Thuat toan dwoc dac ta va cong khai hoan toan,
tire la tinh bao méat khong dwoc phép dwa trén
nhirng phan che giau dac biét cda thuat toan.

3. Viéc cai dat phai dé dang dé dem lai tinh kinh té

4. Phai mém déo dé ap dung dwoc cho mudn van
nhu cau ng dung
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Nam 1973, Cuc quén ly cac chuan qudc gia ctia My da cé van
ban cb dong cho cac hé théng ma hda & co quan dang ky lién
bang cla My. Diéu do cudi cuing da dan dén sw phat trién cla
Data Encryption Standard, viét tat 1a DES.

o DES, IBM, Lucipher.

o dung rdng rai nhat, tranh cai nhiéu nhat

So dd chung

X2 — DES —>Y2

ot
7.7 ...

1=2 Z56

Pau vao la khoi dd dai 64 bits, dau ra 64 bits va khoa la 5¢

V
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'So dd cau trdc: 16 vong lap cia DES

INPUT

L, [ ®8is a28its | R,
]E 0 ,

F -/
L =R 32 Bits 2Bits | R =L, ® f(R,,K,)
| é K,
LZ =R1 32 Bits 32 Bits R2=L1® f(Ri’KZ)
. e K,

[F5] R, - L. f(RiKe)
K

16

v—‘ Yot v

I
Il
&
>=||%‘
o

2
L16 — |_15 + f(Rls, K16) 32 Bits 32 Bits

Re =R

©
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DES dwoc cau tao bdi 16 budc 1ap c6 co sé 1a ham

chuyén dbi phi tuyén f;

16 bwéc lap nay duwoc kep vao gilra hai tac t giao

hoan IP va IP-1.

o Haitac tw nay kh@ng cé y nghia gi vé mat mat ma ma hoan
toan nham tao diéu kién cho viéc ‘chip hoa’ thuat toan
DES.

Ham f 1a ngudn goc cla strc manh trong thuat toan

DES nay.

o S 1ap lai nhiéu 1an cac bwéc 1ap voi tac dung cua f 1a
nham tang cwdng thém méanh lwc cua f vé mat lwong.
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Thuat toan sinh khoa con

16 vong lap cua DES chay cung thuat

toan nhw nhau nhwng véi cac khda

khac nhau, duoc goi la cac khda con

o sinh ra tir khéa chinh ctia DES bang
mot thuat toan sinh khda con.

Khéa chinh K, 64 bit, qua 16 bwéc bién

doi, moéi bwdc sinh 1 khoa con 48 bit.

Thwe sw chi co 56 bit cua khoéa chinh

dwoc st dung

o 8 parity bits, loc ra qua PC1.

o CAac bd bién dbi PC1 vaPC2 la cac bo
vwa chon loc vira hoan vi.

o R1vaR2 |4 cac phép day bit trai 1 va
hai vi tri.

LKE]{ (64 bits)
PC1
|
i 3
Subkey | < P2
(45 bits)
-
] V[—:jj
Subkey 2 < P2
(48 bits)
i L
R [ 1
Subkey 15« PC2
(48 hits)
FEEEL I
Subkey 16 «— BE2
{48 bits)
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Cau truc vong lap DES

M6i vong lap cia DES thwc hién trén co sé& cong
thirc sau:
(LI’RI) = (R| 1 LI 1 ( F(RI 1’K))
Ta cling c6 thé viét lai
(LI’RI) = Tel (Li;l’ Ri-l‘)
o Trong do F la phép thay thé L, ; bang L ; @ F(R_1,K)
o T la phép doi ché hai thanh phan L vaR.

o Twc la m0| bién dbi vong lap cua DES co thé coi l1a mét tich
ham sb cha F va T (trlr vong cudi cung khéng co T).

Viét lai toan b thuat toan sinh ma DES dwdi dang
cong thure:
DES = (IP)1eF geTeF 50Te ... eFeTeF 0 (IP)
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Thuat toan giai ma DES

Giong hét nhw thuat todn sinh ma nhwng co6 cac

khdéa con dwoc st dung theo thk tw ngwoc lai

o Vivay, thuat toan gidi ma co thé dworc viét lai dwdi dang
cOng thirc sau:

DES! = (IP)leF eTeF, eTe ... oF eTeF, .o (IP)
Chu y rang méi ham T hodc F déu la cac ham co
tinh chat déi hop (f=F1, hay f(f(x) =x) & thwc hién
DES e DES! sé& thu dwoc phép ddng nhat.

o Diéu d6 gidi thich tai sao thuat toan giai ma lai giong hét
nhw sinh ma chi cé khac thy tr dung khoa con.
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Cau truc cu the ham f

32 bit cua R;_; dwoc mé réng thanh 48 bit
théng qua E réi dem XOR v&i 48 bit cua K.
48 bit két qua sé dwoc phan thanh 8 nhom 6
bit; mdi nhom nay sé qua mét bién déi dac
biét, S-box, va bién thanh 4 bit.

o ¢O 8 S-box khac nhau trng v&i moi nhém 6 bit

32 bit hop thanh tr 8 nhom 4 bit (sau khi qua
cac S-box) sé dwoc hoan vi lai theo P roi
dwa ra két qua cudi cling cta ham f (Fi).
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Cau tric cia cdc S-Box

I\/I0| S-box nhw mét bd bién déi gdm 4 bang bién dbi,
méi bang bién dbi 1 dau vao 4 bit thanh dau ra ciing 4
bit (bang 16 dong).

o Dau vao 4 bit chinh I1a lay tlr céc bit 2-5 ctia nhém 6 bit.

o CAc bit 1 va 6 sé dung dé xac dinh 1 trong 4 bang bién doi
cda S-box. Vi thé chung dwoc goi la cac bit diéu khién (CL
va CR: left control va right control bit).

Middle 4 bits of input
0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
00 0010|1100 0100 0001 0111 10101011 0110 1000 0101 00117 1117 1101 0000 11101001
01 1110 1011 0010 1100 0100 0111 1101 0001 0107 ©OOOO 1111 1010 0011 1001 1000 0110
Outer bits
10 0100 0010 /0001 1011 1010 11017 0111 1000 1111 1001 1100 0101 01100011 0000 (1110

11 10111000 1100 0111 0001 1110 0010 1101 01101111 0000 1001 1010 /0100 017 ~ g

V
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cac thuoc tinh cia S-Box

CAac nguyén tac thiét ké cta 8 S-boxes duwoc duwa

vao |&p ‘Classified information’ & My.

NSA da tiét 16 3 thudc tinh cha S-boxes, nhirng

thudc tinh nay bao dam tinh confusion & diffusion

cua thuéat toan.

1. Céc bit vao (output bit) ludn phu thudc khdng tuyén tinh vao
cac bit ra (input bit).

2. Stra d6i @ mot bit vao lam thay déi it nhat la hai bit ra.

3. Khi mét bit vao dworc gitr co dinh va 5 bit con lai cho thay
dm thi S-boxes thé hién mot tinh chat dwoc g0| la ‘phan bo

dong nhat * (uniform dlstrlbutlon) so sanh so lwong bit s6 0
va 1 & cac dau ra ludbn & merc can bang.

Tinh chat nay khién cho viéc ap dung phan tich theo ly thuyét
thong ké dé tim cach pha S-boxes la vd ich.
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3 tinh chat nay dam bao tot confusion & diffusion.
0 Sau 8 vong lap tat ca céc bit ra clia DES sé chju anh
hwédng cua tat ca cac bit vao va tat ca cac bit cua khoa.
Tuy nhién cau tao cla S-box da gay tranh luan
manh mé t& hang thap ky qua vé kha nang co quan
NSA (National Security Agency), My, van con che
dau cac mét s6 dac tinh cha S-box hay cai bén
trong nhirng clra bay (trapdoor) ma qua dé ho co
thé dé dang phéa gidi ma hon ngwoi binh thwong.
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C4c diém yéu ciaa DES

Tinh bu

Ky hiéu u la phan bu ctia u (e.g 0100101 va 1011010 la bu cia nhau) thi
DES c¢6 tinh chat sau:

y =DES, (x) =| y = DES.(x)

Cho nén néu biet MA y duwoc ma hoa tr TIN x vé khoa z thi ta suy ra v duoc

ma hoa tu TIN x vor khoa z.

a Tinh chat nay chinh |a mét diém yéu cha DES béi vi nher d6
ké dich co the loai trir mét nira s6 khoa can phai thir khi tien
hanh phép thir-giai ma theo kiéu vét can (tiép)
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Khda yéu

Cac khoa yéu la cac khoa ma theg thuat toan KS sinh
khoa con thi tat ca 16 khda con déu nhw nhau

‘ ’ 2,=2y=23=..=215=2y5
dieu do khién cho phép sinh ma va giai ma doi véi cac
khda yéu nay la gidng hét nhau
DES, = DES-,
Co tat ca 4 khoa yéu nhv sau:
1) [00000001 00000001 ... ... 00000001]
2)[11111110 11111110 ... ... 11111110]

3) [11100000 11100000 11100000 11100000
11110001 11110001 11110001 11110001

4) [00011111 00011111 00011111 00011111
00001110 00001110 00001110 00001110]
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Tan cong bang pherong phap Vét can
(brute-force attack)

DES c0 2°°=10'7 khoa. Néu nhw biét mét . cap TIN/Ma thi ching

ta c6 thé thir tat cd 107 kha nang nay dé tim ra khoa cho két

gua khoép.

o Gia st nhw moét phép thor mat quang 10-5s, thi chdng ta sé thiy
mat 101s tirc 1& 7300 nam!

o X ly song song: mét thiét bj v&i 107 con chip mat ma DES chay
song song,moi con chip chi thwc hién 101° phép thi.

o Chip ma DES ngay nay c6 thé x& ly t&i toc do 1a 4.5 x 107bits/s
tire 1a co thé lam dwoc hon 105 phép ma DES trong mot giay.

Diffie va Hellman (1977) wéc lvong: may tinh chuyen dung vét

can khong gian khoa DES trongl/2 ngay v&i gia 20 triéu doé la.

Giam xuong $200,000 vao nam 1987.

o Thuwc té DES c6 thé bj pha trong vong may chuc gi®, v&i gia chi
$10,000
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