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Diém yéu cuia hé ma doi xang

Van dé quan ly khoa (tao, lwu mat, trao chuyén ...)

la nan giai trong moi trwdng trao ddi tin gidra rat

nhiéu ngudi ding.

Khong thé thiét |1ap dwoc chir ky dién toy

o Do d6 khéng thé ddm bao non-repudiation[1] (khéng thé
phu nhan dwoc) cho cac giao dich thwong mai dién te.

Dich vu non-repudiation: cung cap bang chirng dé chirng gian
nhirng tredng hop phia bén kia chdi bé mét giao dich nao do,
E.g. A chdi da khong tién hanh giao dich v&i B, ma giao dich
bi ngwdi khac mao nhan A lam trai phép

Vi déi xtrng, can bén thi ba c6 da uy tin lam trong tai giao
dich = dé bi qua tai
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Y tuong cua Diffie & Hellman

Diffie & Hellman (1975 76) da dé xuat mot loai hé ma voi nguyen
tac mai, dwoc gan voi mot NSD nhat dinh ch khdng phai la gan
v&i mét cudc truyén tin gitba mot cap NSD.

a moi user c6 hai khoa: mét khoa bi mat (secret key/prlvate key) va
modt khoé cdng khai (public key) -- tw do phd bién céng khai.

o Khod thir nhat gan lién véi gidi ma, con khoa thi hai véi sinh ma.
o Hoat ddng cua ching la dbi xing
X=D(z, E(Z, X)) hay X=D, E, (X) (1)
va X=E(Z, D(z, X)) hay X=D; E, (X) (2)
o Trong do (1) dwoc str dung cho truyén tin mat: Con (2) sé dwoc st

dung dé xay dwng cac hé chi ky dién t& (Ky bang E, va kiém dinh
bang D, ).

o Hé ma theo nguyén tac ndéi trén dwoc goi 1a hé ma véikhoé cong
khai (public key cryptosystems - PKC) hay con dwgc goi la ma phi
doéi xirng (asymmetric key cryptosystems).
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Noguyén tic cau tao mot hé PK
(trapdoor)

M6t hé ma PKC c6 the dwoc tao dwng trén co s& str dung mot ham
kieu one - way (1 chiéu). Mot ham f dwoc goi la one-way néu:

1. Bbi v&i moi X tinh ra Y = f(X) la dé& dang.

2. Khi biét Y rat kho dé tinh ra X.

Vidu. Chon so nguyén td pl, p2, ...pn ta co thé dé dang tinh dwoc N =
pl * p2* .. * pn, tuy nhién khi biét N, viéc tim céac thira sd6 nguyén td
cla no la khé khan hon rat nhiéu

Can mot ham one-way dac biét, trang bi mot trap-door (ctra bay), sao
cho néu biét _trap-dogr nay thi viéc tinh X khi biét f(X) (t&rc 1& di tim
nghich dao cuda f) 1a dé&, con ngwoc lai thi kho

Mot ham one-way c0 trap door nhw thé = moét hé ma PKC
o Lay E, (ham sinh m&) la ham one- way co trap-door

o Trap- door chinh Ia khoa mat, ma néu biét no thi co thé dé dang tinh dwoc
céi nghich déo cla E, tirc 1a biét D,, con néu khong biét thi rat kho tink
duwoc.
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Trapdoor Knapsack awa trén bal toan
dong thung

1978, hai 6ng Merkle - Hellman da dé xuat mot thuat
todn ma hoa PKC dwa trén bai toan DPONG THUNG nhw

Sau.

2 Cho 1 tap hop cac s6 dwong a;, 1<i<n va 1 sd6 T dwong. Hay tim
1tap hopchisdo Sc{1,2,. n}sao cho: X iesa =T

Bai toan nay la mét bai toan kho, theo nghia la chwa tim
dwoc thuat toan nao tot hon 1a thuat toan thir-vét can

o Thoi gian x Iy vét can c6 thé ti 1& luy thira theo kich thie input n.

a ﬂ (al, ’612, ds, a4) = (2, 3, 5, 7) T=7.
Nhuw vay ta co 2 dap so S=(1,3)vaS=(4).
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Hé PKC Merkle - Hellman

Tw bai toan dong thung nay chudng ta sé khao sat cac
kha nang van dung dé tao ra thuat toan ma khoi PKC.
So db dau tien nhw sau:

o Chon mét vectora = (a(, a,, ..., a,) - dwoc goi la vector mang
(cargo vector)

a V&I mot khdi tin X = (X1,X5,X5 ..., Xp), ta thwe hién phép ma hoa
nhw sau: T=2 aX (%)

o Viéc giai mé la: Cho ma T, vector mang a, tim cac X; sao cho
thod man (*).

So do nay thé hién mot ham one-way v&i viéc sinh ma
rat dé dang nhwng viéc gidi ma la rat kho = co sé xay
dwng mot trapdoor
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Hé PKC Merkle - Hellman

Merkle str dung mét meo la ap dung mot vector mang
dac biét la vector siéu tang (super-increasing)
a Ehér;h phan i+1 & 1&n hon tdng gié tri cta cac thanh phan ding trwéc nd
1-+1).

Viéc gidi ma c6 thé dién ra dé dang nhw vi du bang sé
sau:

Vector mang siéu tang: a=(1,2,4,8)

Cho T=11, ta sé& thay viéc tim X=(X1,X5,X3,X4) sao cho T= Y a;X; la dé

dang:
Dat T=T,
X,=1 To=To-X,=3 > (Xy X, X3 1)
X4=0 T,=T,=3 > (X, X,01)
X,=1 T.=T,-2=1 > (X,101)
X,=1 > (1101)
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Hé PKC Merkle - Hellman

Bai toan dwoc gidi quyét dan qua cac budc.

o O bworc i, tong dich la T; (ttre 1a phai tim cac a; dé tong
bang T)). Ta dem so sanh T; v&i thanh phan I&n nhat
trong phan con lai cha vector, néu I&n hon thi thanh
phan nay dwoc chon tlre 1a X; twong &g bang 1, con
nguoc lai thi X; twong ung bang 0. Sau dé tiép tuc
chuyén sang bwéc sau véi Ti,, = Ti-Xi

Can chu déng “nguy trang” vector siéu tang dé
chi co nguol chi mé&i biét con nguwdi ngoa
khong thé gidi ma dworc.
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Hé PKC Merkle — Hellman: Co ché
nguy trang

Tao khoa:

Alice chon mdot vector siéu tang:
a’'=(ay,ay)--ay)
a’ dwoc gilr bi mat tiec 1a mét thanh phan cuda khoa bi mat

o Sau d6 chon mét s6 nguyén m > 3'a;’, goi 1a mo-dul dong dw va mot so
nguyén ngau nhién o, goi la nhan tw, sao cho nguyén té6 cung nhau véi m.

o Khoé cdéng khai cua Alice sé la vector a la tich cda a’ véi nhan ti w:
a=(a;,a,,...,a,)
a=wxa;’ (mod m); i=1,2,3...n

o Conkhoa bimatsélabd ba (a’, m, o)

V

REGISTERED YERSIOM o-z
&y

Van K Nguyen --Dai hoc Bach khoa Ha noi DDS HO WATERMARK

visit
%9 eprintdriver.com (év
g
%4 yo13d


http://support.leadtools.com/ltordermain.asp?ProdClass=EPRT1

So do cu thé Merkle-Hellman dua trén bai
toan dong thung.

Sinh ma:
o Khi Bob mudn gi&ri mét théng béao X cho Alice, anh ta tinh ma theo
cong thurc:
T=> aX;
Giai ma:

o Alice nhan duwoc T, giai ma nhw sau:

Pé bd I&dp nguy trang co ta trwde hét tinh o (1a gia tri nghich dao

cua o, tc 1a ox w! =1 mod m, sé gidi thiéu thuat toan tinh sau), roi
tinh T=Tx w! (mod m)

o Alice biét rang T’=a’. X nén c0 ta c6 thé dé dang giai ra dwoc X
theo siéu tang a'.

Chu thich: & day ta co

T'=Txw!=aX wol=3a oX vl
— Z(ai’a) a)'l)Xi wl = Zai’Xi =a'. X
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Brute Force Attack (tan cong vii phu)

2 V&inhtrng ke khong biét trapdoor (a’, m, ®), gidi ma doi hoi phai
tim kiem vét can qua 2n kha nang cua X.

Sw dé v& cla giai phap dung Knapsack (1982-1984).

o Shamir-Adleman dé chi ra ché yéu clia GP nay bang cach di tim
1 cap (w’,m’) sao cho no6 co thé bién doi ngwoc a vé a’ (tr Public
key vé Private key).

o 1984, Brickell tuyén bd sw d6 v& cda hé thdng Knapsack voi
dung lwvgng tinh toan khpéng 1 gio may Cray -1, v&i40 vong lap
chinh va c& 100 trong so.

e}
REGISTERED VERSION 2
ADDS WO WATERMARK -

Van K Nguyen --Dai hoc Bach khoa Ha noi

“

visit <
eprintdriver.com &k
>
&7 . 0“,«3



http://support.leadtools.com/ltordermain.asp?ProdClass=EPRT1

Thuat toan tim gia tri nghich dao theo
modadul dong i

Viéc xay dwng Knapsack voi ctra bay doi hoi phai tinh
gia tri nghich dao cua o theo modul m.

Thuat toan tim x = o* mod m, sao cho x*o = 1 (mod m)
dwoc goi la thuat toan GCD m¢& rong hay Euclide mo
rong (GCD - Greatest common divior - woc s6 chung Ién
nhat).

a Trong khi di tim USCLN cua hai s nguyén n, van,, nguwdi ta sé
tinh luén céac gia tri a,b sao cho GCD(n,;, n,) =a.n; + b.n,.

o Tw do suy ra néu ta da biét (n,,n,)=1 thi thuat toan nay sé cho ta
tim dwoc a, b thoa méan a.n;+b.n,=1, tkrc [a n, chinh la nghich
dao cua a theo modulo n, (ttrc la m)
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Vi du tinh bang so: Tim

_— ngich dao cua 11 theo
n;>0 modulo 39
Initializlation: E,)ét nl_:39’ n2:1,1 ta C’é béng
UPDATE: a,=1, b,=0 tinh minh h(_)a cac buwdc nhw
n,=2 a,=0,b,=1 sau:
N,=r >
=a, —
—a . a* Compute quotient q and
:2 a;-q remainder ng | r | qla|bja|b
alb: t when n; is divided by n, 911 6 3 1 0 0 1
t= g=n;
b2=2b1'q*b2 ‘ No r=0 = a=a 11| 6 5 1 0 1 1 -3
b, =t b=b,
6|51 1|1|-3/-1| 4
g,a,b
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Nhan xét chung vé PKC

Ké tr nam 1976, nhiéu gidi phap cho PKC da dwoc néu ra nhwng
kh& nhiéu da bi pha v&: chirng minh dwoc 1a khdng an toan.

M6t hé thong PKC c6 thé dap iwng 2 muc dich:
o B&o matthéng tin va truyén tin.
o Chuirng thwe va chlr ky dién tir.

Hai thuat todn dap trng céc rng dung trén thanh céng nhat 1A RSA
va El-Gamal.

NOi chung PKC cham, khéng thich hgp cho on-line encryption
o Can khi yéu can tinh an toan cao va chap nhan téc dd cham.
o Ngoai ra nguoi ta thuwdng stv dung két hop PKC va SKC:

dung PKC dé tao khoa bi mat thong nhat chung gitra hai bén truyén tin
dé thwc hién pha truyén tin chinh bang SKC sau do.
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RSA Public key cryptosystems

RSA Ia hé PK phd bién va cling da nang nhat
trong thwec te,

o bdi Rivest, Shamir & Adleman.

o Chuén bat thanh van PKC, cung cap

secrecy, authentication va digital signature.

RSA dwa trén tinh khé cua bai toan phan tich
cac soO lon ra thira s6 nguyén to

o Biét mdt s6 nguyén t6 nhan chiing véi nhau dé thu
duwoc mét hop sb la dé con biét hop s6, phan tich no
ra thtra s6 nguyén t6 la kho.

REGISTERED YERSIOM o-z
ADDS WO WATERMARK -

Van K Nguyen --Dai hoc Bach khoa Ha noi
% ypeiniirercom &5

24 Noﬂf&



http://support.leadtools.com/ltordermain.asp?ProdClass=EPRT1

Y twéng(Motivation)

Y twdng cha cac nha phat minh la gén cac thuat toan

sinh ma va ma hoa voi phép toan lay luy thira trén

trwong Z, = {0,1,2,..n-1}.

2 Chang han, viéc sinh ma cho tin X sé dwoc thuc hién qua:
Y=X¢+n

Kyhiua=b+nnghitalaa=btk*nmaaeZ,conk=1,223,..., vi
du 7=33+10

o Conviéc giai ma:
X = Xd + n (e - encryption, d-decryption)
Do d6 e va d phai dwgc chon sao cho
Xed = X (mod n)

e}
REGISTERED VERSION 2
ADDS WO WATERMARK -

Van K Nguyen --Dai hoc Bach khoa Ha noi

“

. sit <
eprintdriver.com &k
>

&7 . 0“,«3


http://support.leadtools.com/ltordermain.asp?ProdClass=EPRT1

Hién thuc y tuéng

Nguwdi ta da tim dwoc cach xay dung cap sb (e,d) nay trén co sé
cOng thirc nhu sau:

XA =1 (mod n) (dinh Iy O - le)
o o(n) 1a sb cac thudc Z, ma nguyén tbé cling nhau véi n.

0 d)(n) c6 thé tinh dwoc khi da biét cong thire phan tich thra s6 nguyén tb
cua n, cu thé 1a néu da biét n = p*q (p,q 1a nguyén td) thi gn) = (p-1) (g-1).

Nguwoi ta chon e*d sao cho chia ¢(n) dw 1, hay

d=e! (mod ¢ (n),
khi do ta sé& c6 diéu can thiét:
Xed = Xk AN+ =(XAM)d X = 1.X =X (mod n)
Tom lai: Néu da biét e va

a

Biét PTTSNT cla n = tim dwoc d= e (mod ¢(n)) tirc X9 = X (mod n)
o Néu khong biét PTTSNT cua n thi rat kho.

Van K Nguyen
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Thuit todn RSA

Céc tham so

1. Chon hai s6 nguyén t6 I&n p va q.
Tinhn=pxgvam=¢(n)=(p=1) *(g-1).

2.Chon e, 1<e<m-1, sao chogcd (e, m) = 1.

3. Timdsaochoe*d=1(mod m), tiec lad =e* (mod m)

Giai theo thuat toan gcd mé réng da trinh bay & phan truéc.
Khoa cong khai (Public key) la (e, n)
Khoa dung rieng (Private key) la (d, p, Q)
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Thuit todn RSA

Gia str X 1a mot khdi tin goc (plaintext), Y 1& mdt khoi ma
twong wng cua X, va (z,,Z,) la cac thanh phan céng khai
va riéng cua khoa cua Alice

M4 hod: Néu Bob mudn g&ri mdt thong bao ma hoa cho
Alice thi anh ta chi viéc dung khoa céng khai cua Alice dé
thwe hién:

Y=E, (X)=X°%n

Gidi ma: Khi Alice mudn gidi ma Y, c6 ta chi viéc ding
khoariéng z, = d dé thwc hién nhuw sau:
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Vi du bang s6

Céc tham sb:

o Chonp=11vaq=13
n=11*13=143
m=(p-1)(g-1) =10 *12=120
e=37 = gcd (37,120) =1

S dung thuat toan gcd dé tim sao cho e *d =1 + 120, ta tim dwoc
d= 13 (e*d =481)

Pé ma hoa mot xau nhi phan
o “bé” thanh nhiéu doan dd dai la u bitsao cho 2V <142 D u=7.
Moi doan nhw vay biéu dién moét s6 nam trong khoan 0 — 127
o TinhmayY theo cong thirc: Y = X® + 143
Chang han v&i X = (0000010) =2, ta c6
E,(X) =X =12+143=» Y= (00001100)
Giai ma nhw sau: x = D,(Y) =12" =2+143

U 0O 0O O
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Thu muc khoa cong khal

Pé tién cho viéc giao dich trén mang
c6 st dung truyén tin mat, ngudi ta cé
thé thanh 1ap cac Public Directory (thw
muc khoa céng khai), lwu trlr cac khoa
cong khai cua cac user.

Thw muc nay dwoc dat tai mot diém
cdng cdng trén mang sao cho ai cling
c6 thé truy nhap téi dwoc dé lay khoa
céng khai ciia ngudi can lién lac.

Van K Nguyen --Dai hoc Bach khoa Ha noi

User (n,e)
Alice (85,23)
Bob (117,5)
Hua

(4757,11)
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Ung aung thuit todn RSA

a. Bao mat trong truyén tin (Confidentiality)
o A sé gl E, (X)cho B; B biét Zg nén cd thé dé dang giai
ma.
b. Chirc thwc
o Alice ky |1én tin can g bang cach ma hoa véi khoa bi
méat cua co ta D, (X) va gui(X,S)=(X,D, (X))cho Bob
o Khi Bob mudn kiém tra tinh tin cay cua tin nhan duorc,

anh ta chiviéc tinh X'=E, (X)=E, (D, (X)) va kiém tra

néu X = X’ thi ttc 1a tin nhan dwoc la dang tin cay
(authentic).
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Ung dung RSA

Chuy
Tinh toan ven théng tin va danh tinh nguwoi gii dwoc xac
thwe dong thoi:

o Chi mét bit cda tin ma bj thay ddi thi sé |ap tirc bi phat hién ngay do
chir ky khéng khép

o Khong ai co thé tao ra dwoc théng bao d6 ngoai Alice vi chi c6 duy
nhat Alice biét z,.

Alice c6 thé ky vao gia tri bam (hash) cua X thay vi ky
thang 1én X. Khi d6 toan bé ma ma Alice sé& chuyén cho
Bob la (X, D, (H(X)))-

o H() [a mét ham bam cong khai.

o Phuong phap nay la hiéu qua hon do tiét kiém (ham bam ludn cho
ra mot xau do dai cd dinh va thworng << dé dai dau vao.
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Ung dung RSA

c. Két hop tinh mat va tin cay.

o Chung ta c6 thé lam nhw sau dé két hop ca hai kha
nang a va b nhuw trén.

0 Agli Y=E, (D, (X))choB
o B phuc hoi x nhw sau:
X=E, (D, (Y))=E, (D, (E; (D, (X))

o Dé cé bang chirng nham déi pho véi viéc Alice co thé
sau nay phu nhan da gui thong bao (non-repudiation)
thi Bob phai lvu gitr D, (X)
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Xung guanh thugt toan RSA

Van dé chon p vaq:
o p vaq phaila nhivtng sd nguyén td I&n, it nhat 1a c& 100 chir sb.

Q ﬁ Vé) q phai l&n c& xap xi nhau ( vé dd dai cing 100 chi¥ sd chang
an).

Mét vai con so vé téc dé thudt toan trong cai dat:
o Sosanh v&i DES thi RSA:

co tbc dd cham hon rat nhiéu.

Kich thwéc clia khoa matIén hon rat nhiéu.

o Néu p vag cd 300 bits thi n c& 600 bits. Phép nang Ién Juy thiva 1a
kha chdm so v&in I&n, dac biét la néu sir dung phan mém

o Toc dé hién thoi:

S dung phan cirng dac chang: n ¢& 507 bits thi dat dwoc tbc dd
khoang 220Kb/s

Phan mém: n c& 512 bits thi dat dwoc tdc dd khoang 11Kb/s
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V¢ bai todn phan tich ra thzza so nguyén to

Gjai thuat tot nhat van la phrong phap sang sb6. Mét woc luwong
at

vé th&i gian thwe hién cua giai thuat |a:
L(n) ~ 109.7+§Iogzn
a log,n cho sb biét sb bit can dé biéu dién n, s6 can phan tich
TSNT

o Nguwdita da wéce lwong thay, véin=200, L(n) ~ 55 ngan nam.

a Do v@i kha nang thwc hién bang xu ly song song, mgt trong cac
két qua tot nhat vé phan tich TSNT v&i s [&n cho biét da phan
tich mét s6 ¢ 129 chi sb, phan bd tinh toan trén toan mang
Internet va méat tron 3 thang (1996-7)

o Ngay nay, v&inhirng (rng dung c6 d6 doi hoi an toan dac biét
cao nguwoi ta st dung dai lwong modulo cia RSA nay lén dén
1024 bit va tham chi 2048 bit.
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Gial thugt tinh luy thzza nhanh

Luy thira co thé dwoc tinh nhw théng thwéng bang phép nhan lién tuc
tuy nhien tbc dd s& cham. Luy thira trong treorng Z, (modulo n) cé thé
tinh nhanh nhw sau:

Pé tinh X (modul n):

Xac dinh cac hé sb ai trong khai trién cla o trong hé nhj phan:
o= 020 + a2 + 022 + ... + o 2K

Dung vong 18p k bwéc dé tinh k gia tri + n, véi i=1,k :

X2 =XxX
X*=X?xX?
X 2 X 2k81 X X 2k91

Do con% thirc nén ta tinh dwgrc X* £ n bang cach dem nhan voi nhau cac
gia tri X2 £ n da tinh & bwéc 2 néu nhw o, twong tng cda né la 1:
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