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BAI 12.

CAC HE THONG PHONG CHONG
VA NGAN CHAN TAN CONG

Bui Trong Tung,

Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
NO&i dung

- Hé théng twong Itva
- Hé théng phat hién va ngén chan tan cong (IDPS)




1. HE THONG TUONG LUA

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

Gi¢i thiéu chung

- La hé théng c6 kha nang ngan chan céc truy cap
khéng hop |& va da biét tlr bén ngoai va trong
khu vwe tai nguyén can bao vé

- Twdng Itra c6 thé trién khai & nhiéu vi tri, tay
thudc cach thire dinh nghia, pham vi tai nguyén
can bao vé:

»Mang ngoai vi
~Mang ndi bd
~Nut mang(Host-based firewall)

»ng dung(Application-based firewall)

} Network-based firewall
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Tuwdng Ikra cé thé lam gi?

- Thi hanh cac chinh sach an toan bao mat: hoat
ddng nhw mét hé thdng canh vé(traffic cop) cho
phép/tlr chéi lwu lwong mang nao d6 di qua
twdng Itra dwa trén cac dac diém(giao thire, dia
chi, néi dung...) da xac dinh

- Han ché cac hanh vi tAn céng vao mang

»Tw mang bén ngoai(lnternet) vao mang ndéi bd
»Tw phan vung mang ndi bd nay t&i nhirng phan vung
mang ndi bd khac

- Lwu nhat ky cac lwu lwgng mang

/0]
Tuwdng Ira khong thé [am gi?

- Khéng bao vé duwoc tai nguyén trwdc cac mdi nguy co tr
bén trong
- Khéng kiém soat dwoc cac lwu lwgng mang khéng di qua
- Khéng kiém soat day du dbi véi cac lwu lwong da duoc
ma hoda
- Khéng ngan chan dwoc cac truy cap tan cdng chua biét
- Khéng chéng lai dwoc hoan toan cac nguy co tr phan
mém déc hai
- Do d6 can duoc:
»~Trién khai & nhiéu vj tri khac nhau
~Két hop voi céc gidi phap khac: phong chong phan mém déc hai,
IDS/IPS, diéu khién truy cap, kiém toan(auditing)
»Cap nhat lién tuc cac chinh sach méi
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Céc kién truc twong Itra(1)

- Network-based firewall: Kiém soat lvu lwong
mang gilra cac phan vung mang

- Uu diém: Pham vi kiém soat rong

- Nhwoc diém:
»Khéng kiém soat dwoc lwu lwong trong tirng phan viing
»Khéng kiém soat day du lwu lwong da dwoc ma hoa

/0]
Céc kién truc twong lra(2)

- Host-based firewall: Kiém soat lwu lwong mang dén va di
tr mét nut mang

- Uu diém: Kiém soat dwoc lwu lwong téi nat mang tw
nhirng ngudn trong cling phan ving mang

- Nhwoc diém:
»Chi bao vé dwoc cho mot muc tiéu don [é
»Khéng kiém soat day da lwu lwong da dwoc ma hoa




Céc kién truc twdng Itra(3)

- Application firewall: Kiém soat lwu lwgng mang ctia mét
dich vu cu thé

- Uu diém: Kiém soat dwoc toan bd lwu lwong mang tdi
dich vu, k& ca lwu lwong da ma héa

- Nhwoc diém:
»Bo luat phirc tap

~Can phai cai dat nhiéu phan mém tuong Itra néu trén may chu
cung cap cac dich vu khac nhau

Cac cbng nghé twdng Itra

- Thé hé 1(1985) — Packet filter: kiém soat Ivu lvgng dua
trén cac thong tin trong phan tiéu dé

- Thé hé 2(1989) Proxy server: co the ngan chan lwu

lvong tn cong dwa trén sw hiéu biét vé cac giao thirc
chuén cla tang tng dung

- Thé hé 3(1991) — Stateful inspector firewall: kiém soat

thém trang thai ctia ludng di liéu

. The hé 4(1994) — Dynamlcpacket filter: glao tlep v&i hé

thong phat hién tAn cong dé cung cip cac co ché phan
(ng v&i tAn cong

- Thé hé 5(1996) — Kiém soat qua trinh xt Iy géi tin dya

trén toan bd chéng giao thirc TCP/IP

- Hién nay: tich hgp v&i cac giai phap an toan bao mat

khac
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Packet filter(stateless)

»Dia chi MAC

»Dia chi IP nguén, dich
»S6 hiéu céng ngudn, dich

- Loai tworng Itra don gidn nhét
- Dya trén viéc kiém tra mot s6 gia tri trong phan tiéu dé dé
xac dinh gai tin dwgc chap nhan hoac chan:

»Giao thire
- Vi du:

1
2 192.168.120.1
3 Any
4 192.168.120.0
5 Any
6 Any
7 Any

Any
Any
Any
Any
Any
Any

192.168.120.0
Any
192.168.120.1
Any
192.168.120.2
192.168.120.3
Any

Above 1023
Any

Any

Any

25

80

Any

Allow
Deny
Deny
Allow
Allow
Allow
Deny
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Packet filter — Nguyén ly hoat dong

- M@i firewall cé6 mét tap céac luat dinh nghia cach thire x& ly
goi tin(cho phép di qua hoac chan).

- Tap cac luat cd thé ap dung trén lubng div liéu di
vao(inbound) hoac di ra(outbound) cla giao tiép mang

trén firewall

inbound

forwarding

..\f has rules
set?

N
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Packet filter — So khop luat

- Théng tin trén phan tiéu dé cua
goi tin dwoc so khép véi cac gia
tri dinh nghia trong luat

- Cac luat dugc so khép theo thir
tw s&p d&t trong tap luat

- Néu phu hop véi luat ndo, goi
tin dwoc x ly theo cach thirc da
chi ra trong luat dé

» Khéng tiép tuc so khép véi cac
luat con lai

- Néu khong c6 luat nao dwoc so
khop: xt ly theo luat mac dinh

» Théng thwdng: luat mac dinh la
chan
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]
Packet filter(stateless)

- Uu diém:
»>Bon gian
»Tbc dd xt ly nhanh
- Han ché:
»Cé qua it lwa chon xt ly(drop, accept, forward)
»Khéng kiém soat dwoc ndi dung goi tin
»Kha nadng hé tro' ghi nhat ky han ché
~Dé& dang vuot qua bang cac k¥ thuat gid mao thong tin trén phan
tiéu de
»Khéng hé tro tinh ndng xac thuc

14
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Stateful Inspector/Filter

- Han ché clia Packet filter: chi x(r ly ddc lap tirng géi tin,
khéng cé co che theo ddi trang thai cla lién ket
> Vi du: Chq phép cac goi tin tr External network vao Internal )
network néu nut mang trong Internal network da kh&i tao lién két

- Stateful Inspector
»Sr dung bang lwu thdng tin trang thai cta cac lién két da dwoc

thiét 1ap
»Cho phép di¥ liéu di véo(inl?ound) trong khu vire tai nguyén dwoc
bao vé khi va chi khi lién két da dwoc thiét [ap
~Van hé tro' cac giao thirc hwong khong lién két: chi cho phép dir
liéu di vao néu trwdc dé da coé dir liéu di ra twong rng
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Proxy server

- Twong Itra hoat ddng & tang tng dung
- Chuyén tiép dir liéu dén va di ra khdi mang

- VD: Web proxy
Internet
1, Remote computer requests.
s
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Proxy server — Ju diém

- Kiém soat dwoc ndi dung ctia dir liéu: URL filtering, MIME

filtering, Content filtering

- Kiém soat dworc trang thai cia phién
- Che gidu dwoc dia chi IP riéng
- Tach théng tin tiéu dé ci, thay thé bang tiéu d& méi >

ngan chan céac kj thuat tAn cdng dwa trén tiéu dé cla goi
tin t&i mang bén trong

- Chéng lai viéc gia mao théng tin cua tiéu dé

- C6 thé dinh tuyén cho dich vu
- Hb tro tét cac co ché nhat ky, kiém toan

17

17

Proxy server — Han ché

- Lam cham qua trinh cung cép dich vu

- Céac dich vu hé tro bj han ché

- Khéng trong subt véi ngudi dung cubi:
»Can c4u hinh dé client két néi t&i proxy server

- Hién nay proxy server c6 thé thay thé bang cac san pham
twong Itra co tinh nang Deep Packet Inspection

18
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Screening router

- Tich hgp bd loc vai trén
router két néi mang can
bao vé v&i mang cong
cong

- Yu diém:

»Bon gidn
»Chi phi thap

- Nhwoc diém:

»Khong c6 kha nang chiu 16i
»Mrc o an ninh thap, dé bi
vuot qua

Internet

it ot

Routes or blocks packets, as il !Q'

determined by site’s security policy. vvv i
Ex=x—x—x— | Screening Router

Internal Network

= = = = =
I = I = I I = I =

- Str dung khi nao?

- Hé théng da c6 cac 1&p bao vé an
toan hon & bén trong
- S6 lwong giao thirc can kiém soat it

19
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Screened-host

- Bastion Host dat trén
phan vung mang bén
trong, l1a nit mang duy
nhat cé thé truy cap ti
mang céng cOng

- Bastion Host can dwoc
bao vé & mirc cao nhéat
co thé

Internet

irewall P E T e

—
=

- Han ché: khi Bastion Host - Str dung khi nao?

bi chiém quyén quyén
diéu khién, mang bén
trong khéng con duoc
bao vé

- Lwu lwgng mang thap
- Cac nut clia phan vung mang bén
trong da cé I&p bao vé an toan hon

20
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Screen-subnet

- Perimeter network: Phan

ving mang vanh dai nam ”l ____________________ 5 B“:; _________________________
gilra phan vuang bén trong = = _
(internal network) va phan | P
vung bén ngoai (external | ser W
network) e
- Cai dat packet filter trén @ = =@ - = =
Cé 2 router T — = I — T — Imm— I —
- Bastion Host c6 thé hoat
déng nhw mot proxy
- An toan hon do Bastion
Host dwoc tach biét khaoi
phan vung bén trong
21
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2. HE THONG PHAT HIEN VA

NGAN CHAN TAN CONG

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

22
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Van dé phat hién tan céng

- Khéng thé tao ra mét hé théng hoan toan an toan bado mat
- Gidi phap chung: phat hién va ngan chan cac hanh vi tan
cong, khai thac 16 hdng an toan bdo mat
~Bao gom ca vén dé phuc hoi sau tan cong, truy vét tan cong, ngén
chan tan cbng ke tiép
~Bao vé da tang (Defense in depth)
»Chu y: khai thac 16 héng ddi véi ca tai nguyén cling nhw chinh sach
an toan bao mat
- C4c van dé:
»Khéng c6 mé hinh cu thé va cac nguyén ly dé giai quyét
~RA&t nhiéu van dé khi trién khai (vi tri giam séat, phat hién cac 16
hdéng thé nao, dé chinh xac, kha nang vuot qua cia ké tAn cong)

23
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Khai niém co ban

- Intrusion Detection and Preventation System: hé théng cé
kha nang theo doi, giam sat, phat hién va ngan chan cac
hanh vi tan céng, khai thac trai phép tai nguyén dwoc bao
vé

- IDPS vs twdng Itra:

»Twong Itra: xt ly tteng goi tin trén lwu lwgng mang

»IDPS: c6 kha nang theo d6i,’giém sat chubi cac goi tin, hanh vi dé
xac dinh co6 phai la hanh vi tan cong hay xam nhap hay khéng

» Céc thiét bj twong Itva thé hé méi thwdng trang bi tinh nang IDPS

24
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Kién trdc chung

Ca sd tri thire Cau hinh sesssssansneasiect Trang

Trang : thai he
thai he v theng
théng

—— . Thanh phén
| 1 { - [ \—l 5 o
B& phat hién-ID Engine e phan hoi
f Cac sy kién 1
I
Thu thap dir liéu (sensors) - Ef,‘;t

i dong
1
Dir liéu tho ‘

Ngudn thong tin - Hé thong du'gc giam sat
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25

Kién triic chung (tiép)s

- B6 cam bién (Sensor): thu thap di¥ liéu tir hé théng

dwoc giam sat.

- B6 phat hién : Thanh phan nay phan tich va téng hop

thong tin tr di¥ liéu thu QU’Q’C clia bd cam bién dwa trén
co s& tri thirc cua hé thong

- B6 Iwu triv : Lwu trir tAt ca di liéu cia hé théng IDS, bao

gdém: dir liéu ctia bd cadm bi’én, d@ liéu phan tich ctia bd
phat hién, co s& tri thlrc, cau hinh hé thong ... nham phuc
vu qua trinh hoat déng ctia hé thong IDS.

- B phan trng : Thyc hién phan &ng lai v&i nhirng hanh

ddng phat hién dworc.

- Giao dién ngwéi dung

26

26

10/09/2021

13



Tinh chinh xac

- Danh gia qua 2 gia tri:
»FPR (False Positive Rate): ti 1& phat hién nham
»>FNR (False Negative Rate): ti 1& bd sot
- 7: sy kién c6 tAn cdng xay ra
- o4 sw kién hé théng IDS phat ra canh bao
- FPR = P(ct | not 3)
- FNR =P(not < | 7)

27
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FNR=0hay FPR=0"7?

- Trong vi du vé céng ty FooCorp, dé phat hién cac URL doc
hai:
void my_detector_that_never_misses(char *URL)

printf("yep, it's an attack!\n");

}
»Nhan xét: FNR = 0 (Woo-hoo!)
-DéFPR=0

void my_detector_that_never_mistakes(char *URL)

{
}

printf(“nope, not an attack!\n");

28
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Tinh chinh xac (tiép)

- Can can bang gitra FPR va FNR
- Nén lwa chon hé théng cé FPR thap hay FNR thap?
»Phu thudc vao sw mirc do thiét hai ctia hé thdng véi mdi dang 16i
xay ra
»Phu thudc vao ti 1& tAn cong trén thuc té
- Vi du: Gia st hé théng c6 FPR = 0.1% va FNR = 2%
»Trwdng hc_yp’1: méi ngay hé théng cé 1000 truy cap, trong d6 cé 5
truy cap la tan cong:
v Phét hién nham: 995 x 0.1% ~ 1 truy cap hop 1&/1 ngay
/B s6t: 5 x 2% ~ 0.1 (bd sét <1 tAn cong/1 tudn)
rTrub’ng hop 2: 1.000.000 truy cap mdi ngay, trong do 5 truy céap la
tan cong:
v Phét hién nham: 999995 x 0.1% ~ 1000 truy cap hop 1&/1 ngay ®

29
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Phat hién lam dung(misuse detection)

- Dac diém: s dung di¥ liéu vé cac dang tan cong da biét
»Phat hién dwa trén dau hiéu (signature-based)
»Phat hién dwa trén 16 hdng (vulnerability signature)

- Yu diém?

- Nhwoc diém?

30
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Phét hién béat thworng(anomaly detection)

- Dac diém: xay dwng mé hinh cac hanh vi binh thuwong.
DPanh d4u nghi ng& va do lwéng cac hanh vi ndm ngoai
mo hinh.

»Phat hién dwa trén nguwdng (threshold-based)
»Phat hién dya trén dac diém (specification-based)
»Phat hién dwa trén hanh vi (behavioral-based)

- Yu diém?

- Nhwoc diém?

31
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NIDS va HIDS

- NIDS: Network-based IDS

- M6t sb thanh phan chirc ndng trong b phat hién:
»B0 phan tich giao thirc
»B6 phan tich du hiéu: phat hién cac dang tan cong da biét
> Shadow execution
»Trinh ghi nhat ky

- Yu diém

- Nhwoc diém

32
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NIDS va HIDS (tiép)

- Host-based IDS
- M6t sb thanh phan ctia bod phat hién:
»B0 quét gai tin
»B06 quét file
»B06 quét bd nhé chinh
»Phan tich thdi gian thyc
> Sandbox execution
- UYu diém?
- Nhwoc diém?
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