BAI 11.

MOT SO GIAO THU'C MAT MA
TRONG MANG TCP/IP

Bui Trong Tung,

Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
NGi dung

- M6t s dang tAn cong qua trinh truyén tin (nhac lai)
- IPSec

«- SSL/TLS

- SSH

- Céac giao thirc mat ma trong WLAN




1. MOT SO DANG TAN CONG

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

Nghe lén

- Thu nhan trai phép cac théng tin trong qua trinh truyén
- tén cdng vao tinh bi mat cia théng tin

%L() Kénh truyén #)%.

T

: |
Alice M
|
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Mao danh

- Ké t&n cdng mao danh mét bén va chuyén cac théng diép
cho bén kia.

e e

Alice Bob

“'I:(')i I‘é B‘ob‘.. “T6i la Alice.
DPay la so tai Pay la s6 tai
khoan cua t6i. khoan cua toi.
Hay cAh_:f’yen tien Ké tan Hay chuyén tién
cho téi! céng cho toi!”

Thay ddi ndi dung théng diép

- Chan théng diép, thay dbi ndi dung va chuyén tiép cho bén kia
“Toi la Alice.
S6 tai khoan cua toi
1a 123. Hay chuyén

tién cho toi!” .
° 4’() Kénh truyén ) —X ®

Alice Bob

“Toi la Alice.

S6 tai khoan cua

toi la 456. Hay
Ké tan chuyén tién cho
coéng toi!”




Phat lai thong diép

- L6 hdng: trén cac théng diép cé dau hiéu xac thyc tinh tin
cay, nhwng khong c6 gia tri xac dinh thoi diem thong diép
dwoc glri di > ké tan cong phat lai cac thong diép ci

“Ti la Alice.
Hay chuyén tién cho

David! Bay la chir ky
cua t6i.” ) Kénh truv ) _
y nh truyén —_— ;
® é uye 9
Bob

Alice
“T6i la Alice.
Hay chuyén tien

cho David! Day la
David chir ky cua t6i.”
7

Tan codng phu nhan gui
- Bén gti phd nhan viéc da gwi di mot thong tin
“Téi la Alice.

Hay chuyén tién cua t6i vao tai
® khoan 123!”
> L]

Alice “Téi la Bob.
! T6i da chuyén tién clia cb vao tai Bob
khoan 123.”

“Khéng. . .
To6i chwa bao gi® yéu cau chuyén
tién cha toi vao tai khoan 123!”




Tan céng phd nhan nhan

- Bén nhan phu nhan da nhan duwgc thong tin

“Téoi la Alice.

Hay chuyén tién cua téi vao tai
® khoan 123!” :
> (]

“Téi 1a Alice.

Alice Tai sao anh chwa chuyén tién?”

“Khong. ‘
T6i chwa nhan dwoc yéu cau cua co!”

2. IPSEC

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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Giao thire IPSec

- B9 giao thirc bao mat mé réng cho IPv4 va IPv6 (mé ta
chi tiét trong RFC 4301 va >30 RFC khéac ©)

- Cac dich vu:

> Bao mat: DES, 3DES, AES

»  Xac thyc: HMAC MD-5, HMAC SHA-1

» Chéng tan cong phat lai

»  Xac thyec cac bén

»  Kiém soat truy cap
- Giao thire déng goi dir liéu :

> AH : Xac thyc théng diép

» ESP : Bdo mat théng diép

> ESP-ICV: Bao mat va xac thwc thong diép

11

0]
Tién trinh trao ddi di¥ liéu qua IPSec VPN

1. Mot trong 2 bén khéi tao
2. Thiét lap két ndi diéu khién: ISAKMP/IKE
Phase 1:
» Cac chinh sach trao dbi khéa
» Diffie-Hellman
o Xac thuc thiét bi va xac thuwe ngwdi dung
3. ISAKMP/IKE Phase 2 : théa thuan cac tham
s6 thiét 1ap két ndi bao mat dé truyén dir liéu
4. Trao déi div lieu
5. Lam mé&i cac két ndi néu qua thoi gian quy
dinh cho 1 phién
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Pong goi dir liéu theo giao thire ESP

~—————————— Authenticated —————
Encrypted

1Pv6 hop-by-hop, dest,

routing, fragment

(a) Transport mode

~«————— Authenticated —— =
Encrypted

IPv4

< Authenticated —— >

Encrypted

IPv6 ext

headers

(b) Tunnel mode

13

~

Pong goi dir liéu theo giao thire AH

orig IP
1Pv4 halr TCP Data
orig IP extension headers ~+—— Authenticated except for mutsble fields —
1Pve hdr (if present) TCP Data

L
ofig 1P
IPv4 ‘ halr AH| TCP Diata

(a) Before applying AH

except for mistable fields ————————

orig IP | hop:by-hop,
1Pvé R

P AH [ dest e

i) Transpornt mode

A icated except for mutable
TheTds i the reew TP Bender

v I”‘b:'“' An | eI e Dt ]

Authenticased except for munable ficlds in
new TP hien it extension ¥

new 1P ext
Tnedr headers

orlg [P ext i
[Py AH hdr TCP Doatay

Ieaders

() Tunnel mode
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2. GIAO THU'C SSL/TLS

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén thong,
Pai hoc Bach khoa Ha Noi
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SSL/TLS la gi?

Sercure Socket Layer/Transport Layer

Security

- N&m gilva cac giao thirc tng giao | Application layer |
van va tang trng dung
Cung cép cac co ché ma mat va | SSL or TLS |

xac thuc cho dir liéu trao dbi gitra
cac rng dung |
Cac phién ban: SSL 1.0, SSL 2.0,
SSL 3.0, TLS 1.0 (phat trién tir SSL
P
3.0) | |
St dung giao thirc tAng giao van
TCP
- DTLS: Phién ban twong tw trén nén
giao thrc UDP

TCP |

16
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SSL va céc giao thirc tang trng dung

- HTTPS = HTTP + SSL/TLS: cdng 443

- IMAP4 + SSL/TLS: Céng 993

- POP3 + SSL/TLS: Cdng 995

- SMTP + SSLT/TLS: Céng 465

- FTPS = FTP + SSL/TLS: Cdng 990 va 989

17
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SSL/TLS la gi?

- Gém 2 giao thirc con
- Giao thirc bat tay(handshake protocol): thiét 1ap
két ndi SSL/TLS
» S0 dung cac phwong phap mat ma khoa céng khai dé
cac bén trao d6i khoa bi mat
- Giao thirc bao vé dir liéu(record protocol)
» S0 dung khoa bi mat da trao dbi & giao thirc bat tay dé
bao vé dir liéu truyén gitra cac bén
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Giao thirc bat tay

ClientHello

ServerHello,

[Ching thu s6]g
[ServerKeyExchange]
[Yéu cau chiing thu sG]
ServerHelloDone

B s
[Chiing thu sG]
[ClientKeyExchange]
[Xac thuc chiing thu]

Thoa thuan thuat toan mat ma
Hoan thanh

Théa thuan thuat todn mat ma
Hoan thanh

19

r (/"""
Client Hello

ClientHello

k

Théng tin giao thirc ma client ho trg:
» Phién ban giao thirc SSL/TLS
» Cac thuat todn mat ma

20
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Server Hello
| Gia tri ngau nhién

C, Version,, suite,, N,

ServerHello

7

* Phién ban giao thirc SSL/TLS cao
nhdt ma 2 bén cling ho trg

* Thuét toan md héa manH nhat ma
2 bén cung ho trg

s

21

]
ServerKeyExchange

Gia tri ngau nhién
C, Version,, suite., N, ‘

Version,, suiteg, N,
ServerKeyExchange

g

Thut toan trao ddi khda, théng
tin sinh khoa va/hoac chiing thu
sO clia server (tuy thudc thuat
toan trao déi khda)

22
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]
ServerKeyExchange

Certificate

No certificate

RSA Enc-cert —4€ = |[€-———-—--—---————————————-
ServerKeyExchange
______ No ServerKeyExchange =
a. RSA b. Anonymous DH

%“ Certificate
<« RSAorDSS Sig-cert

ServerKeyExchange

c. Ephemeral DH d. Fixed DH

gik Certificate
<—| DH cert

23
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]
ClientKeyExchange

| C, Version,, suite., N, |

Version,, suiteg, N,
ClientkeyExchange

“ServerHelloDone”
e —

ClientKeyExchange |

V™~

Thuét toan trao ddi khda, théng tin

sinh khda va/hoac chirng thu s6 cua
client (tly thudc thust toan trao déi
khoa)

24
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]
ClientkKeyExchange

S :-sﬁcrypled with server’s public key
Sig.: Signed with client’s public key

No certificate

No certificate

ClientKeyExchange
s =

a. RSA

%‘ Certificate Certificate
—| RSA or DSS Certificate }—» DH Certificate

ClientKeyExchange
No ClientKeyExchange

—| Sig. (g, p. &) }—» --------------------------

c. Ephemeral DH d. Fixed DH 25

ClientKeyExchange
&p.g°

b. Anonymous DH

(WA

25

Hoan tat giao thirc bat tay

C, Version,, suite,, N,

Version,, suiteg, N,
ServerKeyExchange,
“ServerHelloDone”

ClientkeyExchange

Client va server chia sé thanh cong cac thong tin sinh khoa
va st dung cac thdng tin nay dé tao khda chinh.
Khda chinh dudc str dung dé trao ddi cac khda phién

26

26
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Cac bo thuat toan ma hoa trén TLS 1.0
Key
Cipher suite Exchange Encryption | Hash
TLS_NULL_WITH_NULL_NULL NULL NULL NULL
TLS_RSA_WITH_NULL_MD5 RSA NULL MD5
TLS_RSA_WITH_NULL_SHA RSA NULL SHA-1
TLS_RSA_WITH_RC4_128_MD5 RSA RC4 MD5
TLS_RSA_WITH_RC4_128_SHA RSA RC4 SHA-1
TLS_RSA_WITH_IDEA_CBC_SHA RSA IDEA SHA-1
TLS_RSA_WITH_DES_CBC_SHA RSA DES SHA-1
TLS_RSA_WITH_3DES_EDE_CBC_SHA RSA 3DES SHA-1
TLS_DH_anon_WITH_RC4_128_MDS5 DH_anon RC4 MD35
TLS_DH_anon_WITH_DES_CBC_SHA DH_anon DES SHA-1
TLS_DH_anon_WITH_3DES_EDE_CBC_SHA DH_anon 3DES SHA-1
TLS_DHE_RSA_WITH_DES_CBC_SHA DHE_RSA DES SHA-1
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA DHE_RSA 3DES SHA-1
TLS_DHE_DSS_WITH_DES_CBC_SHA DHE_DSS DES SHA-1
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA DHE_DSS 3DES SHA-1
TLS_DH_RSA_WITH_DES_CBC_SHA DH_RSA DES SHA-1
TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA DH_RSA 3DES SHA-1
TLS_DH_DSS_WITH_DES_CBC_SHA DH_DSS DES SHA-1
TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA DH_DSS 3DES SHA-1
27

27

]
Bao vé di liéu trén kénh SSL/TLS

Payload from upper layer protocol |

N
N

Fragment i coe

-

. Other values
l RPH: Record Protocol header

N
N
‘Write
Compressed |—>| Hash I‘_ MAC secret

|,
! ¢_I 0 8 16 24 31
|

Compressed | MAC | Protocol Version | Length ... _
-7 ... Length
Encryption . Write 0
Cipher secret Compressed fragment 23
% . 8
| Encrypted fragment | 5 §‘
! ! MAC <
| SSL payload | RPH | (0, 16, or 20 bytes)
a. Process b. Encapsulation

28



M6t sb cai tién trén TLS 1.0

- Thuat toan sinh khéa an toan hon: s&r dung 2

ham
»M& rong gia tri bi mat

»Ham gia ngau nhién két hop 2 ham bam MD5 va SHA-

1 dé sinh théng tin tao khéa

- Str dung cac ham HMAC thay thé cho MAC

29
29
Ham mao réng gia tri bi mat
Secret HMAC Secret HMAC Secret @
Y Y Y
Hash - Hash - | Hash - oo
Secret —>| HMAC i Secret Secret HMAC
Y Y
| Hash | | Hash | | Hash | coe
| Expanded secret
30
30

15
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Ham gia ngau nhién PRF

Label Seed
[ Lobel |

PRF l—I—I
d
l seed - seed l
Half secret > MD5 SHA-1 < Half secret
v v
| Expanded secret | | Expanded secret |
XOR
v
| New secret |

31
31
Sinh gia tri master-secret
“Master secret”” CR|SR ‘
Secret Label Seed
Y Y
PM: Pre-master Secret
Pseudorandom Function CR: Client Random Number
(PRF) SR: Server Random Number
|: Concatenation
Y
Master secret
32

32
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Sinh théng tin tao khoa

Master secret |[8:457 expansion”l SR |CR ‘
Secret Label Seed
Y Y
. CR: Client Random Number
Pseudorandom Function SR- Server Random Number
(PRF) . .
|: Concatenation

Y

Key material

33

33

]
Ham HMAC trong TLS 1.0

MAC secret

left-padded to 512 bits
ivad ipad: Byte 0x36 repeated 64 times
P f opad: Byte 0x5C repeated 64 times

. Sequence | Compressed | Compressed | Compressed
‘ 312 bits number type version length Compressed fragment
L I

MAC secret

left-padded to 512 bits MDS5 or SHA-1 I
opad
| sbis || Heh |

MDS5 or SHA-1

34
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Tan cong man-in-the-middle
- Loi dung 16 hdng cac bén khéng kiém tra tinh hop 1& cua
chirng thw sO
- Kich ban:
Client Attacker Server
ClientHello
ClientHello
ServerHello
ServerHello Certg
FakeCertg
Cert,
FakeCert,
K51 KSZ
E(Ks;, Data) E(Ks,, Data)
v v 35
35

3. GIAO THUC SSH

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén thong,

Pai hoc Bach khoa Ha Noi

36

36
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SSH la gi?

- Secure Shell: ndm trén tang

. d SSH User SSH
wng aung Authentication ~ Connection
- Phién ban hién tai: SSH2 Protocol Protocol

(RFC4250 dén RFC 4256)
- Gém 3 giao thirc con:

»SSH Transport Layer Protocol:
cung cap két ndi xac thiwc, bado
mat

»SSH User Auth. Protocol: Xac
thwe phia client véi server

»SSH Conpection Protocol: dén
kénh truyén dir liéu bi mat trén
két n6i SSH

SSH Transport Layer Protocol

TCP

37
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]
Transport Layer Protocol

Client
- Xac thuc server dwa trén éy Serm@
chirng chi so I |
. . 5 , Establish TCP Connection |
- Client duy tri bang anh xa
d!a Chi server Vé Chl].’ng Identification string
chi s6 cua server do

- Trao dbi khéa: st dung o 288 0 eI
. ’ . ” negotiation SSH_MSG_KEXINIT
giao thire trao dbi khoa *
IKE dwa trén so do Diffie- l R

Hellman (RFC 2409)

SSH_MSG_NEWKEYS

End of

key exchange SSE_MSG_NEWKEYS
Service SSH_MSG_SERVICE_REQUEST
request dl

38

38



Transport Layer Protocol

- Khudén dang théng diép |

Payload I

Y

(o)

Y
Ve e s d/ -
seq # pktl |pdl /Comprssed payloj' padding
L

it 2L

Ciphertext

SSH Packet 39

39

SSH User Authentication Protocol

- B1: Client gtri thong diép MSG_USERAUTH_REQUEST véi théng tin
tai khoan va phwong phap xac thwc dé nghi

- B2: Server kiém tra tai khoan ngwdi dung. Néu khéng hop 1 gl
théng diép MSG_USERAUTH_FAILURE. Nguwoc lai chuyén sang
buwéc 3

- B3: Server giri MSG_USERAUTH_FAILURE néu khéng hé tro
phwong phap xac thwe ma client yéu cau kém theo danh sach cac
phwong phap ma server dé nghi

- B4: Client lwa chon phwong phap xac thuwec ma server hé tro va gui lai
MSG_USERAUTH_REQUEST

- B5: Néu xac thuwe thanh céng va can thém cac budc xac thuc khac,
quay lai buéc 3

- B6: Server gtri thong diép MSG_USERAUTH_SUCCESS bao xac
thwc thanh céng

40

40
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SSH Connection Protocol

l Establish Authenticated Transport Layer Connection ]

SSH_MSC_CHANNEL OPEN

Opena
channel |  ssH MSG CHANNEL OPEN CONFIRMATION

<+

SSH_MSG_CHANNEL_DATA

SSH_MSG_CHANNEL_DATA

Data { .
transfer
L]
SSH_MSG_CHANNEL_DATA |
v L SSH_MSG_CHANNEL_DATA
Close a SSH_MSG_CHANNEL CLOSE ol
channel

41

41

]
An toan bao mat giao thirc SSH

- L6 hdng: client khéng kiém tra day du tinh hop 18 cla
chirng chi ma server cung cap

- Nguy co’: gid mao sever va tdn céng man-in-the-middle
»Twong tw nguy co trén giao thirc SSL/TLS

42
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3. GIAO THU’C BAO MAT WLAN

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén thong,
Pai hoc Bach khoa Ha Noi

43

43

WPAWPA2: l -

- Xac thwe: Tuy thudc ché do

-WPA: M héa bing RC4, 128 bit o

- WPA2: M3 héa bing AES-128

44

44
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WPA2 Personal l : l

WifiStation
Connecting

Enter the network security key
-

Cancel

Kich thwéc khoa

Y l Sé vong lap
Laptop va AP cung tinh toan: \

K = PBKDF2(HMAC-SHA-1, password, SSID, SSID_length, 4096, 256)

45

45

WPA2 Personal l — l

Laptop va AP cung chia sé gia tri bi mat
K. Gia nay dwoc s dung dé sinh khoa

dung cho qua trinh ma héa va xac thyc
di liéu trao dbi gitra 2 bén

46



WPA2 Enterprise — An toan hon nhung l,«"; :l
trién khai cling phirc tap hon
L]

Authentication Server
(RADIUS, TACACS,

{Auth:}, LDAP)
47
47
Hé thong khoa trong WPA/WPA2
OR
PRF using HMAC-SHA1
X =512 (TKIP)
X =384 (CCMP)
=S I
| |
| |
| |
Bits 0-127 Bits 128-255 Bits 256-383 : Bits 384-447 Bits 448-511 :
KCK KEK TEK (=TK) | TMK1 TMK2 |
| TKIP |
48
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Hé thong khéa trong WPA/WPA2

- PSK(Pre-shared Key): khéa dwoc sinh tir mat khau chia
sé trudc
- MK(Master Key): khéa do may chii RADIUS, phan phéi
cho MS va AP
- PMK(Pairwise Master Key): khéa dung dé& phan phéi cac
khéa phién:
»WPA/WPA2 Personal: PMK = PSK
»WPA/WPA2 Enterprise: PMK = MK
- PTK (Pairwise Transient Key): bd khéa phién gém céac
khéa KCK, KEK, TK, TMK dung cho truyén théng unicast
- GTK: bd khéa phién dung cho truyén théng multicast

49

/0]
Hé thong khéa trong WPA/WPA2

- KCK(Key Confirmation Key): khéa dung dé xac thwc khi
bat tay 4 buwéc phan phdi khéa PTK va GTK

- KEK(Key Confirmation Key): khéa dung d& ma héa bao
mat khi bat tay 4 bwéc phan phbi khoa PTK va GTK

- TKITEK (Temporary Key/Temporary Encryption Key):
khéa dung d& ma héa bado mat ctia dir liéu trong giao
thirc TKIP(WPA) va CCMP(WPA2)
»Trong WPA2, TEK con dwoc st dung dé xac thue di liéu

- TMK(Temporary MIC Key): khéa dung dé xac thuc dir liéu
trong TKIP

50



Phan phdi khoa PTK va GTK

| =

ANonce + AP RSN IE

The station derives ;
the GTK Mgssage authentication
using the KCK

EAPolL-Key
| — i
SNonce + MIC + STARSN IE
The AP derives the

PTK, initializes GMK
and calculates GTK

| EAPolL-Key
Synchronization between /[~ MIC + GTK encrypted + AP RSN IE | GTK encrypted
the two entities before using the KEK
encryption EAPol-Key ACK

MIC

(>
PTK and GTK »-802.1X controled port opened | PTK and GTK

installation

PTK = PRF-X(PMK, « Pairwise key expansion »,
Min(AP_Mac, STA Mac) || Max (AP Mac, STA Mac) ||
Min (ANonce, SNonce) || Max (ANonce, SNance))

51
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Phan phdi khoa PTK va GTK

- Str dung cac thong diép EAPoL-Key(EAP over LAN)

- Buwdc 1.
AP khoi tao ngau nhién gia tri ANonce
»Glri ANonce cho Client
- Buwdce 2.
»~Client kh&i tao gia tri nhau nhién SNonce
»Khé&i tao MIC va gtri cho AP.
» St dung PMK, SNonce, ANonce, MAC ctia Client va AP dé tinh
toan PTK.

52
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Phan phdi khoa PTK va GTK

- Bwoce 3.

»Dwa vao PMK, ANonce, MAC cla Client va AP, va S Nonce vira
nhan dwoc, AP tinh toan PTK.

»Xac thyc MIC.
»Khoi tao GMK dé tinh toan GTK (128 bit véi CCMP).
»Tao MIC mé&i. Gri MIC va GTK cho Client
- Bwéc 4.
»B&o céo hoan thanh két néi.
»~Client cai dat GTK, tinh toan gia tri MIC dé chéc chén réng AP biét
PMK.
- Chu y: Khéa GTK sé dwoc lam méi béi qua trinh Group
Key Handshake.

53

Lam maoi khda GTK

PTK

o~ B _ Y

GMK+ Gnonce
+ GTK calculation
GTK encrypted | _ EAPolL-Key (MIC, GTK, Group) — @
using the KEK [ PT a ;
GTK
GTK decryption
EAPolL-Key(Group, MIC) Message authentication
(g i using the KCK
PTK and
GTK

GTK = PRF-256(GMK, Group Key Expansion,
AP Mac || GNonce))

54
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Lam maoi khda GTK

- Buwéce 1.
»AP khé&i tao ngau nhién Gnonce, ccf)ng‘vc’)’i GMK da cé,
tinh toan GTK m¢&i, dwoc ma hoéa lai bang KEK.
»Guri gia tri GTK, MIC t&i AP.
- Buwéece 2.
»Client giai ma GTK, xac thyc MIC.
»Guri gia tri MIC cho AP.
»Sau khi xac thye MIC thanh cong, AP cai dat GTK mai.

Option 1: Tron khoa va ma héa TKIP
MIC = Michael (TMK + SA
+ DA + Priority + Plaintext)
16 bits IV | 32 bits IV MIC
(lower) (upper)
ICV =CRC
(Plaintext || MIC)
5 F ICcV
TTAC (TKIP-mixed Transmit
Adress and Key) - 80 bits v
<>
y l
d = dummybyte I v | d | v | Per-Packet Key (104 bits) |
(avoid weak = =
i 24 bits OR
RC4
Keystream
Y ) >
MAC IV [ KeylD Extended IV FCS
Header 4 octets 4 octets 4 octels
h ENCRYPTED .
56
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Option 2: Ma hoa CCMP

Incremant

PN Number

MPDU SA, Y
Priority
- Construct Nonce
Counter

*\F v | | Construct CCMP Header

—>| MIC Computation

l’ -

MAC Data
Header
AAD
Y
v
MAC
Header

|

CCMP Header
& octets

FCs
4 oclets

AAD: Additional Authentication Data (MPDU Header)

ENCRYPTED
PN: Packet Number = Ext |V

57
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