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Phién(session) la gi?

- M6t chudi cac thdng diép HTTP Request va HTTP
Response dwoc trao dbi gilra mét trinh duyét va website

- Thuwong kéo dai trong mét khoang théi gian nao do
- Quan ly phién:

»Nguwdi dung chi dang nhap mét 1an

»Céc théng diép HTTP Request dwoc gl tiép theo gén lién trang

thai da xac thwe tai khoan nguwdi dung
trang thai ctia phién can dwoc lwu triy tai client va server
- rng dung dién hinh cta cookie

7
St dung HTTP auth

- St dung co ché HTTP auth
- HTTP request: GET /index.html

- HTTP response chira:

WWW-Authenticate: Basic realm=“Password Required”
=5

Authentication Required

0 A username and passwerd are being requested by hitps://crypto.stanford.edu, The site says:
4 "Password R:quin"‘

User Name:  hetlo|

Password: sssssssss

()

- Cac thQng diép HTTP Request sau dé chra ma bam cua
mat khau

Authorization: Basic ZGFddfibzsdfgkjheczI1NXRIeHQ=

4




r /" "]
Han ché ctia HTTP auth

- Nguwdi dung chi cé thé dang xuét bang cach tét clra sb
trinh duyét.

- Théng bao c6 ndi dung khé hiéu véi nguwdi dung

- Hop thoai d&ng nhap khéng thé tuy bién

- Trén c&c trinh duyét cii: c6 thé danh cép cookie, ma bdm
ctia mat khau bang cach lgi dung HTTP TRACE Request
»Hay doc thém vé I6i cross-site tracing

7
St dung thé bai (session token)

Thuong la session-id .
Web Site
GET /index.html /

<Thé bai v6 danh(anynomous tokenN

GET /books.html
Thé bai v6 danh

Browser

v

POST /do-login Xac thuc
Username & password Username

Thé bai logged-in wﬂwo d
POST /checkout

Thé bai logged-in Kiém tra
token
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Lwu thé bai & dau?

- Trong cookie:

Set-Cookie: SessionToken=fduhye63sfdb

- Nhung vao URL
https://site.com/checkout?SessionToken=kh7y3b

- Pat trong thudc tinh an

<input type="“hidden” name="sessionid” value=“kh7y3b” >
- Dat trong thudc tinh cia DOM

- Han ché ciia méi phwong phap?
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Lwu thé bai & dau?

- Trong cookie:

Moi thong diép HTTP Request giri di déu co gia tri thé bai >
tan cong CSRF

- Nhung vao URL

L0 gia tri thé bai qua trudng HTTP Referer

- Bat trong thudc tinh an

Chi 4p dung cho cac phién ngan

- Dat trong thudc tinh cia DOM:

L& gia tri, chi 4p dung cho cac phién ngan, khéng cé tac
dung trén ctra s méi dwoc mé ra
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HTTP Referer

GET Sfwiki/lohn_COusterhout HTTP/1.1
Heost: enawikipedia.org

Keep-Alwe: 200

Connection: keep-alive

Referer: http:/fwww.google.comysearch?q=john+ousterhout&ie=utf-8&og

- Trwong Referer co thé lam 16 cookie cho bén thr 3

- Che giéu cookie khi chuyén tir trang HTTPS sang trang
st dung HTTP:

»HTML5: <a rel="noreferrer” href=www.example.com>

2. UNG DUNG COOKIE TRONG QUAN LY PHIEN
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r (/"""
HTTP Cookie

HTTP Request

HTTP Response

L > I

HTTP Request

- Cookie: dir liéu do Web server tao ra, chira thong tin trang thai ctia phién
lam viéc
» Server cé thé lwu lai cookie(mdt phan hodc toan bo)
- Sau khi xr ly yéu cau, Web server tra lai thong diép HTTP Response v&i
coookie dinh kém
» Set-Cookie: key = value; options;
- Trinh duyét lwu cookie
- Trinh duyét giri HTTP Request tiép theo v&i cookie dwoc dinh kém
1"
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Cac van dé bao mat cua cookie

- Server
»Khéng doc duwoc mot sé thude tinh clia cookie
»Khéng “nhé” cookie duorc thiét 1ap cho scope nao
»Khéng kiém tra dworc tinh toan ven cla cookie

- Client: c6 thé doc, thiét 1ap tuy y
»Firefox: cookies.sqlite

- Cookie ¢6 thé bi thay dbi khi truyén:
> Firefox add-on: TamperData
»Web proxy: Burp suite, ZAP...

- Cookie c6 thé bi danh cép
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Vidu 1:

- Alice dang nhap trén trang login.site.com
~M®6t cookie dworc thiét 1ap véi session-id cho site.com

~Lwu y: cookie nay dwgc str dung cho moi trang c6 tén
mién dudi site.com

- Alice truy cap vao mét trang bi chén ma déc
evil.site.com
»Ghi dé cookie trén v&i user la attacker
- Alice truy cap vao other.site.com
~Nguy co?
- Nguyén nhan?
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Vidu 2: HTTPS cookie

- Alice dang nhap tai https://www.google.com/accounts

set-cookie: SSID=A7_ESAgDpKYk5TGnf; Domain=.google.com; Path=/ ;
Expires=Wed, 09-Mar-2026 18:35:11 GMT; Secure; HttpOnly

set-cookie: SAPISID=wj1gYKLFy-RmWybP/ANtKMtPIHNambvdl4; Domain=.google.com;
Path=/ ; Expires=Wed, 09-Mar-2026 18:35:11 GMT; Secure

- Alice truy cap http://www.google.com
»HTTP Response c6 thé bi chén cookie nhu sau:

Set-Cookie: SSID=attacker; secure
~HTTPS cookie van cé thé bj ghi &
—HTTPS khéng ddm béo tinh toan ven cho cookie
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Xac thwe cookie
- Server str dung khéa bi mat K, khéng chia sé

Sinh tag: T« HMAC, (K, SID Il name Il value )

IOl Set-Cookie: NAME = [ vaue [N
Server
Cookie: NAME =

value

Verify tag: HMAC,;s, (k, SID Il name Il value,)

15
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Vi du: ASP .Net

- Thiét 1ap khéa bi mat:

System.Web.Configuration.MachineKey

- Tao va ma hoda-xac thuc cookie

HttpCookie cookie = new HttpCookie(name, val);

HttpCookie encodedCookie =
HttpSecureCookie.Encode (cookie);

- Gidi ma va kiém tra

HttpSecureCookie.Decode (cookie);
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Session Hijacking

- K& tAn c6ng danh cap Session Token clia ngudi dung va
chiém (hijack) phién lam viéc
—gli yéu cau mao danh nguwdi ding
- Session Token trong cookie c6 thé bj boc 16 nhw thé nao?
»Chan bét goi tin néu kénh truyén khong dwoc ma hoa
»Tén cong dau doc DNS khién trinh duyét truy cap vao website gia
mao
»Poan nhan néu token khéng dwoc sinh ngdu nhién
~Trinh duyét/may chu bj tan cong .Vi du: tan cong XSS, tan cong
bang phan mém ma doc
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Session Hijacking — Vi du

- Tan céng vao 16 hdng ctia Twitter nam 2013
- Twitter s&r dung auth_token dé xac thuc:
»BPuwgc sinh tir username va password
- L6 héng:
»auth_token khong thay ddi
»auth_token khong bi x6a khi nguwdi dung déng xuét

~Khi ké tdn cong danh cép, auth_token cé thé str dung nhiéu 1an
cho t&i khi mat khdu ctia ngudi dung bi thay déi
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Tan cbng Session fixation

1. K& t&n cong truy cap vao site.com va nhan dwoc thé bai
v6 danh (anonymous token)

2. Nhung thé bai vao dia chi URL trén mt trang cla
evil.com

3. Ngu¢i dung dang nhap vao site.com qua URL trén
evil.com sé nhan dugc thé bai logged-in

logged-in token = Generate(anonymous token)

4. Ké tan cong tinh toan thé bai logged-in va thwc thi cac

phién gia mao
~Co thé lgi dung 16 hdng web server khong danh dau thé bai hét

hiéu Iyc khi ngudi dung dang xuat
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Phong chdng tan cong Session Hijacking

- Ngan chan doan nhan cookie: st dung gia tri ngau nhién
c6 kich thwéc du lon
- Ngan chan danh c&p cookie
- Yéu cau xac thuc lai
- Str dung xac thyc da yéu td
- Quan ly session token:
» S dung session token m&i cho phién maoi
» S dung time-out cho session token. Lam m&i session token khi
time-out
» X6a session-token khi nguwoi dung dang xuat
- Kiém tra dua trén dia chi IP, théng tin thiét bi, phan
mém... chi 1a gidi phap hd tro
20
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3. TAN CONG CSRF
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Cookie cua bén thir 3(third-party)

- Loi dung hiéu (rng bén (side effect) dé tao ra cac HTTP

Request trai phép.

~Hiéu (rng bén (side effect): trong qua trinh hién thi (render) trang
web, trinh duyét co thé ty dong truy cap dén tai nguyén nhirng lién
két khac ma khbéng duwgc kiém soat.

- Gia st trinh duyét (1st party) truy cap vao site A (2™
party).

- Néu trén site A c6 dia chi URL ctia mot tai nguyén nam
trén site B (3 party), mét thong diép HTTP Request cho
dia chi URL sé dwoc phat di véi cookie cua site B

- L6 hdng CSRF: Cu phap clia yéu cau |a doan truéc duwoc
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Kich ban tan cong CSRF

Server Victim

(1) wiee\eP prie?
 trai neP
@ gul yéu cau < —ooKie)

User Victim

ic Attack Server
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Tan cdng CSRF — Vi du

- Nguw&i dung dang nhap trén website bank.com va thyc
hién mét giao dich chuyén tién
»Trinh duyét lwu cookie ctia phién lam viéc(gdm cac théng tin ngudi
dung da xac thyc véi ngan hang)
- Nguw&i dung truy cap vao mét trang web chira doan ma
doc(Vi du attacker.com):
<form name=F action=http://bank.com/BillPay.php>

<input name=recipient value=attacker> ...
<script> document.F.submit(); </script>

- Khi hién thj trang web, trinh duyét tao mét HTTR Request
v&i cookie & trén dé thuce thi giao dich chuyén tién cho
attacker
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Tan cong CSRF — Vi du

Xac thuc véi bank.com

bank.com

/transfer?amount=500&dest=Bob

evil.com

Kiém tra session token
Chuyén $500 t&i Bob
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Tan cong CSRF Vi du

/transfer?amount=10000&dest=evilcorp
\ bank.com
“http://bank.com/ I

<img src=
transfer?amount=10000&id=evilcorp”>

evil.com

I /
$10000

Kiém tra session token
Gi $10000 téi EvilCorp
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Tan cong CSRF — Vi du

- “Drive-By Pharming”, Sid Stamm, Zulfikar Ramzan,
Markus Jakobsson, ICICS'07
- Cé4c thiét bj router phuc vu cho gia dinh/van phong nhd
cho phép céu hinh qua giao dién Web
~Nguoi diing can dang nhap. Tuy nhién hau hét ding tai khodn mac
dinh cda nha san xuat
- Tan céng Drive-by Pharming:
»Nguw&i dung truy cap vao website chira ma déc
»Mot Javascript quét va tim dia chi router
»Sr dung Javascript dé phat hién hang san xuat va tén san pham
(thwerng thé hién qua logo)
»~Login va stra thong s cau hinh qua phwong thirc GET trén URL
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Phong chdng tan cong CSRF

- Kiém tra trwong Referer

facebook Referer: http://www.facebook.com/home.php

- Kiém tra gia tri an:

<input type=hidden value=23a3af@lb>

- St dung xac thuc da yéu t6, CAPTCHA
- St dung thudc tinh SameSite
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Kiém tra trwong Referer

- Trwong Referer ghi nhan dia chi phat sinh théng diép
HTTP Request. Vi du:

Referer: http://bank.com/ \/
Referer: http://evil.com/index.html X
- Han ché:

»L6 thong tin ca nhan, lich str duyét Web clia ngudi dung

» Trwerng Referer cé thé bi loai bd theo nhiéu cach(chinh sach ctia
firewall, trinh duyét) > khoéng thé quyét dinh chan hodc khéng chan

»Khéng gitr dia chi gbc khi chuyén huéng (redirect)

- Giai phap: st dung trwong Origin
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Thubc tinh SameSite

- Thudc tinh ctia cookie: SameSite = lax | strict
» strict: khéng gri kém cookie cung bat ky HTTP Request nao
»lax: chi gtri kem cookie v&i cac thong diép HTTP Requets co
phwong thirc GET va phét sinh do viéc chuyén hwéng truy
cap(thay déi dia chi trén thanh dia chi cta trinh duyét)

link <a href="..."> normal, lax
prerender <link rel="prerender" href="..."> normal, lax
form get <form method="get" action="..."> normal, lax
form post <form method="post" action="..."> normal
iframe <iframe src="..."> normal
ajax $.get(...") normal
image <img src="..."> normal

https://www.sjoerdlangkemper.nl/2016/04/14/preventing-csrf-with-samesite-

cookie-attribute/ 30
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Kiém tra gia tri an

Browser bank.com

/banking/i
nking/index. php token = eTh5AW

. »
. t e:“hldden
: 1nr)lr‘t‘i:o)\gn” value="elh5AW">

name=

/banking/index N
5Aw&amount=1eeé,php' token=e1h  |Gia trj token hop I8

dest=Bob Chép nhan yéu cau

% — token = ogQ51k2
T

. b i i
evil.com {Zggklng/lndex-Php?token=abc Gia tri token khong
amount=100&dest=Attacker hop 1&

T chéi yéu cau
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Phong chong tan cong CSRF phia server
- https://www.owasp.org/index.php/Cross-
Site_Request_Forgery (CSRF)_Prevention_Cheat_Sheet
- https://www.owasp.org/index.php/Reviewing_code_for_Cr
oss-Site_Request_Forgery issues
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