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Bui Trong Tung,
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Pai hoc Bach khoa Ha Noi

1. AN TOAN AN NINH TREN TANG GIAO VAN

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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Nhac lai vé TCP

- Transmission Control Protocol

- Hwéng lién két (connection-oriented), tin cay:
»Thiét lap lién két: bat tay 3 buéc
»Truyén di¥ liéu
»Keét thuc lién ket

- Bao nhan, phat lai

- Diéu khién luéng

- Diéu khién téc nghén

/0]
Tan cong can thiép vao két noi TCP

- Qua trinh trao ddi di liéu két thic binh thuwong: giao thire
TCP cho phép 2 bén déng lién két mot cach doc lap (g
goi tin FIN)

»Tin cay: chd nhan ACK
»~Lién két chi thuc sw hay khi 2 bén da dong

- Nguorc lai, néu qua trinh trao déi di¥ liéu khong thé két
thac binh thuwéng (tién trinh &ng dung két thuc dét ngot,
cac goi tin 16i), gai tin RST (reset) dwoc gl di:

~Viéc déng lién két xuat phat tr mot bén

»Khéng can ché ACK

»~Lién két dwoc hily néu Sequence Number la phu hop

> ké tan cong co thé ngat két n6i dot ngdt clia ngudi ding néu biét
duoc thong tin vé sb hiéu cdng, Sequence Number




RST Injection

Client (initiator)
IP address 1.2.1.2, port 3344

SrcA=1

ACK, S -2.1.2, SrcP=3

€9=x+1, Ack =

y+1, D

Attacker chén géi tin RST
IP address 6.6.6.6, port N/A
SrcA=9.8.7.6, SrcP=80,

DstA=1.2.1.2, DstP=3344,
RST, Seq = y+1, Ack = x+16

7
v
7
_ -~
Clienttwrehdi | =
ient ter chéi 0. DStA=
“c dip lié SrchA=9.8.7.6, SrcP 8°’6°Data=
cac awlieu ACK Seq=y+1,A(:k-‘-)(""| ’

duwoc gt tir
server thuc sw

344, DStA=9_8_7
ata=“GET

Blind spoofing

1.2.1.2, DstP=3344,
«200 oK..

Server
IP address 9.8.7.6, port 80

6, DstP=gg,
/ '°9in.html

. <htm!> .. ."

Data Injection

Client (initiator)
IP address 1.2.1.2, port 3344

SrcA=
ACK 1.2,

Attacker chén dir liéu gia
IP address 6.6.6.6, port N/A

2.1.2, Srep=3
1.2, Srcp=33 =
 Seq=x+'1, Ack = yﬁ,'ﬁﬁ;ﬁgé& DstP=gg

SrcA=9.8.7.6, SrcP=80,
DstA=1.2.1.2, DstP=3344,
ACK, Seq = y+1, Ack = x+16

Client tiép tuc Data=“200 OK ... <poison>...”

qua trinh v&i div

liéu gia
SrcA=9.8.7.6, Srcl’=3°v6 D;‘:{;
Client ti chéi ACK, Seq = y+1, AKZ X
goi tin vi Seq.
Number khdng
phu hop

1.24.2, DstP=3344,
«200 OK ..

Server
IP address 9.8.7.6, port 80

T /login. htm;

Blind spoofing

_<html>...”
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Tan cong két n6i TCP trong trrdong hop
khong biét thong tin vé két noi

- Nhan xét: trong cac kich ban tan cong trén, ké tan cong
can phfé\i biét dwoc gia tri cac théng so trén két noi (so
hiéu cong trng dung, Sequence Number, ACK Number)

- Trong tru’(:)’ng hop khéng c6 cac thong tin nay, ké tAn cong
van co thé thwc hién bang cach doan nhan - blind
spoofing

- Ho&c don gian hon: giad mao két néi TCP (TCP Spoofing)

- Phong chéng?

/0]
Tan coéng gia mao két ndi TCP

Client Server
IP address 1.2.1.2, port N/A IP address 9.8.7.6, port 80
Gia mao SrcA=1.2.1.2, SrcP=5566, |
client DstA=9.8.7.6, DstP=80, SYN, Seq =z S~ _
T ==
Attacker
ana biét | —9.8.7.6, SrcP=80, i
khong biet ?;:25:6?5YN+ACK, Seq=Y Ack =zt
goi tin nay DstA=1.2.1.2, DS

Diéu gi can tré attacker

Attacker phai hoan thanh dwoc thwe hién thanh céng?

giai doan bat tay 3 buoc

SrcA=1.2.1.2, SrcP=5566, DstA=9.8.7.6, L
DstP=80, ACK, Seq = z+1, ACK = y+1 ~ o
~
| T
SrcA=1.2.1.2, SrcP=5566, DstA=9.8.7.6,
DstP=80, ACK, Seq =z+1, ACK=y+1, K
IData = “GET /transfer-money.html” S~ -

| ————
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Kich ban tan cdng ctia Mitnick

- Kevin Mitnick (1969) thyc hién cuéc s

tan céng vao hé théng may chu cla “/ANTED
Tsutomu Shimomura(1964) BY U S MARSHALS

- Phat hién 16 héng trén may cha X-
terminal khdng sinh gia tri Seq ngadu = -
nhién(= Seq;., + 128.000) '

- TAn c6ng vao website cua
Shimomura va phat hién danh sach
cac nut mang duwoc phép truy cap
tr xa t&i may cha X-terminal

- tan cong gid mao két nbi e e

TCP(1992) T .

/"0 ]
Kich ban tan céng cltia Mitnick

SYN/ACK
seqno

Remote
host

X-terminal

Buwoc phép truy cap toi X-
terminal Server

. SYN Flood t&i Remote host
2. Gi gdi tin SYN t&i X-terminal
Server

. Remote host khong thé gwri
goi tin RST

. Attacker doan nhan seqgno,
gl goi tin ACK x&c nhan thiét
lap két nébi

5. Gianh quyén truy cap vao X-
terminal server

6. RST Flood t&éi Remote host
10

Attacker

rsh x-term “echo ++
>> /rhosts”

10



2. AN TOAN AN NINH TREN TANG NG DUNG

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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2.1.AN TOAN BAO MAT DICH VU DNS

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén thong,
Pai hoc Bach khoa Ha Noi
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Téng quan vé DNS

- Tén mién: dinh danh trén tAng (rng dung cho cac nat mang
> Trén Internet dwgc quan ly tap trung
»Qubc té: ICANN
»Viét Nam: VNNIC
- DNS(Domain Name System): hé thdng tén mién
»Khéng gian théng tin tén mién
»Gbm cac may chi quan ly théng tin t&n mién va cung cép dich vu DNS
- VAn dé phan giai tén mién sang dia chi IP
> Nguwdi str dung dung tén mién dé truy cap dich vu
»May tinh va céc thiét bj mang khéng s dung tén mién ma dung dia
chi IP khi trao déi di¥ liéu
->Dich vu DNS: phan giai tén mién thanh dia chi IP va nguwoc lai
»UDP, cbng 53

13

13

/0]
Hé thong tén mién

e Khong gian tén mién
o Kién trac : hinh cay
e Root
e Zone
e Mbinut 1a mot tap hop cac
ban ghi mo ta tén mién twong
trng v&i nut 1a do.
o SOA
e NS
e A
e PTR
o CNAME

Domain Name Space

' 1= managed by a name server
-~

see also: RFC 1034 4.2:
How the database is divided into zones.

14
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Hé thdng may chi DNS

- May cha tén mién gbc (Root server)
»Tra & truy van cho cac may chi cuc bod
»Quan ly cac zone va phan quyén quan ly cho may chd cép duéi
»C6 13 may cha gbe trén mang Internet

o B

o
°
o .-0 u,
N & 8° o o @
. 0
: ¥ @ T
- ZAERAN 3 ’
© ® \
o
%
=
# £ 2
e o Anycast instances 2
i OOODOW
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Hé thdng may cha (tiép)

- May chu tén mién cép 1 (Top Level Domain)
»Quan ly tén mién cap 1

- May chu duoc Gy quyén (Authoritative DNS
servers)
»Quan ly t&n mién cap duoi

- May cht cuia cac td chirc: ctia ISP
»Khéng ndm trong phan cép ctia DNS

- May chu cuc bd: danh cho mang ndi bé cua co
quan té chirc
»Khéng ndm trong phan cép cia DNS

16

16
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Thong diép DNS

- DNS Query va DNS Reply SRC = 53 DST =53
»Chung khudn dang
- QUESTION: tén mién can
truy van Identification Flags
»S6 lwong: #Question
- ANSWER: thong tin tén
miéen tim kiem dwoc #Authority RRs | #Additional RRs
» 86 lwong: #Answer RRs
- AUTHORITY: dia chi
server tra |&i truy van
- ADDITIONAL: thdng tin
phan giai tén mién cho cac
dia chi khac

checksum length

#Question #Answer RRs

17

17
]
Phan giai tén mién

- Phan giai twong tac: Co ché mac dinh trén cac may cha DNS

root
server

Tai dat Ién may chd tén mién
gbc rat Ion. Thuc t& may cha
DNS cuc bd thuweng da biét cac
may chi TLD (co ché cache).

soict.hust.edu.vn soict.hust.edu.vn S TLD

‘ q -— < server
TS 202.191.56.65 Héi dns.husteduvn  goe un

Local/ISP '

server

(DNS

Resolver)

=| Authoritative
| DNS server

dns.hust.eduvn 45

18



Phan giai tén mi
- Phan giai dé quy

D>
>

Root
server

o\ soict.hust.edu.vn
S 202.191.56.65
q soict.hust.edu.vn n T
/ —_—
; — TLD
eSS 202.191.56.65 n server
Local/ISP
server dns.vn
Tai dat lén céc méy chii cAp trén T soict.hust.edu.vn
rat Ion. Thyc té may chu tén mien 202.191.56.65
gboc va may chu cap 1 khong thuwe = o
hlén phén glél dé quy Authoritative
| DNS server

dns.hust.edu.vn
19

19

]
dig linux.com

; <> DiG 9.9.2-P1 <> linux.com

;; global options: +cmd

;; Got answer:

;7 —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2,
ADDITIONAL: 2

;; QUESTION SECTION:

;linux.com. IN A ////

;; ANSWER SECTION:

linux.comN A 140.211.167.51
linux.com...1786 IN A 140.211.167.50

;; AUTHORITY SECTION:

linux.com. 86386 IN NS nsl.linux-foundation.org.
linux.com. 86386 IN NS ns2.linux-foundation.org.
;; ADDITIONAL SECTION:

nsl.linux-foundation.org. 261 IN A 140.211.169.10

ns2.linux-foundation.org. 262 IN A 140.211.169.11

20
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dig linux.com

; <> DiG 9.9.2-P1 <> linux.com

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2,
ADDITIONAL: 3

;; QUESTION SECTION:
;linux.com. IN A

;; ANSWER SECTION:
linux.com. 1786 IN A 140.211.167.51
linux.com N_ A 140.211.167.50

linux.com. 86386 IN N sl.linux-foundation.org.
linux.com. 86386 IN N s2.linux-foundation.org.
;; ADDITIONAL SECTION:

nsl.linux-foundation.org. 261 IN A 140.211.169.10
ns2.linux-foundation.org. 262 IN A 140.211.169.11

21
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dig linux.com

; <> DiG 9.9.2-P1 <> linux.com
;; global options: +cmd

;; Got answer:

;7 —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2,
ADDITIONAL: 3

;; QUESTION SECTION:
;linux.com. IN A

;; ANSWER SECTION:
linux.com. 1786 IN A 140.211.167.51
linux.com. 1786 IN A 140.211.167.50
;; AUTHORITY SECTION;
linux.com. 86386 IN NS nsl. 11nux foundatlo

.org.

nsl.linux-foundation.org. 261 IN
ns2.linux-foundation.org. 262 IN

22
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M6t s6 dang tan céng DNS

- Cac van dé cua DNS
»Khong co6 co ché xac thuc théng tin phan giai
»Khong can thiét [ap két noi
- TAn cbng vao may chi cung cép dich vu:
DoS/DDoS, tAn cong khai thac cac 16i phan mém
- TAn céng vao giao thirc DNS:
~DNS cache poisioning
~DNS spoofing
~DNS rebinding
- TAn céng DDoS lgi dung Open DNS Resolver
~DNS Amplification attack

23
23
DNS Spoofing
Query: login.bank.com
QID=x1 Genuine
Response: DNS
login.bank.com A 1.1.1.1 Server
QID=x1
Victim (bi ttr chdi)
(UDP port: 53) ~\\\
Tén céng thanh cong Response:
néu théng diép DNS login.bank.com A 6.6.6.6
Response gid maocéy, | | QID=y1
= x1 t6i trwdc thong diép | | QID=y2
clia Genuine DNS Server ' QID=y3
] QID=y4... Attacker
24

24
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DNS Cache Poisoning (Kich ban 1)

(d Query: Query: login.bank.com _
login.bank.com QID = x1 Genuine
et Response: DNS
----------- ns.bank.com NS 2.2.2.2 Server
Attacker (bi tr chéi)

Victim DNS Server
(UDP port: 53)

N

Tén cong thanh cong Response:
néu théng diép DNS login.bank.com A 6.6.6.6
Response gia mao co y, QID=y1
= x1 tGi trwoc thong diép ’ QID=y2
cla TLD Server ’ QID=y3
| QID=y4 y
) | Attacker
Y
TTL=1 year 25
25

DNS Cache Poisoning(Kich ban 2)
*, banl\lf%oyrﬁugg’eintjé’?rr‘r?gyg(ljllﬂtige:n /j‘\?tr;cker

Query: Query: ran1.bank.com _
ran1.bank.com QID = x1 Genuine
Response: DNS
ns.bank.com NS 2.2.2.2 Server
Attacker (bi tr chéi)

Victim DNS Server

(UDP port: 53)
AN

Response:
ran1.bank.com NS ns.bank.com
ns.bank.com A 6.6.6.6

Tén cong thanh cong
néu thong diép DNS

Response gia mao co y, QID=y1

= x1 t&i trwde thong diép [QID=y2

cla TLD Server ' QID=y3

' QID=y4 |
) | Attacker
Y
TTL=1 year 26
26

13



DNS cache poisioning

; <> DiG 9.9.2-P1 <> a.bank.com

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1,
ADDITIONAL: 1

;; QUESTION SECTION:
a.bank.com. IN A Dia chi ciia may chi DNS
;; ANSWER SECTION: do ké tan cong diéu khién

;; AUTHORITY SECTION:
bank.com. 86386 IN NS ns.bank.
;; ADDITIONAL SECTION:
ns.bank.com. 261 IN

27
27
DNS Cache Poisoning: cross-domain
¢ Query: Query: rand.bank.com _
rand.bank.com QID =x1 Genuine
Response: DNS
— ns.bank.com NS 2.2.2.2 Server
Attacker (bi tr chéi)

Victim DNS Server
(UDP port: 53)

XX

Téln c()r.19 thanh cong néu 5::5.?;?\: NS facebook.com
thong diep DNS 3 facebook.com A 6.6.6.6
Response gia mao co y, QID=y1
= x1 t&i trwde thong diép [QID=y2
cla Genuine DNS Server ’ QID=y3
| QID=y4
Hau qua? ‘ ) ‘ | Attacker
TTL =1 year 28
28

14
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dig rand.bank.com

; <> DiG 9.9.2-P1 <> rand.bank.com

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 2,
ADDITIONAL: 2

;; QUESTION SECTION:

rand.bank.com. IN A

;; ANSWER SECTION:

;; AUTHORITY SECTION:

bank.com. 86386 IN NS ns.bank. com

bank.com. 86386 IN N facebook.com.

;; ADDITIONAL SECTION:

ns.bank.com. 261 IN A 140- 69.10 R L . X N
facebook.com. 262 IN 2(6.6.6.6 Tén mien bj tan cong

29

29
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DNS cache poisoning (tiép)

- Néu gia tri QuerylD dwoc s dung la ngau nhién,
xac suét thanh coéng clia ké tan cong khoéng cao:
»P =Kk/216
~Thoéng diép gia mao c6 gia tri QuerylD phu hop phai
den trwde thong diép cua DNS server tin cay
- Cai tién:
»Téan céng DoS vao may chi Genuine DNS Server
» S0 dung k¥ thuat tAn céng ngay sinh

30

30
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DNS cache poisoning (p.kaminsky 08)

- Ké t&n cong glri mdt loat cac yéu cau truy van tén mién
khéng tén tai cé cuing t&n mién cap trén vdi tén mién gia
mao

Vi du: random1.google.com, random2.google.com,...
» 86 Iwot thir: 256

- Gl cac thong diép tra 1o gia mao(QID ngau nhién) vai

théng tin thém vao phan Authority va Additional
»S6 ban tin can gid mao méi lwot thir: 256

- Phong chdng: DNS server st dung sé hiéu cdng ngau

nhién khi gri théng diép truy van

31

31
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DNS cache poisoning (o kaminsky 08)

;; QUESTION SECTION:
;randomX.google.com. IN A

;; ANSWER SECTION:

;; AUTHORITY SECTION:
google.com. 86386 IN NS mail.google.com.

;; ADDITIONAL SECTION:
mail.google.com. 86386 IN A 6.7.8.9

32

32



DNS Rebinding

<iframe src="http://www.evil.com">

y 2]

iz

(1a) www.evil.com?

1b) 171.64.7.115 TTL=0 ns.evil.com
(3a) www.evil.com? DNS server

(3b) 192.168.0.100
(2) HTTP Messages

(4) attack
www.evil.com
corporate web server
web server 171.64.7.115
192.168.0.100
33

33
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Phong chdng tan cdng DNS Rebinding

- Trinh duyét: DNS Pinning
» Tt chéi thay ddi anh xa tén mién sang dia chi IP khac trong mot
khoang thoi gian
»Han ché twong tac véi proxy, VPN, Dynamic DNS
- May tram ngu®i dung: str dung dich vu DNS tin cay
- May chu:
,TUJ‘ chéi cac thong diép HTTP request cé trwdng Host [a mot tén
mién khéng nhan dién dwoc
»Xac thye nguwoi dung
- Firewall: chan cac thong diép DNS Reponse phan giai
tén mién thanh 1 dia chi cuc bd

34

34
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Lam thé nao dé dich vu DNS an toan hon

- Y twdng co ban: sir dung mat ma hoc

- Gidi phap 1: str dung két ndi SSL/TLS
»Phan tich gidi phap?

- Giai phap 2: chirng thyc ban ghi DNS
»>DNSSEC
»Phan tich gidi phap?

35

35

DNSSEC

soict.hust.edu.vn
Local ~ d Root DNS
Server vn. NS IN dns.vn. SEET

dns.vn. A IN 171.244.22.88
Khoa cong khai clia dns.vn ||
Chi ky clia root server cho tirng ban ghi

soict.hust.edu.vn
Local TLD DNS
Server B3 server
hust.edu.vn. NS IN dns.hust.edu.vn.

dns.hust.edu.vn. A IN 202.191.57.194
Khoéa cong khai clia dns.hust.edu.vn ||
Ch{¥ ky cta dns.vn server cho tirng ban ghi

soict.hust.edu.vn ..
Local Authoritative DNS
< server
SEREN soict.hust.edu.vn IN A 202.191.56.65

e s N ) (dns.hust.edu.vn)
Chir ky cua dns.hust.edu.vn server cho ban ghi

(dns.vn.)

36

36
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2.2. AN TOAN AN NINH DICH VU EMAIL(TY HOC)

Pretty Good Privacy
S/MIME
DKIM

37
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Bai giang s dung mét s hinh vé va vi du tir cac khoa
hoc:

- Computer and Network Security, Stanford University

- Computer Security, Berkeley University

- Network Security, lllinois University

- Computer and Network Security, University of Maryland
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