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Cac nguy co tan cong

- Nghe Ién:
~V&i cadc mang quang ba (WiFi, mang hinh truc, mang sao dung
hub): dé dang chan bat cac géi tin
»V&i cac mang diém-diém:
v Poat quyén diéu khién cac nut mang
v Chén cac nut mang mét cach trai phép vao hé théng
»Cbng cu phan tich: tcpdump, Wireshark, thw vién winpcap, thw vién
l&p trinh Socket
- Gia mao théng tin: tan cong vao giao thirc ARP, VLAN, co
ché tw hoc MAC cua hoat ddng chuyén mach
- Pha hoai lien két: chen tin hiéu gia, chen tin hiéu nhiéu,
chen cac thong diép I0i...
- Théng thuwong tAn cdng vao mang LAN do ké tn cong
bén trong gay ra.
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Tan cong nghe Ién trén tang vat ly
- Nghe trém tin hiéu trén cap déng
Faulty Amplifier
Wire Tap .




Tan cong nghe Ién trén tang vat ly

- Nghe trdm tin hiéu trén cap quang

Active fiber

optic cable Lostight <%

NGUY CO AN TOAN BAO MAT TRONG MANG LAN

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi




Tan cdng co’ ché tw hoc MAC (chuyén
mach)

- Tn céng MAC flooding: giri hang loat cac goi tin
véi dia chi MAC ngudn la gid = bang MAC bj
tran > Cac gdbi tin thyc sy bat budc phai chuyén
tiép theo kiéu quang ba:
~ Gay béo quang ba > chiém dung bang théng dudng

truyén, tai nguyén clia cac nut mang khac
~Nghe trém thong tin

- Gia mao dia chi MAC (MAC Spoofing)

- Phong chéng: Port Security
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Tan codng giao thirc ARP

- Address Resolution Protocol: tim dia chi MAC
twong wng voi dia chi IP

- Str dung phuwong thirc quang ba ARP Request:
~Khoéng can thiét lap lién két

- Khéng c6 co ché xac thwe ARP Response

- T&n coéng:
~Gia mao: ARP Spoofing
~DoS

- Phong chéng: Dynamic ARP Inspection




ARP Spoofing
Host A 10.0.0.3 > 0000:7ee5 1'303%83
MAC:
MAC: Eg ==10000:ccab
< Y TN o
Gratuitious ARP:
1P MAC “My MAC is Attacker
0000:7ee5 and | 10.0.0.6
have IP address MAC:
10.0.0.3” 0000:7ee5
- D&c biét nguy hiém khi dwa dia chi MAC gia mao gateway
router, Local DNS Server:
~Nghe Ién
»Man-in-the-middle
9
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Tan céng dich vu DHCP

- Dynamic Host Configuration Protocol

- Cép phat cac cau hinh IP ty déng cho may tram:
»Dia chi IP
~Bia chi gateway router
»Dia chi DNS server

- Str dung UDP, cbng 67(server) va 68(client)
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Hoat déng cua DHCP

DHCP
server

Ké tan cong
bén trong co6
thé nghe thay
mot may tram

phat cho client

ma&i phat yéu T " -
cAu DHCP Kg tan cong bén trong cé
thé phat théng diép DHCP
Offer trwdc server 1
11
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Céc nguy co’ tan cong DHCP

- L& hdng: Bat ky may tram nao yéu cau ciing dwoc cap
phat dia chi IP
»Nguy co: Tan cdng DoS lam can kho dia chi(DHCP Starvation)
- L6 hdng: Khéng xac thue cho cac théng tin cap phat tw
DHCP server - DHCP Spoofing
~Nguy co: Thay dia chi DNS server tin cay bang dia chi DNS cuia ké
tan cong.
»Nguy co: Thay dia chi default router, cho phép ké tan cong:
v Chan bét, do tham théng tin
v Tan cong phéat lai
v Tan céng man-in-the-middle
»Phong chéng: DHCP Snooping
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Tan cong trén VLAN

- VLAN: mién quang ba logic trén cac switch - phan tach
cac lwu lwvgng mang & tang 2

- Céc co ché ATBM c6 thé trién khai trén VLAN: diéu khién
truy cap (access control), cach ly tai nguyén quan trong

- Cac VLAN duwoc gan cac dai dia chi IP khac nhau

- Céac khung tin Ethernet dwoc gan thém VLAN tag (802.1Q
hoac ISL)

- Chuyé&n mach chi thuc hién trong 1 VLAN
- Trao dbi di¥ liéu gitra cac VLAN: dinh tuyén (inter VLAN
routing)

13
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Tan céng: VLAN hopping

- Muc dich: truy cép vao cac VLAN khac tw Native VLAN

- L6 hong: cac di liéu chuyén trong Native VLAN khong
can gan tag

- Danh lira switch chuyén tiép cac goi tin vao VLAN

- Double-tag attack trén giao thirc IEEE 802.1Q

©) [T o]

—— VLAN 1 Native
Attacker

- Phong chéng?
14
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Tan cong VLAN: DTP va VTP

- Dynamic Trunking Protocol: tw déng ciu hinh ché do
trunking cho cac cbng clia VLAN
~Tan cong gid mao céc géi tin DTP dé Iva 1 switch két noi vao
VLAN cua ké tan cong
»Phong chéng: Tat ché do dynamic, gan ché do access cho cac
cbng clia switch
- VLAN Trunking Protocol: tw ddng chuyén tiép théng tin
cau hinh VLAN tir VTP server t&i cac VTP client
~Tan cong gid mao céc gdi tin dé x6a 1 VLAN (DoS) hodc thém 1
VLAN gom tat ca cac switch (tao bao quang ba — broadcast storm)
»Phong chéng: chi dinh VTP trén cac cdng tin cay, thiét 1ap co ché
xac thwe cho VTP
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Tan cong giao thirc STP

- Spanning Tree Protocol: khir loop trén mang két néi
switch c6 vong kin
- Bau chon root:
»M®&i nut co gia tri priotity(mé&c dinh 1a 38464)
»Céc nut trao ddi thong diép BPDU chira gia tri priority
»Nut cé priotity nhé nhét tré thanh root
~Néu c6 nhiéu switch cung priority, switch c6 cong dia chi MAC
nhé nhat la root
- Thiét 1ap cay khung: cac nut con lai
~M&i nat con lai tim dwong di ngén nhat toi nat gbe (gia cda lién
két xac dinh dwa trén bang thong)
~Gitr cong gan nut gbc nhat hoat dong, tam ngat cac cong “xa”
nut goc hon
- STP khéng cé co ché xac thuc

16
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Tan cong giao thirc STP

- TAn coéng vao STP(STP Manipulation Attacks):
doat quyén root switch
~DoS: black-hole attack, flooding attack
»Chén dir liéu gia mao vao ludng trao dbi théng tin
»TA&n céng man-in-the-middle
- Tan céng DoS: BPDU Flooding
- Phong chéng:
»Root guard
~BPDU guard
~BPDU filtering
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AN TOAN BAO MAT MANG WLAN

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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Gi¢i thiéu chung

- WLAN (Wireless Local Area Network) la mang may tinh lién két
2 hay nhiéu thiét bi st dung méi trwerng truyén dan vo tuyén

- Chuén IEEE 802.11 gbcchinh thirc dwoc ban hanh ndm
1997

- IEEE 802.11x (chudn WiFi) bidu thi mot tap hop cac
chudn WLAN duwoc phat trién béi Gy ban chudn hoéa IEEE
LAN/MAN (IEEE 802.11)
~|EEE802.11a, IEEE802.11b, IEEE802.11g, IEEE802.11n cac chuan

quy dinh ha tang va cdng nghé truyen dan

» [EEE802.11i: chuan quy dinh vé c4c giao thirc bdo mat trong WLAN

LT

- IEEE802.1X: diéu khién truy cap cho WLAN

19
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C4u trac ciia WLAN

- Mot WLAN théng thwdrng gom c6 2 phan: cac thiét bj truy
nhap khong day (Mobile Station-MS), cac diém truy nhap
(Access Points — AP).

Mobile B
Station =~ _

20
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Cac mo hinh trién khai
Ee
,,,,,,,,,, -
AR 4
,,,,,,,, v /v Wielss Aces P
Q?
Ad-hoc BSS ESS
* Khong can AP « Két nbi tap + Kétnbitap
+ Két ndi ngang trung trung )
hang * Md& réng bang
céach két ndi
cac BSS

21
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Van dé ATBM trén mang khdng day

- St dung séng vo tuyén dé truyén dan di liéu

—dé dang c6 thé thu bat séng va phan tich dé lay di liéu
—dé dang két néi va truy cap

-dé dang can nhiéu

~dé dang dé tAn cong man-in-the-middle

22
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1. Két n6éi mang WiFi l l

Thiét 1ap két néi
(C6 thé thuc hién cac giao thirc
xac thwe, ma hoa bao vé)

-
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WEP Open: l l
Khéng thwe hién cac giao thirc
xac thwc, ma héa bao vé —xTTN

O

Ién thong tin &>

24



WEP Shared:

- Xac thyc bang pre-shared key
- Ma héa bang RC4, 40 bit

Bé khoa trong
khoang < 1 phut

l:‘ i‘igRACK'NG

25
WPA/WPA2: l l
- Xac thwe: Tuy thudc ché do
-WPA: M3 héa bing RC4, 128 bit —om

password: guessme!

26
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WPA/MWPA2 Personal l l

WifiStation

Connecting
Enter the network security key
guessme|| Iy

Cancel

Kich thwée khéa

Sé vong lap

Y
Laptop va AP ciing tinh toan: \

K = PBKDF2(HMAC-SHA-1, password, SSID, SSID_length, 4096, 256)

27
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WPA/MWPA2 Personal l l
. =

Laptop va AP cung chia sé gia tri bi mat
K. Gia nay dwoc s dung dé sinh khoa

dung cho qua trinh ma héa va xac thuc
dr liéu trao d6i gitra 2 bén

28
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’ Téan coéng nghe lén thu dong ‘

WPA/WPA2 Personal

Laptop va AP cung tinh toan:
K = PBKDF2(HMAC-SHA-1, password, SSID, SSID_length, 4096, 256)

Eve 29

29

’ Tan coéng nghe lén thu dong ‘

WPA/WPA2 Personal

Laptop va AP cung tinh toan:
K = PBKDF2(HMAC-SHA-1, password, SSID, SSID_length, 4096, 256)

Eve 30

30
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WPA/WPA2 Enterprise — An toan hon l l
nhwng trién khai ciing phirc tap hon '
=

Authentication Server
\ i ‘ S5 (RADIUS, TACACS,
; {Auth:}cA’ LDAP...)

U‘x‘\“‘l‘“ : t @"’l‘[er,", |
%

31
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WPA/WPA2 Enterprise — An toan hon l l
nhwng trién khai ciing phirc tap hon '

Tai sao can két nbi
SSL/TLS?

g e

acate of Cony
U‘““ it lﬂ{z-,%

Authentication Server
(RADIUS, TACACS,
LDAP)

| {Authi),

mm————

32
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WPA/WPA2 Enterprise — An toan hon l l

nhwng trién khai ciing phirc tap hon

4
1
1
1
1
1
1
1
1
1

Eve ¢ biét khoa
nay khéng?

Authentication Server
(RADIUS, TACACS,
LDAP)

& ‘“mm of @um,, ley oy

\ {Auth }cA :

’ Tuy nhién, chwa loai trtr dwo'c hoan toan nguy co’ nghe lén ‘ 33

33
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Cac nguy co trong mang WLAN

- Chén sbéng (Jammlng) Cé tinh gay nhiéu bang cach phat
ra tin hiéu cung tan sé v&i cdng suéat Ién hon

- Muc dich:
»Gid mao may tram () s
~Gia mao AP(Rogue AP)

»DoS: pha két néi gitra
may tram va AP Signal S

enuine
Access Point ((

Attackers Rogue/Dummy Wi-Fi Node
Node Access Point

34

34
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Cac nguy co khac trong mang WLAN

- Disassociation: gti disassociation frame t&i may tram
hoac AP dé ngat két n6i da dwoc thiét 1ap
- Deauthentication attack: gtvi deauthentication frame t&i
may tram dé yéu cau xac thyc lai
- Muc dich: két hop 2 loai tAn cong
~Bét, phan tich tai dé tim SSID an
»BDanh Ira may tram khi thue hién két néi lai sé két néi véi AP gia
mao
- Gia mao AP (Rogue AP):
»Thu théap théng tin xac thwc gitva AP va may tram
»Nghe 1én cha déng
»Tén céng man-in-the-middle
~Phong chéng: st dung cac cong cu quan tri mang dé phat hién sy
cd mat cla thiét bi la

35
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3. AN TOAN BAO MAT TANG LIEN MANG

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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Giao thire IP va ICMP

- Internet Protocol:
»Giao thirc két ndi lién mang
»Hwéng khong két ndi (connectionless), khong tin cay
- Internet Control Message Protocol
»N&m trén giao thirc IP
»Hwéng khong két ndi (connectionless), khéng tin cay
»~Kiém tra trang thai hoat dong clia cac nut mang khac
- Van dé cuta giao thire IP va ICMP:
»Khéng can thiét 1ap lién két: co thé loi dung dé quét mang
»Dé& dang gid mao dia chi IP ngudn trén cac géi tin
»C6 thé gl lién tuc v&i sb lwong I&n cac goi tin > tan cong tir chéi
dich vy

37
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AN TOAN BAO MAT CAC GIAO THU'C BINH TUYEN

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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38

19



/"]
Gidi thiéu chung vé dinh tuyén

- Dinh tuyén: tim ra dwdng di ngan nhét t&i cac mang dich
~Bang dinh tuyén: lwu théng tin dwong di

- Dinh tuyén tinh: ngwdi dung dinh nghia ndi dung cla
bang dinh tuyén > an toan nhung khéng cap nhat theo
sy thay ddi trang thai clia cac lién két

- Dinh tuyén déng: router tw ddng xay dwng ndi dung bang
dinh tuyén

- D&c diém clia dinh tuyén trong mang IP:
»M®i nat chi chdc chan vé céc thong tin cuc bod
»Céc nut trao ddi théng tin dinh tuyén theo co ché flooding

39

39

Pinh tuyén trén mang Internet

- Chia thanh cac vung tv tri dinh tuyén AS
»Thwong dwoc dang ky va quan ly béi ISP

- Phan cép:
»Binh tuyén ndi viing(IGP): RIP, OSPF, IGRP, EIGRP
»Dinh tuyén ngoai vung(EGP): BGP

40

40
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Hoat ddong clia BGP(t6m tat)

- H6 tro’ dinh tuyén khéng phan I&p
- Tim dwdng t&i cac vang tw tri (AS)
- Trao dbi théng diép BGP v&i hang xém qua két nbi TCP
- Méi router quéng ba théng tin dwong di téi céc router
khac bang ban tin UPDATE
»Thong tin dwdng di: danh séch cac AS trén duwdng di t&i AS dich
- Thwe hién cac chinh sach trong qua trinh chon dwéong
»Lwa chon dwong ra
»>Quang ba dwong vao

7o

41

41

BGP: Chinh sach Iwa chon-quang ba

Quang ba Lwa chon

e Lwa chon: Puwdng di nao dwoc dung dé chuyén
di¥ liéu t&i AS dich?
o Kiém soat théng tin ra khoi AS

e Quang ba: Quang ba cho AS khac dwong di nao?
o Kiém soat thong tin vao AS

42

42
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Hoat déng cua BGP — Vi du

NLRI: 128.1.1.0/24
Nexthop: 190.225.11.1
ASPath: 200 100

AS400

150.211.1.1

NLRI: 128.1.1.0/24
Nexthop: 192.208.10.1
ASPath: 100

192.208.10.2 190.225.11.1

192.208.10.1

128.1.1.0/24 129.213.12

129.213.1.1
NRLI:128.1.1.0/24 NLRI: 128.1.1.0/24
Nexthop: 129.213.1.2 Nexthop: 150.212.1.1
ASPath: 100 ASPath: 300 100

43
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Tan cong cac giao thire dinh tuyén

- RIPv1: khéng hé tro cac co ché xac thye théng tin trao
dbi gitra cac nat

- RIPv2, OSPF, BGP: hé tro co' ché xac thuc str dung pre-
shared key
~Khéa khéng ngau nhién, do ngwdi dung lwa chon

- OSPF: Loi dung co ché quang ba théng tin LSA gia dé
tan céng DoS (black-hole attack)

- BGP: Gia mao thong tin dinh tuyén dé diéu hwéng dir liéu
- Hau qua: tAn cong tr chdi dich vu, man-in-the-middle,

44



Tan cong BGP: BGP hijacking

Google

B

Destination Route

Google M

Destination Route
Google G—B
C

DPwong di caa M téi
G la tét hon cia B

45

Tan cong BGP: BGP hijacking

Destination Route

Google G—B—M

/i-)u’b’ng di cua M

t&i G la tét hon

Destination
Google
Google
G B Cc M
Destination Route D
Google G—B<D cuaD

46
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Tan cong BGP: BGP hijacking

* Chinh sach cua E: Khéng lwa chon dwong di qua C

Destination Destination Route

Google Google G—BX—M
Google
G B C M E
&
Dwong di caa M
khéng qua C
47
47
Tan cong BGP: BGP hijacking
+ Loi dung co ché Longest Matching
Reguest for 1,1,1,.2
Announcing:
1.1.1.1/16 AS1 AS2 AS3 Announcing:
1.2.1.1/16 AS1 AS2 AS3 1.1.1.1/16 AS2 AS3
1.1.1.1/24 AS1 AS2 ASA 1.2.1.1/16 AS2 AS3
1.1.1.1/24 AS2 AS4
Announcing:
1.1.1.1/24 As4
Announcing:
1.1.1.1/16 AS3
1.2.1.1/16 AS3
8__“, AS3 (ISP 3]
(Owner of 1.1.1.1/16)
11.1.2 48
48
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BGP hijacking — Vi du

- Thang 02/08: chinh phu Pakistan ngan can cac truy cap
vao trang Youtube:
»Bia chi clia Youtube: 208.65.152.0 /22
»youtube.com: 208.65.153.238 /22

» Pakistan Telecom loan bao mét théng tin dinh tuyén BGP t&i mang
208.65.153.0 /24 - cac router trén Internet cap nhat dwong di moi
theo quy tac longest matching = bj danh Itra youtube.com ndm &
Pakistan - khong thé truy cap youtube.com trong 2 gi¢»

- Thang 03/2014: dich vu DNS cla bi Google tan cong voi
dia chi 8.8.8.8/32

»Khéng thé truy cap duoc tir mét sé nwéc & Nam My trong 22 phat

49
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BGP hijacking - Youtube
. A by . y . . >
- AS36561(Youtube) loan bao vé dwong di t¢i dia chi 208.65.152.0/22
noNn BCMay: changes 1o prefix 208.65.152 0/22 from 2008-02-24 00.00.00 to 2008-02-26 0000:00 UTC
# 1/12 2008-02-2¢ 16106102 Route Re-announcement 6667 174 36361
rrc0? 194.68.123.136
AS36561 YOUTUBE - YouTube, Inc. B
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ny o Csas 20083
. 50
(e ) (eston ) ) (s> ) (51 ) (Receaw ) ¥ Suip Reanncuncements ( New Query )
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BGP hijacking - Youtube

- AS17557 (Pakistan Telecom) loan bao dwdng di toi dia chi
208.65.153.0/24 trong 2 phat

000 hanges to prefix 208.65.153.0/24 from 2008-02-24 00:00.00 to 2008-02-25 00:00:00 UTC
L4 ll‘/lll 2008-02-. ll Xlll,l!l Plth Chuqa from 20483 12976 3327 3549 3491 17557
e13  193.232.24 to 20483 12976 3327 3491 17557

A.ll7§5'l PKTELECOM-AS - AP ,lllﬂ.ln Telecom .

Vigatr -
e
1512 26
o 20008 z)o-us 2190
2509 24963
\ b
8434 402 3561, ‘“\’ 2m |\ mn
\ ’
s W 6 \25 A \ #9208
53 \\\\ uu
N 819\ |
R \ 2 11237 193 )
16186 17 \ \ ’ 2017 sgpes—'"%
\ N N \

1318 ‘
\mm "‘nm |
G u

1m.

IHQ
20400 5392 987
28 1916

2048)

63
0 AN 2487 12976 4608

2

129
13645
16150 -

28929
16036 —

25462

7578 -
— =
-
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CED G () Coews) (5D (Radar) § s Resmouncements (New Goery)
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BGP hijacking — Vi du

- Thang 2/2013: dwong di tir cac AS Guadalajara toi
WasingtonDC chuyén hwéng qua Belarus trong vai gi»
»BPuwdng di duang: Alestra (Mexico) — PCCW (Texas) — Qwest (DC)

@—> NORMAL @—> HIJACKED
7. Moscow,
Russia
‘_/. 5. Minsk,
Belarus

9. Frankfurt,

4. Ashburn, VA“

®. \ashington, b.c.
:. Laredo, TX : Monroe, La |- Washington, D.C.
END

Monterrey, ﬁ‘ McAlien, TX

START 1. Guadalajara, '
Mexico

- Thang 04/2021, AS55410 do Vodafone quan ly da bj tan
cbng va gwi di hon 30.000 théng diép gia mao

52

52
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Yéu cau bdo mat voi BGP

- Xac minh duwgc “sw s& hiru” khéng gian dia chi: router
BGP c6 thuc sw két ndi téi AS sir dung dia chi IP d6
khéng?

- Xac thyc gilra cac AS

- Xac thyc va Gy quyén cho cac router trong AS

»Quang ba dia chi
»Quang ba dwdng di

- Kiém tra tinh toan ven, chinh xac va tinh dung thoi diém

cua toan bd Iwu lwvong BGP

53

53

Phong chong tan cong BGP

- GWi théng diép BGP cho hang xém vai gia tri TTL trén g&i
tin IP la 255

- Tr chéi tat ca cac goi tin c6 TTL < 254

- Han ché: chi chdng lai tan cong bang gid mao ma khong
xuat phat tr router hang xém

BGP BGP
router single hop router
251

EBGP session
5

252/ @

253 @
/
254 o

Attacker @ -
54

54
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Phong chdng tan cong BGP

Xac thyc véi MD5 va pre-share-key

- Hai router hang xém dwoc cau hinh dé chia sé moét gia tri
bi mat

(config-router) # neighbor addr password passphrase

- Cac gai tin TCP mang theo théng diép BGP trudng
Options chira ma bam MD5(BGP message || passphrase)
de xac thuc

- Chi chéng lai tAn cdng gid mao théng tin dinh tuyén tiy
bén ngoai

- Nguy co: khong chdng lai duoc tan cong gid mao thong
tin dinh tuyén tlr router trong mang

55

55
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Yéu cau bao mat véi BGP

- Xac minh dwoc “sy s& hiru” khdng gian dia chi: router
BGP cé6 thuc sw két ndi t&i AS sir dung dia chi IP d6
khéng?

- Xac thyc gilra cac AS

- Xé&c thwe va Gy quyén cho céc router trong AS

»Quang ba dia chi
»Quang ba dwdng di

- Kiém tra tinh toan ven, chinh xac va tinh dung thoi diém

cua toan bd Iwu lwvong BGP
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]
Secure BGP(S-BGP)

- C4p phat chirng thw s6 theo mé hinh phan cép:

~1CANN cép phat chirng thu sé (certificate) chirng thwc quyén sé&
hiru dia chi cho AS

~AS cép phat chirng thw sb cho cac router ctia né
- Tao chirng thuyc dia chi IP(Address Attestation-AA) va guvi
cho cac AS:
»Ky b&i chirng thu do ICANN phat hanh
»Théng tin dwoc phan phdi ngoai lwu lwong BGP (out-of-band)

- Chtrng thye thong tin duwdng di(Route Attestation-RA):
»Loan b&o théng tin dwéng di bing cac théng diép BGP Update
»Méi router ky 1&n th@ng diép BGP Update ma né phat di bang

chirng thw do AS cap phat

- C6 thé st dung thém IPSec dé bdo mat théng tin
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X0 ly Théng diép S-BGP Update

Gia st router A(thuc AS1) glri thong diép S-BGP Update dé

loan bao thong tin vé AS cla né téi router B( thudc AS2)

1. Nhan AA cho dia chi IP ma AS s& hiru: Sig(KRpg4, IPprefix)

2. Tao RA, v&i AS2 |a next-hop clia tuyén duwong: Sig(KR,,
AS1->AS2)

3. Aguithdng diép S-BGP Update cho B. CAu truc cuia théng
diép gom AA || Path vector || RA,

4. B kiém tra AA va RA bang khéa cong khai twong (rng

5. B xac minh né la next-hop cla tuyén dwong
B tao RA, v&i C(mdt router trén AS khac) la next-hop va
chuyén théng diép cho C

- Tai sao S-BGP chéng lai dwoc cac dang tAn cong da néu?
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Thong diép S-BGP Update —Vi

AA: Sig(KR,s,, IP_prefix)

Sig(KRe,, AS1 > AS2->AS3])

du

R4 > R9: AA || [path: AS1] || Sig(KRg,, AS1 - AS2)
R7 > R11: AA || [path: AS1, AS2] || Sig(KRa, AS1 > AS2]) | |

R1 R11

rsl” R9 e S

R13

R15

RS
Rs//R4 /\R10/\ //

\ B N\

R14
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Kho khan khi trién khai S-BGP

- D6 phtrc tap tinh toan cua cac thuat toan mat ma

- Phtrc tap khi mé réng

- Hién trang:
»Khoang 5% s6 AS hé tro S-BGP trén mang Internet
»Pang dwoc van dong dé tré thanh mot chuén

- Chi thwe sy hiéu qua néu tat ca cac AS cung cai dat
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Hoat dong ctiia OSPF(tém tat)

- Router quang ba thong tin lién két LSA trén mang
- M@i router thu thap cac théng tin LSA 9 xay dwng
topology cia mang = tim dwo'ng di ngan nhat

|

LSA
_ O—®
X has link to A, cost 10 . LsAd, .
X has link to C, cost 20 J 0 G Q
S
1 . =
Ope
L

(c) (d) 61
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Cac co ché ATBM tréen OSPF

- Xac thuwc cac ban tin LSA
»Trén méi lién két, 2 router chia s& mot gia tri bi mat
» S dung ham MAC dé tao mé xac thuc:
MAC(k, m) = MD5(data || key || pad || length)
- Co’ ché “fight back”: néu router nhan dwoc LSA cta chinh
no voi gia tri timestamp ma&i hon, ngay lap tlrc quang ba
ban tin LSA m&ii.
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Tan céng giao thirc OSPF

- Ké t&n cong gl thong tin LSA gia mao dé cac router cap
nhap dwdng di ngan nhat qua router khong co thuc

- Vidu
Victim (DR)

a/Se H
& e/
phantom g e, ©and p m a remote
router Y4 €Ssages iadesonr
) “=

/
&
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