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BAI 3.
TONG QUAN VE MANG MAY TIiNH

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
NOGi dung

- Mang may tinh la gi?

- M6t s hé théng mang tiéu biéu

- Kién tric phan tang

- M6t sb giao thirc mang quan trong




1. MANG MAY TiINH LA GI?

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
1. Mang may tinh la gi?

e Tap hop cac may tinh két ndi voi
nhau dwa trén mot kién tric nao
dé dé coé thé trao dbi div lieu
o May tinh: may tram, may cha, thiét

bi mang
o Két néi bang mot phurong tién
truyén
o Theo mét kién tric mang
e Cac dang may tinh?
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Mang may tinh la gi?

- Phuwong tién truyén: duwéng truyén vat ly:
»Htru tuyén: cap ddng, cap quang
» V6 tuyén: séng hdng ngoai, séng radio
- Kién trac mang:
~Hinh trang mang: cach thirc cac may tinh két n6i bang duong
truyén vat ly véi nhau
»Giao th’l',PC mang: cach thirc cac may tinh trao ddi di¥ liéu véi nhau
nhw thé nao?
- Hoat déng co ban trén hé théng mang may tinh: truyén
théng tin tir may tinh nay sang may tinh khac
» Twong tw nhw con ngwdi trao dbi thw tin qua hé théng bwu dién
»May ngudn: gt di¥ liéu
»May dich: nhan di¥ liéu

Phan loai mang may tinh

- Mang ca nhéan (PAN — Personal Area Network)
~Pham vi két néi: vai chuc mét
» 86 lwong ngudi dung: mot vai ngwoi ding
» Thwdng phuc vu cho ca nhan
- Mang cuc bd (LAN — Local Area Network):
»Pham vi két ndi: vai ki-16-mét
» 86 lwgng ngwoi dung: mét vai dén hang trdm nghin
> Thuwdng phuc vu cho ca nhan, ho gia dinh, t& chirc
- Mang dé thj (MAN — Metropolitian Area Network)
»Pham vi két ndi: hang tram ki-16-mét
» 86 lwong ngudi dung: hang triéu
»Phuc vu cho thanh phé, khu vuc
- Mang dién réng (WAN — Wide Area Network)
»Pham vi két ndi: vai nghin ki-16-mét
» 86 lwong ngudi dung: hang ti
~GAN — Global Area Network: pham vi toan cu (Vi du: Internet)
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M6t sb hé théng mang may tinh tiéu biéu

- Mang LAN

INTERNET

r /']
M6t s6 hé thdng mang may tinh tiéu biéu

- Mang Wireless LAN (WiFi)
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M6t sb hé théng mang may tinh tiéu biéu

- Mang di ddng GSM 2G-2.5G

Figure 1:Wireless Network transition from 2G to 2.5G
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- ISP: Hé thdng mang cta ISP

- Backbone: Hé thdng mang truc (mang 16i)
- D@ liéu truyén tr may nay sang may khac nhw thé nao?
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Truyén thong tin trén mang may tinh?

- Théng tin dwoc td chirc nhw thé nao?
»Cu phap?
»Nglr nghia?
- Binh danh — danh dia chi: Phan biét cac may v&i nhau trén
mang?
- Tim dwdng di cho théng tin qua hé thdng mang nhw thé nao?
- Lam thé nao dé thong tin glvi di khong bi 16i?
- Lam thé nao dé thong tin gl di khong lam qua tai duong
truyén, qua tai may nhan?
- Lam thé nao dé chuyén dir liéu thanh tin hiéu?
- Lam thé nao dé biét thong tin da toi dich?

1"
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2. KIEN TRUC PHAN TANG

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

12
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Kién tric phan tang

- Dé truyén théng tin tir may nay sang may khac: can giai
quyét rat nhiéu van dé > hé thdng mang can rat nhiéu
churc nang

- Kién trc phan tang: chia cac chirc nang cla hé théng
mang thanh cac tdng. Cac chirc ndng & médi tang dwoc
thwe hién/diéu khién béi mot hodc nhiéu giao thirc

~Dé dang xay dyng va thiét ké

~ D& dang nang cép, thay ddi tirng thanh phan
- Cac mo hinh tiéu biéu:

»M® hinh OSI: ¢6 y nghia tham chiéu

»M6 hinh TCP/IP: duwoc st dung trén thuc té

13

13

]
M6 hinh OSI va mé hinh TCP/IP

M6 hinh OSI M6 hinh TCP/IP
Tang ’'ng dung o
Tang trinh dién D> Ta‘;i :::? il:tng
Tang phién
Tang mang Tang lién mang
Tang lién k&t dit lieu| Tang lién két di liéu
Tang vat ly Tang vat ly
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M6 hinh TCP/IP — Tang trng dung

- Cung cép dich vu mang cho ngudi dung
- Phéi hop hoat ddng ctia chwong trinh client va chwong
trinh server
»Client: cung cép giao dién cho ngudi dung
»Server: dap tng dich vu
- M6t s6 dich vu tiéu biéu: Web, Email, Lwu trir va chia sé
file (FTP)...
- Mb hinh cung cép dich vu:
»Client/Server
»Ngang hang
»M® hinh lai
- May chu cung cép dich vu thuwéng dwoc dinh danh bang
tén mién
15

15
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M6 hinh TCP/IP — Tang giao van

- Diéu khién qua trinh trao dbi dir liéu gitra cac chwong

trinh cta tdng ng dung trén cac hé théng dau-cudi
- Hai giao thirc:

»TCP: tin cay

v Chi glri khi may dich sén sang nhan
vKiém tra chéc chén di¥ liéu da t&i may dich
/ GUri lai di¥ liéu khi c6 I8i hogic khi mét di liéu
~UDP: khéng tin cady, gvi ngay di¥ liéu, khéng quan tam
dén tinh trang may dich va hé thng trung gian

16
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M6 hinh TCP/IP - Tang lién mang

- Cung cép cac co ché dé két ndi cac hé thdng mang voi
nhau (internetworking)
»Mang clia cac mang
- Giao thire IP : Internet Protocol
~Binh danh: sir dung dia chi IP dé gan cho cac nit mang (may tram,
may chd, b6 dinh tuyén)
»Khudn dang dir liéu
- Binh tuyén(chon dwédng): tim cac tuyén duwong tét nhat
qua hé thdng trung gian dé gt thong tin
- Chuyén tiép: quyét dinh gt di¥ liéu qua tuyén duwéng nao

17

17

Mb hinh TCP/IP — Tang lién két dir liéu

- Diéu khién truyén tin trén lién két vat ly gitra cac nit mang
»Thiét 1ap kénh truyén
~Biéu khién truy nhap kénh truyén khi co nhiéu nit mang dung
chung dwong truyén:
vKhi ndo dwoc gli div liéu 1én dwong truyén
v Phat hién va x ly tranh ch&p khi c6 nhiéu nit mang cung gt di
liéu 1én dwdng truyen
vB9 wu tién cda cac nat mang
»Piéu khién ludng: tbc dd gl di¥ liéu trén nGt ngudn phu hop véi nat
dich
»Phat hién va stra I6i trén goi tin
- Chuyén tiép dir liéu tir lién két vat ly nay sang lién két vat
ly khac
18

18
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M6 hinh TCP/IP — Tang vat ly

- Quy dinh cach thire diéu ché cac bit thanh tin hiéu sé
(xung vudng)

- Quy dinh cach thire diéu ché tin hiéu sé thanh tin hiéu
twong tw dé truyén di

- M6t s6 chuan phd bién hién nay cho mang LAN:
»~Cép xo0én doi: 100-BASE-T, 1000-BASE-T
»Cép quang: 1000-BASE-SX, 1000-BASE-LX
»Khong day: WiFi (a/b/g/n)

19

19
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Pinh danh trén kién tric phan tang

- Binh danh trong hé théng mang may tinh: gan cho méi
déi twong (dich vy, may tram, thiét bi mang) mét gia tri
riéng.

- Tai sao phai dinh danh?

»Phan biét cac dbi twong trong hé théng
»Xac dinh di¥ liéu xuét phat tir dau
»Xac dinh di liéu di dén dau

- M&i tAng c6 nhiém vu khac nhau dé diéu khién viéc truyén
théng tin gitka nhirng dbi twong khac nhau > méi tang cé
co ché dinh danh khac nhau
~Cung mot dbi twong c6 thé mang nhiéu dinh danh > c¢6 thé can co

ché “phan giai” dé tim kiém mét dinh danh ctia di twong trén tang
nay khi biét dinh danh cltia d6i twong dé & tang khac
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Pinh danh trén kién tric phan tang

- TAng &ng dung : t&n mién dinh danh cho may chd cung
cép dich vu
~Tén mién: chudi ky tw d& nho voi nguoi dung. Thiét bj mang khong

dung tén miéen khi truyéen tin

»Vi du: mps.gov.vn (may chi Web ctia B6 CA)

- Tang giao van: sb hiéu cong dinh danh cho céc dich vu
khac nhau
»S6 hiéu cbng: tir 1-65535
»Vi du: Web-80, DNS-53, Email(SMTP-25, POP-110, IMAP-143)

21

21
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Pinh danh trén kién tric phan tang

. Téng mang: dia chi IP dinh danh cho cac may tram, may
chd, bo dinh tuyén
»Cé thé dung trong mang ndi bd va mang Internet
~Dia chi IPv4: 4 sb c6 gia tri tv 0-255, cac nhau béi 1 dau *’
»Vi duy: 123.30.9.222 (may chd Web cliia Bo CA)
- Tang lién két di¥ liéu: dia chi MAC dinh danh cho cac may
tram, may cha, thiét bi mang
»Kich thuwéce: 48 bit
»~Biéu dién bang dang hexa
»Chi dung trong mang néi bo

22

22
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Cac dang dia chi IP

- Bia chi mang(Network Address):
»Dé dinh danh cho mét mang.
»~Tét ca bit phan HostID 14 0. Vi dy: 192.168.1.0 /24
- Dia chi quang ba(Broadcast Address):
~Dé g di¥ liéu quang ba.
»~Tét ca bit phan HostID 1a 1. Vi dy: 192.168.1.255 /24
- Dia chi nhém(Multicast Address):
»Bé dinh danh cho 1 nhém.
»224 <m, <239. Vi dy: 224.0.0.1
- Dia chi may tram(Unicast Address): D& dinh danh cho 1
nuat mang. Vi duy: 192.168.1.1 /24

23

23

Truyén di¥ liéu trén kién tric phan tang

- TAng &ng dung: di¥ liéu ctia ngwdi dung dwoc dwa vao
théng diép cd khudn dang tuy theo tirng dich vu

- TAng duwéi: chia nhé théng diép thanh cac phan nhé va
doéng géi thanh gai tin:

Phdnddu|  Phanthan  [Phancudi

»Phan dau: dia chi ngudn-dich, théng tin diéu khién
»Phan than: di liéu
»Phéan cudi (c6 thé khong cd): thong tin didu khién

24

24
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Truyén di¥ liéu trén kién tric phan tang

Chiéu doc: trén 1 lién két vat ly
May nguén:
D liéu chuyén tw tang trén xudng tang dudi
Bong goi dir ligu: tai moi tang, goi tin s& dwoc thém phan dau
(va phan cudi néu can)
May nhan:
D liéu chuyén tw tAng dwéi 1én tng trén
M& goi di ligu: tach phan dau (va phan cudi néu co), chuyén
phan than cho tang trén
Chiéu ngang: cac tang ngang hang & cac hé théng st
dung chung giao thirc dé déng géi va diéu khién viéc
truyén di liéu

25
25
eses
Chéng giao thwc TCP/IP 32
[ Ungdung | [ DNs || DHcP || sNvP || HTTP || smTP |[ FTP | -~
| Giao van | TCP
| ICMP | | RIP || OSPF |-
.
[Lien kétdirlisu| | Ethernet || FDDI || PPP |[ DSL |[ ARP | -
[ vatly | [ copper ||Optical || Radio || PSTN | -
26
26
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3. CHUYEN TIEP DU LIEU TREN MANG

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

27

27

Chuyén tiép dir liéu trén swicth

- Switch(B6 chuyén mach): thiét bi mang tang 2
»Trién khai két ndi gitra cac nat mang trong mét mang
~Chuyén tiép dr liéu gitra cac nat cuing mang
»Switch Layer 3: Cung cap chirc ndng dinh tuyén va chuyén tiép di
liéu gitra cac mang
- Bang CAM/MAC: théng tin két ndi clia switch
» S dung cho hoat déng chuyén tiép dir liéu

v MAG Addr: Dia chi MAC cia | MAC Addr. | Interface | TTL

nut mang

v Interface: Cng két ndi voi
host

v' TTL: thoi gian gilr lai thong tin
trong bang

28

28
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Switch: Co’ ché tw hoc o)
A
- Cap nhat dia chi MAC - q ]

ngudn va cdng nhan goi
tin vao bang MAC Table «si
néu:

12

Ty

»Bia chi nguén chwa cé trong %

bang MAC Table, hoéc B’ c
»Dia chi nguén da co nhung q/

nhan dwoc goi tin trén cong %

: A
khac
MAC addr |interface |TTL
A 1 60 MAC Table
(ban d4u réng)

29

29

Switch: Co’ ché chuyen tiép

Khi nhan dwoc 1 frame
1. Tim d/c ¢bng vao (tw hoc)
2. Tim dia chi cong ra dung bang MAC
3. if tim thay cbng ra
then {
if cbng ra == ¢dng vao
then hay bo frame
else chuyén tiép frame dén cong ra

}

else quang ba frame

Déc biét: Quang ba dir liéu néu dia chi MAC dich la
FF:FF:FF:FF:FF:FF 30

30
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/ Source: A
; / Dest: A
Vidu '

- Khéng ¢6 cbng ra:
Quang ba
- Pa biét dia chi A:
Chuyén truec tiép

MAC addr |interface |TTL

2 1 60 | MAC Table
A’ 4 60 | (ban déu réng)

31

31

/0]
Chuyén tiép dir liéu trén router

- Router(Bd dinh tuyén): Thiét bj tang 3
~Két ndi mang véi mang

> Thuc hién dinh tuyén: Tim dwéng di dé chuyén dir liéu téi cac
mang khac nhau

»Chuyén tiép dir liéu tr mang nay t&i mang khac
- Bang Routing Table: chira théng tin dwdng di t&i cac
mang

Outgoing Port | Nexthop | _Cost |

- Bang Forwarding Table: mét phan ctia bang Routing Table
» S dung dé chuyén tiép gai tin IP t&i dich
| Mangdich | Cng chuyén tiép

32

32
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Céc giao thirc dinh tuyén

- Chirc ndng chinh: tim cac tuyén duong tot nhat trén hé
thong trung gian dé gtri di liéu
- Trién khai trén cac bd dinh tuyén
- Hoat déng chinh:
»Céc bd dinh tuyén trao dbi théng tin véi nhau:
v C4c tuyén dwéong da biét
v Hodc cac thong tin vé lién két vat ly
»Thu thap céc théng tin nhan dwoc tir bd dinh tuyén khac va tim
tuyén dwong.
- Mét sb giao thirc dinh tuyén: RIP, OSPF, BGP

33

33

Giao thuee IP

- Internet Protocol
- Cac phién ban: IPv4, IPv6
- La giao thirc thudc tang lién mang
- Cung cép chrc ndng dé didu khién truyén dir liéu gitra
cac mang khac nhau
»Théng nhét dinh danh: st dung dia chi IP
»Théng nhét cach thirc ddng géi va xtr ly div liéu
»Khéng phu thudc vao ha tng vat ly
»Cho phép cac dich vu tng trén trién khai trén moi hé théng mang

34

34
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Chuyeén tiép di¥ lieu t&i mang khac
Vi du: Gwri di¥ liéu tr A téi B qua router R
- A soan mét géi tin IP véi dia chi ngudn 1a A, dia chi dich 1a B

- Goi tin chuyén xudng tang lién két di liéu: dong goi thanh khung tin
tang 2 voi dia chi MAC nguén la A, dia chi MAC dich la R

MAG src: 74-29-9C-E8-FF-55 Hai: Lam thé nao ma A biét dia chi IP ctia R?
MAC dest: E6-E9-00-17-BB-4B

Tra |oi: A dwoc cau hinh dia chi
IPsrc: 111.111.111.111

IP dest: 222.222.222.222

P Hoi: Lam thé nao ma A biét dia chi MAC cua R?
Eth Tré |oi: Giao thirc ARP

Phy

A

11111111111 ]2;22222222
74-29-9C-E8-FF-55 49-BD-D2-C7-56-2A

T

222.222.222.220
1A-23-F9-CD-06-9B

A A1 412 111.111.111.110 222.222.222.221
CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F 35

35

Chuyén tiép dir liéu t&i mang khac

+ Khung tin dwoc chuyén tir A téi R

+ Tai R: khung tin dwgc boc bé header, chuyén I&n cho
tang mang dwéi dang mét géi tin IP

MAC src: 74-29-9C-E8-FF-55
MAC dest: E6-B2-86:174BBH4B.111.111

IP src: 111.11P. dest1222.222.222.222

IP dest: 222|222.222.222

B

1A
74-29-9C-E8-FF-55

=

222.222.222.222
49-BD-D2-C7-56-2A

i

222.222.222.220

1A-23-F9-CD-06-9B
111.111.111.112 111.111.111.110 222.222.222.221
CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B

88-B2-2F-54-1A-0F 36

36
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Chuyeén tiép di¥ liéu t&i mang khac
» R chuyén tiép gai tin v&i dia chi IP nguén la A, IP dich la B

»  Goi tin chuyén xudng tang lién két di liéu: déng géi thanh khung tin
tang 2 véi dia chi MAC nguon la R, dia chi MAC dich la B

MAC src: 1A-23-F9-CD-06-9B

MAC dest: 49-BD-D2-C7-56-2A
IP src: 111.111.111.111

IP dest: 222.222.222.222

1P
P Eth
Eth Phy

Phy

M1
74-29-9C-E8-FF-55

?

222.222.222.222
49-BD-D2-C7-56-2A
222.222.222.220
1A-23-F9-CD-06-9B

f
111.111.111.112 111.111.111.110 222.;22.222.221

CC-49-DE-DO-AB-7D E6-E0-00-17-BB-4B 88-B2-2F-54-1A-0F 37

w
A el ///$£;;' B

37

4. HOAT BONG CUA NG DUNG MANG
Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

38

38
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U'ng dung mang

- Hoat dong trén cac hé thdng
dau cudi (end system)
- Cai dat giao thirc rng dung dé
cung cap dich vu
- Gém ¢6 2 tién trinh giao tiép voi
nhau qua méi trwd'ng mang:
~Client: cung cép giao dién NSD, gti
thong diép yéu cau dich vu
»~Server: cung cap dich vy, tra théng
diép dap tng
- Vidu: Web
»Web browser (trinh duyét Web):
Chrome, Firefox...
»>Web server: Apache, Tomcat...

ransport
inetwork

data link
physical

application
ransport
inetwork
data link
physical

application

39

39

Giao tiép gilra cac tién trinh rng dung

- C4c tién trinh ng dung s dung socket dé trao déi théng

diép

»Tang giao van didu khién truyén tin tir socket t&i socket
- Binh danh cho tién trinh b&i: Dia chi IP, Sé hiéu cdng rng

dung

- Vi du: tién trinh web server trén may chu cia SolCT cd

dinh danh 202.191.56.65:80

application socket application
It
transpor transpor
network network
q link link
% physical physical

controlled by
app developer

controlled
by OS

g8
40

40
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Giao tiép gilra cac tién trinh

- Tién trinh client: gtri yéu cau

- Tién trinh server: tra |&i

- M6 hinh dién hinh: 1 server — nhiéu client

- Client can biét dia chi cta server: dia chi IP, s6 hiéu cong

wait for result handles response

wait handle wait
request

1
41
Truyén di liéu gilra cac rng dung
Guvi
Tang giao van nhand liéutlr| — npan
cac tien trinh tang tng dung Tang giao van s dung thong

khac nhau (qua socket), dong

van va gtvi trén lién két mang di liéu t¢i dung socket
Ung dung Ung dung | socket
OTién trinh
Glaaivan Glaﬁvan
Mghg , MEpo
q Lién ket DL Lién Hét DL
vallly vafv E,,

42

42
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Giao thirc UDP

- Giao thirc ndm trén tang giao van
- Diéu khién truyén di liéu theo mé hinh khéng tin cay:
»Khéng thiét 1ap lien két gitra cac socket clia (rng dung, di liéu
dwoc glri ngay
»Khéng c6 bdo nhan
~GWi voi téc dd cao nhat ctia may ngudn
»Khéng phat hién tac nghén trén hé théng trung gian
- Vi sao can UDP:
»Nhanh
»Bon gian
~Phu hgp cac dich vu khéng can d tin cay cao, chap nhan méat mat
mot s6 goi tin ma khong dnh hwéng téi chat lwgng dich vu
»Mét sb dich vu khong thé thiét 1ap lién két trwde khi cung cép. Vi
du: DHCP, SNMP (Giao thirc quan tri mang)
43

43

]
Khubn dang gai tin UDP

*UDP str dung don vi dir «——— 32 bits ——

liéu goi la —datagram source port #| dest port #
(bure tin) |_~length checksum
Do dai toan
bd birc tin
tinh theo byte D@ liéu cha &ng
dung mang

Khudn dang don vi
di liéu cta UDP

44
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Giao thirc TCP

- Giao thirc nam trén tang giao van

-Diéu khién truyén dir liéu theo md hinh tin cay
~Phai thiét 1ap lién két gilra cac socket clia trng

dung trwde khi truyén tin

»May nguén:
v Chi givi goi tin tiép theo néu gai tin trwdc d6 gl thanh

cbéng

v GWi lai di¥ liéu néu khéng nhén dwoc bao nhan
v'Dir liéu gri di khdng lam qua tai may dich
vPhat hién tac nghén trén hé théng trung gian

»May dich: bao nhan khi géi tin dwgc nhan thanh

cbng
45
45
Khudn dang goi tin TCP
32bits ——
URG: D@ liéu khén o x A
' source port # dest port # - Dung dé truyen div
\ liéu tin cay
ACK: ACK # sequence number - Tinh theo bytes
——{— acknowledgement number
PSH: Chuyén di ligu head ';th EF(IIE‘RSF Receive window
ngay— |

-S6 lwong bytes
cothénhan
RST, SYN, FIN:~~ | Options (variable length) - Bieu khien luong
Ky hiéu cho cac
goi tin dac biét

W Urg data pointer

D{ liéu cta trng
dung mang

46
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Thiét 1ap lién két TCP : Giao thirc bat tay 3 bwdc

- Buwéc 1: Aglri SYN cho B

Il Il
m i!m »~chi ra gia tri khdi tao seq # cua A

SYN »khéng cé dir liéu
I - Budc 2: B nhan SYN, tré 16
et SYNIACK bing SYN/ACK
blished — » B khdi tao viing dém
-ACK\: »chi ra gia tri khdi tao seq. # cia B
eS& . Buoc 3: Anhan SYNACK, tré 101
ACK, c6 thé kém theo di¥ lieu

47

47

Co ché bao nhan trong TCP

Seq. #: i Host A HostB |
»S0 hiéu cta byte
dau tién ctia doan tin User Seq=
Y ~ l.A ty‘pe’s q 42’ data = ‘Cy
trong dong di liéu C st ACKs
ACK: receipt of

A La PN ‘C’, echoes
»86 hiéu byte dau poxEs3 back ‘C’
tién mong mudn
nhan tir doi tac host ACKs
receipt

Seg=,
of echoed 943, data=y,
Py _
time

48

48
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Pong lién két

B
A state g £ B state
ESTAB . ‘ ESTAB
close(socketI '
FIN_WAIT 1 khdng gri tiép | FIN, seq=\i
- ~ nhung van nhan ! '
drleY | ok ACKnum=xTl | CLOSE_WAIT
A : / = 1 ¢4 thé tiép tuc
FIN_WAIT 2 ddinhan FIN u—" :gmdﬁ@ﬁ'
tu server | !
' | LAST_ACK
| FIN, seq=y : ST_AC
TIMED_WAIT - 1 nging guri di lidu
- T :
dgitrong | ACK, ACKnum=yl
2 x thdi gian guri MSS | ! CLOSED
CLOSED ' :
49

49

Quét mang: TCP Ping Scan

- NUt quét glri mot loat goi tin TCP SYN téi cdng dich vu cla tat ca cac
nat trong mang muc tiéu

- Nut mang dang hoat dong g&i TCP RST néu khong cung cap dich vu
hoac TCP SYN/ACK néu cé cung cap dich vu

RST, src: 192.168.1.10
SYN, dst: 192.168.1.1:80 gi

SYN, dst: 192.168.1.2:80 Khéng co dich vu

° RST, src: 192.168.1.105 Qi
[>)) Khéng c6 dich vu
o s SYN, dst: 192.168.1.254:80 SYN/ACK,
Nt tham do Sro- 102.168.1.200 Qi
[
Y Co dich vu
Unicast

Mang muc tiéu
50

50

10/10/2022

25



Quét cdng dich vu

- Port scanning: tham do nat mang dang cung cép dich vu

nao
- Cach thire thwe hién:
»TCP SYN Scan:

Nut tham do ‘n‘
SYN, dst ort: 1
SYN, dst port: »
SYN, dst port:

SYNJACK, src port: |

SYN/ACK, src port: K

il

Muc tiéu

Céngi
. LISTEN
cong k

51

51

Cac ky thuat quét khac

- TCP Connection Scan: hoan tat thiét 1ap két néi, sau dé

glri RST dé hay
- TCP FIN Scan
- TCP NULL Scan
- TCP Xmas Scan
- TCP ACK Scan
- UDP Scan

52

52
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5. MOT SO HOAT BONG QUAN
TRONG CUA MANG

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

53

53

0]
3.1. Phan giai tén mién
- Tén mién: dinh danh trén tadng (rng dung cho cac may chd
cung cap dich vu
»Trén Internet dwoc quan ly tap trung
»Quéc té: ICANN
»Viét Nam: VNNIC
- DNS(Domain Name System): hé théng t&n mién
»Khéng gian théng tin t&n mién
»Gbm cac may chi quan ly théng tin tén mién va cung cép dich vu
DNS
- Van dé phan giai tén mién sang dia chi IP
»>Nguwdi st dung dung tén mién dé truy cap dich vu
»May tinh va cac thiét bi mang khéng str dung tén mién ma dung dia
chi IP khi trao d6i di liéu
- Lam thé nao dé chuyén dbi tén mién sang dia chi IP?
54

54
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Phan giai tén mién va vi du

~ TOi muon truy cap Website
mps.gov.vn

| May yéu cau dich vu |
Mai truy cap vao
123.30.9.222

May chu Web
123.30.9.222

May chu tén
mién

55

55

r /" "]
Pé&c diém cuta dich vu phan giai tén mién

- Giao thirc diéu khién dich vu DNS
»Giao thirc giao van: UDP. Sé hiéu cbng dich vu: 53

- May tram yéu cau dich vu c6 thé gri ngay théng diép truy
van tén mién
~Khéng can may chi DNS cho phép
~Khéng can kiém tra trang thai ciia may cha

- May tram khéng kiém tra tinh tin cay cla cau tra |oi tw
may chu

- CAu tra | tir may chi cé thé dwoc st dung lai cho
nhirng lwgt khac

56

56
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3.2. Cap phéat dia chi IP tw déng

- Dich vu cung cép théng sé cu hinh dia chi cho cac may
tram:
»BDia chi IP
~Bia chi bo dinh tuyén méc dinh (default gateway). Khi can gti thong tin
t¢i mang khac, may tram sé gtri thong tin t&i bo dinh tuyén mac dinh.
»Bia chi may chi DNS
- Hoat dong theo md hinh client/server: client st
dung céac théng sb dia chi IP do server cap phat
- Giao thirc diéu khién dich vu: DHCP - Dynamic Host
Configuration Protocol

57

57

Cac thong diép DHCP

Client Server

- DHCP Discover: tim - DHCP Offer: Cung cép
kiem DHCP Server théng so cau hinh dia

-DHCP Request: dang ~ chiIP ,
ky st dung dia chi IP - DHCP ACK: Chép

- DHCP Release: giéi nhandangky
phoéng dia chi IP dang - DHCP NAK: Tt choi
str dung dang ky

- DHCP Decline: Tw
chai dia chi IP dwoc
cap phat

58

58
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Hoat dong cap phat dia chi

g

2 E
DHCP Server 1 DHCP Client DHCP Server 2
r«——DHCPDiscover: DHCPDiscover——
DHCPOffer-
DHCPOffer-
DHCPRequest DHCPRequest
(Server 2) (Server 2)
————DHCPACck:
client remains
configured for
the lease time
_____ DHCPRequest __ _
(Lease renewal)
[ ————| DHCPAck——-—- -

client does not need
the configuration

| DHCPRek -

59

59

[ —
3.3. Chuyén déi dia chi

- D liéu chuyén tiép tr mang LAN(str dung dia chi IP
riéng) sang mang Internet(str dung dia chi IP cong cong)
va nguoc lai can dwoc chuyén doi dia chi

~LAN - Internet: Chuyén déi dia chi nguén

~Internet - LAN: Chuyén ddi dia chi dich

- NAT: Network Address Translation

» Static NAT: méi dia chi IP cuc bd dwoc chuyén dbi sang mét dia
chi IP céng cong

»Dynamic NAT: M6t dai dia chi IP dwoc chuyén déi sang mot/mot
dai dia chi IP cong cong

~PAT - Port Address Translation: Chuyén dbi ca s6 hiéu cong (ng
dung trong phan tiéu dé TCP/UDP

60

60
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Chuyén déi dia chi - Vi du

Host A =y
Saurce: 162,105, 176,65
. 10.1.1.100:1025 162 105,175,566 s
Urce:;
e 162,105, 178,67
e — 162.105.174.65:16384
s TR e

10.1.1.100/8 10.1.1,100:1025

iR P
MNAT Destination:
- 162, 106.178.65: 16334
_@ Source:

Host B | 162.105.1748.65: 16400 211.100.7. 34024
Sourcae: Pl R
10.1.1.200:1028 Intranet | Intemet
— Dastination:
—— 162.105.178.65: 16400
: Diastination:
10.1.1.200/8 10,11, 200-1028
MAPT mhle i
e Packet from Host A to Server e LTI Afer AT
Cutbound 10.1. 1.108: 1025 162.105.178.65: 16384
= Packet from Server to Host A Inbound | 162.105.178 6516384 10.1.1.100-1025
e Packet from Host B to Server Dutbaund 10,1, 1,200 1028 162,105, 17865 16400
—p Packet from Server to Host B Inbound | 162105178 6516400 10,1.1.200:1028

61

61

r (/"""
3.4. Giao thirc ARP

- Address Resolution Protocol
- Tim dja chi MAC (dinh danh tang lién két dir liéu)
ctia mot nut mang khi da biét dia chi IP
- Tai sao can ARP?
»Truyén tin trén tAng mang dung dia chi IP
»Truyén tin trén tang lién két di liéu dung dia chi MAC
~Khi gtvi: di¥ liéu chuyén tir ting mang xudng tang lién
ket dir liéu.
D@ liéu gti trong mang LAN: May ngudn can phai biét dia chi
MAC clia may dich

/D liéu gti ra ngoai mang LAN: May ngudn phai biét dia chi
MAC cla bg dinh tuyén mac dinh

62

62
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Hoat déng cua ARP

Table:

Reply tra loi

- Méi nat trong mang LAN st» dung bang ARP

»Anh xa <bia chi IP, Dia chi MAC, TTL)
»TTL: Thoi gian gilr anh xa trong bang

- Khi can biét dia chi MAC twong tng v&i dia chi IP
khong cé trong ARP Table, nut mang giri quang
ba goi tin ARP Request Ién trén mang dé hai.

- Nut mang mang dia chi IP dwgc héi sé giri ARP

63

63

]
Hoat dong cua ARP — Vi du

ARP Request
(broadcast)
Who has 10.0.0.22 [P —

Host B: 10.0.0.2
MAC: 12-29-9C-E8-FF-12

x|

Host A: 10.0.0.1
MAC: 11-29-9C-E8-FF-11

x|

Host C: 10.0.0.3

MAC: 13-29-9C-E8-FF-13
ARP Request
(broadcast)

Host A: 10.0.0.1
MAC: 11-29-9C-E8-FF-11

|

Who has 10.0,0.27 Host B: 10.0.0.2
@ MAC: 12-29-9C-E8-FF-12
>

Host C: 10.0.0.3
ARP Request R —_— MAC: 13-29-9C-E8-FF-13
(broadcast)

Who has 10.0.0.2?
ARP Reply (unicast)

10.0.0.2 is at 12-29-9C-E8-FF-12

— Host B: 10.0.0.2
MAC: 12-29-9C-E8-FF-12

Host A: 10.0.0.1
MAC: 11-29-9C-E8-FF-11

Host C: 10.0.0.3
-~ MAC: 13-29-9C-E8-FF-13

64

64
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Quét mang: ARP Ping Scan

o]

ARP Request: 192.168.1.1

ARP Reply

ARP Request: 192.168.1.2

- NUt quét gtri mot loat géi tin ARP Request tim kiém tat ca
dia chi IP trong mang
- Néu nut mang dang hoat doéng, givi géi tin ARP Reply tra

192.168.1.10

ARP Reply

o
=
Nut tham do
(n&m trong mang

ARP Request: 192.168.1.254

192.168.1.105

ARP Reply

muc tiéu) |

)

Y

Broadcast

—

192.168.1.200

Mang muc tiéu

65

65
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3.6. Giao thtrc ICMP

0

- Internet Control Message Protocol
- Giao thirc diéu khién hoat déng bao 16i khi truyén tin
- Giao thirc thudc tang lién mang
- Khudn dang gai tin:

»Type: dang géi tin ICMP
»Code: Nguy(;nsnhén gay loi

15 16 31
Type Code Checksum
Rest of the header
Data
66

66
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ping va ICMP

Lénh ping
S dung dé kiém tra két néi
Guri goi tin ICMP echo request
Bén nhan tra vé ICMP echo reply

Vi du:

of data:

from
from

from

67
67
Quét mang: ICMP Ping Scan
Nut quét giri mét loat goi tin ICMP Echo Request t&i cac
dia chi IP trong mang muc tiéu
Néu nut mang dang hoat déng, gtri géi tin ICMP Echo
Reply tra loi
ICMP, dst: 192.168.1.1 ICMP Reply gi
src: 192.168.1.10
ICMP, dst: 192.168.1.2 192.168.1.10
ICMP Reply
src: 192.168.1.105 QE
192.168.1.105
NGt tham do  ICMP, dst: 192.168.1.254 ICMP Reply
src: 192.168.1.200 QE
' Y ’ 192.168.1.200
Unicast Mang muc tiéu 68
68
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TONG KET

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

69

69

1. Két ndi mang WiFi

Probe Request

70

70
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1. Két ndi mang WiFi

Probe Response

.

"’ =xm

71

71

1. Két ndi mang WiFi

Thiét 1ap két ndi
(C6 thé thyc hién cac giao
thirc xac thiee, ma hoa bao vé)

-

72

72
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2. C4u hinh két néi

2. C4u hinh két néi

A
]
i
i
i
i
i
i
i
i
i
i
i
1

v

DHCP Server
192.168.0.10 74

74
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3. Tim dia chi cGia vnexpress.net

a

=

7 A
- Laptop gti théng diép DNS Query !
“dia chi ciia vnexpress.net la gi?” I
- DNS Server c6 thé khéng ndm trong i
mang cuc bo > can glvi thong diép t&i |
gateway i
i v

DHCP Server
192.168.0.10 75

75

3. Tim dia chi clla vhexpress.net

»
»

D

DHCP Server
192.168.0.10 192.168.0.1 76

76
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\
[~ 192.168.0.10  Server
T ——

HCP —

A
1
\
P28
l -
gateway

3. Tim dia chi clla vhexpress.net

Internel

77

77

\
[~ 192.168.0.10  Server
T —

DHCP —

DNS thwc hién qua
trinh tim kiém dia chi
IP clia vnexpress.net

3. Tim dia chi clla vhexpress.net

78

78
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\
[~ 192.168.0.10  Server
T ——

HCP —

A
1
\
P28
l -
gateway

3. Tim dia chi clla vhexpress.net

79

79

4
[~ 192.1¢

DHCP —
8.0.10 Server
T —

Bét tay 3 buwdc > Thiét
lap két néi TCP

4. Két ndi t¢i vnexpress.net

vnexpress.net

80

80
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>

gateWay

5. Truy cap dich vu

Internel

D)
)
o
_

vnexpress.net

81

81
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