BAI 2.
MAT MA VA NG DUNG(TU HOC)

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
NOGi dung

- Mat ma (cipher) la gi?

- Nguyén tac chung ctia cac hé mat ma
- H& mat ma khéa dbi xirng

- H& mat ma khéa bat dbi xirng

- Ma xac thye théng diép

- Ham bam mat ma

- Giao thtrc mat ma




1. MAT MA LA GI?

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]

Khai niém mat ma

- Ma héa (code): bién dbi cach thire biéu dién thdng tin

- Mat ma (cipher): ma hoéa dé che gidu, gitr mat thdng tin
»Lwu try
> Truyén tin

- Mat ma hoc (cryptography): nganh khoa hoc nghién ctru
cac phwong phap toan hoc dé ma héa gitr mat thong tin

- Tham ma (cryptoanalysis): nghién ctru cac phwong phap
toan hoc dé pha vé hé mat ma

- La c6ng cu hiéu qua gidi quyét bai toan ATBM, 1a co s&
cho nhiéu co ché khéac (xac thuc, nhan dang)

v'Nhwng khdng van nang




Xay dwng mé hinh (mat ma khéa déi xirng)

- Alice va Bob da chia sé thong tin bi  Ajice Bob
mat k goi la khoa

- Alice can gri cho Bob mét thong diép
m (ban ro-plain text). N6i dung théng —\_>
diép can gilr bi mat trwwdc quan sat \

cua Eve (ké tan cong, tham ma) \
Ma hoa: ¢ = E(k, m) v
c: ban ma (cipher text) ) !
- Alice glri ban ma lén kénh truyen.

Bob va Eve déu thu duoc thong diép Eve

nay. Chi cé Bob giai ma dé thu dwoc

ban rd
Giai méa: m = D(k, c)
- Mat ma khdéa doi xrng: dung khoa k

trong ca hai qua trinh mé& héa va giai

ma

/]
Pinh luat Kerckhoffs

- Hé mat ma gém {k, E, D}

- Lam cach ndo dé ngan can ké khac gidi ma?

- Binh luat Kerckhoffs: “Mo6t hé mat ma can an toan
ngay ca khi moi théng tin vé hé, trir khda bi mat,
la cong khai”

- Tai sao?
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Ly thuyét Shannon

- Hé mat hoan hao: d6 an toan ctdia hé mat khong phu
thudc vao sb ban ma va thoi gian ké tan cong st
dung dé tham ma (An toan vé diéu kién)

- Ly thuyét Shannon: Mét hé mat ma Ia hoan hao thi

~Do dai cia khéa téi thiéu bang d6 dai ban tin rd
»Khoa chi str dung moét 1an Dié“}kié“ /
-Tai sao khé dat dwoc trén thyc té? —

- An toan theo tinh toan: Hé mat dwgc goi la an toan
theo tinh toan v&i do an toan (t, €) néu ké tan cong
thwc hién pha ma trong thoi gian téi da la t thi chi dat
duwoc xac suat thanh cong téi da la €

]
Thong tin tham khao — Kich thuéc khda

- Khda co6 kich thwéec bao nhiéu?

» Mat ma dworc coi la an toan khi phwong phap vét can (brute-force)
la cach nhanh nhét dé bé khoa

»Muc tiéu: gidm thiéu nguy co bj tAn cdng vét can (dat d6 an toan
theo tinh toan)
- Chi phi dé bé khéa DES (nam 2008)
»64 bit: $10.000
~87 bit: $10.000.000.000 (thoi gian bé khoa khong dbi)
- Tuy nhién, vét can la phwong phap tan céng tAm thuong.
- Tham khao kich thwéc khéa nén str dung trong twong lai
tai dia chi
http://csrc.nist.gov/groups/ST/toolkit/key _management.html




Théng tin tham khao — Kich thwéc khda
R ) L — Discrete )
: ‘Minimumof  Symmetric Factoring S Elliptic : o
Date it phlohisind 8 o  Logarithm S Hash (&) Hash (B)
SHA-1** SHA-1
SHA-224 SHA-224
2010 (Legacy) 80 2TDEA* 1024 160 1024 160 SHA-256 SHA-256
SHA-384 SHA-384
SHA-512 SHA-512
SHA-224 Sl
SHA-256 SHA-224
2011 - 2030 112 3TDEA 2048 224 2048 224 SHA-256
SHA-384 SHA384
SHA-512
SHA-512
SHA-1
SHA-256 SHA-224
= 2030 128 AES-128 3072 256 3072 256 SHA-384 SHA-256
SHA-512 SHA-384
SHA-512
SHA-224
SHA-384 SHA-256
=> 2030 192 AES-192 7680 384 7680 384 SHA-512 SHA-384
SHA-512
SHA-256
=xx 2030 256 AES-256 15360 512 15360 2 SHA-512 SHA-384
SHA-512
http.//www.keylength.com
9
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Thoi han khoa

- Th&i han khéa (Cryptoperiod): thdi gian khda co hiéu lyc
str dung
~Gidm xac suét bé khda thanh céng clta tham méa
»Giam thiét hai khi xay ra tinh trang khoa bj tAn céng/str dung sai
- Cac yéu td anh huéng dén thei han khéa:
»>B06 an toan clia hé mat
»MB@i trwong trién khai va van hanh &ng dung
»Lwong théng tin dwoc méa héa
»Thoi han gitr mat thong tin
»>Muc dich st dung khoa
~S6 phan ttr chia sé khoa/Sé ban sao dwoc tao ra
~ Sy phat trién clia cac hé théng tinh toan...

10
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Théng tin tham khao — Thoi han khéa

: Key Type :
Move the cursor over a type for description
Private Signature Key
Public Signature Key
Symmetric Authentication Key
Private Authentication Key
Public Authentication Key
Symmetric Data Encryption Key
Symmetric Key Wrapping Key
Symmetric and asymmetric RNG Keys
Symmetric Master Key
Private Key Transport Key
Public Key Transport Key
Symmetfric Key Agreement Key
Private Static Key Agreement Key
Public Static Key Agreement Key
Private Ephemeral Key Agreement Key
Public Ephemeral Key Agreement Key
Symmetric Authorization Key
Private Authorization Key
Public Authorization Key

Cryptoperiod
Originator Usage Period (OUP) Recipient Usage Period
1-3 years
Several years (depends on key size)

<=2 years <= QUP + 3 years
1-2 years
1-2 years

<= 2 years <= QUP + 3 years

<=2 years <= QUP + 3 years

Upon reseeding
About 1 year
<=2 years (1)
1-2 years
1-2 years
1-2 years 2
1-2 years
One key agreement transaction
One key agreement transaction
<=2 years
<= 2 years
<=2 years

1"

11
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2. H& mat ma khoéa doi xing

»Thay thé
»Dbi chd
»XOR

- Symmetric cryptography, Secret-key cryptography: st
dung cung mot khéa khi ma hoa va giai ma.

- Puoc phat trién tlr rat sém

- Thuat toan ma héa: phdi hop céac toan tr

. Tg‘)c d6 thuc hién céc thuat toan nhanh, c6 thé thwe hién
bang dé dang bang phan cirng

- M6t sb hé mat ma khoa dbi xieng hién dai: AES, Salsa20,
DES, 2DES, 3DES, RC4, RC5,

12

12
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2.1. Sor d6 chung

Hé mat ma gdm:
- Ban rd (plaintext-m): théng tin khéng dwoc che dau
- Ban mat (ciphertext-c): théng tin dwoc che dau
- Khoéa (key- kg): gia tri da dwoc chia sé bi mat
- Ma hoa (encrypt-E): ¢ = E(kg, M)
» E la ham ngau nhién
- Giai ma (decrypt): m = D(kg, C)
~D Ia ham xac dinh

- Tinh dang dan D(ks, E(kg, m)) =m

13

13

So dd chung

Khoéa mé héa va
giai ma giong nhau va
dwoc chia sé trwéc
m m
Ma hoa Giai ma

A
Nguwoi Nguwoi
i, (o]
guwi ¢ nhan
v
() Kénh truyén )
1
|
Yéu cau i ks : v m* ’
- Ngau nhién - -> Ké tan
- Chia sé mot cach bi mat v [ > céng
ks*
14

14
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Mat ma dong (stream cipher)

- X ly van ban ro theo dong byte, théi gian thyc
~RC4 (900 Mbps), SEAL (2400 Mbps), RC5(450 Mbps)

- Phu hop v6&i cac hé théng truyén div liéu thoi gian
thwe trén moi trwdng mang may tinh

- An toan néu khoa chi dung 1 1an (one-time-pad)

- Trén thuc té, str dung ham sinh khoa gid ngau nhién
(PRG - Pseudo Random Generator)

k|

G: K2 {0, 1}" (len(K) << n) -
Ham PRG phai cé tinh khéng thé tién doan: | G(k) |
V6i moi thuat toan higu qua, néuda | ————
biét i bit dau tién thi xac suat doan

dung bittheri + 11a < % + ¢ | ; |

15
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Ma eStream

- Phwong phap mat ma dong mai nhat duoc thiét ké dé
thay thé cho cac phwong phap ma dong ci

- Hién dang dwoc phat trién, chwa cdng bd thanh tiéu
chuén

- Ham sinh khoéa gia ngau nhién:

PRG: {0,1} x R — {0,1}"
R: gia tri chi dung 1 1an, khéng lap lai
- Ma hoa: E(k, m ;1) = m € PRG(k ; r)

- Vi du: Salsa20 c6 s = 128 hoac 256 bit, R co6 kich thwéc
64 bit

16
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Mat ma khoi

- Xt ly khéi di liéu c6 kich thuwée cd dinh

- Khoa c¢6 kich thwéc cb dinh

- ECB - Electronic Code Book (Ché d6 ma tir dién)

Ban rd: | | [my | | [ M2 | | | == | | |
Ban ma: | ] [ C | ] [ S | | | --=-1 | | |
- Han ché

ECB

17

/0]
Ché do CBC - Cipher Block Chaining

- Ché dd ma moc xich

SV T T O T S

Ks | Ma | Ks| Ma | K.| Ma | K, | Ma

s, Ma | Ks | Ma | Ks s )

hoéa hoéa hoéa hoéa

CBC chéng lai dwgc tAn cong CPA néu IV (Initial Vector) ngau nhién

18
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CBC — Giai ma

om0l | om | om | m

19
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CBC — So sanh v¢&i ECB

Anh géc Ma héa & ché do M3 héa & ché dé
ECB CBC

20

20
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CBC Padding

- Khi kich thuwéc ban tin gbc khdng chia hét cho mét khéi:
»r = Len(message) mod Len(block)
»Phan dém cé kich thwéc Len(block) — r

- Khi kich thuwéc ban tin gbc chia hét cho 1 khéi: thém phan
dém co kich thwdc 1a 1 khi

- Gia tri phan dém khac nhau véi mdi chuan
»Khéng dung chudi bit 0 dé lam phan dém

- Chuan PKCS#7: Néu can dém n byte thi dung phan dém
la chudi byte c6 gia tri mbi byte la n

Khéi cubi n n n
|

Phan dém: n byte

21
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Ché db6 CTR — Counter Mode

- Initial Vector: 2 phwong phap str dung
- Gia tri ngau nhién
» S dung gia tri dung 1 1&4n (nonce): counter = 0
n bits

n/2 bits n/2 bits
- Ma hoéa msg

IV [ mio [ mal [ . [ mug |
[ Elv) JE(IVH)] .. [ E(IV4L) |

ciphertext
Néu IV 13p lai, ché d6 CTR khéng an toan

22
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Nhirng han ché ctia mat ma khéa déi xirng

- Can kénh mat dé chia sé khoa bi mat gilra cac bén
~Lam sao dé chia s mét cach an toan cho lan dau tién

- Qua trinh trao dbi khéa, dir liéu doi héi ca 2 bén déu
online
~Giai phap str dung bén thir 3 tin cay (trusted 3 party) co giai

quyét dwoc van de?

- 86 lwgng khéa Ion: n(n-1)/2

- Khéng dé dang dé xac thyc théng tin quang ba
(Chung ta sé quay tré lai van dé nay trong nhirng bai
sau)

23
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3. H& mat ma khoa bat ddi xirng

- Asymmetric key cryptography, Public key cryptography
- Str dung mét cap khoa:
»Khoa cong khai k: Cong bd cho tat c& cung biét
»Khda ca nhan kg: Chi chd s& hiru biét, gitr bi mat
»Ma hoéa bang khoéa nay thi giai ma béng khéa con lai.
- Co s& an toan: Dwa trén mot sé bai toan khéng co 16i gidi
trong thoi gian da thirc
- Vi du: Phan tich mét sé thanh thira sé nguyén t6
- Cac thuat toan dwa trén cac ham toan hoc
- Mét sb hé mat ma khoa cbng khai: RSA, El-Gamal, Eliptic
Curve Cipher (ECC)

24

24
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So dd bi mat

- H&é mat ma gém:
»Ban rd (plaintext-m): thong tin khéng dwoc che dau
»Ban mat (ciphertext-c): théng tin dwoc che dau

- Khoa: Bén nhan c6 1 cap khoda (kyg, krg)

+ Ma hoa (encrypt-E): ¢ = E(kyg, m)
»La ham ngau nhién

- Giai ma (decrypt): m = D(kgg, C)
»La ham xac dinh

- Tinh dung dan: D(kgg, E(kyg, M)) =m

- Néu hé mat ma KCK an toan trudc tan cong KPA thi ciing
an toan trwéce tan céng CPA

25

25

So d6 bi mat

Khéa ma héa va
giai ma khac nhau
i
-

m
Ma hoa Giai ma

B 1 Ngudi
en v ¢ ¢ nhan (B)
() Kénh truyén )
:
Lam thé nao dé B v m" ! '
gwi tin moét cach bi Thamma ~ — > Ké tan

mat cho A? t -> cong
k RB 26

26
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Két hop mat ma khoa cong khai va mat
ma khoa doi xrng
- Ju diém clia mat ma khéa cong khai:
» Khéng can chia sé khda ma héa Kz mét cach bi mat
v D& dang (rng dung trong cac hé théng mé
» Khoa gidi ma Kgg chi co B biét:
v'An toan hon

7 C6 thé sl dung Kgg d& xac thuc ngudn gbe thong tin (Ching ta
sé quay lai van dé nay trong bai sau)

» $6 lwgng khoa dé ma mat ti 1 tuyén tinh véi s6 phan
t& (n phan tr > n cap khoa)

- Nhwng...

27

27

Két hgp mat ma khoa cong khai va mat
ma khoa doi xirng
- Han ché clia mat ma khoa céng khai so véi mat ma khéa
dbi xirng:
» Kém hiéu qua hon: khéa co kich thwéc Ién hon, chi phi tinh toan
cao hon

»C6 thé bi tAn coéng toan hoc
> Két hop 2 hé matma

28

28
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So do “lai”

+ Phia gtvi

Théng diép
(ban rd)

I

Théng diép

I

I( Khé~a dwoc g,
S - ma hoa

Ngudn khoa
bi mat

dwoc ma hoa vy

Tw suy luan cach thirc xtr ly cta
phia nhan nhw la mét bai tap!

29

29

4. XAC THUC THONG DPIEP

Bui Trong Tung,

Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

30

30
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Xac thwe thong diép

Kénh truyén

) (1
Bob

= 2. A
[.\ir_f?;) %M’ Thay doi néi dung
c/

M thanh M’

Mallory , Hoac, ban tin M”
M” " gia danh Alice

31

31

Xac thyc thong diép

- Ban tin phai dwgc xac minh:
~Noi dung toan ven: ban tin khéng bj stra dbi
vBao ham ca trwdng hop Bob cb tinh sra ddi
»Ngubdn gbc tin cay:
v'Bao ham ca trwong hop Alice phi nhan ban tin

vBao ham ca trwdng hop Bob tw tao théng bao va “vu khéng”
Alice tao ra théng bao nay

»Pung thoi diém

9Céc dang t&n coéng dién hinh vao tinh xac thwe: Thay
thé (Substitution), Gia danh (Masquerade), tan céng
phat lai (Replay attack), Phu nhan (Repudiation)

32

32
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Message Authentication Code

- Hai bén da trao d&i mét cach an toan khéa mat k
-Ham MAC = (S, V) la mét cap thuat toan
- Sinh ma: t = S(k, m)

»PAau ra: kich thwdce cb dinh, khéng phu thudc kich thudc
cua M
- Xac minh: V(k, m, t)
»Néut = S(k, m) thi V = true
~Nguwoc lai V = false

M t
[ Alice S > V Bob ]
f f
k k
33

]
CBC-MAC

______________________________________

C oo [ o | ma | ma

! |
! |
! 1
! |
! 1
! |
! IV —> —> |
: _’E_D Cl-B ? i'B ! rawCBC
|

' :
! Ml |
1 ] - |
! 1
! |
! |

hoéa hoéa hoéa hoéa
|
Tai sao?
K= (K1.Kp) K, | Ma |
“ hoa
t
34
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Mot s so' d6 st dung ma MAC

- Cac so d6 mat ma da xem xét khong chdng lai dwoc tan
cong CCA(chosen-cipher attack)
» Céch thirc chung: k& tAn cong stra badn ma c* thanh ¢’ va yéu cau giai
ma
+ Mat ma co xac thuc: so dd mat ma dam bao dong thoi
tinh bi mat va toan ven
» Cach thirc 1: S dung ma MAC

V(k,, m’,t’)

a) Xac thuc bang MAC, bdo méat bang méat ma khéa déi xing(SSL)
35

35

Mét s6 so do st dung ma MAC(tiep)
k, k4

V(k,, m’,t’)

k1
b) Xéac thuc bang MAC, bdo mét bang méat ma khéa dbi xiing (SSH)

ky

V(k,, ¢, t')

¢) Xac thue bdng MAC, bdo méat bang mat ma khoa déi xumg(IPSec)36

36
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Nhan xet

So dd a

- Xac thwe toan ven

ban ro

- Khéng xac thyc

toan ven ban
mat(khoéng phat
hién tan cong thay
thé ban mat)

+ Khéng c6 thdng tin

vé ban ré tr MAC

- Chi dam bao an

toan CCAkhima &
ché dé rand-CBC
hoac rand-CTR

Soddb

- Xac thuwc toan

ven ban rd

- Khéng xac thyc

toan ven ban
khoéng phat hién
ban mat bi thay
thé)

- MAC chtra théng

tin ban ro

- C6 thé giam s

an toan ma mat

- Xac thuce toan

- Xac thuce toan

- MAC khong chira

- Luén dam bao an

Soddc
ven ban rd
ven ban mat(cé
thé phat hién ban
mat bi thay thé)

thoéng tin ban rd

toan CCA

37

]
Cach thirc 2: Thém dir liéu xac thyc

- La cac phwong phap mat ma
Ham mahéaE:KxMxN->C

Ham gidima D: KxCxN>M U {L

- Trong d6 N la mét div liéu dwoc thém vao dé xac thuc
toan ven cuta ban tin

- Mét sé chuén:

> GCM: M4 héa & ché dé CTR sau do tinh CW-MAC
> CCM: Tinh CBC-MAC sau d6 ma hoa & ché do CTR (802.11i)

> EAX: Ma héa & ché do CTR sau d6 tinh CMAC

T chéi gidi ma cac ban

ma khéng hop 1€

38

38

19



]
Ham bam

- Ham bdm H: thuc hién phép bién dbi:
» Dau vao: ban tin cé kich thwdc bat ky
~ Dau ra: gia tri digest h = H(m)co kich thwoc n bit ¢ dinh (thuong
nhd hon rat nhiéu so véi kich thwéc ban tin dau vao)
- Chi thay di 1 bit dau vao, lam thay dbi hoan toan gia tri
daura
- Vi du:
~BDau vao: “The quick brown fox jumps over the lazy dog”
»Ma bam: 2fd4e1c67a2d28fced849ee1bb76e7391b93eb12
~BDau vao: “The quick brown fox jumps over the lazy cog”
~DAu ra: de9f2c7fd25e1b3afad3e85a0bd17d9b100db4b3

39

39

M6t ham bam don gian

-+ Chia théng diép thanh Mol e e M
cac khoi co kich thwée n- - _ | 7 | _ | Moy My 0 Ty,
blt . : . :
~ Padding néu can m, m, m, - omy,
“ Thue hign XOR tt c& ® 0 @ o
cac khoi > ma bam cé
kich thwérc n bit R Y
- T4t nhién, ham bam nay [, ¢, ... ¢]=Hm)

khéng dl an toan dé st
dung trong bai toan xac
thwc thong diép

40
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M6t s6 ham bam phd bién

-MD5
» Kich thwoc digest: 128 bit
» Cong bb thuat toan tan cdng dung dd (collision attack)
vao 1995
» Nam 2005 tan céng thanh céng
- SHA-1
~Kich thwéc digest: 160 bit
»Cong bd tAn cdng thanh cdng vao ndm 2015
»Hét han vao nam 2030
- SHA-2: 224/256/384/512 bit

- SHA-3: 224/256/384/512 bit

41

HMAC — Hashed MAC

- Hashed MAC: xay dwng MAC dwa trén ham bam

| k@ipad | mpo; | w1 [mpjge |

v } h
(fixed) h, h, h;
h

L
|\

PB: Padding Block

21
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Khai niém — Digital Signature

- Chir ki sb(Digital Signature) hay con goi 1a chiv ky dién ti
la doan dir liéu dwoc bén gl gan vao van ban gbc dé
chirng thwe ngudn gbc va ndi dung ctia van ban

- Yéu cau:

- Tinh xac thwe: nguoi nhan cé thé chirng minh dwoc van ban duoc
ky b&i g

- Tinh toan ven: ngudi nhan cé thé chirng minh dwoc khéng co ai
stra ddi van ban da dwoc ky

- Khong thé tai st dung: méi chir ky chi co gia tri trén 1 van ban

- Khéng thé gia mao

- Chéng tir chéi: nguwdi giri khéng thé phi nhan dwoc hanh dong ky
vao van ban

- D& nghj cha Diffie-Hellman: S dung khda ca nhan trong
mat ma céng khai dé tao chi ky.

43

43
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Chir ky sb

- Ham sinh khoa: Gen()

- Ham ky S(sk, m) « Ham ky phai cé tinh
- DAu vao: ngau nhién
- sk: Khoa ky - Bét ky ai c6 khoa sk déu
- m: Van ban can ky co thé tao chir ky

- Pau ra: chir ky s6 S ) .
- Ham kiém tra: V(pk, m, sig) - Bat k;‘/ aixcé khoa pk déu
- PAu vao: co thé kiem tra chir ky
- pk: Khéa thdm tra
© m, sig
- DAu ra: True/False

« Tinh dung dan: V(pk, m, S(sk,m)) = True

44



Chir ky s6 dwa trén ham bam
- Phia gtri : ham ky T
1. B&m ban tin gbc, thu dwoc gia |
tri bam h i
2. Ma héa gia tri bam bang khoa
riéng - chir ki so sig i
3. Gén chi¥ ki s6 1én ban tin goc |
(m || sig)

HHHHH

HASH

- Phia nhan : ham xac thuc
1. Tach chi¥ ki sO sig khéi ban tin. |
2. Bam ban tin m, thu dwoc gia tri .
bam h ' ﬂ
3. Giai ma sig v&i khoa cong khai | ewee
> N > . y + | EXEEREER=—> [000100 1 |af=={ 07001001
cua ngudi gui, thu dwoc h | e

4. Sosanh:hvah'. Kétluan. E '-:Q»Z*'

EEEEEEE

[}
i
[}
i
]
i
[}
i
1
i
I}
i
[}
i
1
i
]
i
[}
i
[}
i
IIIIIII ]
i

L S S R D S B S . 3

45
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Chir ky sb RSA

- Sinh cap khoa: k;, = (n, e), kg = (n, d)
- Chir ky: sig = E(kg, H(m)) = H(m)d mod n
- Thdm tra: néu H(m) = sig® mod n thi ch4p nhan

D(ky, H(m))

46
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5. PHAN PHOI KHOA

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

47

47

Yéu cau Perfect Forward Secrecy

- M6t giao thire can ddm bao an toan cho khoa phién
ngan(short-term key) trong cac phién lam viéc truéc la an
toan khi khéa phién dai (long-term key) khéng con an
toan
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Tan coéng khoa da biét (known-key)

- Str dung sw méat an toan cla khoéa phién trong cac phién
lam viéc trwdc dé tn cong cac phién lam viéc toi.

- Khi ké tan cong biét gia tri khda phién clia cac phién c,
nd co thé dung khoéa nay dé tinh toan khéa phién trong
cac phién truyén thong moi

49

49

5.1. PHAN PHOI KHOA Bi MAT

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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Hellman

Xa<q
Y, =a*amod q

Ks=YgXamodq

A B

Kich ban trao doi khda bi mat cua Diffie-

- Alice va Bob cung chia sé mét khéa nhém (q, a). Trong dé
» qla mot sb nguyén t
»1<a<qgthéaman: (@ modqg)#aimodqVvV1<i#j<q

Xg<q
Yg =aXsmod q

Ks = YaXs mod q

51

51

Vidu

Xy=5
Y, =75mod 71 = 51

Ks=45mod 71 =30

- Khéa chung cianhdmq=71,a=7
»Hay tw kiém tra diéu kién thda man cla a
- Achon X, =5, tinh Y, =7°>mod 71 = 51

A B

*
Yg

e —

\ 4 v

Xg =12
Yg=7"2?mod 71 =4

Ks=51"2mod 71 =
30

- Van dé an toan clia so' d6 nay sé dwoc xem xét dén sau.
Rut ra dwoc diéu gi tr so db nay?
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Pac diém cla so do

- Ju diém:
»>Thda man yéu cau PFS
»Chdng lai tAn cong khda da biét
»Khéng can kénh truyén bi mat
-Han ché:

»Kich thwéc khda 1én, str dung ham toan hoc = chi phi
tinh toan cao

»Can xac thye cho cac gia tri cong khai

53

53
Tan cdng so do trao doi khoda Diffie-
Hellman
- Nhac lai so’ do: A B
Y, =a*amod q Yg =aXe mod q
K
Ks = YaXs mod q
Ys
Ks=YgXamodq — |
v v
- Kich ban tan céng man-in-the-middle
» Csinh 2 cap khoéa (X’5,Y’y) va (X'z ,Y'g)
» Tréo khoa Y, bang Y’,, Yg béng Y'g
» Hay suy luan xem tai sao C c6 thé biét dwo'c moi théng tin Ava B
trao d6i v&i nhau
54
54
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Giao thirc phan phdi khoa tap trung
(Giao thirc Needham-Schroeder)

(1)A> KDC: ID, || IDg || N4

(2) KDC > A: E(Ky, Ks || ID4 [| IDg || Ny [| E(Ke, D, I| Ks))
(3) A giai ma, kiém tra N, thu dwgc Kg

(4)A > B: E(Kg, ID, || Kg) € B gidi ma, thu dwgc Kg

(5) B > A: E(Kg, N,) € A giai ma, c6 dwoc N,, tinh f(N,)
(6) A = B: E(Kg, f(N,)) € B giai ma kiém tra f(N,)
(7) A « B: E(Kg, Data)

E(K, .): ma hda cé xac thuwc

N,, N,: gia tri dung 1 1an (nonce)

f(x): ham bién déi di¥ liéu bat ky(Tai sao can?)

- Hay xem xét lai tinh an toan ctia giao thirc nay!
55
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5.2. PHAN PHOI KHOA CONG KHAI

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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Phan phdi khdéa coéng khai

- Bén th& 3 duwoc tin cay — CA(Certificate Authority)
»C6 cap khoéa (Kyca, Krea)
»Phat hanh chirng thw sb cho khéa cong khai clia cac

bén co6 dang

Cert = E(Kgca, ID || Ky || Time)
ID: dinh danh cta thyc thé
K,: khéa cdng khai cla thuc thé da dwoc dang ky tai CA
Time: Th(‘):i han sﬂ"dung khoa cbng khai. Tp()ng’thu’(‘)’ng
co thoi diem bat dau cé hiéu lyc va thoi diem hét hiéu
lwe.
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57

/"0 ]
Phan phdi khoa cong khai

(1)A > CA: ID, || Kya || Timey

(2) CA > A: Certy= E(Krca, IDa || Kya I] Time,)

(3) B > CA: IDg || Kyg || Timeg

(4) CA > B: Certg= E(Kgca, IDg || Kyg || Timeg)

(5) A > B: Certy,

(6) B > A: Certg
- Lam thé nao dé A va B c6 thé yén tdm st dung khéa céng
khai cua nhau?

- Hay cai tién lai cac giao thirc trong cac khau can dén xac
thyc thong diép (st dung MAC hoac ham bam)

- Poc thém vé PKI va chirng thu sb theo chun X.509
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Ha tang khéa cdng khai (PKI)

- Public Key Infrastructure
- Khai niém: hé théng cip phat, quan ly va chirng thuc
ching thw s6 bao gébm
»Phéan cirng
»Phan mém
»Chinh sach
»Tha tuc
- Mot s6 san phdm ma ngudn mé: OpenCA, EJBCA

59
59
Céc thanh phan cda PKI
Certificate Repositary.
Repository read, search, End-Entity
modify
Certificates
S s e s s s ) oorview ...
/ System view
— Initial registration/certification,
o Certificate Registration key palr recovery,
iegistration Authority key pair update,
certificate update,
CRLs revocation request
X 1 v
Certificate/CRL|  Certificate Cross ] other domain's
Jﬂ registration Authority cerification CA
P
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Céc thanh phan cda PKI

- End Entity: d6i twong st dung chirng thw sd(ngwdi dung,
thiét bi, phan mém, dich vu)
- Certificate Authority(CA)
»Phat hanh ching thu s
»~Phat hanh danh sach ching thw bi thu hdi(CRL)
»Trién khai tap trung
- Registration Authority(RA)
»Chirng thye thong tin dang ky clia ngwoi dung
~C6 thé trién khai phan tan dé giam chi phi khi m& réng hé théng

- Certificate Reposiroty(CR): Lwu trlr, chirng thyrc chirng
thw sb

61

61

r
r n
Chirng thu s6 X.509
Fy rFs F Y
Version
Certificate
& serial number
ignature
algorithm g ..... Algorithm
identifier Parameters 0
=
Issuer name =
E ~
=
Periodof y| Notbefore .%
validity Not after 2
“
Subject name £
Subject's Algoriihms f
P""""kf:f'-g e R
info Key v
Issuer unique
identifier
Subject unique
identifier
Extensions
. v
OB e R L
Encrypied hash ] 62
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Churng thyre chirng thu s6

Chirng thw sb can dwoc kiém tra tinh tin cay:

- Kiém tra tén thuc thé si dung c6 khép voi tén dang ky
trong chirng thw s6

- Kiém tra han st dung cta ching thu sé

- Kiém tra tinh tin cay ctia CA phat hanh chirng thu sé

- Kiém tra trang thai thu héi chirng thw s

- Kiém tra ch@ ky trén chirng thw s0 dé dam béo chirng thw
khoéng bi stra doi, lam gia

63

63
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Nhi¥ng sai lam khi st dung mat ma

- L& héng trén HDH Android dwoc phat hién vao nam 2013
cho thay qua trinh sinh khéa khéng dd ngau nhién
»Céc ing dung st dung co' ché méa héa bj anh hwéng, trong dé c6
cac &ng dung st dung Bitcoin dé thanh toan

- L& hdng trén Chromebooks: sinh gié tri ngau nhién chi cé
32 bit thay vi 256 bit

- Coi mat ma la giai phap van nang (nhirng bai sau chung
ta sé phan tich ky hon)

- Stra d6i/Thém mot vai yéu tb bi mat vao giai thuat, hé mat
ma sé an toan hon

- St dung cac ham ngau nhién clia ngdn ngi lap trinh
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Nhirng sai lam khi st dung mat ma

- Khéng thay déi gia tri IV(Initial Vector)
- Str dung ché dé ma tw dién (ECB)
- Case study: L&i sir dung mat ma trong cac (ng dung
Android (2013)
»Phén tich 11.748 (rng dung

# apps | violated rule

48%| 5,656 Uses ECB (BouncyCastle default) (R1)

31%| 3,644 Uses constant symmetric key (R3)

17%| 2,000 Uses ECB (Explicit use) (R1)

16%| 1,932 Uses constant IV (R2

1,636 Used iteration count < 1,000 for PBE(R5)
14%| 1,629 | Seeds SecureRandom with static (R6)

1,574 Uses static salt for PBE (R4)
12%| 1,421 No violation
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M6t sb lwu y khac

- Chi str dung thuat toan chuan va cac thw vién lap
trinh dwoc phé chuan: OpenSSL, Bouncy Castle,
Libgcrypt, RSA BSAFE, wolfCrypt

- Néu c6 thé, sir dung cac thuat toan manh nhét

- Néu phai sinh khoa tlr mét gia tri cho truée, st
dung ham PBKDF2()

-Dirng tw thiét ké hé mat ma cho riéng minh:

~ Néu khong thé s dung cac hé mat ma da co, hay xem
lai hé thong

» Néu béat budc phai sir dung hé mat ma méi hoan toan,
hay danh gia mét cach can than
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