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HTTP la giao thurc stateless

- M6t phién hoat doéng cua HTTP:
»~Trinh duyét két ndi voi Web server
»Trinh duyét glvi théng diép yéu cdu HTTP Request
»Web server dap trng v&i mét thong diép HT TP Response
»...lap lai...
»~Trinh duyét ngét két ndi
- Cac théng diép HTTP Request dwoc xt ly doc 1ap
- Web server khdng ghi nh¢ trang thai cta phién HTTP
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HTTP Cookie

HTTP Request

HTTP Response

Ty

HTTP Request

Cookie

- Cookie: di¥ liéu do Web server tao ra, chira thong tin trang thai ctia phién
lam viéc
> Server cé thé lwu lai cookie(mdt phan hodc toan bo)
- Sau khi xr ly yéu cau, Web server tra lai théng diép HTTP Response v&i
coookie dinh kém
» Set-Cookie: key = value; options;
- Trinh duyét lwu cookie
- Trinh duyét giri HTTP Request tiép theo v&i cookie dwoc dinh kém
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HTTP Cookie - Vi du

HTTP Response

HTTP/1.1 200 OK

Server: nginx/1.10.1

Date: Mon, 14 Nov 2016 09:1%:19 GMT
Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/5.4.45

Set-Cookie: vflastvisit=1479113139; expires=Tue, 14-Mov-2017 09:19:1% GMT; path=/; domain=vezforums.com; secure
Set-Cookie: vflastactivity=0; expires=Tue, 14-Nov-2017 08:1%:19 GMT; path=/; domain=vozforums.com; secure
Expires: 0

Cache-Control: private, post-check=0, pre-check=0, max-age=0

Pragma: no-cache

Content-Encoding: gzip
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HTTP Cookie - Vi du

- HTTP Request

GET fclientscript/vbulletin_important.cssv=330 HTTP/1.1

Host: vozforums.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; ne:49.0) Gecko/20100107 Firefox/49.0
Accept: text/css, /% q=0.1

Accept-language: en-US en;q=05

Accept-Encoding: gzip, deflate, br

Referer: https://vozforums.com/

Cookie: vflastvisit=1479113139; vflastactivity=0

Connection: keep-alive




HTTP Cookie

HTTP Request

~ HTTP Response
" Set-cookie: NAME=VALUE ;

Cookie domain = (where to send) ;

scope path = (where to send)
secure = (only send over SSL);
expires = (when expires) ;
HttpOnly

- Cookie scope: chi dinh cac trang web sé gwi cookie t&i
- HttpOnly: khéng thé doc cookie bang Javascript tai client
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Chinh sach SOP cho cookie

- Dia chi URL: scheme://domain:port/path?params

- Nguén(origin) ctia cookie dwoc xac dinh b&i: domain,
path va scheme(khéng bat buéc)

- Thiét lap cookie: mét trang web c¢6 thé thiét lap cookie cho
céac trang cé cung t&n mién, hodc mang tén mién cp
trén(trir tén mién cap 1)

- Vi du: trang Web c6 domain la login.site.com:

»Thiét 1ap dwoc cookie véi domain = login.site.com, site.com

»Khéng thiét 1ap dwoc véi domain = othersite.com, other.site.com,
.com

»~path: bat ky gia tri nao




Chinh sach SOP cho cookie

- Poc cookie: Server c6 thé doc dwoc tat ca cookie trong
scope cla no

>Trinh duyét g tAt ca cookie trong scope(domain va

path) t&i server:

»Néu gia tri secure dwoc thiét lap thi cookie chi dwoc glvi néu giao
thire 1a HTTPS

- Vi du: cookie v&i domain = example.com va path =
/some/path/ sé dwoc dinh kém vao théng diép HTTP
Request t&i dia chi

http://foo.example.com/some/path/subdirectory/hello.html

SOP cho cookie — Vi du khac

- Hai cookie duorc thiét 1ap bdi login.site.com

cookie 1 cookie 2

userid = u1 userid =u2
domain = login.site.com domain = .site.com
path =/ path =/

secure

- Cookie dugc dat trong HTTP Request nhu sau:

http://checkout.site.com/  cookie: userid=u2
http://login.site.com/ cookie: userid=u2
https://login.site.com/ cookie: userid=u1; userid=u2
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Cookie cua bén thir 3(third-party)

- Gia st trinh duyét (1st party) truy cap vao site A (2™
party).

- Néu trén site A cé dia chi URL cGia mét tai nguyén nam
trén site B (3™ party), mét thong diép HTTP Request cho
dia chi URL sé dwoc phat di v&i cookie cua site B (néu
co)

> co s& dé tan cong CSRF

- Phong chéng: st dung thudc tinh SameSite = lax | strict
cho cookie

> strict: khéng guvi kém cookie cuing bat ky HTTP Request nao

»lax: chi glri kém cookie v&i cac thong diép HTTP Requets co
phuwong thirc GET va phat sinh do viéc chuyén hwéng truy
cap(thay dbi dia chi trén thanh dia chi cta trinh duyét)

»H®6 tro trén Chrome 51 va Opera 39 tré di

1"
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SameSite cookie — Vi du

link <a href="..."> normal, lax
prerender <link rel="prerender" href="..."> normal, lax
form get <form method="get" action="..."> normal, lax
form post <form method="post" action="..."> normal
iframe <iframe src="..."> normal
ajax $.get(...") normal
image <img src="..."> normal

https://www.sjoerdlangkemper.nl/2016/04/14/preventing-csrf-with-samesite-
cookie-attribute/
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Boc ghi cookie tai trinh duyét

- Truy cap qua déi twong DOM: document.cookie
- Thiét lap gia tri:
document.cookie = “name=value; expires=...;"’

- Hién tri cookie: alert(document.cookie)
»~Hién thi dwéi dang 1 chudi gébm gia tri trong céc thudc tinh cla tat
céa cookie da lwu cho tai nguyén nay
- Xo6a cookie:
document.cookie = “name=; expires= [Ngay trong qua
khua]”

4
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Céc 16 hdng khi str dung cookie

- Server
»Khong doc dwoc mot sb thudce tinh clia cookie
»Khéng “nhé” cookie dwoc thiét 1ap cho scope nao
»Khong kiém tra dwoc tinh toan ven cla cookie

- Client: c6 thé doc, thiét lap tuy y
»Firefox: cookies.sqlite

- Cookie c6 thé bj thay dbi khi truyén:
»Firefox add-on: TamperData
»Web proxy: Burp suite, ZAP...

- Cookie c6 thé bj phat lai
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Vidu 1:

- Alice dang nhap trén trang login.site.com
~M®ét cookie dworc thiét 1ap véi session-id cho site.com

»Lwu y: cookie nay dwoc str dung cho moi trang cé tén
mién dudi site.com

- Alice truy cap vao mét trang bi chén ma déc
evil.site.com
»Ghi dé cookie trén voi user la attacker
- Alice truy cap vao other.site.com
~Nguy co?
- Nguyén nhan?
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Vidu 2: HTTPS cookie

- Alice dang nhap tai https://www.google.com/accounts

set-cookie: SSID=A7_ESAgDpKYk5TGnf; Domain=.google.com; Path=/ ;
Expires=Wed, 09-Mar-2026 18:35:11 GMT; Secure; HttpOnly

set-cookie: SAPISID=wj1gYKLFy-RmWybP/ANtKMtPIHNambvdl4; Domain=.google.com;
Path=/ ; Expires=Wed, 09-Mar-2026 18:35:11 GMT; Secure

- Alice truy cap http://www.google.com
~HTTP Response c6 thé bj chén cookie nhw sau:
Set-Cookie: SSID=attacker; secure
>HTTPS cookie van cé thé bi ghi dé
>HTTPS khéng dam bao tinh toan ven cho cookie
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Giai phap

- Xac thyc cookie: Server str dung khoéa bi mat K, khéng
chia sé

Sinh tag: T« HMAC,, (K, SID Il name Il value )

Browser b Set-Cookie: NAME = m
Server
Cookie: NAME =

value

Verify tag: HMAC,.;, (k, SID Il name Il value,)

- D& chdng tan cong phat lai: s& dung session-id
- Chéng trao dbi v&i cookie cha phién lam viéc khac: st
dung dia chi IP
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Vi du: ASP .Net

- Thiét lap khéa bi mat:
System.Web.Configuration.MachineKey

- Tao va ma hoa-xac thwc cookie

HttpCookie cookie = new HttpCookie(name, val);

HttpCookie encodedCookie =
HttpSecureCookie.Encode (cookie);

- Gi&i ma va kiém tra
HttpSecureCookie.Decode (cookie);
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Phién(session) la gi?

- M6t chudi cac théng diép HTTP Request va HTTP
Response dwoc trao doi gitka mot trinh duyét va mot hay
nhiéu website

- Thwdng kéo dai trong mét khoang théi gian nao do

- Quan ly phién:

»Nguwei dung chi dang nhap moét 1an

»Céc théng diép HTTP Request dwoc gii tiép theo gan lién trang
thai da xac thwe tai khodn ngudi dung

trang thai ctia phién can duoc lwu tri tai client va server

- (rng dung dién hinh cla cookie
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S dung HTTP auth

- St dung co ché HTTP auth
« HTTP request: GET /index.html

- HTTP response chira:

WWW-Authenticate: Basic realm=“Password Required”
Authentication Required [

0 A username and password are being requested by hitps://crypto.stanford.edu. The site says:
"Password Requilm"

User Name:  helig|

=
- Cac thong diép HTTP Request sau dé chira ma bam cua
mat khau
Authorization: Basic ZGFddfibzsdfgkjheczl1NXRIeHQ=
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Han ché clia HTTP auth

- Ngwoi dung chi cé thé déng xuét bang cach tat clra s
trinh duyét.

- Théng bao c6 ndi dung khé hiéu véi ngudi dung

- Hop thoai dang nhap khéng thé tay bién

- Trén cac trinh duyét ct: c6 thé danh cap cookie, ma bam
cua mat khau bang cach lgi dung HTTP TRACE Request
»Hay doc thém vé I6i cross-site tracing
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S dung thé bai (session token)

Browser Web Site
GET /index.html

Thé bai vo danh

GET /books.html
Thé bai vo6 danh

POST /do-login Xac thuc
Username & password Username
Thé bai logged-in *&/pﬁwo d

POST /checkout
Thé bai logged-in
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Lwu thé bai & dau?

- Trong cookie:

Set-Cookie: SessionToken=fduhye63sfdb

- Nhang vao URL
https://site.com/checkout?SessionToken=kh7y3b

- Pat trong thudc tinh an

<input type="“hidden” name="“sessionid” value=“kh7y3b” >
- Bat trong thudc tinh cia DOM

- Han ché cta méi phwong phap?
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Lwu thé bai & dau?

- Trong cookie:

Moi thong diép HTTP Request giri di déu co gia tri thé bai >
tan cong CSRF

- Nhang vao URL

L6 gia tri thé bai qua trudng HTTP Referer

- D&t trong thudc tinh &n

Chi ap dung cho cac phién ngan

- Bat trong thudc tinh cia DOM:

L6 gia tri, chi ép,dung cho cac phién ngén, khéng co tac
dung trén ctra s6 méi dwoc mé ra
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HTTP Referer

GET fwikiflohn_QOusterhout HTTP/1.1
Host: en.wikipedia.org

Keep-~Alive: 200

Connection: keep-alive

- Trwérng Referer c6 thé lam 16 cookie cho bén thir 3

- Che giéu cookie khi chuyén tir trang HTTPS sang trang
str dung HTTP:

»HTML5: <a rel="noreferrer” href=www.example.com>
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X0 ly dang xuét

- ng dung phai cung cép chirc nang dang xuét:
» Két thac phién hién tai
»Cho phép nguoi dung dang nhap véi tai khoan khac
»Ngan can ngwdi dung khac s dung phién trai phép

- Xt ly khi dang xuét:
1. Xdba Session Token tai client(str dung Expire cho cookie)
2. Xoaldanh dau Session Token da hét han tai server
-Nhiéu website khéng thuc hién (2)
~Nguy co?
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Session Hijacking

- Ké tan cong danh cép Session Token clia nguoi dung va
danh cap (hijack) phién lam viéc

~>g0ri yéu cdu mao danh nguwdi dung

- Vi du: FireSheep

»Add-on trén Firefox cho phép danh cap Session Token trén
Facebook qua mang WiFi

»Giai phap: str dung HTTPS
- Céc ky thuat khac:
> XSS
»Loi dung gia tri thé bai khéng dwoc sinh ngiu nhién
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Phong chong

- Sinh thé bai ngau nhién: sir dung API dwoc cung cép bdi
framework

Rails: token = MD5( current time, random nonce )

- St dung dia chi IP dé sinh thé bai

- Str dung théng tin khac cua client: trinh duyét, thiét bi...

- St dung SSL session ID

30

15



]
Tan cong Session fixation

1. K& tan céng truy cap vao site.com va nhan dwoc thé bai
v6 danh (anonymous token)
2. Nhang thé bai vao dia chi URL trén mot trang cla
evil.com
3. Ngugi dung dang nhap vao site.com qua URL trén
evil.com sé nhan dugc thé bai logged-in
4. Ké tan cbng an cap thé bai logged-in (thudng dung tan
cong XSS) va thuc thi cac phién gia mao
~Co thé loi dung 16 hdng web server khong danh dau thé bai hét
hiéu Iyc khi nguwdi dung dang xuat
- Phong chéng:
» Xac thue da yéu tb
» S dung session token m&i cho méi yéu cau
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