BAI 6. ‘
AN TOAN BAO MAT
TRONG MANG TCP/IP

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén thong,
Pai hoc Bach khoa Ha Noi

]
NGi dung

- Téng quan vé& mang may tinh

- An toan bdo mat tdng vat ly

- An toan bdo mat tang lién két dir liéu
- An toan bdo mat tAng mang

- An toan bdo mat tang giao van

- An toan bdo mat tang (rng dung
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1. Tng quan vé mang may tinh

- Mang may tinh la gi?
- Giao thuec?
- Ha tdng mang Internet

/0]
Kién tric phan tang

('ng dung

- Cung cép dich vu cho nguwdi dung
- G6m 2 tién trinh: client va server
- Str dung dich vy cua tang giao
van dé trao dbi dir liéu gitra cac
Mang tién trinh

- Giao thtre tAng &ng dung: DNS,
DHCP, HTTP, SMTP, POP, IMAP...

Giao van
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Kién tric phan tang (tiép)

Ung dung - Diéu khién qua trinh truyén di
Iiéu‘gitva cac tien trinh. ]
Giao van - DOn kénh/Phéan kénh: so hiéu
cbng dich vu ’
Mang - TCP: hudng lién két, tin cay,

truyén theo dong byte ’
- UDP: hwéng khong lién két,
truyén theo birc tin (datagram)

r /']
Kién trdc phan tang (tiép)

('ng dung
— Két néi lién mang (Internetworking):
Giao van . L A\ > ~a
- - Dong goi, phan manh dir liéu
- Binh danh: dia chi IP
Mang - Dinh tuyén
- Chuyeén tiép goi tin
[ Lienkétdwiien | |- Dam bao chat luong dich vu
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Kién tric phan tang (tiép)

'ng dung - . -
- Diéu khién truyén di liéu trén
e tirng lién két vat ly: dong goi,
: dong bg, phat hién va stra 16i
- Chuyén mach dir liéu gitra cac
Mang lign két vat ly
- Diéu khién truy cap duwdng
- Hb tro truyén thdng quéng ba
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Kién trdc phan tang (tiép)

('ng dung

Giao van

Mang

_ - Ma héa bit thanh tin hiéu

- Diéu ché tin hiéu va truyén tin
hiéu trén lién ket vat ly




Kién tric phan tang (tiép)

Chi trién khai
trén cac hé
théng dau
cudi

Trién khai trén
tat ca cac hé
thong con

'ng dung

G

iao van

Mang

Khac nhau trén‘
cac dwdng truyén
vat ly khac nhau

Chodng giao thirc (protocol stack)

Giao thdtc rng dung

Ung dung (ng dung
L TCP/UDP -
Giao van Giao van
Mang Giao thuc IP Mang Giao thuc IP Mang
Giao thic Lion Kbt Giao thirc
Lién két dir lieu |_lién két dir d'inhe‘z lién két dit | Lién két div liéu
liu i liEu
vatly rnn] Y A am Vatly
Tin hiéu Tin hiéu

10

10




/"0 ]
Bong goi dir lieu (TCP)
- Nat g&i: Thém théng tin didu khién (header)

- NGt nhan: Loai bé théng tin diéu khién
TCP‘Header

Di liéu/thong diép tang ng dung|

(ng dung message
Giao vén (TCP, UDP) segment deata

Mang (IP) packet

data | o3

I e data

R e BE

Lién két div lieu frame

Vat ly

IP Header Link (Ethemet) Link (Ethenet)
Header Trailer

1

11

Hop-by-Hop vs End-to-End

Truyén théng gitra nat A va nut B

Hop-by-Hop: L&p Vat ly va Lién két dir liéu c6 thé khac nhau
12
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Hop-by-Hop vs End-to-End

= Truyén théng gitra nGt A va nut B

((fo l .'

End-to-End: L&p Mang, Giaq van, Ung dung
str dung giao thirc giong nhau 13
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1. Két ndi mang WiFi

Probe Request

14
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Probe Response

1. Két ndi mang WiFi

JZ=I

Y ‘=
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1. Két ndi mang WiFi

’,;7
-

Thiét 1ap két néi ‘
(C6 thé thyc hién cac giao
thirc xac thire, ma hoa bao vé)

-

16
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2. C4u hinh két néi

17

2. C4u hinh két néi
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DHCP Server
192.168.0.10 18
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3. Tim dia chi clia vnexpress.net

| s |

7 A
- Laptop gtvi théng diép DNS Query !
“dia chi cta vnexpress.net la gi?” H
- DNS Server c6 thé khong ndm trong E
mang cuc bo > can glvi thong diép t&i |
gateway i
i v

DHCP Server
192.168.0.10 19

19

3. Tim dia chi clla vnexpress.net
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DHCP Server
192.168.0.10 192.168.0.1 20
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l gateway

\ DHCP —
[~ 192.168.0.10 Server
I

3. Tim dia chi clia vnexpress.net

Internel

21

21

l gateway

DHCP —
[~ 192. 1680 10  Server
T —

DNS thwc hién qua
trinh tim kiém dia chi
IP clia vnexpress.net

3. Tim dia chi cla vnexpress.net

22

22
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l gateway

\ DHCP —
[~ 192.168.0.10 Server
I

3. Tim dia chi clia vnexpress.net

Internel

23

23

gateway

. DHCP —
[~ 192.168.0.10  Server
T —

Bét tay 3 buwdc > Thiét
lap két néi TCP

. Két néi t¢i vnexpress.net

DNS 1
Server

vnexpress.net

Internel

24

24
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5. Truy cap dich vu

vnexpress.net

25

25

Cac nguy co

Modify

ISP A
Infect ‘

S oS
1SPB ISP D
Spoof

Eavesd rop

DDoS

T

Traffic hijack

Exflltrate

26

26
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Nhirng kho khan véi bai toan ATBM mang

may tinh (nhac lai)

- Hé théng m&

- Tai nguyén phan tan

- Ngwdi dung an danh

- TCP/IP dwoc khéng dworc thiét ké dé dbi mat véi cac
nguy co ATBM
»Khoéng xac thyc cac bén
»Khoéng xac thuc, gilr bi mat dir liéu trong goi tin

27

27

“On the Internet, nobody knows you're a dog.”
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2. AN TOAN BAO MAT TANG VAT LY VA
TANG LIEN KET DU’ LIEU

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

29

29

]
Cac nguy co tan cong

- Nghe lén:
~V6i cac mang quang ba (WiFi, mang hinh truc, mang sao dung
hub): dé dang chan bat cac gdi tin
»V6&i cac mang diém-diém:
v Poat quyén diéu khién cac nit mang
v Cheén cac nut mang moét cach trai phép vao hé thong
»Cobng cu phan tich: tcpdump, Wireshark, thw vién winpcap, thw vién
lap trinh Socket
- Gia mao théng tin: tan céng vao giao thirc ARP, VLAN, co
ché tw hoc MAC clia hoat ddng chuyén mach
- Pha hoai lién két: chén tin hiéu gia, chen tin hiéu nhiéu,
chén cac théng diép 16i...
- Théng thuéng tan cong vao mang LAN do ké tAn cong
bén trong gay ra.

30
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Tan cOng nghe Ién trén tang vat ly

- Nghe trém tin hiéu trén cap dong

Faulty Amplifier

Wire Tap

31
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]
Tan cong nghe lén trén tang vat ly
- Nghe trdm tin hiéu trén cap quang

@ Wicro-bend clamping device

Jacket

optic cable

Lost light <1%

32
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AN TOAN BAO MAT MANG WLAN

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

33

33

Gigi thiéu chung

- WLAN (Wireless Local Area Network) la mang may tinh lién két

2 hay nhiéu thiét bj s dung méi trwdng truyén dan vo tuyén

- Chuén IEEE 802.11 gbcchinh thtrc dwgc ban hanh nam

1997

- IEEE 802.11x (chuan WiFi) biéu thi mét tap hop cac

chudn WLAN duwoc phat trién béi Gy ban chudn hoéa IEEE
LAN/MAN (IEEE 802.11)
~ |IEEE802.11a, IEEE802.11b, IEEE802.11g, IEEE802.11n cac chuan
quy dinh ha tang va cong nghé truyén dan
~ |IEEE802.11i: chuén quy dinh vé& cac giao thirc bdo mat trong WLAN

>

- IEEE802.1X: diéu khién truy cap cho WLAN

34
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CA4u truc cia WLAN

- Mot WLAN thong thwdrng gom c6 2 phan: cac thiét bj truy
nhap khong day (Mobile Station-MS), cac diém truy nhap
(Access Points — AP).

Mobile m
Station® ~_ 7

35

Giao thirc két n6i mang WLAN

AR

Mobile Station

Probe Request

= =]

Acces Point

S

&
<€

>

Probe Response

Authentication Request

&
<€

S
>

Authentication Response

Association Request

A

S

Association Response

36

36
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Cac mo hinh trién khai

Ad-hoc BSS ESS
+ Khéng can AP « Kétnbi tap + Két néi tap
« Két néi ngang trung trung
hang + M& rong bang
cach két nbi
cac BSS

37
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VVan dé ATBM trén mang khdng day

- St dung séng vo tuyén dé truyén dan di liéu

~dé dang c6 thé thu bat séng va phan tich dé lay di liéu
~dé dang két ndi va truy cap

-dé dang can nhiéu

~dé dang dé tAn cong man-in-the-middle

19
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1. Két ndi mang WiFi

-

Thiét lap két nbi
(Cé thé thuc hién cac giao thirc
xac thwe, ma hoa bao vé)

39

39

WEP Open:
Khéng thwe hién cac giao thirc

xac thwc, ma héa bao vé

Dé dang nghe
Ién thong tin 2

40
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WEP Shared: l l
- Xac thwe bang pre-shared key —wIre
- Ma héa bang RC4, 40 bit

Bé khoa trong
khoang < 1 phut

RACK=NG
Eve #
41
WPA/WPA2: l l
- Xac thwe: Tuy thudc ché do
- WPA: M4 héa bing RC4, 128 bit | m—oco |

42

- WPA2: M3 héa bang AES-128 _

42
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WPA2 Personal l : l

WifiStation

Connecting

Enter the network security key
-

Cancel

Kich thwéc khoa

Y l Sé vong lap
Laptop va AP cung tinh toan: \

K = PBKDF2(HMAC-SHA-1, password, SSID, SSID_length, 4096, 256)

43

43

WPA2 Personal l — l

Laptop va AP cung chia sé gia tri bi mat
K. Gia nay dwoc s dung dé sinh khoa

dung cho qua trinh ma héa va xac thyc
di liéu trao dbi gitra 2 bén

44
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WPA2 Personal

‘ Téan coéng nghe lén thu dong ‘

‘ Tan coéng nghe lén thu dong ‘

WPA2 Personal

K = PBKDF2(HMAC-SHA-1, password, SSID, SSID_length, 4096, 256)

Eve 46

46
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WPA2 Enterprise — An toan hon nhung
tri&n khai ciing phirc tap hon

| oo o, ' Authentication Server

{ (RADIUS, TACACS,
L{Auth:}CA i LDAP...)

47

47

WPA2 Enterprise — An toan hon nhwng l g l
trién khai cling phirc tap hon :

Tai sao can két nbi
SSL/TLS?

aie ol Ey,
| vﬁ\”‘ - Wn,%

Authentication Server
(RADIUS, TACACS,
LDAP)

|
L {Auth:}‘CA )

48

48
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WPA2 Enterprise — An toan hon nhung
trién khai cling phirc tap hon

ake of Coy
| vﬁ\”‘ - ‘Wfr,%

|
© {Auth:}
i A

Eve co biét khoa
nay khéng?

Authentication Server
(RADIUS, TACACS,
LDAP)

‘ Tuy nhién, chwa loai trtr dwoc h

oan toan nguy co’ nghe Ién ‘ 49

49

Cac nguy co cac trong mang WLAN

- Chén song (jamming): CO tinh gay nhiéu bang cach phat
ra tin hiéu cung tan so v&i cong suat I&én hon

- Muc dich:
»Gid mao may tram ((9)) s 2eicen
»Gid mao AP(Rogue AP)
»~DoS: pha két ndi gitra 4 " ” )
may tram va AP uine Signal Sirongih "\
Access Point ((9))

Attackers Rogue/Dummy Wi-Fi Node
MNode Access Point

50

50
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Cac nguy co khac trong mang WLAN

- Disassociation: guri disassociation frame t&i may tram
hodc AP dé ngat két ndi da dwoc thiét lap
- Deauthentication attack: givi deauthentication frame t&i
may tram dé yé&u cau xac thyc lai
- Muc dich: két hop 2 loai tAn cong:
»Bét, phan tich tai d& tim SSID an
»BDanh Itra may tram khi thwe hién két néi lai sé két néi véi AP gia
mao
- Gia mao AP (Rogue AP):
»Thu thap théng tin xac thwc gitra AP va may tram
»Nghe Ién chi dong
»Tén cong man-in-the-middle
»Phong chéng: st dung cac cong cu quan tri mang dé phat hién sw
c6 mat cua thiét bi la

51

51

NGUY CO' AN TOAN BAO MAT TRONG MANG LAN

Bui Trong Tung,
Vién Coéng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

52
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Tan cong trén VLAN

- VLAN: mién quang ba logic trén cac switch - phan tach
cac lwu lwvgng mang & tang 2

- Céc co ché ATBM c6 thé trién khai trén VLAN: diéu khién
truy cap (access control), cach ly tai nguyén quan trong

- Cac VLAN duwoc gan cac dai dia chi IP khac nhau

- Cac khung tin Ethernet dwoc gan thém VLAN tag (802.1Q
hoac ISL)

- Chuyén mach chi thyc hién trong 1 VLAN
- Trao dbi di¥ liéu gitra cac VLAN: dinh tuyén (inter VLAN
routing)

53

53
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Tan coéng: VLAN hopping

- Muc dich: truy cap vao cac VLAN khac tw Native VLAN

- L6 hong: cac di liéu chuyén trong Native VLAN khong
can gan tag

- Danh lira switch chuyén tiép cac goi tin vao VLAN

- Double-tag attack

© [0

VLAN 1 Native

- Phong chéng?
54
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Tan cong VLAN: DTP va VTP

- Dynamic Trunking Protocol: tw ddng cu hinh ché do
trunking cho cac cdng cia VLAN
~Tén cong gid mao cac géi tin DTP dé Iva 1 switch két ndi vao
VLAN cula ké tan cong
- VLAN Trunking Protocol: tw déng chuyén tiép théng tin
céu hinh VLAN tir VTP server t&i cac VTP client

~Tén cong gid mao cac goi tin dé xoa 1 VLAN (DoS) hoc thém 1
VLAN gom tat ca cac switch (tao bdo quang ba — broadcast storm)

- Phong chéng?

55
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]
Tan cong VLAN: DTP va VTP

- Dynamic Trunking Protocol: tw ddng cu hinh ché do
trunking cho cac cdng cia VLAN
~Tén cong gid mao cac géi tin DTP dé Iva 1 switch két ndi vao
VLAN cula ké tan cong
- VLAN Trunking Protocol: tw déng chuyén tiép théng tin
céu hinh VLAN tir VTP server t&i cac VTP client

~Tén cong gid mao cac goi tin dé xoa 1 VLAN (DoS) hoc thém 1
VLAN gom tat ca cac switch (tao bdo quang ba — broadcast storm)

- Phong chéng?

56
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Tan cong giao thirc STP

Spanning Tree Protocol: khir loop trén mang két nbi
switch c6 vong kin
- Bau chon root:
»M®&i nut co gia tri priotity(m&c dinh 1a 38464)
»Céc nut trao ddi thong diép BPDU chira gia tri priority
»Nut cé priotity nhé nhét tré thanh root
~Néu c6 nhiéu switch cung priority, switch c6 cong dia chi MAC
nho nhat la root
- Thiét 1ap cay khung: cac nut con lai
~M&i nat con lai tim dwéng di ngén nhéat toi nut gbe (gia caa lién
két xac dinh dwa trén bang thong)
~Gitr cong gan nut gbc nhat hoat dong, tam ngét cac cong “xa”
nut goc hon
- STP khéng c6 co ché xac thuc

57

57
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Tan coéng giao thirc STP

- TAn céng vao STP: doat quyén root switch
~DoS: black-hole attack, flooding attack
»Chén di¥ liéu gid mao vao ludng trao dbi théng tin
»T&n céng man-in-the-middle

- TAn céng DoS: BPDU Flooding

- Phong chéng:
~Root guard
~BPDU guard
~BPDU filtering

58
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Tan cong co ché tw hoc MAC (chuyen

mach)

- Tan cong MAC flooding: gtri hang loat cac gai tin voi dia
chi MAC nguon la gia > bang MAC bj tran ->Cac gai tin
thwe sy bat budc phai chuyén tiép theo kiéu quang ba:

» Gay bao quang ba > chiém dung bang thong duong truyén, tai
nguyén cla cac nut mang khac
»Nghe trdm théng tin
- Gia mao dia chi MAC

- Phong chéng: Port Security

59

59

Tan cong giao thirc ARP

- Address Resolution Protocol: tim dia chi MAC twong trng
v&i dia chi IP

- Str dung phwong thirc quang ba ARP Request:
»Khéng can thiét 1ap lién két

- Khéng c6 co ché xac thwe ARP Response
- Tan cong:

»Gid mao: ARP Spoofing
»DoS

- Phong chdng: Dynamic ARP Inspection

60

60
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ARP Spoofing

Host B
Host A 10.0.0.3
] MAC:
MAC E_S =0000:ccab
P MAC ?,\Et‘,uf&%u;ARP' Attacker
0000:7ee5 and | #310.0.0.6
have IP address MAC:
\M ’ .
10.0.0.3 0000:7ee5

- Pac biét nguy hiém khi dwa dia chi MAC gia mao gateway
router, Local DNS Server:
»Nghe lén
»Man-in-the-middle
61

61
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Tan coéng dich vu DHCP

- Dynamic Host Configuration Protocol

- Cép phat cac cau hinh IP tw ddng cho may tram:
»Dia chi IP
»DBia chi gateway router
»Dia chi DNS server

- Str dung UDP, cbng 67(server) va 68(client)

62

62
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Hoat déng cua DHCP

client DHep g server
(brogg ——uest Thong diép DHCP
Ké tan céng Cast) Offer c6 dja chi IP,
bén trong c6 gateway router,
thé nghe thay
mot may tram

gian strdung cap

DNS server va thoi

ma&i phat yéu - phat cho client
cau BHCIX Ké tan céng bén trong co
thé phat théng diép DHCP
Offer trwdc server 63
63

Cac nguy co tan cong DHCP

- L6 hdng: Bat ky may tram nao yéu cau ciing dwoc cp
phat dia chi IP
~Nguy co: TAn céng DoS lam can kho dia chi(DHCP Starvation)
- L& hdng: Khéng xac thye cho cac théng tin cap phat to
DHCP server > DHCP Spoofing
~Nguy co: Thay dia chi DNS server tin cay bang dia chi DNS cua ké
tan coéng.
~Nguy co: Thay dia chi default router, cho phép ké tan cong:
v Chén bét, do tham théng tin
v Tén cong phéat lai
v Tén céng man-in-the-middle
»Phong chéng: DHCP Snooping

64

64
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3. AN TOAN BAO MAT TANG MANG

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

65

65

Giao thue IP va ICMP

- Internet Protocol:
~Giao thirc két ndi lien mang
»Huwéng khong két ndi (connectionless), khong tin cay
- Internet Control Message Protocol
~Nam trén giao thirc IP
»Huwéng khong két ndi (connectionless), khong tin cay
~Kiém tra trang thai hoat déng cla cac nut mang khac
- V&n dé cla giao thirc IP va ICMP:
~Khéng can thiét 1ap lién két: co thé loi dung dé quét mang
~Dé dang gia mao dia chi IP nguén trén cac gai tin
~C6 thé gli lién tuc véi sb lwong 1on céac goi tin

66

66
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Giao thirc IPSec

- B9 giao thirc bao mat mé réng cho IPv4 va IPv6 (mé ta
chi tiét trong RFC 4301 va >30 RFC khac ©)

- Cac dich vu:

» Bao mat: DES, 3DES, AES

»  Xac thyc: HMAC MD-5, HMAC SHA-1

> Chbng tan cong phat lai

»  Xac thwc cac bén

> Kiém soat truy cap
- Giao thire déng goi dir liéu :

> AH : Xac thyc théng diép

» ESP : Bado mat thdng diép

> ESP-ICV: Bao mat va xac thwc thong diép

67

]
Pong goi dir liéu theo giao thire ESP

e Auithenticated =

Encrypted

< Authenticated —————

Encrypted

hop-by-hop, dest,

routing, fragment

(a) Transport mode

Authenticated
Encrypted

IPv4

<—————— Authenticated ———————

Encrypted

IPve

(b) Tunnel mode

68
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Dong goi dir liéu theo giao thire AH

orig IP
IPv4 hdr TCP Data

Pv6 orig IP | extension headers

—— Authenticated except for mutshle felds ——e
hdr (if present) el Dty

1Pvd "'&w an| Tcp Data

(a) Before applying AH

except for mistable fields ————————

pve | ORGP | hopbyhopodent |yl g | qep

helr routing, frigment Dot

i) Transpornt mode

A icated except for mutable
TheTds i the reew TP Bender

v I”‘b:'“' An | eI e Dt ]

Authenticased except for munable ficlds in
new TP hien it extension ™

new 1P exl orlg [P et i
[Py Tdr head AH hdr ! TCP Doatay

() Tunnel mode

69

]
Phan manh gaéi tin IP

- Buong truyén c6 mot gia
tri MTU (Kich thwéc don
vi di¥ liéu téi da)

- Cac duong truyén khac
nhau c6 MTU khac nhau

-Métgéitin IPlén qua
MTU sé bi )

»~Chia lam nhiéu gai tin nhd
hon

»>BPuwec tap hop lai tai tram
dich

1 g6i tin l6n
% 3 g6i tin nho hon

70

70
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Nguy co tan céng vao giao thire IP (Tinh

san sang)

- TAn cdng DoS — Teardrop: Loi dung co' ché phan manh
cua giao thuc IP

» Offset cho biét vi tri ctia manh tin trong géi tin ban dé&o

1400 2800

Offset = 1400/8 = 175

Offset = 2800/8 = 350

Ké tAn coéng glri cadc manh co
gia tri Offset chong Ién nhau

7

71

Nguy co tan cong vao giao thirc ICMP
(Tinh san sang)

- Ping of Death: gtri lién tuc cac gai tin ICMP c6 kich thwéc
toi da (xap xi 64 KB)

- Smurf attack

ICMP EGHO Replies ? [ Jrovee

ICMP ECHO <
SRC=200.1.1.1

DST=171.1.255.256

171.1.0.018

T rrT Tl

72
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AN TOAN BAO MAT CAC GIAO THU'C BDINH TUYEN

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

73

73
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Gidi thiéu chung vé dinh tuyén

- Binh tuyén: tim ra dwdng di ngén nhét t&i cac mang dich
»Bang dinh tuyén: lwu thong tin dwong di

- Binh tuyén tinh: nguoi dung dinh nghia ndi dung cua
bang dinh tuyén > an toan nhuwng khéng cap nhat theo
sy thay ddi trang thai cla céac lién két

- Binh tuyén déng: router tw ddng xay dwng ndi dung bang
dinh tuyén

- Dac diém cla dinh tuyén trong mang IP:
»M®&i nut chi chdc chén vé cac thong tin cuc bod
»Céc nut trao dbi thong tin dinh tuyén theo co ché flooding

74

74
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Pinh tuyén trén mang Internet

- Chia thanh cac vung tv tri dinh tuyén AS
»>Thwong dwoc dang ky va quan ly béi ISP

- Phan cép:
»Binh tuyén ndi viing(IGP): RIP, OSPF, IGRP, EIGRP
»Binh tuyén ngoai vung(EGP): BGP

IGP
o’é)n

AS200

75

75

Hoat ddng clia BGP(tom tat)

- Hb tro’ dinh tuyén khéng phan 16p
- Tim dwdng t&i cac vung ty tri (AS)
- Trao dbi théng diép BGP v&i hang xém qua két ndi TCP
- M0i router quang ba théng tin dwdng di téi cac router
khac bang ban tin UPDATE
»Théng tin dwdng di: danh sach cac AS trén dudng di t¢i AS dich
- Thwc hién cac chinh sach trong qua trinh chon dwdng
»Lwa chon dwong ra
»Quang ba dwdng vao

7 s

76

76
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BGP: Chinh sach lya chon-quang ba

Quang ba Lyachon

e Lwa chon: BPudng di ndo dwoc dung dé chuyén
di¥ liéu t&i AS dich?
o Kiém soat théng tin ra khdi AS

e Quang ba: Quang ba cho AS khac dwong di nao?
o Kiém soat théng tin vao AS

77
77
~ d [ 4
Hoat dong cua BGP — Vi du
NLRI: 128.1.1.0/24
NLRI: 128.1.1.0/24 ig’gh? :21)%01%%5' i
Nexthop: 192.208.10.1 ath:
ASPath: 100
192.208.10.2 190.225.11.1
192.208.10.1
129.213.1.2
128.1.1.0/24 150.211.1.1
129.213.1.1
NRLI:128.1.1.0/24 NLRI: 128.1.1.0/24
Nexthop: 129.213.1.2 Nexthop: 150.212.1.1
ASPath: 100 ASPath: 300 100
78

78
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Tan cong cac giao thire dinh tuyén

- RIPv1: khéng hé tro cac co ché xac thuc théng tin trao
dbi gitra cac nat > khai thac tan céng thay dbi, gid mao
théng tin

- RIPv2, OSPF, BGP: hd tro co' ché xac thuc str dung pre-
shared key

~Khéa khéng ngau nhién, do ngwdi dung lwa chon

- OSPF: Loi dung co ché quang ba théng tin LSA gia dé
tan céng DoS (black-hole attack)

- BGP: Gia mao théng tin dinh tuyén dé diéu hwéng div liéu
- Hau qua: tAn cong tr chdi dich vu, man-in-the-middle,
thw rac...

79

79

Tan cdng BGP: Gia mao théng tin dudng
di

Destination Route Destination Route
Google G—B Google M
Google
G B C M

buwong di cua M t&i
g latot hon cua B

80

80
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Tan cdng BGP: Gid mao théng tin dwdng

di
Destination Destination Route
Google Google G—B—M

Google

G B M E
Destination Route /Du’t‘yng dicuaM
téi G la tét hon

Google G—B<D cuaD

81

81

Tan cdng BGP: Gid mao théng tin dwdng

di

* Chinh sach cua E: Khéng Iwa chon dwong di qua C

Destination Destination Route
Google Google |G—B—X<M
Google
G B M E

Dwong dicua M
khong qua C

82

82
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Tan cong BGP: Path hijack

« Loi dung co ché Longest Matching

Reguest for 1,1,1,2

Announcing:
1.1.1.1/16 AS1 AS2 AS3
1.2.1.1/16 AS1 AS2 AS3
1.1.1.1/24 AS1 AS2 AS4

Announcing:

1.1.1.1/16 AS2 AS3
1.2.1.1/16 AS2 AS3
1.1.1.1/24 AS2 AS4

Announcing:
1.1.1.1/24 AS4
Announcing:

1.1.1.1/16 AS3

1.2.1.1/16 AS3

A3 (157 3)
(Qwner of 11.1.1/15)

83

83

BGP hijacking — Vi du

- Thang 02/08: chinh phu Pakistan ngan can cac truy cap
vao trang Youtube:
»Dia chi clia Youtube: 208.65.152.0 /22
»youtube.com: 208.65.153.238 /22

»~Pakistan Telecom loan b&o mét théng tin dinh tuyén BGP t¢i mang
208.65.153.0 /24 > cac router trén Internet cap nhat dwong di méi
theo quy tac longest matching = bi danh Ira youtube.com nam &
Pakistan - khong thé truy cap youtube.com trong 2 gid

- Thang 03/2014: dich vu DNS cla bi Google tAn cong véi
dia chi 8.8.8.8/32

»Khéng thé truy cap duoc tir mot sb nwéc & Nam My trong 22 phut

84

84
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BGP hijacking - Youtube

- AS36561(Youtube) loan bao vé dwéng di téi dia chi 208.65.152.0/22

nnn BCMay thanpes o prefa SOREL. 153 0/ 27 foam J0CH-52-14 53 0000 to 7008-0-26 08 B0 08 UTT
Route Re-amnosncement  ek47 174 JESE1

"

=
-
R e
un
-
[l X e il
(e ) (=wme ) (3 (ommn ) (31 ) (Setvww | ¥ Sip Snevammimmunty | Now Gomry | 85
85
- AS17557 (Pakistan Telecom) loan bao dwdng di téi dia chi
208.65.153.0/24 trong 2 phut
ann Ehimges by grafin 20855151 8/ 14 from J008-02-24 00-09.00 ve 3308-03- 33 00 0000 urC
‘ udnu Iul-u-u |l<0nn uu: Chasge from 204B) 13978 3327 3349 3481 17887
to 20483 1297% 1327 D481 175857
ulnn pmum-um h\nun Twlecom S =
7 PO T "an“mn s r
2091 ’ —_—
MM a0y ::Iu ‘“S“ 10
et um },\
m_ s " - \
uu m\;n
s
[—rrrrriis T ¥ -5 :
) (o) (o) (93 (31 (am) 85w v (6 86

86
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BGP hijacking — Vi du

* Thang 2/2013: dwong di tr cac AS Guadalajara toi
WasingtonDC chuyén huéng qua Belarus trong vai gi¢
»BPuwdng di duang: Alestra (Mexico) — PCCW (Texas) — Qwest (DC)

rrrrrrrrr

nnnnnnnnnn

TR
START 1. Guadalajara, @8
axico

- Twong tw: tAn cdng tan cong Dell SecureWorks nam
2014, ISP cua ltalia vao 6/2015

87

87

r /" "]
Yéu cau bao mat véi BGP

- Xac minh duwoc “sy s& hiru” khdng gian dia chi: router
BGP co6 thuc sw két ndi t&i AS sir dung dia chi IP d6
khéng?

- Xac thyc gilra cac AS

- Xé&c thwe va Gy quyén cho céc router trong AS

»>Quang ba dia chi
»Quang ba duwdng di

- Kiém tra tinh toan ven, chinh xac va tinh dang thoi diém

cua toan bd Iwu lwvong BGP

88

88
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Phong chong tan cong BGP

- Gwri théng diép BGP cho hang xém véi gia tri TLL trén goi
tin IP la 255

- T chéi tat ca cac goi tin c6 TTL < 254

- Han ché: chi chdng lai tan cong bang gid mao ma khong
xuat phat tlr router hang xém

TL=255 TL =254
BGP BGP
router single hop router

EBGP session
251
252/0
253/C
4 @

Attacker Q/

89

89

Phong chong tan cong BGP

Xac thyc véi MD5 va pre-share-key

- Hai router hang x6m dwoc cu hinh dé chia sé mot gia tri
bi mat

(config-router) # neighbor addr password passphrase

- Cac goi tin TCP mang theo thong diép BGP trudng
Options chtra ma bam MD5(BGP message || passphrase)
dé xac thuc

- Chi chéng lai tAn céng gid mao théng tin dinh tuyén ti
bén ngoai

- Nguy co: khong chong lai dugc tan cong gid mao thong
tin dinh tuyén tlr router trong mang

90

90
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Hoat ddng ctia OSPF(tém tat)

- Router quang ba théng tin lién két LSA trén mang
- Méi router thu thap cac thong tin LSA > xay dung
topology cia mang - tim dwdng di ngan nhat

LSA
LAy LSAL

|

| HD—® =@

X has link to A, cost 10 . @; .

XhaslinktoC,costZOJ e a Q Q @ Q
(b)

(a)

CO—®
b LSA
O=C—0O®

LSA,
(c) (d)

91

Cac co ché ATBM tréen OSPF

- Xac thuwc cac ban tin LSA
»Trén mbi lién két, 2 router chia s& mot gia tri bi mat
»S&r dung ham MAC dé tao mé xac thuc:
MAC(k, m) = MD5(data || key || pad || length)
- Co ché “fight back”: néu router nhan dwoc LSA cta chinh
nd voi gia tri timestamp ma&i hon, ngay lap tlrc quang ba
ban tin LSA m&ii.

92

92
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Tan cong giao thirc OSPF

- Ké tan cong giri thong tin LSA gid mao dé céc router cap
nhap dwdng di ngan nhat qua router khéng co thyc

- Vidu
Victim (DR)
phantom g~
router .

93

4. AN TOAN BAO MAT TANG GIAO VAN

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

94
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Nhac lai vé TCP

- Transmission Control Protocol

- Hwéng lién két (connection-oriented), tin cay:
~Thiét 1ap lién két: bat tay 3 budc
»Truyén di liéu
»Két thuc lién két

- Bao nhan, phat lai

- Diéu khién luéng

- Diéu khién téc nghén

95

95

]
Nguy co ATBM vai TCP (Tinh san sang)

- TAn cdng DoS — SYN Flooding
»Ké tAn cong gri hang loat géi tin SYN v&i dia chi nguén 1a cac dia
chi IP gia
- Server glvi lai SYN/ACK, chuan bi tai nguyén dé trao ddi d liéu,
ch& ACK trong thoi gian time-out
- t&n cong thanh céng néu trong thdi gian time-out lam can kiét tai
nguyén cla rng dung, may chi vat ly

Client (initiator) Server

S

v +1 N
Num = ¥ Ack =X Server cho ACK
SYN +ACK, Sed ter client

96

Ké tan cong
khéng gti lai
ACK

96
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Tan cong can thiép vao két noi TCP

- Qua trinh trao dbi di liéu két thic binh thuwéng: giao thire
TCP cho phép 2 bén déng lién két mét cach doc lap (g
goi tin FIN)

»Tin cay: chd nhan ACK
»~Lién két chi thuc sw hay khi 2 bén da dong

- Nguoec lai, néu qua trinh trao déi div liéu khong thé két
thac binh thuwéng (tién trinh ng dung két thac dot ngét,
céac goi tin 16i), géi tin RST (reset) dwoc gl di:

~Viéc déng lién két xuat phat t» mot bén

»Khéng can ché ACK

~Lién két dwoc hily néu Sequence Number Ia phu hop

> ké tan cong co thé ngat két n6i dot ngdt clia ngudi diing néu biét
duoc thong tin vé sb hiéu cong, Sequence Number

97

97

]
RST Injection

Client (initiator) Server
IP address 1.2.1.2, port 3344 IP address 9.8.7.6, port 80
SI'CA=1.2.1.2, Srcp=3

Ace Seq=x+1, o =344, DstA=9.8.7.6 DstP=;
y+1, Data=“GpT /login l:t8 O'l
.htm

Attacker chén goi tin RST
IP address 6.6.6.6, port N/A

SrcA=9.8.7.6, SrcP=80, . .
DstA=1.2.1.2, DstP=3344, | Blind spoofing
RST, Seq = y+1, Ack = x+16

_ DStP=3344’ .
=80, DStA—1.2.1.2, <html> L

Client tir chéi
x+16, Data=“200 oK..

cac dir liéu
duwoc gt tir
server thue sw

SrcA=9 8.7.6, Src_P
ACK, Seq = y+1, Ack =

98

98
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Data Injection

Client (initiator) Server
IP address 1.2.1.2, port 3344 IP address 9.8.7.6, port 80
SrcA=1, co
ACK, Sef,ﬁ,;i’f;fg:gsu DstA=g g 7

.8.7.6, Dstp=,
+ - 2 s .
¥+, Data= GET /logiﬂ:.'hg%l

Attacker chén dir liéu gia
IP address 6.6.6.6, port N/A

SrcA=9.8.7.6, SrcP=80,
DstA=1.2.1.2, DstP=3344,
) i ACK, Seq = y+1, Ack = x+16 | Blind spoofing
Client tiép tuc Data=“200 OK ... <poison>...”
qua trinh v&i div
liéu gia

1.21.2, DstP=3344,

7.6, SrcP=80, DStA= . <html>...”

CKS?:: 3'3;1' " ok = x+16, Data="200 OK -
ACK, =y+l,

Client tt chéi
goi tin vi Seq.
Number khdng
phu hop 99

99

/100 ]
Tan cong két ndi TCP trong trwong hop
khong biét thong tin vé két noi

- Nhan xét: trong cac kich ban tan cong trén, ké tan cong
can phai theo ddi cac théng sbé trén két ndi (cbng,
Sequence Number...)

- Trong trudng hop khoéng cé cac thdng tin nay, ké tan céng
van cé thé thyc hién bang cach doan nhan = blind
spoofing

- Hodc don gidn hon: gid mao két néi TCP

- Phong chéng?

100

100
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Tan cong gia mao két ndi TCP

Client Server
IP address 1.2.1.2, port N/A IP address 9.8.7.6, port 80
Gia mao SrcA=1.2.1.2, SrcP=5566, g
client DstA=9.8.7.6, DstP=80, SYN, Seq =z S~ _
e
Attacker _ P 1
khong biét ?;CQ;GQGSSYN“‘ACK Seq=y, Ack=2*
goi tin nay DstA=1.2.1.2, DS

Diéu gi can tro attacker

Attacker phai hoan thanh dwoc thwe hién thanh céng?

giai doan bat tay 3 buoc

SrcA=1.2.1.2, SrcP=5566, DstA=9.8.7.6, L
DstP=80, ACK, Seq = z+1, ACK = y+1 ~ o
~
| T
SrcA=1.2.1.2, SrcP=5566, DstA=9.8.7.6,
DstP=80, ACK, Seq =z+1, ACK=y+1, K
IData = “GET /transfer-money.html” S~ -
T ———

| 101

101
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Kich ban tan céng ctia Mitnick

U3 o

- Kevin Mitnick (1969) thwc hién cuC)c i

tan céng vao hé thdng may chu cla ‘V
Tsutomu Shimomura(1964) BY%SﬁAIS}?;[P

SOURL 1R AR AT BTN S A B S M 0 DTN

- Phat hién 16 hdng trén may chi X-  Zmsers
terminal khéng sinh gia tri Seq ngau = -
nhién(= Seq;., + 128.000)

- TAn cong vao website cua
Shimomura va phat hién danh sach
cac nut mang duoc phép truy cap
tr xa t&i may cha X-terminal

- t&n codng gid mao két ndi P el

s SIS 51 8 v e o ot T e 88

TCP(1992) T o

102



Kich ban tan cdng ctia Mitnick

SYN/ACK
seqno

Remote
host

X-terminal

Buwoc phép truy cap toi X-
terminal Server

. SYN Flood t¢i Remote host
2. Gwi gdi tin SYN t&i X-terminal
Server

. Remote host khong thé gwi
g6i tin RST

. Attacker doan nhan seqgno,
glri goi tin ACK x&c nhan thiét
lap két nébi

5. Gianh quyén truy cap vao X-
terminal server

6. RST Flood t&éi Remote host
103

Attacker

rsh x-term “echo ++
>> [rhosts”

103

5.AN TOAN BAO MAT TANG U'NG DUNG

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén thong,
Pai hoc Bach khoa Ha Noi

104

104
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5.1. GIAO THUC SSL/TLS

Bui Trong Tung,

Vién Céng nghé théng tin va Truyén thong,

Pai hoc Bach khoa Ha Noi

105

105

SSL/TLS la gi?

Sercure Socket Layer/Transport Layer

Security

- Nam gilra cac giao thire tang giao
van va tang trng dung
Cung cép cac co ché ma mat va
xac thyc cho di liéu trao doéi gitra
cac rng dung
Cac phién ban: SSL 1.0, SSL 2.0,
SSL 3.0, TLS 1.0 (phat trién tir SSL
3.0)
St dung giao thirc tAng giao van
TCP

- DTLS: Phién ban twong tw trén nén

giao thrc UDP

| Application layer |

SSL or TLS |

TCP |

P |

106

106
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SSL va céc giao thirc tang trng dung

- HTTPS = HTTP + SSL/TLS: cdng 443

- IMAP4 + SSL/TLS: Cdng 993

- POP3 + SSL/TLS: Cdng 995

- SMTP + SSLT/TLS: Céng 465

- FTPS = FTP + SSL/TLS: Cdng 990 va 989

107

107

[ —
SSL/TLS la gi?

- Gém 2 giao thirc con
- Giao thirc bat tay(handshake protocol): thiét lap két nbi
SSL/TLS
»Sr dung cac phwong phap mat ma khoéa cong khai dé cac bén
trao dbi khoa bi mat
- Giao thirc bao vé dir liéu(record protocol)

Sl dung khoa bi mat da trao déi & giao thirc bat tay dé béo vé d
liéu truyéen gitra cac bén

108

108
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Giao thirc bat tay

ClientHello

ServerHello,

[Ching thu s6]g
[ServerKeyExchange]
[Yéu cau chiing thu sG]
ServerHelloDone

B s
[Chiing thu sG]
[ClientKeyExchange]
[Xac thuc chiing thu]

Thoa thuan thuat toan mat ma
Hoan thanh

Théa thuan thuat todn mat ma
Hoan thanh

109

109

r (/"""
Client Hello

ClientHello

k

Théng tin giao thirc ma client ho trg:
» Phién ban giao thirc SSL/TLS
» Cac thuat todn mat ma

110

110
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Server Hello
| Gia tri ngau nhién |

C, Version,, suite,, N,

ServerHello

_—1

* Phién ban giao thirc SSL/TLS cao
nhdt ma 2 bén cling ho trg

* Thuét toan md héa manH nhat ma
2 bén cung ho trg

s

11

111

]
ServerKeyExchange

Gia tri ngau nhién
C, Version,, suite., N, '

Version,, suiteg, N,
ServerKeyExchange

A

Thut toan trao ddi khda, théng
tin sinh khoa va/hoac chiing thu
sO clia server (tuy thudc thuat
toan trao déi khda)

112

112
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ServerKeyExchange

Certificate

No certificate

RSA Enc-cert —4€ = |[€-———-—--—---————————————-
ServerKeyExchange
______ No ServerKeyExchange =
a. RSA b. Anonymous DH

%“ Certificate
<« RSAorDSS Sig-cert

ServerKeyExchange

c. Ephemeral DH d. Fixed DH

gik Certificate
<—| DH cert

113

113

]
ClientKeyExchange

| C, Version,, suite., N, |

Version,, suiteg, N,
ClientkeyExchange

“ServerHelloDone”
e —

ClientKeyExchange |

™~

Thuét toan trao ddi khda, théng tin

sinh khda va/hoac chirng thu s6 cua
client (tly thudc thust toan trao déi
khoa)

114
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ClientkKeyExchange

S :-sﬁcrypled with server’s public key
Sig.: Signed with client’s public key

No certificate

No certificate

ClientKeyExchange
s =

a. RSA

%‘ Certificate Certificate
—| RSA or DSS Certificate }—» DH Certificate

ClientKeyExchange
No ClientKeyExchange

—| Sig. (g, p. &) }—» --------------------------

c. Ephemeral DH d. Fixed DH 115

ClientKeyExchange
&p.g°

b. Anonymous DH

(WA

115

Hoan tat giao thirc bat tay

C, Version,, suite,, N,

Version,, suiteg, N,
ServerKeyExchange,
“ServerHelloDone”

ClientkeyExchange

Client va server chia sé thanh cong cac thong tin sinh khoa
va st dung cac thdng tin nay dé tao khda chinh.
Khda chinh dudc str dung dé trao ddi cac khda phién

116

116
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Cac bo thuat toan ma hoa trén TLS 1.0
Key
Cipher suite Exchange Encryption | Hash
TLS_NULL_WITH_NULL_NULL NULL NULL NULL
TLS_RSA_WITH_NULL_MD5 RSA NULL MD5
TLS_RSA_WITH_NULL_SHA RSA NULL SHA-1
TLS_RSA_WITH_RC4_128_MD5 RSA RC4 MD5
TLS_RSA_WITH_RC4_128_SHA RSA RC4 SHA-1
TLS_RSA_WITH_IDEA_CBC_SHA RSA IDEA SHA-1
TLS_RSA_WITH_DES_CBC_SHA RSA DES SHA-1
TLS_RSA_WITH_3DES_EDE_CBC_SHA RSA 3DES SHA-1
TLS_DH_anon_WITH_RC4_128_MDS5 DH_anon RC4 MD35
TLS_DH_anon_WITH_DES_CBC_SHA DH_anon DES SHA-1
TLS_DH_anon_WITH_3DES_EDE_CBC_SHA DH_anon 3DES SHA-1
TLS_DHE_RSA_WITH_DES_CBC_SHA DHE_RSA DES SHA-1
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA DHE_RSA 3DES SHA-1
TLS_DHE_DSS_WITH_DES_CBC_SHA DHE_DSS DES SHA-1
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA DHE_DSS 3DES SHA-1
TLS_DH_RSA_WITH_DES_CBC_SHA DH_RSA DES SHA-1
TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA DH_RSA 3DES SHA-1
TLS_DH_DSS_WITH_DES_CBC_SHA DH_DSS DES SHA-1
TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA DH_DSS 3DES SHA-1
17

117

]
Bao vé di liéu trén kénh SSL/TLS

Payload from upper layer protocol |

N
N

Fragment i coe

-

. Other values
l RPH: Record Protocol header

N
N
‘Write
Compressed |—>| Hash I‘_ MAC secret

|,
! ¢_I 0 8 16 24 31
|

Compressed | MAC | Protocol Version | Length ... _
-7 ... Length
Encryption . Write 0
Cipher secret Compressed fragment 23
% . 8
| Encrypted fragment | 5 §‘
! ! MAC <
| SSL payload | RPH | (0, 16, or 20 bytes)
a. Process b. Encapsulation

118
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Tan cong man-in-the-middle
- Loi dung 16 hdng cac bén khéng kiém tra tinh hop 1& cua
chirng thw sO
- Kich ban:
Client Attacker Server
ClientHello
ClientHello
ServerHello
ServerHello Certg
Cert, FakeCertg
FakeCert,
Ks1 Ksz
E(Ks;, Data) E(Ks,, Data)
v N v 119
119

5.2. GIAO THUC SSH

Bui Trong Tung,

Vién Cong nghé théng tin va Truyén théng,

Pai hoc Bach khoa Ha Noi

120

120
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SSH la gi?

- Secure Shell: ndm trén tang &ng

dung
- Phién ban hi§n tai: SSH2
(RFC4250 den RFC 4256)
- Gbm 3 giao thirc con:
»SSH Transport Layer Protocol:

SSH User

Authentication Conn

SSH Transport Layer Protocol

cung cap két ndi xac thuc, bado mat

» SSH User Auth. Protocol: Xac thuc

phia client v&i server
> SSH Connection Protocol: dén

kénh truyén dir liéu bi mat trén két

nbi SSH

Protocol

TCP

SSH
ection
Protocol

121

121

]
Transport Layer Protocol

- Xac thuc server dwa trén
chirng chi so

- Client duy tri bang anh xa
dia chi server va chirng
chi sO cua server do

- Trao dbi khéa: st dung
giao thire trao dbi khoa
IKE dwa trén so do Diffie-
Hellman (RFC 2409)

Server @
|

Identification string

Algorithm
negotiation

SSH_MSG_KEXINIT

SSH _MSG_KEXINIT

Key Exchange

End of
key exchange

Service
request

SSH_MSG_NEWKEYS

SSH_MSG_NEWKEYS

SSH_MSG_SERVICE_REQUEST
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Transport Layer Protocol

- Khudén dang théng diép |

Payload I

Y

(o)

Y
Ve e s d/ -
seq # pktl |pdl /Comprssed payloj' padding
L

it 2L
1
L ]
Y
l ENCRYPT MAC
A Y
Ciphertext
L I 1
123

SSH Packet

123

SSH User Authentication Protocol

- B1: Client gtri thong diép MSG_USERAUTH_REQUEST véi théng tin
tai khoan va phwong phap xac thwc dé nghi

- B2: Server kiém tra tai khoan ngwdi dung. Néu khéng hop 1 gl
théng diép MSG_USERAUTH_FAILURE. Nguwoc lai chuyén snag
buwéc 3

- B3: Server giri MSG_USERAUTH_FAILURE néu khéng hé tro
phwong phap xac thwe ma client yéu cau kém theo danh sach cac
phwong phap ma server dé nghi

- B4: Client lwa chon phwong phap xac thuwec ma server hé tro va gui lai
MSG_USERAUTH_REQUEST

- B5: Néu xac thuwe thanh céng va can thém cac budc xac thuc khac,
quay lai buéc 3

- B6: Server gtri thong diép MSG_USERAUTH_SUCCESS bao xac
thwc thanh céng

124
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SSH Connection Protocol

l Establish Authenticated Transport Layer Connection ]

SSH_MSC_CHANNEL OPEN

Opena
channel |  ssH MSG CHANNEL OPEN CONFIRMATION

<+

SSH_MSG_CHANNEL_DATA

SSH_MSG_CHANNEL_DATA

Data { .
transfer
L]
SSH_MSG_CHANNEL_DATA |
v L SSH_MSG_CHANNEL_DATA
Close a SSH_MSG_CHANNEL CLOSE ol
channel

125

125

]
An toan bao mat giao thirc SSH

- L6 hdng: client khéng kiém tra day du tinh hop 18 cla
chirng chi ma server cung cap

- Nguy co’: gid mao sever va tdn céng man-in-the-middle
»Twong tw nguy co trén giao thirc SSL/TLS

126
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5.3. AN TOAN BAO MAT DICH VU DNS

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén thong,
Pai hoc Bach khoa Ha Noi

127

127

Téng quan vé DNS

- Tén mién: dinh danh trén tang (rng dung cho cac nut mang
»Trén Internet dwgc quan ly tap trung
> Quéc té: ICANN
»Viét Nam: VNNIC
- DNS(Domain Name System): hé théng tén mién
»Khéng gian théng tin tén mién
> GOm cac may chl quan ly théng tin tén mién va cung cép dich vu DNS
- Van dé phan giai tén mién sang dia chi IP
> Nguwoi str dung dung tén mién dé truy cap dich vu
»May tinh va céc thiét bi mang khéng s dung tén mién ma dung dia
chi IP khi trao d6i d@ liéu
->Dich vu DNS: phan giai t&én mién thanh dia chi IP va ngwoc lai
»UDP, cbng 53
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/0]
Hé thong tén mién

e Khong gian tén mién

e Kién trac : hinh cay
e Root
e Zone

e Mbi nut 1a mot tap hop cac
ban ghi mo6 ta tén mién twong
trng voi nut 1a do.
o SOA
e NS

Domain Name Space

t=3 = e see alsa: RFC 1034 4.2:
[ A P i How the database is divided into zones.

e PTR
o CNAME

129

129

/0]
Hé thong may chi DNS

- May chi tén mién gbc (Root server)
»Tra 16i truy van cho cac may chid cuc bo
»Quan ly cac zone va phan quyén quan ly cho may chi cip dudi
»Cé 13 may cha gbc trén mang Internet

- o
. » .'/. N
K’ B ol @
- . e
./;‘ .’;“. . i
A\ w\\.. eSS CN
/ \, o
. @ 1.
% W
-
.
4 @ ]
s o Anycast instances 5 o
- -
\/ o
0®LDRM
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Hé thong may cha (tiép)

- May chui tén mién cép 1 (Top Level Domain)
»Quan ly tén mién cap 1
- May chu dwoc Gy quyén (Authoritative DNS
servers)
»Quan ly t&n mién cap duoi
- May chu clia cac td chirc: ctia ISP
»Khéng nadm trong phan cép cia DNS
- May chu cuc bé: danh cho mang ndi bé clua co
quan tb chirc
»Khéng nadm trong phan cép ctia DNS

131

]
Thong diép DNS

- DNS Query va DNS Reply SRC = 53 DST =53
»Chung khuén dang
- QUESTION: t&n mién can
truy van Identification | Flags
»S6 lwong: #Question
- ANSWER: thong tin tén
mién tim kiém dwoc #Authority RRs | #Additional RRs
» 86 lwgng: #Answer RRs
- AUTHORITY: dia chi
server tra 1&i truy van
- ADDITIONAL: théng tin
phan giai tén mién cho céac
dia chi khac

checksum length

#Question #Answer RRs

132




]
Phan giai tén mién

- Phan giai twong tac: Co ché mac dinh trén cac may chi DNS

Tai dat 1én may chd tén mién
gbc rat 1on. Thyc té may chi
DNS cuc bd thuweng da biét cac
may chi TLD (co ché cache).

50|ct hust.edu.vn soict.hust.edu.vn S TLD
< server

202 191.56.65 Haéi dns.hust.edu.vn

root
server

dns.vn

Local/ISP

server

(DNS

Resolver)
= Authoritative
| DNS server

dns.hust.edu.vn 433

133

[

Phan giai t&én mién

- Phan giai dé quy

n Root
server

I soict.hust.edu.vn

TLD
server

9.
202.191.56.65

‘ soict.hust.edu.vn. H
g 202.191.56.65

Local/ISP
server dns.vn
Tai dat Ién cac may chl cAp trén T soict.hust.edu.vn
rat Ion. Thye t& may chi tén mién 202.191.56.65
goc va may chu cap 1 khong thyc = o
hién phan giai dé quy Authoritative
| DNS server

dns.hust.edu.vn
134
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dig linux.com

; <> DiG 9.9.2-P1 <> linux.com

;; global options: +cmd

;7 Got answer:

;7 —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2,
ADDITIONAL: 3

;7 QUESTION SECTION:
;linux.com. IN A

;; ANSWER SECTION:
linux.com/ 1786 IN A 140.211.167.51
linux.com...1786 IN A 140.211.167.50

;; AUTHORITY SECTION:

linux.com. 86386 IN NS nsl.linux-foundation.org.
linux.com. 86386 IN NS ns2.linux-foundation.org.
;; ADDITIONAL SECTION:

nsl.linux-foundation.org. 261 IN A 140.211.169.10
ns2.linux-foundation.org. 262 IN A 140.211.169.11

135
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]
dig linux.com

; <> DiG 9.9.2-P1 <> linux.com

;; global options: +cmd

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655

;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2,

ADDITIONAL: 3

;7 QUESTION SECTION:

;linux.com. IN A

;; ANSWER SECTION:

linux.com. 1786 IN A 140.211.167.51
N A 140.211.167.50

p

ITY SECTION:
linux.com. 86386

sl.linux-foundation.org.
ns2.linux-foundation.org.

;; ADDITIONAL SECTION:
nsl.linux-foundation.org. 261 IN A 140.211.169.10
ns2.linux-foundation.org. 262 IN A 140.211.169.11
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dig linux.com

; <> DiG 9.9.2-P1 <> linux.com

;; global options: +cmd

;; Got answer:

;7 —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2,
ADDITIONAL: 3

;7 QUESTION SECTION:
;linux.com. IN A

;; ANSWER SECTION:
linux.com. 1786 IN A ;%6.211.167.51
linux.com. 1786 IN A 1740.211.167.50

;; AUTHORITY SECTION: |

Vi

nsl.linux- ation.org. 261 IN 140.211.169.10
ns2.linux-foundation.org. 262 IN 140.211.169.11

137

137

/"0 ]
M6t s6 dang tan cong DNS

- Céac van dé cua DNS
»Khong cé co ché xac thye thong tin phan giai
»Khodng can thiét 1ap két ndi
- TAn céng vao may chii cung cép dich vu:
DoS/DDoS, tan cong khai thac cac 16i phan mém
- Tan cdng vao giao thirc DNS:
~DNS cache poisioning
~DNS spoofing
~DNS rebinding
-Tan céng DDoS Igi dung Open DNS Resolver

- DNS Amplification attack
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DNS Spoofing

Query: login.bank.com

QID=x1 Genuine
Response: DNS
login.bank.com A 1.1.1.1 Server
. QID=x1
Victim @ (bi ttr chéi)
(UDP port: 53) ‘\\
Tén cong thanh cong Response:

néu théng diép DNS login.bank.com A 6.6.6.6
Response gid maocé y, | QID=y1

= x1 ti trwc thong diép | | QID=y2

cla Genuine DNS Server | QID=y3

|QID=y4... Attacker
139
139
DNS Cache Poisoning
Moi yéu ciu phan giai tén mién
e * bank.com gtri t&¢i may chu clha Attacker
Query: Query: ran1.bank.com _
ran1.bank.com QID = x1 Genuine
- Response: DNS
= ns.bank.com NS 2.2.2.2 Server
Attacker Victim DNS Server (bi ttr choi)
(UDP port: 53) \
XN

PO N N Response:
T?n COAnQ thinh cong ran1.bank.com NS ns.bank.com
néu thong diép DNS ns.bank.com A 6.6.6.6 .
Response gid mao cd y; QID=y1 ¢
= x1 t&i trwde thong diép [QID=y2
cta TLD Server | QID=y3 e —

| QID=y4 |
N | Attacker
Y
TTL=1 year 140

140




]
DNS cache poisioning

; <> DiG 9.9.2-P1 <> a.bank.com

;; global options: +cmd

;; Got answer:

;7 —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1,
ADDITIONAL: 1

;7 QUESTION SECTION:
;a.bank.com. IN A Dia chi cia may chu do ké
;; ANSWER SECTION: tan cong diéu khién

;; AUTHORITY SECTION:
a.bank.com. 86386 IN NS ns.ban
;; ADDITIONAL SECTION:
ns.bank.com. 261 IN

141

141

DNS Cache Poisoning: cross-domain

(3 Query: Query: rand.bank.com _
rand.bank.com QID = x1 Genuine
- Response: DNS
= ns.bank.com NS 2.2.2.2 Server
Attacker (bi ttr chéi)

Victim DNS Server
(UDP port: 53)

XXX

PN N A ; Response:
-Lahn co(;g thgmg cong neu bank.com NS facebook.com
thong diep . ) facebook.com A 6.6.6.6
Response gia mao co y, QID=y1 ¢
= x1 t&i trwdec thong diép [QID=y2
cta Genuine DNS Server [QID=y3 ——
'QiD=y4
Hau qua? ‘ 0 ' | Attacker
TTL=1 year 142

142
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dig rand.bank.com

; <> DiG 9.9.2-P1 <> rand.bank.com

;; global options: +cmd

;; Got answer:

;7 —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 2,
ADDITIONAL: 2

;7 QUESTION SECTION:
rand.bank.com. IN A

;; ANSWER SECTION:

;; AUTHORITY SECTION:
bank.com. 86386 IN NS ns.bank .
bank.com. 86386 IN N§ facebook.com.
;; ADDITIONAL SECTION:

ns.bank.com. 261 IN A 146~ ~169.10 R X LA ~
facebook.com. 262 IN A\6.6.6.6 Tén mien bj tan cong

143

143

r /" "]
DNS cache poisioning (tiép)

- Néu gia tri QuerylD dwoc s dung 1a ngau nhién, xac suéat
thanh cong cua ké tAn cong khéng cao:
»P =k/216
»Thong diép gid mao cé gia tri QuerylD phu hop phai dén trudc
thong diép ctia DNS server tin cay
- Cai tién:
»Téan cdong DoS vao may chi NS
» S dung k¥ thuat tAn cdng ngay sinh
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DNS cache poisioning (o kaminsky 08)

- K& tAn cong glri mot loat cac yéu cau truy van tén mién
khong ton tai cé cung tén mién cap trén v&i tén mien gia

mao
»Vi du: random1.google.com, random2.google.com,...

- GWri cac théng diép tra 1&i gia mao véi thdng tin thém vao

phan Authority va Additional

- Phong chéng: DNS server st dung s hiéu cbng ngau

nhién khi gtri thédng diép truy van

145
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DNS cache poisioning (o.xaminsky 08)

;; QUESTION SECTION:
;randomX.google.com. IN A

;; ANSWER SECTION:
randomX.google.com. 21600 IN A don’t matter

;; AUTHORITY SECTION:
google.com. 86386 IN NS mail.google.com.

;; ADDITIONAL SECTION:
mail.google.com. 86386 IN A 6.7.8.9

dwoc chip nhan?

Hau qua néu kich ban tan céng thanh cong, thong diép trén
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DNS Rebinding

<iframe src="http://www.evil.com">

(1a) www.evil.com?

1b) 171.64.7.115 TTL=0 ns.evil.com
(3a) www.evil.com? DNS server

(3b) 192.168.0.100
(2) HTTP Messages

(4) attack
www.evil.com
Corporate web server
web server 171.64.7.115
192.168.0.100
147

147

/0]
Phong chdng tan cdng DNS Rebinding

- Trinh duyét: DNS Pinning
» Tt chdi thay ddi anh xa tén mién sang dia chi IP khac trong mot
khoang thoi gian
»Han ché twong tac véi proxy, VPN, Dynamic DNS
- May tram ngu®i dung: str dung dich vu DNS tin cay
- May chu:
rTl‘.l" chéi cac théng diép HTTP request cé trwéng Host [a mot tén
mién khéng nhan dién dwoc
»Xac thye nguwoi dung
- Firewall: chan cac thong diép DNS Reponse phan giai
tén mién thanh 1 dia chi cuc bd
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Lam thé nao dé dich vu DNS an toan hon

- Y twdng co ban: str dung mat ma hoc

- Giai phap 1: str dung két néi SSL/TLS
»Phan tich?

- Giai phap 2: chirng thwc ban ghi DNS
»>DNSSEC
»Phan tich?

149

149

DNSSEC

soict.hust.edu.vn
g Root DNS
Hai dns.vn || Khéa cong khai ctia dns.vn || DENE

Chi ky cua root server

A

soict.hust.edu.vn

TLS DNS

A

server
(dns.vn)

Hai dns.hust.eduvn ||
Khoa cong khai clia dns.hust.edu.vn ||
Chir ky cltia dns.vn server

soict.hust.edu.vn

Authoritative DNS
server
(dns.hust.eduvn)

&

IN A soict.hust.edu.vn 202.191.56.65
Chir ky cla dns.hust.edu.vn server
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5.4. AN TOAN BAO MAT DICH VU EMAIL(TU HOC)

Pretty Good Privacy
S/MIME

151

151

Bai giang s dung mét s hinh vé va vi du tir cac khda
hoc:

- Computer and Network Security, Stanford University
- Computer Security, Berkeley University

- Network Security, lllinois University
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