BAI 4, )
GIAO THUC MAT MA

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
No&i dung

- Tdng quan vé giao thirc mat ma
- C4c giao thire trao dbi khoa
- Cac giao thrc chir ky dién t&r




1. TONG QUAN VE GIAO THUC MAT MA

Giao thire mat ma la gi”?

- Chang ta da biét vé “mat ma” va cac ing dung cla no:
» Bao mét
» Xac thuc
- Nhwng chung ta can biét “Str dung mat ma nhw thé nao?”
»Hé mat ma an toan chwa dd dé lam cho qua trinh trao déi théng tin
an toan
»~Can phai tinh dén cac yéu tb, ca nhan tham gia khéng trung thuc
- Giao thtrc Ia mét chudi cac buwée thue hién ma céc bén
phai thue hién dé hoan thanh mot tac vu nao do.
» Bao gébm ca quy cach biéu dién thong tin trao dbi
- Giao thirc mat ma: giao thirc str dung cac hé mat ma dé
dat dwoc cac muc tiéu an toan bao méat




1
Cac thudc tinh cua giao thirc mat ma

- Cac bén tham gia phai hiéu vé cac buwdc thyc hién giao
thire

- Cac bén phai déng y tuan tha chat ché cac buéc thuc
hién

- Giao thirc phai ré rang, khéng nhap nhang

- Giao thirc phai day dd, xem xét moi tinh hudng cé thé

- Véi giao thirc mét ma: Giao thirc phai dwoc thiét ké
dé khi thwc hién k{réng bén n‘a‘o thu dwoc nhiéu loi
ich hon so véi thiét ké ban dau.

]
Yéu cau Perfect Forward Secrecy

- Mét giao thire can dam bao an toan cho khoéa phién
ngan(short-term key) trong cac phién lam viéc trwéc la an
toan khi khéa phién dai (long-term key) khéng con an
toan
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Tan coéng khoa da biét (known-key)

- Str dung sw méat an toan clia khéa phién trong cac phién
lam viéc truwde de tan cong cac phién lam viéc téi.
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Giao thure ¢o trong tai( Trusted arbitrator)

- Trong tai la bén thir 3 théa man:
»Khéng ¢ quyén loi riéng trong giao thirc
»Khong thién vi
- Céac bén can tin twéng vao trong tai
»Moi thong tin tlr trong tai la dung va tin cay
»~Trong tai ludn hoan thanh day dd nhiém vu trong giao thirc
- Vi du: Alice can ban mét chiéc may tinh cho Bob, nguoi
sé tra bang séc
»~Alice mudn nhan t& séc trwdc dé kiém tra
»Bob muén nhan may tinh trwdc khi giao séc




Giao thirc c6 trong tai — Vi du

- Alice va Bob tin twéng vao Trent-Bén thir 3 ma ca 2 cung
tin twéng

Trent

)
OK

Alice

Giao thirc c6 trong tai — Vi du

- Alice tin twdng vao ngan hang ma Bob Gy nhiém
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Giao thire st dung trong tai

- Khi 2 bén da khéng tin twdng nhau, cé thé dat niém tin
vao bén th& 3 khong?

- Tang chi phi

- Tang tré

- Trong tai tré thanh “cd chai” trong hé théng

- Trong tai bi tAn coéng

1"

Giao thire c6 ngudi phan xir(Adjudicated
Protocols)

- Chia giao thire ¢6 trong tai thanh 2 giao thurc:
~Giao thirc khong can dén trong tai, cé thé thwc hién bat ky khi nao
2 bén muon
»Giao thirc can ngudi phan xt: chi st dung khi cé tranh chap
- Hay xem xét lai giao dich trong vi du trén v&i giai phap
mai nay!

12




/]
Giao thire tw phan xt(Self-Enforcing

Protocols)

- Khéng can dén bén the 3

- Giao thirc ¢ co' ché d& mot bén co thé phat hién sw gian
lan cha bén con lai

- Khéng phai tinh hudng nao ciing c6 thé tim ra giao thirc
nhw vay
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Céc dang tan coéng vao giao thirc mat ma

- C6 thé loi dung céac diém yéu trong:
»>Hé mat ma
»Cac buwadc thwe hién
- Tan céng thu déng: nghe trém
- TAn coéng chl ddng: can thiép vao giao thirc
»Chén théng diép
» Thay thé théng diép
» S dung lai thong diép
»Gia mao mot trong cac bén
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2. CAC GIAO THUC PHAN PHOI KHOA Bi MAT

15

Hay xem lai so' d6 bao mat sir dung mat
ma khoa doi xirng
?
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Ma hoéa ia

Giai ma
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c c Bob
v
() Kénh truyén )
1
1
Lam thé nao dé Alice ! *

2 Ay e A% M 3
chuyén khdéa moét cach an ) _ -> Ké tan
toan cho Bob! Thamma | > coéng

Ks*
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Giao thtre phan phoi khoa khdéng tap

trung

- Khéa chinh: K, da duwoc A va B chia sé an toan
»Lam thé nao vi day chinh 1a bai toan dang can giai quyét ©
~Khéa chinh dwoc st dung dé trao déi khoa phién Kg

- Khoa phién Kg: st dung dé méa héa di liéu trao ddi

- Giao thtrc 1.1
(1)A> B: 1D,

(2) B > A: E(Ky, IDg|IKs)

- Giao thirc nay da da an toan chwa?
~Tén coéng nghe 1én
~Tén cong thay thé
»Tén cong gia mao
»Tén cong phat lai
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Giao thtre phan phoi khoa khdéng tap

trung — Giao thire 1.2

- Sr dung céac yéu t6 chdng tan cdng phat lai
(replay attack)
(1)A = B: ID,|| N,
(2) B > A E(Ky, IDg ll Ks [ N+ [I No)
(3) A B: Akidm tra N, va gii E(Ks, N,)
(4) B kiém tra N,
- Han ché cta phan phéi khéa khéng tap trung?
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Giao thirc phan phdi khoa tap trung

- Str dung bén thtr 3 dwoc tin cay — KDC (Key Distribution
Centre):
»Sinh khoa bi mat Kg
~Phan phéi Kg téi Ava B

- Ava KDC da chia sé mét khéa bi mat K,, B va KDC da
chia sé mét khoa bi mat Kg
»Lam thé nao?
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Giao thirc phan phdi khoa tap trung-
Giao thire 2.1

(1)A> KDC: ID, || IDg
(2) KDC > A: E(Ky, Ks || 1D || 1Dg || E(Kg, 1D, [l Ks))
(3) A gidi ma, thu dwoc Kg
(4)A > B: E(Kg, ID || Kg)
(5) A & B: E(Kg, Data)
- Hay xem xét tinh an toan cua giao thirc nay?
~Tén coéng nghe 1én
»Tén cong thay thé
»Tén cong gia mao
»Tén cong phat lai
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Giao thirc phan phdi khoa tap trung-
Giao thire 2.2 (Needham-Schroeder)

(1)A> KDC: ID, || IDg || N4

(2) KDC > Az E(Ky, Ks | 1D, || IDg [| Ny I| E(Ks, 1D 1] Ks))
(3) A gidi ma, kiém tra N, thu dwoc Kg

(4)A > B: E(Kg, ID, || Kg) € B gidi ma, thu dwgc Kg

(5) B 2> A: E(K, N,)

(6) A = B: E(Kg, f(N,)) € B giai ma kiém tra f(N,)
(7) A & B: E(Kg, Data)

N,, N,: gia tri ngAu nhién dung 1 14n (nonce)

f(x): ham bién déi di¥ liéu bat ky

- Hay xem xét lai tinh an toan cta giao thirc nay!
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Giao thire 2.2 (Needham-Schroeder)
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Giao thire phan phoi khoa tap trung-

Giao thtrc 2.3 (Denning)

(1)A > KDC: ID, || IDg
(2) KDC > A: ESKA’ Ks || IDA [l IDg || T || E(Kg, IDA [l Ks || T))
(3) A gidi ma, kiém tra T, thu duwoc Kg
(4)A > B: E(Kg, ID4 || Ks|| T) € B giai ma, kiém tra T
(5) B > A: E(Kg, N,)
(6) A > B: E(Ks, f(N,)) € B giai ma, kiém tra N,
(7) A & B: E(Kg, Data)
T: nhan th&i gian (time stamp)
- Kiém tra tinh an toan cta so dé nay:
~Mét déng bd déng ho clia cac bén
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Giao thire 2.3 (Denning)
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Giao thire phan phoi khoa tap trung-
Giao thirc 2.4 (Kehne)

(1
(2
(3
(4

A > B: ID4 || Na

B 2 KDC: IDg || Ng || E(Kg, IDA || Na || Tg)

KDC > A: E(K,, IDg || Nall Ks) || E(Kg, DAl Ks || Tg) || Ng
A >B: E(Kg, IDAl| Ks || Tg) Il E(Ks, Ng)

~— N’ N’ N

- Vi sao viéc st dung nhan thai gian Tg ctia B tét hon nhan
thoi gian T cia KDC trong giao thirc 2.3

- Hay xem thém céac giao thirc khac trong Section 3.1,
Chapter 3, “Applied Cryptography: Protocols, Algorthms,
and Source Code in C”, 2" Edition, Bruce Schneier
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Giao thire 2.4 (Kehne)
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3. CAC GIAO THU'C PHAN PHOI KHOA CONG KHAI
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Hay xem lai so' d6 bao mat sir dung mat
ma khoa cong khai

KUB < ) KRBl
M -
Ma héa Giai ma
Alice 1 Bob
C
Kénh truyén )

1

I
Alice co thé chac v M
chan rang khoa K g P l: -» ~ Kétan
dung la khéa cong -> cong
khai ctia Bob? K s
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Giao thtre phan phoi khoa khdéng tap

trung

- Hay xem xét giao thirc sau(Giao thire 3.1):
(1)A> B: D4 || Kya Il Ny
(2) B > A: IDg || Kug Il N2 Il E(Kua, f(N1))
(3) Akiem tra f(N,)
A 9’53 E(Kug, 9(N,))
(4) B kiém tra g(N,)
(5) B > A: E(Kya, Datay)
(6) A > B: E(K, Datag)
- Nhan xet: l\!éu f(x) va g(x) dwoc gilr bi mat hoan toan thi
C khéng thé gia mao A hoac B?
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Giao thirc 3.1 — Tan cdng man-in-the-middle

¢ C tU’ S|nh Cép khéa (K’UA’ K,RA) Vé (K’UB’ K,RB)

A o B
(1) A > B: 1D, || Kya |l N4

(1) C > B: D, || K'ya I Ny

(2)B>A: IDg || Kyg || E(K’ya, f(N4) || No)

(2’)C>A: IDg || K'yg || E(Kya, f(N4) [I N2)

(3) A > B: E(K'yg, 9(N2))

(3’) C > B: E(Kyg, 9(N2))

(4)B>A: E(K’,,, Datag)

(4)B>A: E(K,,, Data,)

(5) A > B: E(K’y,Datay)

(5) A > B: E(Kyg,Data,)
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Giao thire 3.2

- Hay xem xét giao thirc sau(Giao thirc 3.2);
(1) A > B IDa || Kya Il Ny
(2) B > A: IDg || Kyg || N2 || E(Kya, f(N4)
(3) A > B: E(Kyg, 9(N,))==]__Achi g&s mdt phan mau tin nay cho B
(4) B gli phan con lai ban tin E(K, f(N;))
(4’) A giai ma v&i Kga nhan dugc f(N,) va kiém tra

A gtri phan con lai cta ban tin E(K g, g(N,)) cho B
(4”) B giai ma v&i Kgg nhan duoc g(N,) va kiém tra.
(5) B > A: E(Ky,, Data,)
(6) A > B: E(Kg, Datag)

B chi g&vi mot phan
clia mau tin nay cho A

~—
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Giao thire phan phoi khoa tap trung-

Giao thirc 4.1

- Str dung bén th 3 tin cay — PKA (Public Key Authority)
»C6 cap khoa (Kypiar Krpra)
~Nhén cac khda cong khai K, cla A va Kz cia B mét cach an
toan. Lam thé nao vi day chinh la bai toan dang can giai quyét ©
- Ava B déu c6 khoa cong khai K pxa clia PKA
- Giao thirc 4.1

(1)A - PKA: ID, || IDg - Kiém tra tinh an toan
(2) PKA > A: E(Kgpiar 1Dg || Kug) clia giao thirc nay?
(3) A= B: E(Kyg, N,) - Co thé tan cong vao
(4) B > PKA: IDg || ID, giao thirc nay nhuw
(5) PKA > B: E(Kgpxa, 1Da || Kua) the nao?

(6) B > A: E(Kya, Ny)
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Giao thirc 4.1
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Giao thire phan phoi khoa tap trung-

Giao thirc 4.2

(1
(2
(3
(4

A > PKA: ID, || IDg || T,

PKA > A: E(Kgpka, 1D || Kus |l T+)

A B: E(Kyg, N,)

B > PKA: IDg || IDA|| T,

(5) PKA = B: E(Kgpka, IDa |l Kyall T2)

(6) B > A: E(Kya, N;)

T,, T,: nhan thdi gian chéng tan cong phat lai
- Giao thirc nay c6 han ché gi?

— N N N N S
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Giao thirc 4.2
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Giao thire phan phoi khoa tap trung-

Giao thirc 4.3

- Bén th& 3 duwoc tin cay — CA(Certificate Authority)
»Cé cap khoa (Kycas Krea)
»Phat hanh chirng thw sb cho khéa cong khai cha céac

bén co6 dang

Cert = E(Kgeca, ID || Ky || Time)
ID: dinh danh cta thyc thé
K, khoa cdng khai cua thyc thé da dwoc dang ky tai CA
Time: Th(‘):i han sﬁ"dung khoa cdng khai. T,h(“)ng’thu’(‘)’ng
c6 thoi diém bat dau co hiéu lwc va thoi diém hét hiéu
lwe.

36
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Giao thire phan phoi khoa tap trung-

Giao thire 4.3 (tiép)

(1) A= CA: ID, || Kua || Time,
(2) CA > A: Certy= E(Kgca, D4 || Kua || Time,)
(3) B > CA: IDg || Kyg || Timeg

(4) CA > B: Certz= E(Kgea, IDg || Kyg || Timeg)
(5) A > B: Cert,

(6) B > A: Certg

- Lam thé nao dé A va B cé thé yén tam s dung khoa cong
khai cua nhau?

- Hay cai tién lai cac giao thirc trong cac khau can dén xac
thyc thong diép (st dung MAC hoac ham bam)
- Doc thém vé PKI va ching thu sé theo chuan X.509
37
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Giao thire 4.3 (tiép)
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Phan phoi khdéa bi mat cua hé mat ma
khoa doi xirng
- Han ché chung ctia cac giao thirc phan phdi khéa bi mat
trong hé mat ma khoa déi xirng
»Giao thirc khéng tap trung: Sé lwong khéa siv dung Ién
~Giao thirc tap trung: PKA phai dap (ng yéu cau véi tan suét rat 1on
»Khéng c6 co ché xac thuce ré rang
- S dung mat ma khéa cdng khai trong cac giao thirc phan phéi
khda bi mat
(1) A > B: E(Kyg, E(Kga, Ksg))
(2) B gidi ma v&i Kgg, sau d6 kiém tra dé chac chan thong diép xuét
phat tr A. Khéa Kg thu dwoc la khda phién.
(3) A - B: E(Kg, Data)
- Tét nhién giao thirc trén khéng chéng duoc tAn cong phat
lai. Viéc cai tién giao thire trén nhw 1a mét bai tap.
39

/]
Két luan

- Hé théng cé nguy co' mét an toan ngay ca khi chung ta st
dung hé mat ma tét néu khdng cé mét giao thirc quan ly
va phan phéi khéa an toan

- Mat ma phai gan lién v&i xac thuc

- Thuc té cac giao thirc phan phéi khéa da trinh bay déu
xac thwc dwa trén cac so dd ma hdéa cla hé mat ma.
Chung ta biét rang, giai phap nay chwa thwc sy an toan
(hay xem lai nhirng phan tich trong bai §3. Xac thuc
thong diép).

~Bai tap: Hay st dung MAQ, ham bam, chiv ky dién t dé tang
cwdng an toan cho cac so do trén.
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M6t sb lwu y khac

- Dam bao tinh bi mat:

~Khéa bi mat

»Khoda ca nhan

»Cac gia tri chia sé bi mat khac
- Bam bdo tinh toan ven, xac thuec:

~Khoa bi mat

»Khoa cbng khai

»Thong tin sinh khéa
- Kiém tra tinh hop 1& ctia cac tham sé nhém
- Kiém tra tinh hop 1& cia khéa cong khai
- Kiém tra quyén s& hiru khéa ca nhan

LY
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M6t sb lwu y khac

- Khéng két thic ngay giao thire khi ¢ 1 16i xay ra
»Lam cham théng béo 16i
- Théng bao 16i khéng néu cu thé nguyén nhan 16i
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