BAI 3. i
XAC THUC THONG DIEP

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
No&i dung

- C4c van dé xac thuc thong diép

- Ma xac thuc théng diép (MAC)

- Ham bam va ham bam mat HMAC
- Chit ky s6




1. DAT VAN BE

1. Dat van dé

N
(»3 o ) (-
Alice Bob

, Thay ddi n6i dung
M thanh M’

Hoéac, ban tin M”
gid danh Alice




M0t vi du - Tan cng vao so do trao doi
khoa Diffie-Hellman

- Nhac lai so’ dé:

A B
XA < q XB < q
Y, =a*amod q Yg =aXs mod q

k
Ks =Y, X8 mod q
Yg

Ks=YgXamodq |

v A 4

- Kich ban tan céng:
~ C sinh 2 cap khéa (X', ,Y'4) va (X'g ,Y's)
» Tréo khoa Y, bang Y’,, Yg béng Y'g
~ Hay suy Iuan xem tai sao C c6 thé biét dwoc moi théng tin Ava B
trao doi v&i nhau

/]
Xac thuc thong diép

- Ban tin phai dwgc xac minh:
~Noi dung toan ven: ban tin khéng bj stra dbi
v'Bao ham ca trwdng hop Bob c¢b tinh stra dbi
»Nguén gbc tin cay:
v'Bao ham ca trwong hop Alice phd nhan ban tin

v'Bao ham ca trwdng hop Bob tw tao théng bao va “vu khéng”
Alice tao ra théng bao nay

»Bung thoi diém

~Céc dang tan cong dién hinh vao tinh xac thuc: Thay
thé (Substitution), Gia danh (Masquerade), tan cong
phat lai (Reply attack), Phu nhan (Repudiation)




Xac thuc bang mat ma khoa doi xirng
Cau hai 1:

- Nh&c lai so d6 mat ma khoa dbi xieng  Nguoi nhén c6 nhan ra dugc
; ; 9 M 1a thong diep bi thay thé?

“| |

A
Ngwoi c y Ngwoi
gwi c nhan
v
O Kénh truyén )
A
|
Cau héi 2: c, | C
Murc d6 an toé‘m xac thye cla v .
so do nay? ;
Ké tan
cong
7

Xac thuwc bang mat ma khda cong khai

- Chuing ta da biét so dd bi mat: ma hoa bang khoa coéng
khai cia nguw®i nhan

- So dd xac thwe: ma hoa bang khoa ca nhan cta ngudi

guri
KRAl Kua
M \ 4 M!
Ma hoa Giai ma
L A ..
Ngl,l’.dl , Nguwoi
guwi Cc C nhan
v
() Kénh truyén )
A
LI PN
Tra I&i cac cau héi twong tw! C \l/ I C Ké tin
) cong




2. MA XAC THU'C THONG DIEP (MAC)

]
Message Authentication Code

- Xay dwng trén co s& hé mat ma khoa déi xirng:
» Hai bén da trao dbi mot cach an toan khéa mat K
» St dung cac thuat toan ma héa khdi & ché 46 CBC-MAC
- Bén guri:
» Tinh toan tag t = MAC(K, M) : kich thuwéc ¢ dinh, khéng phu thudc
kich thwée cia M
» Truyén (M||t)
- B&n nhan: xac minh Verify(K, M’, t)
»Tinh t' = MAC(K,M’)
» So sanh: néu t' =t thi Verify(K, M,t) = 1, nguoc lai Verify(K, M,t) =0

\ 2

[ Alice Bob ]

S "4
t t
K K
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CBC-MAC

ST R O T I O

S I ¢

Ky | Ma Ky | Ma Ki| Ma | K, | M3
hoéa hoéa hoéa hoéa
K= (Ky.Ky) K, | Ma
“* hoa
tag
1
MAC —Vidu 1
" Khach hang chuyén )
khoan
1. K= KeyGen(l) - R
2. Xac thyc thong tin CK: >V [Ngén hang
t = S(SoTK||money,K)

- J
" Kétdncong ) M3 MAC cho phép
phat hién thong tin bj
t = A(SoTK’||money) stra ddi
.

Thay dbi sb tai

khodn nhan tién
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]
MAC — Vi du 2: Phan mém TripeWire

- Khi cai dat, tinh gia tri MAC cla céc file can bao vé

file file file

F, F, F

t, =S(KF,) t, = S(K,F,) t,=S(KF,)

- Khi may tinh kh&i dong khéi dong, céac file dwoc kiém tra
ma MAC

- Cho phép phat hién cac file bi stra dbi (vi du do nhiém

virus)
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D6 an toan cua MAC

- Gia st M, va M, |a hai ban tin c6 ma MAC gidng nhau:

MAC(M,, K) = MAC(M,, K)

>MAC(M,||W, K) = MAC(M,||W, K) v&i W bat ky

- Kich ban tan céng:

1. Ké tan cong tinh toan t, = MAC(M,, K) véix =1, ..., N

2. Tim cap ban tin (M;, M) ¢ t = t. Néu khong tim thay
thwe hién lai bwdc 1

3. Chon ban tin W va tinh t = MAC(M, ||W, K)

4. Thay M; || W bang M, || W ¢4 lgi cho ké tan céng
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P6 an toan ciia MAC (tiép)

- Kich thwéc ban tin: £,

- Kich thudrce tag: &

- Néu £, < £, va £, khdéng dbi: Ma MAC an toan

- Néu £, thay dbi: |[M| > |t| nén ton tai M, # M, sao cho
MAC(M,) = MAC (M,)

~>MAC bi giam tinh an toan

- Yéu ciu vdi giai thuat tao MAC:
» Néu biét trwéc (My,t,), rat khé tim M, sao cho MAC(M,) = t,

» Xac suét tim dwoc cdp ban tin M, va M, sao cho t, = t, khéng I&n
hon 21

~Gia st M’ 1a mot dang bién dbi ctia M, xac suat dé t' =t Ién nhat la
2-n
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Tan cong phat lai (Replay attack)

- K& tan cong phat lai ban tin M da dwoc chirng thuc trong
phién truyén théng trudc d6
- Thiét k& MAC khéng chéng duoc tAn cong phat lai
- can thém céc yéu td chdng tAn cong phat lai trong cac
giao thirc truyén théng st dung MAC
- Mét sb ky thuat chéng tAn cong phat lai:
»Gié tri ngau nhién: MAC(M, Random, K)
»Tem thoi gian: MAC(M, TimeStamp, K)

16




Tan cong phat lai
" Khach hang chuyén )
khoan )
1. K = KeyGen(l) Publish . —

2. Xac thyc thong tin CK: >V [Ngén hang

t = S(SoTK||money,K)
o J
4 Ké tan cong

t = S(SoTK||money,K)
- >t Sao chép va va phat lai

cac yéu cau chuyén
khoan
17
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Mat ma co xac thuc

- M6t hé mat ma cé xac thye (E, D) Ia mét hé mat ma ma
Ham mahéaE:KxMxN > C

Ham gidimaD: KxCxN->M U {1}
- Trong d6 N 1a m6t d4u hiéu sir dung ¥

Tl chdi gidi ma cac ban
- Yéu cau: ma khong hop 1&
»Chéng tan cdng chon truwéc ban rd, va
»Kiém tra dwoc tinh toan ven clia ban mat: xac suat ké tan cong tao
ra dwoc mot ban mat cé thé gidi ma Ia rat nho

- Giai phat: Két hop mat ma va ma MAC
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M6t s so’ d6 st dung ma MAC

Ki

b) Xac thuc bang MAC, bdo méat bang méat ma khéa dbi xirmg (SSH) 19

Mot sb so d6 st dung ma MAC(tiép)

/ ‘
= - e
D

¢) Xac thue bdng MAC, bdo méat bang mat ma khéa déi xung(IPSec)
- Mét sé chuéan:
GCM: M3 hoa & ché dd CTR sau dé tinh CW-MAC

CCM: Tinh CBC-MAC sau d6 ma héa & ché dé CTR (802.11i)
EAX: Ma héa & ché dé CTR sau do tinh CMAC

- BTVN: Banh gia do an toan clia cac so dd

20

10



Nhan xét
So dda So ddb So ddc

- Xac thwc toan - Xac thwc toan |- Xac thuwc toan
ven ban rd ven ban rd ven ban ro

- Khéng xac thyc | - Khdng xac - Xac thye toan
toan ven ban thwe toan ven ven ban
mat(khéng phat ban mat(co mat(co the
hién tan cong thé phat hién phat hién ban
thay thé ban ban mat bi mat bi thay
mat) thay thé) thé)

- MAC khéng - MAC chtra - MAC khéng
cung cAp théng tljong tin ban cr]u’a ~thong tin
tin ban ro ro ban ro

3.HAM BAM

22
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Khai niém

- Ham bdm H: thuc hién phép bién dbi:
» Dau vao: ban tin cé kich thudc bat ky
~ Dau ra: gia tri digest h = H(M)c6 kich thwdc n bit ¢ dinh (thuong
nho hon rat nhiéu so véi kich thwéc ban tin dau vao)
- Chi thay di 1 bit dau vao, lam thay ddi hoan toan gia tri
daura
- Vi du:
~BDau vao: “The quick brown fox jumps over the lazy dog”
»Ma bam: 2fd4e1c67a2d28fced849ee1bb76e7391b93eb12
~BDau vao: “The quick brown fox jumps over the lazy cog”
~DAu ra: de9f2c7fd25e1b3afad3e85a0bd17d9b100db4b3
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/]
Mo&t ham bam don gian

- Chia théng diép thanh Mol (e i
cac khéi co kich thuge n- |7 | _| Mo My o0 1,
bit . - .
» Padding néu can m, m,  m, m,
cac khoi > ma bam cé
kich thuéc n bit ud U U
- T4t nhién, ham bam nay e, ¢ ¢, ]=H(m)

khéng du an toan dé st
dung trong bai toan xac
thwe thong diép

24
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Yéu cau doi vé&i ham bam

1. C6 thé &p dung véi thong diép M véi d6 dai bat ky
2. Tao ra gia tri bam h c6 do dai cb dinh

3. H(M) dé dang tinh duwgc vé&i bat ky M nao

4. Tt h rat khé tim dwoc M sao cho h = H(M): tinh mét
chiéu

5. Biét trwdc M, rat kho tim dwoc M, sao cho H(M,) =
H(M,)

6. Rat kho tim dwoc cap (M4,M,) sao cho H(M,)=H(M,)
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M6t s6 ham bam phd bién

- MD5
» Kich thwée digest: 128 bit
» Cong bb thuat toan tan cong dung dd (collision attack) vao 1995
» N&m 2005 tAn cong thanh céng
- SHA-1
» Kich thwée digest: 160 bit

» Da c6 thuat toan tan cong dung do, nhuwng chwa cong bd tan cong
thanh céng

- SHA-2: 256/512 bit

26
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Tan cong ngay sinh

- Bai toan: Khi chon n nguoi bt ky, xac suat dé co téi thiéu
2 nguwdi co trung ngay sinh la bao nhiéu?

- Sb cach chon ra n nguoi bat ky: 365"

- 86 cach chon ra n ngudi khdng cé cap nao trung ngay
sinh: 365 x 364 x ... x (365-(n-1))

- Xac suét dé chon ra n ngwdi khéng ¢ cap nao tring
ngay sinh

365 %364 X % (365 — (n— 1))
T 365"
- Xac suatcantinh:P=1-Q
-n=?d&P>0.5(ct 2 1an chon thi c6 1 Ian thda man)

27
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Xac suét trong tan cdng ngay sinh

1 —
=09 L |
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= 0.2

01|
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Number of people
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Tan cdng ngay sinh (Birthday paradox
attack)

- h = H(M): kich thwéc n bit
> n << &, > ludn ton tai M, # M, sao cho H(M,) = H(M,)
- ké tan cdng mubn dwoc ban tin M, cé loi cho anh ta dé thay thé
M, da dwoc xac thye
- Phuwong phap: vét can > sb ban tin can tinh téi thiéu la
bao nhiéu sé chac chan thanh céng?
- Cai tién bang tan cdng ngay sinh: cho phép giam sé ban
tin xudng chi con 2"2 véi xac suat thanh cong la 2 0.5:
» Céng thirc gan dung tinh xac suét thanh cong:
—k(k-1)
P(N,k) >1—e 2N
N:sbgiatrih
k: s6 ban tin can kiém tra

29

HMAC

- Twong tw nhw CRC, ham bam chi cé thé phat hién cac 6
ngau nhién do nhiéu trong qua trinh truyén

- Hashed MAC: két hop MAC va ham badm dé tang cuong
an toan cho ham bam

k,

k, H tag

- Chir ky sb: két hop ham bam véi cac phwong phap mat
ma khoa cong khai

30
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M6t sb so' d6 st dung ham bam dé xac thue

v
=
-
v

HoE .
ks

b) Xéc thuc théng diép, ma bdm duoc bdo vé bdng mat ma khéa déi xing

E%
“ —>é) T)

31

M6t sb so' d6 st dung ham bam dé xac thue

S
F—%ﬁ M > M’
L»(?H) h h
S

¢) Xac thure théng diép stir dung HMAC

Bai tap:

1. Kiém tra nhirng so do trén dap (rng dwoc yéu cau nao vé xac thuc

2. Két hop st dung hé mat ma khéa cong khai dé tao ra mot sé so dd
ma&i

32
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4. CHU KY PIEN TU

33

]
Khai niém — Digital Signature

- Chir ki dién t&r (chi ky s6) la doan di liéu dwoc bén gl
gan vao van ban gbc trwdc khi truyén di dé chirng thue
tac gia clia van ban va gidp nguoi nhan kiém tra tinh toan
ven cla di liéu ma minh thu duwoc.

- Mot s6 yéu cau:

» Chir ky phai mang dac trwng cla ngwdi tao van ban

» Chir ky khoéng thé st dung lai

» V&n ban da ky khong duoc stra d6i. Néu cé thi can phai thuc hién
ky lai trén van ban mai.

- D& xuét cua Diffie-Hellman: st dung khda ca nhan cla
ngudi glri & ma hoéa ban tin

> Han ché?
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Chiv ky sb

So d6 chir ky s6 gdm 2 ham

- Ham ky Sign(SK, M) + Ham ky phai c6 tinh
. DAu vao: ngéu nhién
- SK: Khoa ca nhan ' g?t ky, at;ﬁot khoﬂ?f
- M: Van ban can ky €u co the tao chw ky
-DPaura: chirky s6 S
- Ham kiém tra: Vfy(PK, M, S)

- PAu vao:

- PK: Khoa cong khai « Bat ky ai co khoa PK
.M, S déu co thé kiém tra chir
- DAu ra: True/False Ky
35
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So dd chung

- Phia gtri : ham ky |
1. Bam ban tin gbc, thu dwoc gia
tri bam H . 5 Y
2. Ma hda gia tri bam bang khoa | °=.>

=0

HASHING

SIGNATURE HASH

ATTACHTO
ORIGINAL MESSAGE

riéng > chir ki so0 S
3. Gan chi¥ ki sb 1&n ban tin gbc
(M| S)

'
| PRIVATE KEY

- Phia nhan : ham xac thyc .-.-* ....................... S
1. Téch chi¥ ki s6 S khéi ban tin. i

=~ =N

)

2. Bam ban tin M, thu dwoc gia : o e 5
tri bam H | i

3. Giadi ma S v&i khdéa cong khai | e !
cla ngudi gii, thu dwoc H’ | = I

4. Sosanh: H va H”. Két luan. ! '-:Q»ZJ :
\ VALID INVALID i

g )
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M6t s dang chir ky s khac

- Chir ky chéng twr chéi: qua trinh kiém tra chi ky phai cé
sy tham gia ctia nguwoi ky

- Chi¥ ky mu

- Chr ky nhém

- Chir ky Gy quyén

- Chir ky chdng sao chép, vi pham ban quyén

37

V'é
n

An toan cho chir ky s6

- Tinh tin cdy cta khoéa cong khai.
- VAn dé: ké tan cong lam str dung khoa cong khai gid mao. Néu
ngwoi dung bi danh Itra, ho sé tin cay vao chi ky gid mao
- Gidi phap: st dung hé thong PKI dé& phat hanh khoa cong khai
dw@i dang chirng thw sO
- Tinh an toan cta khoa ca nhan
- VAn dé: néu khda ca nhan bj ké tan cong danh cép, han cé thé gia
mao chi¥ ky clia nguoi s& hivru khoa.
- Giai phap:
- B&o vé bang mat khdu
- St dung thé thong minh(Smart Card)
+ St dung thiét bj lwu trir an toan (USB Token)
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