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CAC HE MAT MA (NHAC LAI)

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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No&i dung

- Mat ma (cipher) la gi?

- Nguyén tic chung cta cac hé mat ma
- Hé mat ma khéa dbi xirng

- Hé mat ma khéa bat dbi xirng




1. MAT MA LA GI?

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

1.1. Khai niétm mat ma

- Ma hoa (code): bién dbi cach thire biéu dién thong tin

- Mat ma (cipher): ma hoa dé che gidu, gitr mat théng tin
»Luwu tr
»Truyén tin

- Mat ma hoc (cryptography): nganh khoa hoc nghién ctru
cac phwong phap toan hoc dé ma héa gitr mat thong tin

- Tham ma (cryptoanalysis): nghién clru cac phuwong phap
toan hoc dé pha v& hé mat ma

- La cdng cu hiéu qua gidi quyét bai toan ATBM, 13 co s&
cho nhiéu co ché khac (xac thwc, nhan dang)

v'Nhwng khdng van nang




Truyén tin bi mat

- Bwdc 1: Trao ddi khoa
- Buwdc 2: Ma hoa div liéu
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Luwu trlk thOng tin mat

Alice Alice

Thiét bj lwu triv

Alice “hdm nay” truyén tin bi mat cho Alice “ngay mai”
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Xay dwng mé hinh (mat ma khéa déi xirng)

- Alice va Bob da chia sé thong tin bi  Ajice Bob
mat K goi la khoa

- Alice can gri cho Bob mét thong diép
M (ban r6). Noi dung théng diép can —\_>
gir bi mat trwdc quan sat cua Eve (ké \

tan cong, tham ma) \
Ma hoa: C = E(K, M) v
C: ban ma ) !
- Alice glri ban ma lén kénh truyen. p
Bob va Eve déu thu duoc thong diép Eve
nay. Chi cé Bob giai ma dé thu dwoc
ban rd
Giai mé: M = D(K, C)
- Mat ma khoéa doi xrng: dung khdéa K
trong ca hai qua trinh mé hoda va giai
ma
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Mot vi du - Mat ma Caesar

- Julius Caesar dwa ra vao thé ky the 1
trwdc CN, str dung trong quan s
- Y twdng: thay thé mot ky tw (ban rd)
trong bang chir cai bang ky tw (ban mat)
dirng sau no6 3 (khda) vi tri.
»Sr dung bang chir cai vong
>A>D,B>E,C>F.,X>A Y>B,Z>C
- Mb hinh héa bang toan hoc:
~Khéa K =3
»Ma héa: C = (M+3) mod 26
~Gi&i m&: M = (C - 3) mod 26
- D& dang bi pha ngay ca khi K thay ddi Gaius Julius Caesar
cac gia tri khac
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1.2. M6t s nguyén ly chung cua cac hé

mat ma

- Binh luat Kerckhoffs: “Mo6t hé mat ma can an toan
ngay ca khi moi théng tin vé hé, trir khda bi mat,
la cbng khai”

- Tai sao?

/""" 0]
Ly thuyét Shannon

- Hé mat hoan hao: do an toan cua hé mat khong phu
thudc vao s6 ban ma va théi gian ké tan cong st
dung dé tham ma (An toan vo diéu kién)

- Ly thuyét Shannon: Mét hé mat ma [a hoan hao thi

~D0o dai cha khéa tdi thiéu bang do dai ban tin rd

»Khoa chi str dung mét 1an Dieu kign  /

-Tai sao khé dat dwoc trén thuc té? .
- An toan theo tinh toan: théa man dong thoi 2 dieu

kién

»Thoi gian d& tham ma thanh cdng 16n hon thdi gian can gilr
mat théng tin
»Chi phi @& tham ma thanh cong I&n hon gia tri théng tin thu
dwoc
10
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Ly thuyét Shannon (tiép)

- D6 du thira clia ngdn ngi¥: Sy xuat hién cla n ky tw (n-
gram) cho phép doan nhan dung cac ky tw xuét hién tiép
theo v&i xac xuat p ndo do.

»Néu p = 0 vn: ngdn ngi khéng cé dw thira

»Néu p > 0: ngén ngiy ¢6 dw thira (mot s6 ky tw la khéng can thiét
sau khi n ky tw da xuét hién)

»Binh lwong: st dung ly thuyét théng tin
~Vi du: tiéng Viét

- Db voi tham ma: s&r dung phwo’ng phap vét can, can phal
thu dworc téi thidu u ky tw mat ma dé tim dwoc chinh xac

khoa.
u: khoang cach unicity (unicity distance)
- u cang I&én dd an toan cua hé cang cao

1"
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Ly thuyét Shannon (tiép)
- Tinh toan khoang cach unicity

_ LH(k)

" H(c) — H(m)
lx: Kich thwée khoa
H(k), H(m), H(c): entropy cua ky tw. Vi du
H(m) = =Y p(m)) x log,(p(m,)): entropy cua ky tw ban roé
p(m,): xac suéat xuat hién cia ky tw trong khéng gian ban rd
- Néu khda va ban mat xuat hién hoan toan ngu nhién, va

chung bang chir cai:
lglog,(N)

, ~ logy(N) — H(m)
N: sO ky tw ctia bang chir cai
- Lam thé nao dé tang do an toan khi str dung mat ma?

12
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Théng tin tham khao — Kich thuwdc khda

- Khoa cé kich thuwdc bao nhiéu?
» Mat ma duoc coi’lé an toan khi phwong phap vét can (brute-force)
la cach nhanh nhét dé bé khéa
»Muc tiéu: gidm thiéu nguy co bi tAn cong vét can (dat dd an toan
theo tinh toan)
- Ban nghe & dau do, “dé dang” bé khdéa mat ma DES ¢6
kich thwéc khda 64 bit?
»~Nam 1999, hé théng pha ma EFF DES (tri gia 250K$) bé khoa
DES trong khoang 1 ngay
»~Nam 2008, hé théng pha ma COPACOBANA (tri gia 10K$) bé khoa
DES trong 6,4 ngay
S dung dinh luat Moore dé tinh thoi gian bé khéa trong nam 2016
v@i chi phi 10K$?

13
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Théng tin tham khao — Kich thuwdc khda

- Chi phi d& bé khéa DES (ndm 2008)
»64 bit: $10.000
87 bit: $10.000.000.000 (th&i gian bé khoéa khéng dbi)
- Can gilr thong tin mat trong bao lau khi hé théng pha ma
la COPACOBANA? (nam 2008)
»64 bit: 6.4 ngay
»128 bit: ?
- Tuy nhién, vét can |a phwong phap tan céng tdm thudng.
- Tham khao kich thuwéc khdéa nén str dung trong twong lai
tai dia chi
http://csrc.nist.gov/groups/ST/toolkit’/key_management.html
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Thoéng tin tham khao — Kich thwédc khoa
SHA-1** SHA-1
SHA-224 SHA-224
2010 (Legacy) 80 2TDEA* 1024 160 1024 160 SHA-256 SHA-256
SHA-384 SHA-384
SHA-512 SHA-512
SHA-224 gl
SHA256 SHA-224
2011 - 2030 112 3TDEA 2048 224 2048 224 SHA-256
SHA-384 SHA-384
SHA-512
SHA-512
SHA-1
SHA-256 SHA-224
= 2030 128 AES-128 3072 256 3072 256 SHA-384 SHA-256
SHA-512 SHA-384
SHA-512
SHA-224
SHA-384 SHA-256
=> 2030 192 AES-192 7680 384 7680 384 SHA-512 SHA-384
SHA-512
SHA-256
=xx 2030 256 AES-256 15360 512 15360 512 SHA-512 SHA-384
SHA-512
http.//www.keylength.com
15

Théng tin tham khao — Thoi han khéa
g .
Private Signature Key 1-3 years
Public Signature Key Several years (depends on key size)
Symmetric Authentication Key <=2 years <= QUP + 3 years
Private Authentication Key 1-2 years
Public Authentication Key 1-2 years
Symmetric Data Encryption Key <= 2 years <= QUP + 3 years
Symmetric Key Wrapping Key <=2 years <= QUP + 3 years
Symmetric and asymmetric RNG Keys Upon reseeding
Symmetric Master Key About 1 year
Private Key Transport Key <=2 years (1)
Public Key Transport Key 1-2 years
Symmetfric Key Agreement Key 1-2 years
Private Static Key Agreement Key 1-2 years 2
Public Static Key Agreement Key 1-2 years
Private Ephemeral Key Agreement Key One key agreement transaction
Public Ephemeral Key Agreement Key One key agreement transaction
Symmetric Authorization Key <=2 years
Private Authorization Key <=2 years
Public Authorization Key <=2 years
16
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2. H& mat ma khéa ddi xirng

- Symmetric cryptography, Secret-key cryptography: st dung
cung moét khda khi ma hoéa va giai ma.
- Puwoc phat trién tir rat sém
- Thuat toan ma hoéa: phdi hop cac toan tir
»~Thay thé
»Pbdi chd
> XOR @ (Tai sao dung XOR?)
- Téc do thwe hién cac thuat toan nhanh, cé thé thwc hién bang
dé dang bang phan cirng
- Mot s6 hé mat ma khéa dbi xirng hién dai: DES, 2DES, 3DES,
AES, RC4, RC5

Viéc tim hiéu dac diém nhirng hé mat ma nay
coi nhw mot bai tap!!!

17
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2.1. Sor d6 chung

- Hé mat ma gbém:

~Ban rd (plaintext-M): ban tin dwoc sinh ra b&i bén giri

»Ban mat (ciphertext-C): ban tin che gidu thong tin cla
ban rd, dwoc giri t&i bén nhan qua moét kénh khéng bi
mat

~Khoa (key-Kg): gia tri ngdu nhién va bi mat dwoc chia
sé gilra cac bén trao doi théng tin
vBén th(r 3 dworc tin cay tao va phan phdi t¢i bén givi va

bén nhan

vHoéc, bén ngudn tao va chuyén cho bén nhan

~Ma hoa (encrypt-E): C = E(Kg, M)

~Giai ma (decrypt): M = D(Kg, C) = D(Kg, E(Kg, M))

18




So db chung
Khéa ma héa va
giai ma giong nhau
M M
Ma hoéa Giaima ——>
A
Ngwoi Ngwoi
gwi c c nhan
v
O Kénh truyén )
1
|
Yéu c:ﬁu VOiKs: v M ’
- Hoan toan ngau nhién ) _ -> .~ Kétan
- Chia s& mot cach bi mat e > . c¢éng
- Gilr bi még hoan toan K>
trwére ké tan cong S
19
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Tham ma

- Nh&c lai dinh luat Kerckhoffs “Mot hé mat ma can an toan
ngay ca khi moi théng tin vé hé, triv khoa bi mat, la cong
khai”

~Ké tham ma da biét gidi thuat ma héa, gidi ma

- T&n cong chi biét ban mat:

»Ké tham ma cé thém cac ban mat C (ciphertext-only attack)

»Phwong phap pha ma: thir tAt ca cac t& hop khoa co thé dé timra tb
hop khoa thich hop. Trong tredng hop khdng gian khéa I&n thi
phuwong phap nay khéng thyc hién duoc.

»Dbi phuong can phai phan tich van ban mat, thwc hién cac kiém
nghiém thdng ké dé gidm sé lwong trwdng hop can thir.

20
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Tham ma (tiép)

- TAn coéng da biét ban rd (known-plaintext attack):
»Ké tham ma da c6 mét sé cap (M,C) ctia nhirng phién truyén tin
trwdc d6. Muc dich: doan khdoa méat K.
»Phwong phéap tan cg“)ng: phan tich thudc tinh théng ké ctia ngdn
nglr trén van ban goc
- T&n cong chon trwdc ban rd (chosen-plaintext attack): ké
tham ma Ilra nguwdi glri ma hda mét sd ban tin dac biét do
han chon
- TAn cong chon trwdc ban mat(chosen-ciphertext attack):
ké tham ma Ilra ngwdi nhan giai ma moét sb ban tin dac
biét do han chon
- T&n cong chon trwdc ban rd, ban mat
»Thuat toan dwoc thiét ké dé chdng lai dang tan céng nay

21

Mat ma one-time-pad

‘Vernam (1917)
Key: o/1|0|1]|1]|1|]0|0]|1]0O0

@

Plaintext: 1{1]0]0|O0|1T|1]0]O0]|O
Ciphertext: 11001 |1|0|1]0]|1]0O0

- Kich thuwéc ctia khda bang kich thwdc cia ban ré

- Khoa chidung 1 lan

- Shannon : mat ma one-time-pad la hé mat hoan hao

22
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2.2. Mat ma dong (stream cipher)

- X ly van ban ro theo dong byte, théi gian thyc
~RC4 (900 Mbps), SEAL (2400 Mbps), RC5(450 Mbps)

- Phu hop v6i cac hé théng truyén dir liéu thoi gian thuc
trén moéi trwdng mang may tinh

- An toan néu khoéa hoan toan ngu nhién, chi dung 1 1an
(one-time-pad)
»Trén thuc té: khoa gid ngau nhién dung nhiéu lan (n-time-pad)
> mot sb phwong phap mat ma dong khoéng con an toan (RC4)

23
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2.3. Mat ma khoi

- Chia van ban gbc thanh cac khédi c6 kich thwéc nhw nhau
- Xt ly ma héa va giai ma tirng khbi doc lap
- ECB - Electronic Code Book (Ché d& ma tir dién)

Banrd: [ [ [y [ [m[ [ J|--=[_ 1 T ]
Banma:[_ [ & [ [&l 1 1--[ 1T T 1

- Han ché?

24
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Vi du vé mat ma khdi ché do ECB

Anh géc Anh dwgc ma hoa &
ché d6 ECB

/""" 0]
Ché dd CBC - Cipher Block Chaining

- Ché d6 ma moc xich
- C6 thé thay thé ma dong: Uu diém? Han ché?

VR | O B W B

Ks | Ma Ma

Ks | M& | K| M& | K

hoéa hoéa hoéa

S

Fs

hoéa

13
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CBC — Giai ma

S ) O . B O

27
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CBC — So sanh v&i ECB

Anh géc M& héa & ché do M3 héa & ché dé
ECB CBC

28
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2.4. Nhirng han ché clia mat ma khéa déi xirng

- Can kénh mat dé chia sé khéa bi mat gilra cac bén
»Lam sao dé chia sé mot cach an toan cho lan dau tién

- 86 lwgng khéa lén: n(n-1)/2

- Khé (rng dung trong cac hé théng mé& (E-commerce)

- Khong dé dang dé xac thuc ddi voi thong tin quang ba
(Chung ta sé quay tré lai van dé nay trong nhirng bai sau)

29
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3. H& mat ma khoa bat déi xing

- Asymmetric key cryptography, Public key cryptography
- Thang 11/1976, Diffie va Hellman gi&i thiéu y twdng vé
mot kich ban chia sé khoa bi mat (cia hé mat ma khoa
ddi xtrng) méi ma khéng truyén truc tiép gia tri ctia khoa.
- D6 an toan dya trén dd kho khi giai mot sb bai toan:
» Phan tich mét sé thanh thiva sb nguyén t6
» Tinh logarit r&i rac

- Cac thuat toan dwa trén cac ham toan hoc
- Mt sb hé mat ma khoéa cbng khai: RSA, EI-Gamal

30




3.1. Kich ban trao dbi khoa bi mat cua

Diffie-Hellman
- Alice va Bob cung chia sé mét khéa nhém (q, a). Trong d6

» qla mot sb nguyén t
»1<a<qgthéaman: (@ modqg)#aimodqVvV 1<i#j<q

A B
XA < q XB < q
Y, =aXamod q Yg =aXs mod q
*
Ye
Ks = YgXamod q e—— | Ks=Ya"smod g
v A 4

31
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Vidu

- Khoéa chung cila nhomq=71,a=7
»Hay tw kiém tra diéu kién thda man cla a
- Achon X, =5, tinh Y, =7°mod 71 = 51

A B
Xa=5 Xg =12
Y,=7°mod 71 = 51 vy Yz =7"2mod 71 =4
\
Ks =51"?2mod 71 =
Ys 30
Ks =4°mod 71 = 30 — |
v v

- VAn dé an toan cla so dd nay sé duwoc xem xét dén sau.
Rut ra dwoc diéu gi tr so d6 nay?

32
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3.2. Sor d6 chung

- Hé mat ma gém:

~Ban ré (plaintext-M): ban tin dwgc sinh ra béi bén g

»Ban mat (ciphertext-C): ban tin che gidu théng tin cta
ban r6, dwoc gwri t&i bén nhan qua mot kénh khéng bi
mat

~Khoéa: Bén nhan cé 1 cap khoa:
vKhoa cong khai Kyg : cdng bo cho tat ca biét (trong d6 c6 ca ké

tan cong)

vKhoéa ca nhan Kgg : bén nhan gilr bi méat, khong chia sé

» Ma hoa (encrypt-E): C = E(K_ g, M)

» Giai ma (decrypt): M = D(Kgg, C) = D(Kgg, E(Kyg, M))

33

3.2. So’ d6 chung (tiép)

Khéa ma héa va
giai ma khac nhau
:
M M

Ma héa Giai ma —)i
A

Ng_u’b’i C Nguwoi
e A v c nhan (B)
O Kénh truyén )
1
I
Lam thé nao dé B v M U '
gtri tin mot cach bi Tham m3 t -» - Ketan
mat cho A? -*> cong
K rs 34

17
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3.2. So' d6 chung (tiép)

- Yéu cau dbi vai cap khoa (Kyg, Krg)
»Hoan toan ngau nhién
»C6 quan hé vé mat toan hoc 1-1, nhwng...
~Né&u chi c6 gia tri clia K g khéng thé tinh duoc Kgg
»Kgg phdi dwoc gitr mat hoan toan

35

r 0]
Mbt vi du - Hé mat RSA

- Sinh khéa:
»Chon p,q la hai s6 nguyén t
»Tinhn=pxq, ®(n)=(p-1)x(g-1)
»Chon e sao cho UCLN(®(n),e) =1;1<e < ®(n)
»Tinh d sao cho (e x d) mod ®(n) =1.
~Khoa cbéng khai : K, = (e,n)
~Khoéa riéng : Kg = (d,n)
-Mahdéa:C=Memodn
- Gidi ma: M = Cd mod n

36
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Mbt vi du - Hé mat RSA

- Sinh khoa:
> Chonp=5,qg=11
»Tinh n=p x q=55, ®(n)=(p-1)x(g-1) =40
»Chon e sao cho UCLN(®(n), e) =1va 1 <e<®d(n)
VD:e=7
» Tinh d sao cho (e x d) mod ®(n) =1, 1 <d < ®(n)
d=23
Cap khoa : K = (7,55), Kg = (23,55)
-M& héa: M =6 > C = 41
-Giaima:C=41->M=6

Néu ké tan cong cé Ky, lam thé nao dé tinh Kg?

37
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3.3. Két hgp mat ma khda cong khai va
mat ma khoa doi xirng
- Ju diém clia mat ma khéa cong khai:
» Khéng can chia sé khda ma héa Kz mdt cach bi mat
v D& dang (rng dung trong cac hé théng mé
» Khoa gidi ma Kgg chi co B biét:
v'An toan hon

7 C6 thé sl dung Kgg d& xac thirc ngudn gbc thong tin (Ching ta
sé quay lai van dé nay trong bai sau)

» 86 lwgng khoa dé ma mat ti 1 tuyén tinh véi s6 phan
t& (n phan t&r > n cap khoa)

-Nhwng...

38
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3.3. Két hgp mat ma khda cong khai va

mat ma khoa doi xirng

- V&n dé can giai quyét trong hé mat ma khoa cong khai
> Van can kénh an toan dé chia sé khoa.

VD: Tén cong vao so db Diffie-Hellman bang ky thuat man-in-the-
middle

39

3.3. Két hgp mat ma khda cong khai va
mat ma khda doi xirng
. H:c_m ché clia mat ma khoa cbng khai so v&i mat ma khoa
doi xrng:
» Kém hiéu qua hon: khoéa co kich thwdc I&n hon, chi phi tinh toan
cao hon
»Cé thé bi tAn coéng toan hoc
> Két hop 2 hé mat ma

40
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So do “lai”

+ Phia gwi
Théng diép K
(ban rd) uB
! -
Thdéng diép
*| dwoc ma hoa vy
Qv
| €
Khéa dwoc 3
Ke — a dure o)
S ma hoa
[ )
Ngudn khoa
bi mat Tw suy luan cach thire xiv ly cua
phia nhan nhw la mét bai tap!
41

4. MOT SO VAN BE VE QUAN LY KHOA

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

42
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4.1. Kich thwdc va thot han khoa

- Khda co kich thwédc bao nhiéu?

» Mat ma dwoc coi la an toan khi phwong phap vét can (brute-force)
la cach nhanh nhét dé bé khoa

»Muc tiéu: gidm thiéu nguy co bi tAn cong vét can (dat dd an toan

theo tinh toan)
- Ban nghe & dau do, “dé dang” bé khdéa mat ma DES ¢6

kich thwéc khda 64 bit?

»~Nam 1999, hé théng pha ma EFF DES (tri gia 250K$) bé khoa
DES trong khoang 1 ngay

»~Nam 2008, hé théng pha ma COPACOBANA (tri gia 10K$) bé khoa
DES trong 6,4 ngay

S dung dinh luat Moore dé tinh thoi gian bé khéa trong nam 2016

v@i chi phi 10K$?

43
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Kich thudc khda

- Chi phi dé& bé khéa DES (n&m 2008)
~64 bit: $10.000
87 bit: $10.000.000.000 (th&i gian bé khoéa khong dbi)
- Can gilr thong tin mat trong bao lau khi hé théng pha ma
la COPACOBANA? (nam 2008)
»64 bit: 6.4 ngay
»128 bit: ?
- Tuy nhién, vét can |a phwong phap tan céng tdm thuong.
- Tham khao kich thuwéc khéa nén str dung trong twong lai
tai dia chi
http://csrc.nist.gov/groups/ST/toolkit’/key_management.html

44
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Thoéng tin tham khao — Kich thwédc khoa
SHA-1** SHA-1
SHA-224 SHA-224
2010 (Legacy) 80 2TDEA* 1024 160 1024 160 SHA-256 SHA-256
SHA-384 SHA-384
SHA-512 SHA-512
SHA-224 gl
SHA256 SHA-224
2011 - 2030 112 3TDEA 2048 224 2048 224 SHA-256
SHA-384 SHA-384
SHA-512
SHA-512
SHA-1
SHA-256 SHA-224
= 2030 128 AES-128 3072 256 3072 256 SHA-384 SHA-256
SHA-512 SHA-384
SHA-512
SHA-224
SHA-384 SHA-256
=> 2030 192 AES-192 7680 384 7680 384 SHA-512 SHA-384
SHA-512
SHA-256
=xx 2030 256 AES-256 15360 812 15360 /2 SHA-512 SHA-384
SHA-512
http.//www.keylength.com
45
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Thdi han khoa

- Th&i han khoa (Cryptoperiod): théi gian khda cé hiéu Iwc
str dung

»Giam xac suat bé khoa thanh céng ciia tham ma

»Giam thiét hai khi xay ra tinh trang khoa bj tdn céng/str dung sai
- Céc yéu td anh hwdng dén thdi han khéa:

»>BD0O an toan clia hé méat

»Mai trudrng trién khai va van hanh rng dung

»Lwong théng tin dwgc ma hda

»Th&i han gilr mat thong tin

»Muc dich str dung khoa

~S6 phan t& chia sé khoa/Sé ban sao dugc tao ra

»Sw phat trién ctia cac hé thdng tinh toan...
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Théng tin tham khao — Thoi han khoda

Public Signature Key

Symmetric and asymmetric RNG Keys
Symmetric Master Key

Private Ephemeral Key Agreement Key
Public Ephemeral Key Agreement Key

Key Type Cryptoperiod
Move the cursor over a fype for description Originator Usage Period (OUP) Recipient Usage Period
Private Signature Key 1-3 years

Several years (depends on key size)

Symmetric Authentication Key <=2 years <= QUP + 3 years
Private Authentication Key 1-2 years
Public Authentication Key 1-2 years

Symmetric Data Encryplion Key <= 2 years <= QUP + 3 years

Symmetric Key Wrapping Key <=2 years <= QUP + 3 years

Upon reseeding
About 1 year

Private Key Transport Key <=2 years (1)
Public Key Transport Key 1-2 years
Symmetric Key Agreement Key 1-2 years

Private Static Key Agreement Key 1-2 years 2
Public Static Key Agreement Key 1-2 years

One key agreement transaction
One key agreement transaction

Symmetric Authorization Key <=2 years
Private Authorization Key <=2 years
Public Authorization Key <=2 years

http.//www.keylength.com
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Nang cap thuat toan va khoa

- Thoi han st dung thuat toan/khdéa = Thoi han thuat
toan/khéa theo dé nghi - Thoi gian can gitr mat théng tin
~Vi dy: Thut todn 3TDEA c6 thoi han theo dé nghi 1a 2030, néu yéu
cau gitr mat théng trong 5 nam - th&i han st dung la 2025
- Nén st dung cac thuat toan/khéa co th&i han da dai, dam
bao chi hét han khi théng tin khéng can gitr mat
- Trong trwdng hop khéng thé sir dung cac thuat toan/khoa
du tét, can cd ké hoach nang cap thuat toan va khoa
»Cén kiém thir, danh gia ké hoach trwédc va sau khi nang cép
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4.2. Cac thong tin giao két ctia khoa

- Khéa can dat trong méi giao két (asociation) véi cac thuc

thé va théng tin khac:

»Muc dich st dung

»>Thoi han khéa

»Trang théi

~Nguén gbc

»Chu s& hivru khoa

»Khoa cung cap (dbi voi khéa clia hé mat ma khoa dbi xirng)
»Khoéa nhém, tham sé nhém

» DU liéu dwoc ky/xac thuc

»Phién str dung
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4.3.Vong doi cua khoa

Y Y >|| Compromised I—
,r
3 6 13 15
\ 4
1 Pre- 4 ] 8 , 14
—> L > Active > Deactivated > Destroyed
Activation
N
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Cac trang thai

- Pre-activation: Khoa da dwoc tao, che diéu kién dé st
dung. C4c chuyén trang thai:
»1: Khéa duwoc tao
»2: Khéa khéng con can thiét
»3: Nghi ngo khda khéng dam bao tinh bi mat hodc toan ven
~4: D0 diéu kién dé st dung. Bat dau tinh thoi han khoa
- Active: Khéa c6 thé sir dung. Cac chuyén trang thai:
»5: Khda hét han hodc dwoc thay thé
»6: Nghi ngo khda khéng dam bao tinh bi mat hodc toan ven
»7: Khéa tam thoi khdng dwoc sir dung trong mét khoang thoi gian
~8: Khéa khong can st dung trong cac phién téi
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Cac trang thai

- Suspended: Tam dirng st dung. Cac chuyén trang thai:
»9: Khéa hét han st dung
»10: Céc nguyén nhan gay tam dirng khéng con ton tai
»>11: Nghi ngo khda khéng dam bao tinh bi méat hodc toan ven
»12: Khéa khong can st dung dén
»Lwu y: Trong mét sé trudng hop cé thé st dung khoa & tinh trang
nay & phia nhan dé giai ma/xac thuc/...
- Deactivated: Ngrng str dung.
»13: Nghi ng& khéa khong ddm bao tinh bi mat hodc toan ven
»14: Khéa chac chan khéng can sir dung & cac bén
»Lwu y: Trong mét sb trudng hop cé thé sir dung khoa & tinh trang
nay & phia nhan dé giai ma/xac thuc/. ..
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Cac trang thai

- Compromised: khéa khéng con dam bao yéu cu bi
mat/toan ven. Cac chuyén trang thai:
»15: Khéa chac chan khéng can sir dung & cac bén
~Lwu y: d6i v&i khda clia hé mat bat dbi xirng, trong mét sé trwong
hop gi¢i han van cé thé st dung
- Destroyed: Khéa bi hay
»Lwuy: cac ’Ehc“)ng tién lién quan trong cac giao két ciia khda van coé
thé duworc tiép tuc lwu trir cho muc dich quan ly
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4.4. Quy trinh quan ly khoa

- Gém 4 giai doan:

» Pre-operational: Khéa chwa/cé thé da duoc sinh nhwng chwa cé du
théng tin d& phan phéi, trao déi khoa

»Operational: Khéa cé thé phan phéi, trao déi, st dung

~ Post-operational: Qué trinh phan phoi, trao ddi, st dung khéa két
thic. Cac théng tin va khda dwoc sir dung trong mét so diéu kién
gi¢i han

»Destroyed: Huy khoa
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4.4. Quy trinh quan ly khéa

| |
Pre-operational i Operational i Post-operational | Destroyed
i | i
: 7 : ,?,I Compromised |-'—
|
3 ' 6 13 ! 15
1 1 1
1 4 g ! 14
— | Pre ' > Active » Deactivated > Destroyed
Activation .
| | | A
|
: 11 :
2 5 .
| |
I I
I i
o :
| |
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4.4. Quy trinh quan ly khoéa

- Pre-operational: Thiyc hién cac chire nang:
~Dang ky thuc thé
»Khéi tao hé thdng
»Khéi tao nguwdi dung
»~Cai dat théng tin phan phéi, trao déi khoa
»Thiét 1ap khoa
~Dang ky, cap phat khoa
- Operation: Thyc hién cac chirc nang:
»Lwu triv
»Truy cap
»Sao lwu va khéi phuc
»Thay dbi khoa
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4.4. Quy trinh quan ly khéa

- Post-operational: Thyc hién cac chirc nang:
»Lwu kho
»Huy dang ky thyc thé
»Huay dang ky khoa
»Thu héi khéa
»Huy khoa
- Destroyed: Thuc hién cac chire nang tuy thuéc theo yéu
cau
»Hay ban ghi lwu triv
»Huy théng tin giao két
»Kiém toan
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M6t sb lwu y khac

- Nhirng sai Iam khi st dung mat ma:
» Mat ma la gidi phap van nang (nhirng bai sau chung ta sé phéan
tich ky hon)
» Khoa c6 kich thwéce Ion, ma hda sé an toan
» Stra d6i/Thém mét vai yéu té bi mat vao giai thuat, hé mat ma sé
an toan hon
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Mot sb lwu y khac

- Chi st dung thuat toan chuén
- Plrng tw thiét k& hé mat ma cho riéng minh:
» Néu khong thé sir dung cac hé mat ma da cé, hay xem lai hé théng
» Néu bat budc phai sir dung hé mat ma méi hoan toan, hay danh
gia mét cach can than
- S dung khéa khac nhau cho cac muc dich khac nhau
- Mat ma chwa dap (rng yéu cau vé toan ven
»Khi st dung mat ma hay thém vao céac so do dap rng toan ven ndi
dung théng tin va xac thywc nguon goc thdng tin (sé dé cap dén
trong nhirng bai sau)
- Sinh khoa:
» S dung nhitng ham sinh s6 ng4u nhién cho mat ma
»Birng s dung nhitng ham sinh s ngau nhién chuan rand(),
srand()...
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