GIOI THIEU CHUNG VE HOC PHAN
AN NINH MANG

Bui Trong Tung, SolCT, HUST
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Thong tin chung

- Ma HP: 1T4260
- Tén hoc phan: An ninh mang (Network Security)
- Khéi lwong: 2(2-1-0-4)
»Ly thuyét: 30 tiet
»Bao vé bai tap Ion: 15 tiét
- Danh gia:
»Qua trinh (30%): diém bai tap lon
»Cubi ky (70%): thi viét
- Website: https://users.soict.hust.edu.vn/tungbt/it4260
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N6i dung mon hoc

- An toan qua trinh truyén tin:
»Cac hé matma
»Xac thye thong diép: MAC, ham bam i
»Giao thirc mat ma Tan cong
» Xac thwe ngudi dung - va

- An toan bao mat trong mang TCP/IP Phong thu

- An toan bao mat Web

- Nhiéu kién thirc trinh bay vé cac ky thuat tAn cong. Sinh
vién chiu hoan toan trach nhiém néu thwc hién cac kj
thuat nay ngoai pham vi mén hoc ma khéng co6 sy ddng y
cla cac bén lién quan.

]
Tai liéu tham khao

1. Security in Computing, 4t edition, Charles P. Pfleeger - Pfleeger
Consulting Group, Shari Lawrence Pfleeger, Prentice Hall 2006

2. Cryptography and Network Security Principles and Practices,
4t edition, William Stallings, Prentice Hall 2005

Security Engineering, 2" edition, Ross J. Anderson, Wiley 2008
Tai liéu doc thém theo tirng bai




Théng tin giang vién

Bui Trong Tung,

Bd mén Truyén thédng va Mang may tinh

Email: tungbt@soict.hust.edu.vn

Dia chi: phong 405, nha B1

FB: https://www.facebook.com/tungbui.hust

Group: https://www.facebook.com/groups/FAQ.TungBT

BAI 1.
TONG QUAN VE AN TOAN AN NINH MANG

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi




NO&i dung

- An toan bao mat (security) la gi?

- Chinh sach va cac co ché an toan bao mat

- L6 hdng an toan bdo mat, nguy co an toan bado mat
- Nguyén tac chung cutia hé thdng an toan bao mat

]
1. D&t van de

- Bao céo vé an toan bao mat:
»IBM X-Force Threat Intelligence Index 2019
»Symatec Internet Security Threat Report 2019
»>Verizon 2018 Data Breach Investigations Report
»Cisco 2019 Annual Security Report

- http://www.networkworld.com/category/securityQ/




“Security” 1a gi?

Ngan chén, bdo vé tai nguyén hé thdng trwéc cac hanh vi
lam tén hai

- Tai nguyén hé théng:
»Phan cirng: may tinh, dwong truyén, thiét bi mang...
»Phan mém
» D liéu
»>Nguwdi dung

- Cac hanh vi 1am tdn hai: tAn cong
»Vat ly: tAn cong vao phan cirng
»Logic: st dung c?c chwong trinh pha hoai dé can thiép vao qua

trinh x ly va truyén di liéu

r "/
“Security” 1a gi?(tiép)

Dau vao (dir liéu, hanh vi...) > Két Dau vao khong hop 1& > hé théng van
qua dap trng hoat dong binh thuwdng

“good input” > “good output” “bad input”;§ “bad output”

“bad input” > “bad output”

Nang cép, thém cac thanh phan méi:  Céc nguy co mét an toan bao mat
hé thong hoat dong tot hon tang lén
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“Security” la gi? - CIA

- Confidentiality (Bi mat): tai nguyén khéng dwoc tiép can
b&i cac bén khéng dwoc Gy quyén
- Integrity (Toan ven, tin cay): tai nguyén khéng dwoc stra
ddi béi cac bén khoéng dwoc Gy quyén
- Availability (S&n sang): tai nguyén sén sang khi co yéu
cau
»Thoi gian dap ng chap nhan duoc
»Tai nguyén dwoc dinh vij tri rd rang
»Kha nang chju 16i
»Dé& dang s dung
»Doéng bd khi dap (rng yéu cau

11

MOt vi du

Alice Attacker

- Alice: ngwoi str dung hop 1€

- Attacker:
v Ngén can Alice st dung hé théng (Integrity, Availability)
v Do tham nhiing théng tin ma chi Alice dwoc biét (Confidentiality)
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M6t vi du (tiép) — Network Security

Network Attacker

Can thiép, giam

sat va diéu khién
qua trinh truyén
thong qua mang

Alice
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M6t vi du (tiép) — Web Security

Web Attacker

Tao cac trang web
chlfa ma déc dé
tan cong ngudi
dung ghé tham

Alice
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M6t vi du (tiép) — Operating System Security

OS Attacker

Can thiép va diéu

khién qua cac tép

tin, chuang trinh
doéc hai

Ali
ce 15

Kho khan

- Cac phuwong thirc tAn cdng gay tdn hai
»Khéng dé dang dé phat hién
»~Phét trién nhanh
~Ré&, dé dang thuc hién
»Phan tan
»An danh (Tor, VPN, proxy...)
»Cé thé xuét phat tir bén trong hé thdng
- R4t nhiéu hé thdng ban dau khéng dworc thiét ké dé doi
mat v&i cac hanh vi xam pham
- Yéu cau an toan bao mat xung dot voi cac yéu cau khac
cua hé thong.
- Tai nguyén phan tan
- Nguwdi st dung khéng dwoc dao tao day di




Opbans
[7] Give a ke etror message
] Melt server on nstall
[¥] Send Keylog V| Disable AntiVius Programs
[v] Send Systern Infcernation [%] Cleat \Windaws %P Restore Points

(V] Send Address Book. [ ] Pratection for remering Local Senver

1] Send URL History

1] Send Processes Log Il

Server con Bind with i

\You can choose any icon for server []Bind i il i e ey e

3 Chooss lcon [ & selectFie Toing |

Remove Server

Matification r - —_
Your e-mall sddress which you willto receive infomation fiom | ol ik | [
Prohgert.

About | { S Buy Lindetectable H Help.

EMal bombeman@yshon con Tges ]I

Create Server

ProAgent - Professional Agent  Copyrighi © 2005 515-Taam
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Escrow 4. HawkEye keylogger

$0.70 USD / 0.002942 BTC

Vendor: cyberseason

Category: Software

Ships From: worldwide Ships To: Worldwide

. Escrow 4. HawkEye Keylogger Cracked -Hacking Tool-
- $1.00 USD / 0.004203 BTC
Vendor: PaperAgent [BEG
m m = Category: Digital
————— Ships From; Worldwide Ships To: Worldwide

> Escrow 4 HawkEye Keylogger Cracked -Hacking Tool-
- $1.00 USD / 0.004203 BTC
Wendor: BlackWanted frs
m m = Category: Digital
———__~ Ships From: Worldwide Ships To: Worldwide

Escrow - % HAWKEYE KEYLOGGER HACKING TOOL %
e S4USD/0.016812BTC
‘Bew Vendor: Homodei
has Category: Digital

Ships From: Me Ships To: Worldwide

“North American Underground The Glass Tank” — Trend Micro
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Nguy co trén thiét bj loT

TOP DEVICE TYPES PERFORMING IOT ATTACKS (YEAR)

|
The notorious Mirai distributed
denial of service (DDoS) worm
remained an active threat and,
with 16 percent of the attacks, was
the third most common loT threat
in 2018.

DEVICETYPE

Router

Connected Camera

Muiti Media Device

Firewall

PBX Phone System

MAS (Netwark Attached Storage)
VolP phone
Printer

Alarm System
VoIP Adapter

ATTACKS AGAINST 10T DEVICES (YEAR)

TOP IOT THREATS (YEAR) YEAR TOTAL ATTACKS
2017 57.691
2018 57.553

THREAT NAME

Linux.Lightaidra

Linux.Kaiten AVERAGE ATTACKS AGAINST 10T DEVICES (MONTH)

Linux.Mirai

5233

Symatec Internet Security Threat Report 2019 19
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]
Trusting trust?

- Chung ta tin cay vao cai gi?
- “Reflections on Trusting Trust” — Ken. Thompson
»Néu tin twdng vao cac chwong trinh thyc thi?
v Vi du: #login
v'RedHat c6 dang tin khong?
v Mat khéu cia ngwoi dung cé giri di dau khong?
»Néu khéng tin twéng
v Kiém tra ma ngudn hoac ty viét lai ma nguén
v Vén dé da duoc giai quyét?
- C6 thé |14y rat nhiéu vi du khéc...
- Can phai giam sat tt ca cac thanh phan
- Phéi hop nhiéu gidi phap khac nhau

20

20
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2. Chinh sach va co ché ATBM

- Chinh sach an toan bao mat(security policy): tuyén bd vé
»Chu thé
»Hanh vi phai thuwc hién/dwgc phép/khong dwoc phép
»Tai nguyén
Vi du: Nha quan tri dwoc phép sira ndi dung tép tin chira mat khau
- “Security” thé hién qua chinh sach ATBM
~tap chinh sach phai thda man yéu cau CIA
- La co s& dé xay dwng ha tang ATBM
- Phuc vu cho quan tri ATBM

21
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M6t sb loai chinh sach

- Access Control Policy

- Remote-Access Policy

- Network Connection Policy
- Passwords Policy

- User-Account Policy

- Data Protection Policy

- Email Policy

- Application Policy

- Tham khao thém:

http://www.Ise.ac.uk/intranet/LSEServices/IMT/about/policie
s/home.aspx

22
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]
Co ché an toan bao mat

- La cac ky thuat, phwong phap, thanh phan dé thi hanh va
dam bao chinh sach ATBM dwoc thi hanh
»Ngan chan (Preventation): ngan chan chinh sach bi xdm pham
»Phat hién (Detection): phat hién chinh sach bi xam pham
v Thudng két hop véi cac co ché phuc hdi (recovery)
v C6 thé bao ham giam thiéu (deterrence)

Vi du:?

23
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Co ché an toan bao mat (tiép)

- Bao vé vat ly (Physical protection)
- Binh danh (Identification)
- Xac thyc (Authentication)
- Uy quyén (Authorization)

- Nhat ky (Logging)

- Kiém toan(Auditting)

- Mat ma hoc (Cryptography)

- Gia lap, nguy trang (Deception)

- Gay nhiéu, ngau nhién(randomness)

M6 hinh AAA

24

24
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3. L6 héng va nguy co ATBM

- Nguy co (Threat): cac hanh vi tiém an kha ndng gay hai
cho hé théng

- Tan cong (Attack): thwc thi nguy co
»Thwong loi dung, khai thac 16 héng
~Ké tan cong la ai? Ké tAn cong c6 gi?

- D0 rai ro (Risk): xac suat hé thdng bi ton hai b&i nguy co
- L& héng (Vulnerability): 1a nhirng diém yéu trong hé théng
c6 thé bi khai thac, lgi dung dé gay ton hai cho hé théng

> https://cve.mitre.org/
»Tam soét 16 hdng dinh ky

25
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L6 héng va nguy co ATBM (tiép)

- TAn céng vao tinh bao mat:
»>Nghe lén
»Phan tich tai

- TAn céng vao tinh toan ven:
»Stra d6i ndi dung
»Gia mao
> Tw chdi
»Phat lai

- TAn céng vao tinh s&n sang:
»Tan cong tir chéi dich vu

26
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Nghe 1én bang k¥ thuat tan cong kénh
bén (side-channel attack)

Reflective Plastic Case

Sample Value

02 5
Push Peak Release Peak 27

03

Nghe lén

—

Figure 6. Reflections in two other tea pots, taken from a distance of 5m. The 18pt font is readable
from the reflection in the left picture, and almost readable in the right picture.

ay sirmad g ]l 1ot o dolois iagne
uﬂﬁnm Al vern 808 .u..mmgm.

- ‘“M Stet chta kesd gubergren no takimste

doloi ot amet Lorem pausn
diam nonuiTty eirmod e
ot wad diam vohpiug

e s
b di dudnies ot 0 rebum. it o V.

Mosoemel

Figure 7. Reflection of a Word document with small 12pt font size in a tea pot, taken from a distance
of 5m. The 12pt font is readable from the reflection.

28
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Nghe lén

Figure 9. Image taken with a macro lens from very short distance, with realistic distance between
the monitor and the eye. Readability is limited by the resolution of the camera.

3 C; FG

Figure 10. Reflections in two different pairs of glasses, taken from a distance of 5m. Both the inner
side and the outer side of gl prod flecti The 18pt font is readable from the reflection.
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Kich ban tan cdng

Céc giai doan thyc hién tan cong:
- Chuén bi tan céng
»Tham do théng tin
»Quét, ra soat hé théng
- Thye thi tn céng
»Gianh quyén truy cap
»Duy tri truy cap
- X6a dau vét

dau vét

30

15



Tham do

- La céc hanh vi ma ké tan cong
th\l_J’C hiér) nham thu thap théng tin
vé hé thong: nguwoi dung, khach
hang, cac ho§t ddng nghiép vu,
théng tin vé to churc...

- C6 thé Iap di Iap lai mét cach dinh
ky dén khi cé co hdi tan céng dé
dang hon

- Tham do cha dong: co twong tac
voi muc tiéu

- Tham do bi dong: khéng cé
twong tac v&i muc tiéu

Quét,
ra soat

dau vét

31

Tham do(tiép)

- Str dung céac cong cu tim kiém:
Google, Shodan, Censys

- Thong tin tir mang xa hoi: FB,
Tweetter, Linkedin

- Théng tin tr website ctia ddi
twong: Burp Suite, ZAP, Web
Spider, Web Mirroring

- Tham do hé théng email

- WHOIS, DNS

- Tham do két néi mang: trace
route

- Social Engineering

Quét,
ra soat

dau vét

32
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Quét ra soat

- Quét ra soat dé xac dinh cac théng
tin vé hé théng dwa trén céac théng
tin thu thap dwoc tr qua trinh Q
tham do

- K& tAn céng c6 cai nhin chi tiét
hon va sau hon vé hé théng: cac
dich vu cung cép, cac cdng dich vu
dang mé&, dia chi IP, hé diéu hanh
va phan mém...

- Trich xuat théng tin tir giai doan
nay cho phép ké tan cong 1én ké
hoach chi tiét dé thwc hién tan
cbng

Quét,
ra soat

dau vét

33

- Kiém tra cac cbng dich vu dang

- Xé&c dinh théng tin hé diéu hanh

- Quét 16 hdng: Nessus, GFI
- Xac dinh topology ctia mang muc

- Twong tac va thdng

Quét ra soat(tiép)

- Xé&c dinh cac nut mang két ndi:
Ping Sweep

m¢&: TCP Scanning, UDP
Scanning

trén hé théng muc tiéu: ID Serve,
Netcraft

LanGuard

tiéu: Network Topology Mapper

ké(enumeration) déu vét

34
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Gianh quyén truy cap

- K& tan c6ng gianh duwoc quyén
truy cap vao hé théng & cac marc
dd khac nhau: mrc mang, mirc @
hé diéu hanh, m&rc rng dung

- C6 thé dwa trén cac quyén truy
cap da co dé leo thang truy cap

Quét,
ra soat

dau vét

35

- Quét ra soat sau vao hé thdng

- M& réng pham vi tAn cong

- Leo thang tan céng

- Néu can thiét, ké tAn cong c6 thé

Duy tri truy cap

- Thay dbi, can thiép va hoat déng

cta hé thdng @
- Cai dat cac phan mém gian diép
- Che gidu cac hanh vi trén hé

Quét,
ra soat

thdng

nam vung, chd thc‘)’i’diém thich
hop dé phat déng tan cong

dau vét

36
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Xu huéng cac hanh vi tan cong ATBM

- Cudc dua gilra tin tac va cac nha nghién clru, nha san
xuét

.
.
»
.
.
.
»
»
»

37
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Atimeline of key events in the WannaCry ransomware attacks

FEBRUARY 10
Fir n e

MARCH 14
Microsoft releases patch for CVE-2017-0144,

MARCH 27
ond wave of atta

APRIL 14,2017
4 B

APRIL 24
Symante relaases IPS Sig to block exploit atismpts.

MAY 10

MAY 12
Microsoft releases CVE-2017-0144 patch for Windows
XP.

MAY 12
Kilt switch domain 11 is sinkholed.

MAY 13

A

MAY 17
mputers claiming file
< paid,

38
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Xu huéng cac hanh vi tan cong ATBM

- Cudc dua gilra tin tac va cac nha nghién ctru, nha san
xuat
- Coéng cu tw ddng hoéa tan cong

39

39

Top10 Web Attack Toolkits
Percentage
Rank Exploit Kit 2015 (%) 2016 (%) Paint
Difference
1 Unclassified 38.9 379 -1.0
2 Angler 13.3 222 8.9
3 Spartan 7.3 119 4.6
4 RIG 2.0 7.9 5.9
5 Magnitude 1.1 5.8 4.7
6 Neutrino 1.3 5.8 45
7 VIP 24.8 32 -21.6
8 Nuclear 4.0 1.6 -2.4
9 Fiesta 2.5 1.0 -1.5
10 GO1 Pack 2.2 0.8 -1.4
Symatec Internet Security Threat Report 201744
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Xu huéng cac hanh vi tan cong ATBM

. Cugf)c dua gilra tin tac va cac nha nghién ctru, nha san
xuat

- Coéng cu tw ddng hoéa tan cong

- Hinh thanh thj trwéng ngam

> http://www.darkreading.com/cloud/cybercrime-a-black-market-
price-list-from-the-dark-web/d/d-id/1324895?image_number=1

>
>
M
41
Cybercrime: A Black Market Price
= List From The Dark Web
| | What does it cost for malware, stolen identities and other tools of the
| cybercriminal trade? Probably less than you think.
Ericka 1of10 B
i
BHeo
Image Source: Adobe Stock
. 1of 10 B
http://www.darkreading.com
42
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Online Hacking Class - Web Exploiting, RDP Hacking - [NOOB Friendly] - Details 1485 USQIZ:iE:néguliable
Pp0iz0n Web ExploOiter + Google Ripper + SQLI + Proxy Expliiter - Video - Details $28 USD
RDP Bruteforcer & Custom NMAF scanner script SETUP! - [Quality + Super Fast!] 4.89¢ USD
- Refails
Hacking a military website $150 UsD
Hacking an Gevernment website $99 USD
Hacking Educational website $66 USD
Hacking Online game website $55 UsD
Hacking forums, shopping carts $55 USD
Immunity's CANVAS reliable exploit dzev‘el?pment framework LATEST VERSION! $66 USD
Undetected Private Java Driveby Exploit - Videp 515!‘;?:1;;i.ebic:::fand
Fresh shopadmin/forums, USA, UK, AU, DE, Valid Email lists %10 per 1mb
PHP mailers %100 inbox $5 USD per 1
Selling Edu/Gov database contain Firstnames, Lastnames, Email, Country, £20 per 1k
Address, Phone, Fax details. Example 1 - Example 2
Selling fresh Emails for spam from Edu’s ites and shop i $10 USD per 1MB
5QL Injection attacker bot (srbOtv2.0) - Video $28 USD

- Making a §1 donation makes me live anline lenger. -

For payments, the Liberty Reserve 1D is U4562589. We do not chase stray payments so please contact us
after paying.

43

Offering Price

40GBps for 300 seconds
70GBps for 300 seconds
40GBps for 2,700 seconds
125GBps for 300 seconds
70GBps for 7,200 seconds

125GBps for 2,000 seconds

uUs$s

usse Offering Price

uss$2s
us$2s
us$3o

US$60

Classic US-issued credit card credentials

Gold, Platinum, or Business US-issued credit
card credentials

Classic Canada-issued credit card
credentials

Gold, Platinum, or Business Canada-issued
credit card credentials

Fake US-issued credit card (physical)

US$19-22 (100 sets)

US$36-42 (50 sets)

US$47-50 (40 sets)

US$50-65 (35 sets)

UsS$210-874

“North American Underground The Glass Tank” — Trend Micro

44
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Sw phat trién ciia Ransomware(2018)
NEW RANSOMWARE VARIANTS (MONTH)
25K
20K
15K
10K
5K
0
Jan Feb Mar  Apr May  Jun Jul Aug  Sep  Oct Nov  Dec
Symatec Internet Security Threat Report 201 945
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Sv phat trién cua Ransomware(2018)
TOTAL RANSOMWARE (MONTH)
60K
\
50K
\ 40K
30K
20K
10K
0
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
Symatec Internet Security Threat Report 2019
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Sw phat trién clia Ransomware(2018)

NUMBER OF MOBILE MALWARE BLOCKED (MONTH)

12K

10K

8K

6K

4K

2K

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

Symatec Internet Security Threat Report 2019
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WannaCry (05/2017)

Malware

tt
WannaCry: hackers withdraw £108,000 or -5 Bl'”lbn = cOu'd

bitcoin ransom

48

48
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Lan tran ma doc “coinminer”

[l Enterprise Consumer
1,200,000

1,000,000
800,000
600,000
400,000

200,000
- - e - - = = — = n

JAN FEB MAR APR MAY JUN JUL AUG SEP OCT NOV DEC

Symatec Internet Security Threat Report 2018
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Xu huéng cac hanh vi tan cong ATBM

. Cugf)c dua gilra tin tac va cac nha nghién ctru, nha san
xuat

- Coéng cu tw ddng hoéa tan cong

- Hinh thanh thj trwéng ngam

> http://www.darkreading.com/cloud/cybercrime-a-black-market-
price-list-from-the-dark-web/d/d-id/1324895?image_number=1

- M& roéng cac hanh vi danh cap théng tin ca nhan

50

50
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Panh cap théng tin ca nhan

O 0O [ ] ® @

Records <100K 100K»>1M  1M>10M  10M>100M 100M> Cache Files <50GB 50GB<100GB 100GB>

IBM X-Force Threat Intelligence Index 2019
51
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Panh cap thdng tin ca nhan

sbng
| sbne f’:‘l;‘. o oh Khéch i fine over data theft
D ooovert KECT M e
Thﬁng uw Ariines °° i

Wietn
\ m:h’\ “‘cnr:‘:‘?n!l wem "‘:::,\\@" LONDON (Reurers] - Beitish Airways-owner LAG is facing a recoed $250 million fine
- for the theft of data from 300,000 restomers from irs website ks year under tough new
VN EXFRESS e i dati-protection nides policed by the UK Informatson Comrissioner's Office (1007,
Héa tigng Yigt nhigu nguwdi xem nhét ,.r-?"‘%ace““::ac‘“ —
i A
it Video Thévisw Gocnhin Thé gion "\'\\o (?;‘ 6’3\‘3
Béi song 56 ‘2;90‘3 6. @ Ehe New York Times
| s6nss  poistngss  Baoma @ =
Chi nhat, 1411012018, 14:59 (GUT=7) . ﬂ & = Uber Settles Data Breach
Website ngan hang H.  «c xa Viét IM"?;;_S“Q““""f"" $148
. K a 22 g2 X a uaon

Nam bi tan céng doi tien chudc

Hacker dé lai théng tin trén trang web cia ngan hang, déi 100.000 USD
dé déi lay di¥ liéu cha hon 275.000 ngwéi dung.
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Xu huéng cac hanh vi tan cong ATBM

. Cugf)c dua gilra tin tac va cac nha nghién ctru, nha san
xuat

- Coéng cu tw ddng hoéa tan cong

- Hinh thanh thj trwérng ngam

> http://www.darkreading.com/cloud/cybercrime-a-black-market-
price-list-from-the-dark-web/d/d-id/1324895?image_number=1

- M& réng cac hanh vi danh cap théng tin ca nhan
- Tinh bao
- Tré thanh van dé an ninh québc gia:

»Kiém duyét

»Tinh bao

»Chién tranh mang

53

NUMBER OF ORGANIZATIONS AFFECTED BY TARGETED
ATTACKS (YEAR)

2016 2017 2018

|
Organizations
Symatec Internet Security Threat Report 2019
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“Phonywall” fake ransomware used to
cover-up targeted attack in SE Asia

Disk-wiping malware disguised as
ransomware in attacks on Ukraine

WannaCry uses leaked EternalBlue
exploit to spread globally in haurs.

Petya/NotPetya outbreak,
mainly affecting Ukraine

BadRabbit outbreak,
mainly affecting Russi

Discovery of Stuxnet worm,
targeting Iranian nuclear program

Shamoon disk-wiping Trojan used
against targets in Saudi Arabia

Disk-wiping attacks launched against South
Korean banks and television broadcasters

Disk-wiping malware used in
attack on Sony Pictures (U.S.)

Fresh wave of Shamoon attacks
against Saudi Arabia

Disk-wiping malware used in
attacks on Ukraine energy sector

Petya/NotPetya hits multiple
organizations, mainly in Ukraine

Symatec Internet Security Threat Report 2018
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4. Xay dwng hé théng an toan bao mat

57

57

Quy trinh xay dwng

. ) Xay dwng chinh sach ATBM(yéu cau)
4 glalAdo’an. . é X&c dinh céc tinh huéng lam quyén
» Phéan tich yéu cau

2 Xay dwng mé hinh nguy co

> Thiétke ————— Thiét ké huéng bao mat

» Trien khai Duyét ma nguon (Code review)

> Kiém thtr va bao tri — Kiém thir theo nguy co ATBM
T Kiém th&r x4m nhap

» Céc giai doan dugc thyc hién tuan tw
» Ludn co6 sy phan hoi cla giai doan sau t&i giai doan trwéc
> Chia dé tri
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]
Quy trinh xay dwng

- Xay dwng chinh sach: c6 thé mé ta ban dau bang ngdn
ng( tw nhién:
»Hanh vi phai thwe hién/dwoc phép/ khdng duoc phép
»Chu thé cia hanh vi
»Déi twong hanh vi tac dong téi
»~Diéu kién
Chu y: can xac dinh ngay cac co ché ATBM dé dam bao viéc thuc thi
cac chinh sach
- Xay dung cac tinh hudng lam quyén minh hoa cho chinh
sach
- Chinh sach ATBM phai phu hop véi quy dinh luat phap

59
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/]
Quy trinh xay dwng

- Xay dwng mo6 hinh nguy co:
1. Xac dinh, phan vung tai nguyén can bao vé
2. Xé&c dinh cac thanh phan, ludng di liéu, hanh vi twong tac trén
tai nguyén
Phan tich cac hoat dong dién ra trén tai nguyén
Xac dinh cac nguy co cé thé cd, phan loai va danh gia
Xac dinh céac 16 héng lién quan
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Vi du: phan vung mang

No components should be
deployed in an uncontrolled

network. It is also generally  Possible location

The specific level of
trust in an internal

Some organizations
set up special

unsafe for components to for GUI servers network dictates te Organizations may set  networks to separate
communicate with one that service components which up specialized various management
another across an external may be deployed restricted zones for components from
uncontrolled network . customers. within them. production systems, production systems.
/ / , - \ -
. Controlled | Controlled | | @ Restricted ]
1 Secured Zone
Zone Zone I Zone I l
I e R = I v - b - L.
Production Management
Internet DMZ Intranet Network Network
- "
Managed Trusted
LESS SECURE MORE SECURE

IBM Security Solutions Architecture for Network, Server and Endpoint
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Xay dwng mo hinh nguy co
Client
Network
Server
Malicious Snooping Co-located Compromised
User User Server
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]
Quy trinh xay dwng

- Thiét ké cac thanh phan theo méd hinh nguy co:
»>Ngan chan: Loai bd hoan toan nguy co
»~Giam thiéu
»Chép nhan nguy co
»Chuyé&n nhwong rdi ro
- Trién khai
»Chu y: dao tao ngudi dung
- Van hanh va bao tri:
»Chu y: can lién tuc gidm sat

63
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/000 ]
M6t s6 nguyén tac thiét ké

- Khoéng thé dat an toan hoan hao
»Xay dwng hé théng 13 an toan nhét trong cac diéu kién rang budc
~Dai khi gidi phap tot nhat 1a giai phap lam cho hé théng khong phai
muc tiéu dé dang nhét.
- An toan bao mat la bai toan kinh té:
»Gia tri tai nguyén can bao vé/ Chi phi dé bao vé
~Mre ton thwong ma mét nguy co gay ra / Chi phi dé chéng lai cac
ky thuat tan cong thwc hién nguy co
»Chi phi thwe thi 1 nguy co / Gia trij thu lai
» X4ac suat nguy co dwoc thwe thi > quan tri d6 rdi ro (risk
management)
- dé gidm V% dd rui ro can tang gép doi chi phi (Adi Shamir)
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An toan bao mat Ia bai toan kinh té

TL-15

TL-15

TXTL-60
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]
Mot sO nguyén tac thiét ké(tiép)

- Giam soat hoan toan cac truy cap
- Bao vé theo nhiéu tdng (Defense in Depth)
Vi du:

Intrusion =
Arnempis =
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Mot s6 nguyén tac thiét ké(tiep)

. St’f’du’ng chinh sach :‘méc dinh cémi’ (default-deny): tw
chdi tat ca cac yéu cau thyee thi quyén khong dwoc liét ké

- TGi thiéu hoa quyén(Least privilege ): khdng cap quyén
nhiéu hon nhirng gi ma déi twong can dé hoan thanh
nhiém vu.
»Khong lam gidm d6 rdi ro nhwng lam gidm thiét hai

. Chi’a sé trach nhiém: quyén phi duwoc thwe thi khi co sw
phoi hop cua >= 2 thanh phan
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]
Mot sO nguyén tac thiét ké(tiép)

. ML']"C dQ an tqén cta hé théng ~ Mrc d6 an toan & thanh
phan yéu nhat

- KISS: Keep It Simple

- D& hiéu dé s dung

- Khdng phu thudc vao cac giai phap an toan bao mat dwa
trén viéc che giau moi thw (“security through obsecurity”)

Vi du: gilr mat thiet ké, thuat toan, ma nguon...
- Phat hién nhirng k¥ thuat tAn cong khéng thé ngan chén
- Dy phong va khéi phuc
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Dé& hiéu cho ngudi dung — Vi du

B&o 16i xac thuc chiing thu s6 HTTPS trén IE6

[ o]
Security Alert = |
Revocation infarmation for the security certificate for this site is not

available. Do you want to proceed?
[ Yes ] [ No ] [ View Cerfficate ]

- Phan 1&6n nguoi dung khéng hiéu “revocation information”

- Lwa chon khéng rd rang, ngudi dung khéng biét diéu gi
sé xay ra khi chon Yes/No
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-/ (# " "'+7]
Dé& hiéu cho ngudi dung — Vi du

- Trén IE8

Sou rce @ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Risk Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

is website.
Choices & Click here to dose this webpage.

& Continue to this website (not recommended).

@ More information

= If you arrived at this page by clicking a link, check the website address in the address bar to be sure
that it is the address you were expecting.

Process + When going to a website with an address such as https:/fexample.com, try adding the 'www' to the
address, https:y//fwww.example.com.

= [If you choose to ignore this error and continue, do not enter private information into the website.

For more information, see "Certificate Errors” in Internet Explorer Help.
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Dé& hiéu cho ngudi dung — Vi du

- Google Chrome

A

Risk Your connection is not private

Attackers might be trying to steal your information from expired.badssl.com (for

Explanation ple, passwords, or credit cards), Leam more

MNET:ERR_CERT_DATE_INVALID

E:/:] Help improve Safe Browsing by sending some system information and page content to Google.
Brivacy policy

Choices pr—
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/000 ]
Dé& hiéu cho ngudi dung — Vi du

- Google Chrome

@ Help improve Safe Browsing by sending some system information and page content to Google.
Privacy policy

Hide advanced

This server could not prove that it is expired.badssl.com; its security certificate
expired 1,483 days ago. This may be caused by a misconfiguration or an attacker

Process intercepting your connection. Your computer's clock is currently set to Saturday, May 4,
2019. Does that look right? If not, you should correct your system's clock and then
refresh this page.

ChOIceS Proceed to expired.badssl.com (unsafe)
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M6t s& mé hinh
« M®é hinh ATBM truyén tin

/ pen s cgoein ey \

Théng Théng
Théng diép N > diép Théng
diép duoc —{) Kenhtuyén }— duoc diép
gitr mat gitr mat
Thong tin Thoéng tin
bi mat bi mat
Y J Ké tan cong \ Y
Bén gt Bén nhan

. Céc phép bién dbi thong tin ATBM
73
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M6 hinh ATBM truyén tin

- Céc k¥ thuat st dung trong mé hinh ATBM truyén tin c6 2
thanh phan chinh:
»Céc phép bién dbi thong tin ATBM
~Théng tin mat chia sé gitra 2 bén truyén tin
- Cac bén truyén tin: ngwoi dung, chwong trinh (trinh duyét
Web, mail client...)
- Bén th&r 3 dworc tin cay:trong tai, ngwdi phan xt...
- Ké tan coéng: ngudi dung, chwong trinh(chdn bat va phan
tich goi tin, phan tich tai...)
- Cac nhiém vu chinh:
»Xay dwng thuat toan dé bién dbi thong tin
»Sinh théng tin bi mat
»Phat trién cac phwong phap phan phéi théng tin bi mat
»Xay dwng giao thirc chia sé thong tin
74
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M@ hinh ATBM truy cap hé théng

Hé théng thong tin
Tai nguyén hé théng:
- D@ liéu
Ké tan cong —>O Kénh truy cap )—> —> |- ;ilfgntrr‘l:gm
- Nguwoi dung
Kiém soat Kiém soat ATBM bén
truy cap trong

> Kiém soat truy cap: firewall, IDS, quét va phat hién ma déc...
> Bao vé da tang
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