BAI 4.
LAP TRINH WINSOCK NANG CAO

/]
NG6i dung
- Xay dwng ng dung yéu cau Ién (Scalable Apps)

- Str dung raw socket
- Xay dwng rng dung broadcast va multicast




1. XAY DUNG NG DUNG YEU CAU LON

/("0 ]
Ung dung yéu cau Ién(Scalable Apps)

- ng dung can x& ly s6 lwong két ndi, yéu cau rat 16n
- Str dung cac ham WinSock API hiéu nang cao

- AcceptEx()

- ConnectEx()

- TransmitFile()

- TransmitPacket()

- Str dung ky thuat vao ra Overlapped I/0 v&i Completion
Port

- Can ¢6 cac ky thuat kiém soat sé lwong két ndi, quan ly
tai nguyén




]
Ham AcceptEx()

- Chap nhan mét két ndi va (cé thé) nhan géi tin dau tién
- B6 dém chtra di¥ liéu nhan dwoc va théng tin dia chi

- sAcceptSocket phai & trang thai chwa két nbi

- Tra vé TRUE néu thanh cong

BOOL AcceptEx (

SOCKET sListenSocket, //[IN] Socket nghe yéu ciu
SOCKET sAcceptSocket, //[IN] Socket chdp nhan két ndi
PVOID 1lpOutputBuffer, //[IN] Bé dém nhén d& liéu

DWORD dwReceiveDatalength, //[IN] Kich thudc bdé dém
DWORD dwLocalAddressLength,//[IN] Kich thuéc phdn bé dém
// chtta dia chi local socket
DWORD dwRemoteAddressLength, //[IN] Kich thuéc phidn bd dém
// chtta dia chi remote socket

LPDWORD lpdwBytesReceived, //[OUT] Kich thudc dix
// liéu da nhan
LPOVERLAPPED lpOverlapped //[IN] Két qua vao ra

/]
St dung AcceptEx()

SOCKET listenSock, accSock;
HANDLE hCompPort;

LPFN_ACCEPTEX lpfnAcceptEx=NULL;
GUID GuidAcceptEx=WSAID ACCEPTEX;
PER_IO DATA ol;

SOCKADDR_IN salocal;

DWORD dwBytes;

char buf[1024];

int buflen=1024;

// Create the completion port
hCompPort = CreateIoCompletionPort (INVALID HANDLE VALUE,
NULL, (ULONG_PTR)O, 0);

// Create the listening socket
listenSock = socket (AF_INET, SOCK_STREAM, IPPROTO_TCP) ;

// Associate listening socket to completion port
CreateIoCompletionPort ( (HANDLE) listenSock, hCompPort,
(ULONG_PTR) 0, 0);
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St dung AcceptEx()

// Bind the socket to the local port

salocal.sin_family = AF INET;

salocal.sin port = htons (5150) ;
salocal.sin_addr.s_addr = htonl (INADDR_ANY) ;
bind(listenSock, (SOCKADDR *) &salocal, sizeof(salocal));

// Set the socket to listening
listen(listenSock, 200);

Goi ham
// Load the AcceptEx function AcceptEx() kh
WSATIoctl (listenSock, €— chay - hiéu nang
SIO_GET_EXTENSION FUNCTION_ POINTER, tét hon
GuidAcceptEx,
sizeof (GuidAcceptEx) ,
&lpfnAcceptEx,
sizeof (lpfnAcceptEx) ,

&dwBytes, NULL, NULL);

/]
St dung AcceptEx()

// Create the client socket for the accepted connection
accSock = socket (AF_INET, SOCK_STREAM, IPPROTO_TCP);

// Initialize our "extended" overlapped structure
memset (&l, 0, sizeof(ol));

ol.operation = OP_ACCEPTEX;

ol.client = accSock;

lpfnAcceptEx (listenSock, accSock, buf,
buflen - ((sizeof (SOCKADDR_IN) + 16) * 2),
sizeof (SOCKADDR IN) + 16,
sizeof (SOCKADDR IN) + 16,
&dwBytes, &ol.overlapped) ;

// Call GetQueuedCompletionStatus within the completion
//function After the AcceptEx() operation completes associate
//the accepted client socket with the completion port
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Ham GetAcceptExSockaddrs()

- L&y théng tin dia chi ttr di liéu ctia ham AcceptEx()

void GetAcceptExSockaddrs (
PVOID lpOutputBuffer, //[IN] Bd dém nhdn dit liéu
// st dung trong AcceptEx ()
DWORD dwReceiveDataLength, //[IN] Kich thudc di liéu trong
// bd dém = dwReceiveDatalength
DWORD dwLocalAddressLength, //[IN] Kich thudc phadn bdé dém
// chtta dia chi local socket
DWORD dwRemoteAddressLength,//[IN] Kich thudéc phdn bé dém
// chtta dia chi remote socket
LPSOCKADDR *LocalSockaddr, //[OUT] Pia chi local socket
LPINT LocalSockaddrLength, //[OUT] Kich thuéc dia chi local
// socket
LPSOCKADDR *RemoteSockaddr, //[OUT] Pia chi remote socket
LPINT RemoteSockaddrLength //[OUT] Kich thuwéc dia chi
// remote socket
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Ham TransmitFile()
- Truyén file qua TCP socket

- Tra vé: TRUE néu thanh cong
- Xem thém TransmitPacket()

BOOL PASCAL TransmitFile (
SOCKET hSocket, //[IN] Socket
HANDLE hFile, //[IN] Handle cua file
DWORD nNumberOfBytesToWrite, //[IN] Kich thudc d& liéu sé& gui
DWORD nNumberOfBytesPerSend, //[IN] Kich thudc méi
// block (=0:default)
LPOVERLAPPED lpOverlapped, //[IN] Céu trtc OVERLAPPED chita
// két qua
//[IN] Dt 1liéu can truyén ngoai dit liéu caa file
LPTRANSMIT FILE BUFFERS lpTransmitBuffers,
DWORD dwFlags //[IN] C& diéu khién
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Ham TransmitFile() — C& diéu khién

Co Y nghia
TF_DISCONNECT Ngét két ndi sau khi truyén xong file

TF_REUSE_SOCKET | C6 thé str dung lai socket cho AcceptEx(). Co' nay chi
dung dong thoi véi co TF_DISCONNECT

TF_USE_DEFAULT_ | S dung thread ctia hé théng, thwéng dung khi truyén

WORKER file kich thwdc 16n

TF_USE_SYSTEM_T | S dung thread ctia hé théng dé xt ly
HREAD

TF_USE_KERNEL_A | S dung Asyncronous Procedure Call dé& xt ly
PC

TF_WRITE_BEHIND | Truyén file ngay, khéng qua trang thai PENDING
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Ham ConnectEx()

- Yéu cau thiét 1ap két ndi va glri 1 géi tin ngay khi két ndi duwoc
thiét lap

- Chi dung trén TCP socket

- Tra vé: TRUE néu thanh céng

- Boc thém: DisconnectEx()

BOOL PASCAL ConnectEx (

SOCKET s, //[IN] Socket

const struct sockaddr *name,//[IN] Pia chi cua server

int namelen, //[IN] Kich thudéc dia chi

PVOID lpSendBuffer, //[IN] B dém chira dir liéu cén gwi
DWORD dwSendDatalength, //[IN] Kich thuéc dir 1liéu can gii
LPDWORD lpdwBytesSent, //[OUT] Kich thudc dir liéu da gui

LPOVERLAPPED lpOverlapped //[IN] Ciu triic Overlapped chita
//két qua
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X0 ly két ndi - AcceptEx()

- Ham AcceptEx() xt Iy viéc chap nhan moét két ndi qua ky thuat
I/0O Overlapped
- Yéu cau khdi tao socket trwdc khi chdp nhan két ndi
- Goi ham AcceptEx() “dung luc”: str dung WSAEventSelect() voéi
sw kién theo déi FD_ACCEPT
« Ham AcceptEx() chi tra vé néu két nébi dwoc thiét 1ap thanh
cong va nhan duwoc tbi thiéu 1 byte > két ndi tré thanh két nbi
“rac” néu khong coé div liéu guvi toi
- Loai trir cac két ndi “rac”: str dung ham getsockopt() voi thude
tinh tay chon SO_CONNECT_TIME dé xac dinh thoi gian két
n0| da duwoc thiét 1ap. Néu Ién hon nguwéng nao dé cé thé déng
két nbi
- S6 lan goi AcceptEx() phu thudc vao thei gian mot két ndi duy
tri
- C6 thé st dung nguwdng dé kiém soat
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X ly két ndi - AcceptEx()

- Khéng déong cac socket khi ham AcceptEx() chwa hoan
thanh thiét 1ap két néi

- Khéng goi ham AcceptEx() trong lubng x& ly cla
completion port

. Tr‘a’mh thwe hién cac thao tac tinh toan chi phi Ién trong
ludng xtr ly ciia completion port

14




]
X0 ly két ndi(tiép)

- S6 lwong két néi téi da trong hang doi (backlog):
- HBDH Windows cho may tram: 5

- HPH Windows cho may chu: 200

- C6 thé mé rong lén Ox7FFFFFFF

- Gia tri backlog phu thudc vao tan suét yéu ciu két néi, thoi gian
thyrc thi ham accept()

- Tai sao khong dat backlog qua Ién, qua nhé?

- Co6 thé thiét 1ap ché dd Dynamic Backlog

https://support.microsoft.com/en-us/kb/142641
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Truyén di liéu

- Str dung ky thuat Overlapped I/O v&i Completion Port
- Str dung TransmitFile(), TransmitPacket()
- C6 can thiét phai x6a bd dém dir liéu?
- Khéng lam tang hiéu nang rng dung
- X6a bé dém gm cla (rng dung khong gay anh huong tGi hiéu nang

do bd dém bi “khéa” cho téi khi co di¥ liéu chuyén xuéng cho giao
thirc TCP xt ly

+ X6éa bd dém nhan cta (rng dung lam gidm hiéu nang cta hé théng
Khi d¢, di¥ liéu duoc lwu trong bé dém cia TCP (dat trong vung
nhé khéng phan trang) cho xa ly. S6 lwong két ndi ting 1&n 1am
tang kich thwéc viing nhé can cho bd dém

- Khi nao viéc xéa bdé dém nhan khéng anh hudng téi hiéu
nang?

- D@ liéu glri t&i voi tan suét rat thdp > cd thé st dung cac ham vao
ra & ché do non-blocking thay cho Overlapped 1/O
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Quan ly tai nguyén
- Vé&i cac ing dung yé&u cau I&n, can kiém soat hai loai bd
nho:
- Locked page
- Non-page pool
- Cac bd dém si&r dung trong thao tac vao ra Overlaped co
thé bi khoa (locked page):
- Goi qué~nhi‘éu ham vao ra lam bd nh& locked page vwot nguwdng
- bao 16i WSAENOBUFS
- Giai phap:
- Goi ham nhan di liéu véi tham sb kich thwéc viing buffer nhan bang 0()

- Khi thao tac trén hoan thanh, goi ham nhan di liéu & ché d6 non-
blocking t&i khi tra vé 16 WSAEWOULDBLOCK

- Do lock paged c6 kich thwéc 1a boi s cua kich thuwéc mot tranglbé
nhé - 101 goi vao ra nén str dung bé dém co kich thwéce la boi s6
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Quan ly tai nguyén(tiép)
- Non-paged pool:
- tcpip.sys
- Thong tin dia chi local clia socket
- Thong tin dia chi remote
- Mbi socket tra vé tir ham accept() dwoc cép 2 KB
- Mbi socket str dung trong ham AcceptEx() dwoc cap 1.5 KB
- M@i 1 goi overlapped st dung 500 bytes
- Can kiém thir dé xac dinh sb két néi téi da co6 thé phuc vu
ma khéng xay ra hién twong non-paged pool qua mirc
gi¢i han cha hé théng(khodng " kich thwéc bd nhd
chinh, t6i da la 2GB trén HDH 32-bit va 128/284 GB trén
HDH 64 bit)
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Chién lwvoc xay dwng server

- Két ndi c6 théng lwgng cao(VD: file server)
- Gidi han s6 lwong két ndi ctia méi client
- S 161 goi ham vao ra phu thudc vao théng lwong téi da cia server
- Néu s6 luong két ndi qua lon, st dung hang doi va chi goi ham
vao ra trén tirng lvgng két ndi nhat dinh
- Kiém soat cac thao tac vao ra, chap nhan két néi chwa hoan thanh
(outstanding operation)
- Tan suét két nbi lon (VD: message server)
- Khé kiém soat do sb lwong két ndi phai xtr ly rat Ién
- C6 thé st dung k¥ thuat dung bd dém kich thuwéc 0
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So sanh hiéu nang(Pentium 4 1.7 GHz
Xeon, 768 MB RAM)
Throughput
Attempted/Conne | Memory Used g (Send/ Receive
1/0 Model e (KB) Non-Paged Pool CPU Usage Threads Bytes Per
Second)
. 2,198,148/
Blocking 7000/ 1008 25,632 36,121 10-60% 2016 2198.148
12,000/ 1008 25,408 36,352 5-40% 2016 404,227/ 402,227
Non-blocking 7000/ 4011 4208 135,123 95-100%* 1 0/0
12,000/ 5779 5224 156,260 95-100%* 1 0/0
WSAAsync 1,610,204/
Select 7000/ 1956 3640 38,246 75-85% 3 1637819
12,000/ 4077 4884 42,992 90-100% 3 652,902/ 652,902
o 4,921,350/
WSAEvent Select | 7000/ 6999 10,502 36,402 65-85% 113 5.186.297
3,217,493/
12,000/ 11,080 19,214 39,040 50-60% 192 3.017.493
o, 3,851,059/
46,000/ 45,933 37,392 121,624 80-90% 791 3.851.059
Overlapped 5,024,723/
events) 7000/ 5558 21,844 34,944 65-85% 66 4.095.644
o 1,803,878/
12,000/12,000 60,576 48,060 35-45% 195 1.803.878
3,865,152/
49,000/48,997 241,208 155,480 85-95% 792 3.834.511
Overlapped o, 6,282,473/
completion port) 7000/ 7000 36,160 31,128 40-50% 2 3.803 507
5,027,914/
12,000/12,000 59,256 38,862 40-50% 2 5.027.095
o 4,326,946/
50,000/49,997 242,272 148,192 55-65% 2 4.326.496 20|




2. XAY DUNG NG DUNG BROADCAST
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Xay dwng wng dung broadcast

- Str dung UDP socket
- Thiét 1ap tiy chon SO_BROADCAST cho socket
- Bia chi dich: INADDR_BROADCAST

int setsockopt (
SOCKET s, //[IN]socket duoc thiét lap
int level, //[IN]giao thtc cuta tuy chon
int optname, // [IN]tén tuy chon
const char FAR * optval, //[IN]gi& tri thiét lap
int optlen //[IN]kich thuéc cta tham sé optval
)

- level = SOL_SOCKET
- optname = SO_BROADCAST
- optval =1

22
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3. XAY DUNG NG DUNG MULTICAST

23
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Dia chi multicast

Scope IPv6 IPv4
TTL Dia chi

Interface local 1 0
Link local 2 1 224.0.0.0 — 224.0.0.255
Site-local 5 <32 239.255.0.0 — 239.255.255.255
Organization- 8 239.192.0.0 — 239.192.255.255
local
Global 14 <=255 |224.0.1.0 — 238.255.255.255

- Mot sb dia chi dac biét:
+ 224.0.0.1: all-host group
- 224.0.0.2: all-router group

24
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Muticasting voi IPv4

- S&r dung setsockopt() d& gia nhap hodc r&i nhém
multicast

- Socket nén duwoc gan dia chi INADDR_ANY

- level: IPPROTO_IP

- otpname:
- IP_ADD_MEMBERSHIP: gia nhap nhém
- IP_DROP_MEMBERSHIP: r&i nhom

- CAu truc gia trj thiét lap cho tuy chon:

struct ip mreq {
struct in_addr imr _multiaddr; // Pia chi nhém
struct in_addr imr_interface; // Pia chi cuta nat mang

};

25
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Gia nhap nhém
SOCKET s;

SOCKADDR_IN localif;
struct ip mreq mreq;

s = socket (AF_INET, SOCK_DGRAM, IPPROTO_UDP) ;

localif.sin_family = AF_INET;

localif.sin_port = htons (5150) ;
localif.sin_addr.s_addr = htonl (INADDR ANY) ;
bind(s, (SOCKADDR *)&localif, sizeof(localif));

mreq.imr_ interface.s_addr
mreq.imr multiaddr.s_addr

= inet_addr("157.124.22.104");
= inet_addr("234.5.6.7");
setsockopt (s, IPPROTO_IP, IP_ADD MEMBERSHIP,

(char *)&mreq,
sizeof (mreq)) ;

26
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R&i nhdm

mreq.imr interface.s addr = inet addr("157.124.22.104");
mreq.imr multiaddr.s addr = inet addr("234.5.6.7");

setsockopt (s, IPPROTO IP, IP DROP MEMBERSHIP, (char
*) &mreqg,

sizeof (mreq));

27
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Multicasting v&i ngudn xac dinh
- M6t nut khi gia nhap nhém multicast co thé chi dinh
ngudn di¥ liéu mudn nhan
- Ché d6 INCLUDE: nhan di liéu ttr nguén chi dinh
- Ché d6 EXCLUDE: khéng nhan di¥ liéu tlr ngudn chi dinh(chan)
- CAu truc gia tri:

struct ip mreq_source {

struct in_addr imr multiaddr; // Pia chi nhém
struct in_addr imr_sourceaddr; // Pia chi ngudn
struct in_addr imr_interface; // Pia chi nut mang

}i
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setsockopt()

- Nhém INCLUDE:
. optname:‘IP_ADD_SOURCE_MEMBERSHIP gia nhap nhém va
thém nguon
- optname: IP_DROP_SOURCE_MEMBERSHIP xéa nguén
- Nhém EXCLUDE:
- optname: IP_ADD_MEMBERSHIP gia nhap nhém
- optname: IP_BLOCK_SOURCE thém ngudn bi chdn
- optname: IP_UNBLOCK_SOURCE x6a ngudn bi chdn

29
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Gia nhap nhdm INCLUDE

SOCKET s;
SOCKADDR_IN localif;
struct ip mreq_source mregsrc;

s = socket (AF_INET, SOCK_DGRAM, IPPROTO_UDP) ;

localif.sin_family = AF_INET;

localif.sin_port = htons (5150) ;
localif.sin_addr.s_addr = htonl (INADDR_ANY) ;
bind(s, (SOCKADDR *)&localif, sizeof (localif));

mregsrc.imr_interface.s_addr inet_addr("157.124.22.104");
mregsrc.imr multiaddr.s_addr inet _addr("234.5.6.7");
mregsrc.imr_sourceaddr.s_addr = inet addr("172.138.104.10");
setsockopt (s, IPPROTO_IP, IP_ADD SOURCE_MEMBERSHIP,

(char *)&mreqsrc, sizeof (mregsrc));

mregsrc.imr_sourceaddr.s_addr = inet addr("172.141.87.101");
setsockopt (s, IPPROTO_IP, IP_ADD SOURCE_MEMBERSHIP,
(char *)&mreqsrc, sizeof (mregsrc));
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Gia nhap nhdm EXCLUDE

SOCKET s;
SOCKADDR_IN localif;
struct ip mreq mreq;

struct ip mreq_source mregsrc;

s = socket (AF_INET, SOCK _DGRAM, IPPROTO_UDP) ;

bind(s, (SOCKADDR *)&localif, sizeof (localif));

// Join a group - the filter is EXCLUDE none
mreq.imr_interface.s_addr = inet addr("157.124.22.104");

mreq.imr multiaddr.s_addr = inet addr("234.5.6.7");

setsockopt (s, IPPROTO_IP, IP_ADD_MEMBERSHIP, (char *)s&mreq,
sizeof (mreq)) ;

mregsrc.imr_interface = mreq.imr interface;
mregsrc.imr multiaddr = mreq.imr multiaddr;
mregsrc.imr_sourceaddr.s_addr = inet addr("172.138.104.10");

setsockopt (s, IPPROTO_IP, IP_BLOCK SOURCE, (char *)&mregsrc,
sizeof (mreqgsrc)) ; 3

/""" 0]
Truyén théng diép multicast

- Nhan: phai gia nhap nhém multicast dé nhan théng diép

- GUi: khéng can gia nhap nhém
- Chi dinh cbng gui: thiét 1ap tuy chon IP_MULTICAST _IF cho socket
- Chi dinh gia tri TTL: thiét Iap ty chon IP_MULTICAST_TTL

- Str dung sendto() va rcvfrom()

32




/("0 ]
Xay dL_Png tng dung multicast theo mé
hinh truyén thong tin cay

- Cai dat thanh phan MSMQ(Microsoft Message Queuing)
- Chi hé tro IPv4
- G
- B1: Khdi tao socket dé gt thong tin multicast(SOCK_RDM)
- B2: Gan dia chi INADDR_ANY cho socket
- B3: Thiét lap tiy chon RM_SET_SEND _IF
- B4: Két ndi socket t&i nhém va gtvi div liéu
- Nhan:
- B1: Khéi tao socket dé& gti thong tin multicast(SOCK_RDM)
- B2: Gan dia chi multicast cho socket
- B3: ‘Thié't lap tay chon RM_ADD_RECEIVE_IF dé xac dinh dia chi
ngudn néu can
- B4: Goi ham listen()
- B5: Goi ham accept()

- B6: Nhén dir liéu 33
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Tuy bién véi reliable multicast
- Thay déi kich thuwéc clra s6 givi di liéu

- optname: RM_RATE_WINDOW_SIZE
- optval: _RM_SEND_WINDOW

typedef struct _RM SEND_ WINDOW {
ULONG RateKbitsPerSec; //Téc dé gui
ULONG WindowSizeInMSecs;//Thdi gian di¥ liéu ndm trong
//cita sb trudc khi bi xéa
ULONG WindowSizeInBytes;//Kich thuéc cita sb
} RM_SEND_WINDOW;

34
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Tuy bién véi reliable multicast

- Co ché FEC:
- Gri: tao ra H gai tin parity tir K goi tin di¥ liéu va glridiN =H + K
- Nhan: Tai tao K goi di liéu tr K goi bat ky trong N goi
- Ché do:
- Pro-active: tinh FEC cho moi géi tin
- On-demand: chi tinh FEC khi c6 NAK
- Thiét 1ap tay chon
- optname: RM_USE_FEC

- optvalue:
typedef struct _RM FEC_INFO{
USHORT FECBlockSize; //86 géi tin téi da
USHORT FECProActivePackets; //S6 gbéi tin parity
UCHAR FECGroupSize; // S6 géi tin dix liéu
BOOLEAN fFECOnDemandParityEnabled; //On-demand?
} RM_FEC_INFO;
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4. RAW SOCKET

36
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Raw Socket

- Cho phép truyén dir liéu & mirc dwdi tAng giao van
- Thém khoda registry
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Servi
ces\AFD\Parameters\DisableRawSecurity
- Chay chwong trinh vé&i quyén Administrator
- Khéi tao:

socket (s, SOCK_RAW, protocol)
protocol: giao thirc diéu khién truyén di liéu trén raw
socket

- IPPROTO_UDP, IPPROTO_IP, IPPROTO_RAW: can thiét lap tuy
chon IP_HDRINCL cho socket

37
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St dung Raw socket

-Trao dbi dir ligu: sendto(), recvfrom(), WSASento(),

WSARecvfrom()
- Thiét 1ap thy chon: tuy thudc tinh huéng. Vi du:
- Bét tAt ca goi tin:
int optval =1
(WSAIoctl (sniffer, SIO_RCVALL, & opt, sizeof(optval), 0, O,
(LPDWORD) &in , 0 , 0)
- Gri gdi tin UDP, IP v&i ndi dung tuy y
setsockopt (s, IPPROTO_IP, IP_HDRINCL, (char *) &goptval,
sizeof (optval)) ;
- Truyén théng diép ICMP
IPV4_OPTION_HDR ipopt;

setsockopt (s, IPPROTO_TIP, IP_OPTIONS, (char *) &ipopt,
sizeof (ipopt)) ;
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Tw hoc

- Thw vién libpcap/WinPcap
- Raw socket va socket tang 2 trén Linux
- Network programming trong Python
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