BAI 2.
BAT DAU VOI LAP TRINH WINSOCK

]
NO&i dung

- Gidi thiéu mot sé ham 1ap trinh WinSock co ban
- Xay dywng mét irng dung TCP co ban

- Xay dywng mét (rng dung UDP co ban

- Thiét ké giao thirc (rng dung




1. MOT SO HAM CO BAN

/]
Kh&i tao WinSock

- WinSock can duwoc khéi tao & ddu mébi trng dung truéc
khi c6 thé str dung
- Ham WSAStartup sé lam nhiém khé&i tao

int WSAStartup (
WORD wVersionRequested,
LPWSADATA lpWSAData

)

- wVersionRequested: [IN] phién ban WinSock can dung.
+ IPWSAData: [OUT] con tré chira théng tin vé WinSock cai d&t trong
hé thong.
- Gia tri tra vé:
- Thanh cong: 0
- Thét bai: SOCKET_ERROR




Giai phong WinSock
- Ung dung khi két thtc st dung WinSock c6 thé goi ham
sau dé giai phdéng tai nguyén vé cho hé thong
int WSACleanup (void) ;
- Gia trj trd vé:
« Thanh cong: 0
- Thét bai: SOCKET_ERROR

// Initiates Winsock v2.2
WSADATA wsaData;

WORD wVersion = MAKEWORD (2,2) ;
WSAStartup (wVersion, &wsaData) ;

//do something with WinSock
//...

//Terminates use of the WinSock
WSACleanup() ;

]
Xac dinh [6i

- Phan 16n cac ham clia WinSock néu thanh cong déu tra
vé 0.
- Néu that bai, gia trj tra vé cla ham la SOCKET_ERROR.
- Ung dung c6 thé I4y ma 16i gan nhat bang ham
int WSAGetLastError (void);
- Tra ctru 16i v&i cdng cu Error Lookup trong Visual Studio

CEEETE e ——

Value: 0

Error Message

The operation completed successfully.

E i) () e i) 6
|
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Dia chi socket

- Xac dinh dia chi
- WinSock s dung c4u tric sockaddr_in dé lwu dia chi ctia socket
- Dia chi IPv6: sockaddr_in6
- Ung dung can khéi tao théng tin trong céu trac nay

struct sockaddr_ in{
short sin family; // Loai dia chi cho socket
u_short sin port; // Sé hiéu céng(big-endian)
struct in_addr sin_addr; // Pia chi IPv4
char sin_zero[8]; // Khéng s@ dung

};

struct in_addr {
unsigned long s_addr;

};

~

/0]
Céac ham ho tro xr ly dia chi socket

- Chuyén débi dia chi IP dang xau sang nhj phan

int inet pton(
int family, // [IN] AF INET hodc AF INETG6
char* ipstr, //[IN] Xau biéu dién
void* addr //[OUT] Biédu dién dang nhi phéan

)7

- Tra vé
- 1 néu thanh cong
- 0 néu xau biéu dién khéng hop lé
- -1 néu co 16i

« Vi du:

in_addr address;
inet pton(AF INET, "127.0.0.1", &address);




/0]
Céac ham ho tro xr ly dia chi socket

- Chuyén déi dia chi IP dang nhi phan sang xau

const char* inet ntop(
int family, //[IN] AF INET hodc AF INET6
const void *addr, //[IN] Biéu dién dang nhi phéan
char *ipstr, //[0OUT] X&au biéu dién
size t size //[IN] Kich thudc x&u bidu dién
)
- Tra vé

- Thanh céng: Con tré t&i xau biéu dién
- Théat bai: NULL

/0]
Céac ham ho tro xr ly dia chi socket

- Bién dién sb nguyén trong may tinh: little-edian ho&c big-
edian

- Biéu dién sb nguyén trong mang: big-edian

- phai chuyén dbi biéu dién sb nguyén vé ding dang

- Chuyén dbi host order => network order

u long htonl(u long hostlong); //4 byte-value
u_short htons(u_short hostshort); //2 byte-value

- Chuyén dbi network order => host order
u long ntohl (u long netlong); //4 byte-value
u_short ntohs(u _short netshort); //2 byte-value

10
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Céac ham ho tro xr ly dia chi socket

- Phan gidi tén mién: getaddrinfo()
- Can thém tép tiéu dé ws2tcpip.h

int getaddrinfo(
const char *nodename, //[IN] Té&n mién
const char *servname, //[IN] Tén dich vu hodc céng
const struct addrinfo *hints, //[IN] cidu trac goi y
struct addrinfo **res //[OUT] danh sach lién két
//chita théng tin vé& dia chi

)

- Giai phong théng tin chira trong két qua:
void freeaddrinfo (struct addrinfor *ai)

- Cac ham twong ty: gethostbyname(), gethostbyaddr(),
gethostname()

1"

11

r /" "]
CAau truc addrinfo

typedef struct addrinfo {

int ai flags; //tuy chon cua ham
//getaddrinfo ()

int ai family; //ho giao thuc

int ai_socktype; //kiéu socket

int ai protocol; //giao thtc tadng giao van

size t ai_addrlen; //kich thudc cdu truc

char *ai_canonname; //tén mién phu

struct sockaddr *ai addr; //dia chi socket
struct addrinfo *ai next; //phan tu tiép theo
} ADDRINFOA, *PADDRINFOA;

12
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Vidu

addrinfo *result; //pointer to the linked-list
//containing information about the host

int rc;

sockaddr_in *address;

addrinfo hints; //pointer to the linked-list

hints.ai_family = AF_INET; //only focus on IPv4 address

rc = getaddrinfo("soict.hust.edu.vn", NULL, &hints, &result);

// Get the address info

char ipStr[INET_ADDRSTRLEN];

if (rc == 0) {
address = (struct sockaddr_in *) result->ai_addr;
inet_ntop(AF_INET, &address->sin_addr, ipStr, sizeof(ipStr));
printf("IPv4 address: %s\n", ipStr);

}

else
printf(" Failed. Error code: %d", WSAGetLastError());

// free linked-list

freeaddrinfo(result);

13
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/0]
Céac ham ho tro xr ly dia chi socket

- Phan giai nguoc: getnameinfo()
- Can thém tép tiéu dé ws2tcpip.h

int getaddrinfo(
struct sockaddr *pAddr,
size_t sockAddrLen
const char *nodename, //[OUT] Chita tén mién tim thiy
size t namelen, //[IN] Kich thuéc vung nhé dé
//chtta tén mién tim thiy
const char *servname, //[OUT] Chwta tén dich vu tim thiy

size t servlen, //[OUT] Kich thudéc vung nhé dé
//chtta tén dich vu tim thiy
int flag //[IN] C& diéu khién

14
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Vidu

struct sockaddr_in addr;

int ret;

char hostname[NI_MAXHOST];

char servInfo[NI_MAXSERV];

addr.sin_family = AF_INET;

inet_pton(AF_INET, "8.8.8.8", &addr.sin_addr);

ret = getnameinfo((struct sockaddr *) &addr,
sizeof(struct sockaddr),
hostname, NI_MAXHOST,
servInfo, NI_MAXSERV, NI_NUMERICSERV);

if (ret != 0)
printf(“Failed. Error code: # %1d\n", WSAGetLastError());
else

printf(“Hostname: %s\n", hostname);

15
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Bai tap trén lop
-Doc hiéu ma ngudn chwong trinh
- Bién dich va chay ma nguon minh hoa cho céc
tén mién theo y thich cua sinh vién.
- Nang cip ma nguén:
- Phan giai tén mién nhap vao tir ban phim
- Hién thj day du tat ca cac dia chi IP trong két qua phan

giai. Goi y: Duyét toan bg danh sach lién két trong tham
SO chira théng tin da phan giai duoc

16
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Khdi tao socket

- SOCKET la mét s6 nguyén dé tham chiéu t&i socket.

- ng dung phai tao SOCKET trwéc khi cé thé givi nhan di
liéu.

- Tra vé:
- Thanh céng: Gia tri nguyén >0
- Thét bai: INVALID_SOCKET

- Giai phéng socket sau khi str dung: closesocket(SOCKET s)

SOCKET socket (

int af, // [IN] ho giao thitc sé& s@ dung
// thuong dung AF_INET, AF_INET6
int type, // [IN] Kiéu socket, SOCK_STREAM cho

// TCP hoic SOCK_DGRAM cho UDP
int protocol // [IN] Giao thitc tdng giao van
// IPPROTO_TCP hoac IPPROTO_UDP

17
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Ham bind()

- Gan dia chi cho socket

int bind(
SOCKET s, //[IN] socket chua dugc gan dia chi
const struct sockaddr *name, //[IN]dia chi

int namelen // [IN] kich thubdc cua giad tri dugc
// trd bdi tham sb name

)7
Vidu

SOCKET s;

s = socket(...);

sockaddr_in addr;

short port = 8888;

addr.sin_family = AF_INET;

addr.sin_port = htons(port);
addr.sin_addr.s_addr = htonl (INADDR_ANY) ;
bind(s, (sockaddr *)&addr, sizeof(addr));

18
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Tuy chon trén socket

- WinSock cung cép co ché ciu hinh cac théng sé tuy chon
trén socket
- Thiét 1ap tuy chon

int setsockopt (

SOCKET s, //[IN]socket dugc thiét lap

int level, //[IN]giao thtc caa tuy chon

int optname, // [IN]tén tuy chon

const char FAR * optval, //[IN]gi& tri thiét lap
int optlen //[IN]kich thuéc ctia tham sb optval

);

- LAy théng tin

int getsockopt (

SOCKET s, //[IN]socket duwoc thiét lap
int level, //[IN]giao thitc cua tuy chon
int optname, //[IN]tén tuy chon

const char FAR * optval, //[OUT]gia tri thiét lap
int FAR * optlen //[IN/OUT]kich thudc cua optval

19

/0]
M6t s tiy chon mirc socket
- level = SOL_SOCKET: Mtrc socket

Tuy chon Kiéu div liéu Y nghia
optval
SO _BROADCAST bool St dung socket dé& guvi théng tin quang

ba (chi st dung trén UDP socket va
céac giao thire hé tro quéang ba)
SO_KEEPALIVE DWORD Socket gi dinh ky cac théng diép
keep-alive dé duy tri két nbi
SO_MAX_MSG_SIZE DWORD Kich thuwéc téi da ctia goi tin

SO_REUSEADDR bool Cpo phép socket s d,ung sb hiéu
cong dang s dung béi tién trinh khac

SO_RCVTIMEO DWORD | Thiét lap thoi gian time-out khi nhan
d@ liéu & ché d6 chan dirng (blocking)

SO_SNDTIMEO DWORD | Thiét lap thoi gian time-out khi gti di

liéu & ché dd chan dirng (blocking)
20

20



setsockopt() — Vi du

int tv = 10000; //Time-out interval: 10000ms
setsockopt(client, SOL_SOCKET, SO_RCVTIMEO,
(const char*) (&tv), sizeof(int));

21
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2. XAY DUNG IPNG DUNG VOl UDP SOCKET
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So d6 chung

Server

Ciient

bind () socket

w
Dirng cho tai Data (request senm
khi nhan dwoc N e
N Dwrng ¢ho téi
dir liéu .9 .
khi gtvijxong dir
Xt ly dwr lisu | lidu
sendto()
Data (reply) recvfrom()
closesocket()

cIosesocketi )
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Ham sendto()

- Guri di¥ liéu t&i mot tién trinh/socket dich xac dinh(biét
trwvdc dia chi)
- Tra vé:
- Thanh cong: kich thwéc dir liéu da gl di (byte). Khdng ham y rang
trng dung phia bén kia da nhan dworc.
- Thét bai: SOCKET_ERROR
- DBoc thém: WSASendto()

int sendto(
SOCKET s, //[IN]socket s dung
const char *buf, //[IN]bd dém chirta dix liéu gui
int len, //[IN]lkich thudc dit liéu g@i
int flags, //[IN]cd diéu khién. Thuong la 0
const struct sockaddr *to, //[IN]dia chi dich
int tolen //[IN]lkich thudc clu tric dia chi

)i

N
S
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Ham recvirom()

- Nhan di liéu tir mot nguén xac dinh(sau khi ham thuc thi)
- Tra vé:

- Thanh céng: kich thwéc dir liéu (rng dung da nhan (byte).

- Thét bai: SOCKET_ERROR
- Doc thém: WSARecvFrom()

int recvfrom(

SOCKET s, // [IN]socket s dung

const char *buf, //[OUT]1bdé dém chia di*x 1iéu nhén
int len, //[IN]kich thuéc bdé dém nhén
int flags, //[IN]lco diédu khién. Thudng la 0

const struct sockaddr *from,//[OUT]dia chi nat gui
int *fromlen //[OUT]kich thudc cdu tric dia chi

25
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Cac co diéu khién

- Ham recvfrom()

Gia tri cor Y nghia

MSG_PEEK Khong xéa di liéu trong bd dém clia socket sau khi nhan
MSG_0OOB Nhan di liéu out-of-band

- Ham sendto

Gia tri co Y nghia
MSG_DONTROUTE | Khéng chuyén di liéu téi default-gateway. St dung
khi gtri div liéu gilra cac nat cing mang
MSG_OOB Gwi di¥ liéu out-of-band

- St dung toan t& OR nhj phan (|) dé két hop cac c&

26
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B6 dém wrng dung vs BO dém socket

- B6 dém wng dung: Vung nh& ma rng dung s
dung dé trao ddi di¥ liéu trén socket
- Khai bao va s dung theo y muédn clia 1ap trinh vién
- Dung lam tham sé,trong cac ham sendto(), recvfrom(),
send(), recv(),... dé trao doi di liéu trén socket

- Bd6 dém socket: Vung nhd ma hé diéu hanh st
dung de trao doi dir liéu
- Khdi tao va diéu khién béi hé diéu hanh

27
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/0]
B6 dém wrng dung vs BO dém socket

Application
B& dém ng dung

soncto)| | recvromg MMM

sendto()
SOCKET recvfrom()

B6 dém socket

28
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Vi du: UDP Echo Server

- Server:
- Che dir liéu trén cdng 5500
- Nhan théng diép tw client gii t&i va hién thi
+ Tra lai thong diép nhan duoc
- Client:
- Nhan théng diép tir ban phim
- GWi di¥ liéu t&i céng 5500 trén server
- Nhan théng diép ti server va hién thi

29
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r (/"""
UDP server

//Step 1: Inittiate WinSock

WSADATA wsaData;

WORD wVersion = MAKEWORD (2,2);

if (WSAStartup (wVersion, &wsaData))
printf (“WVersion is not supported\n");

//Step 2: Construct socket
SOCKET server;
server = socket (AF_INET, SOCK DGRAM, IPPROTO_UDP) ;

//Step 3: Bind address to socket
sockaddr in serverAddr;
serverAddr.sin_family = AF_INET;
serverAddr.sin_port = htons(5500) ;
inet_pton (AF_INET, "127.0.0.1", &serverAddr.sin_addr) ;
if (bind (server, (sockaddr *) &serverAddr, sizeof (serverAddr)))
{
printf ("Error! Cannot bind this address.");
_getch() ;
return 0;

30



/0]
UDP server (tiép)

printf ("Server started!");

//Step 4: Communicate with client

sockaddr_in clientAddr;

char buff[BUFF_SIZE], clientIP[INET ADDRSTRLEN] ;

int ret, clientAddrLen = sizeof (clientAddr), clientPort;

while (1) {
//Receive message
ret = recvfrom(server, buff, BUFF SIZE, O,
(sockaddr *) &clientAddr, &clientAddrlen) ;
if (ret == SOCKET_ ERROR)
printf ("Error : %", WSAGetLastError()):
else {
buff[ret] = 0;
inet ntop (AF_INET, &clientAddr.sin_addr, clientIP,
sizeof (clientIP)) ;
clientPort = ntohs(clientAddr.sin_port) ;
printf ("Receive from client %s:%d %s\n",
clientIP , clientPort, buff);

31
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/"]
UDP server (tiép)

//Echo to client
ret = sendto(server, buff, ret, O,
(SOCKADDR *) &clientAddr,sizeof(clientAddr));
if (ret == SOCKET_ERROR)
printf ("Error: %", WSAGetLastError()):;

}
} //end while

//Step 5: Close socket
closesocket (server) ;

//Step 6: Terminate Winsock
WSACleanup() ;

32
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r (/"""
UDP client

//Step 1: Inittiate WinSock
WSADATA wsaData;
WORD wVersion = MAKEWORD (2,2);
if (WSAStartup (wVersion, &wsaData))
printf (“Version is not supported.\n");
printf (“Client started!\n");

//Step 2: Construct socket
SOCKET client;
client = socket (AF_INET, SOCK_DGRAM, IPPROTO_UDP) ;
// (optional) Set time-out for receiving
int tv = 10000; //Time-out interval: 10000ms
setsockopt(client, SOL_SOCKET, SO_RCVTIMEO,
(const char¥*) (&tv), sizeof (int));

//Step 3: Specify server address

sockaddr_in serverAddr;

serverAddr.sin_family = AF_INET;

serverAddr.sin_port = htons(5500) ;

inet_pton (AF_INET, "127.0.0.1", &serverAddr.sin_addr);

33
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/"]
UDP client(tiép)

//Step 4: Communicate with server
char buff[BUFF_SIZE];
int ret, serverAddrlen = sizeof (serverAddr) ;
do {
//Send message
printf ("Send to server: ");
gets_s (buff, BUFF_SIZE);
ret = sendto(client, buff, strlen(buff), O,
(sockaddr *) &serverAddr, serverAddrlen) ;
if (ret == SOCKET_ERROR)
printf ("Error! Cannot send mesage.");

//Receive echo message
ret = recvfrom(client, buff, BUFF_SIZE, O,
(sockaddr *) &serverAddr, &serverAddrlen) ;

34
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/0]
UDP client(tiép)

if (ret == SOCKET_ERROR) {
if (WSAGetLastError () == WSAETIMEDOUT)
printf ("Time-out!");
else printf ("Error! Cannot receive message.");

}
else {
buff[ret] = ‘\0’;
printf (“Receive from server: %$s\n", buff);
}
_strupr_s(buff, BUFF_SIZE) ;
}while (strcmp (buff, "BYE") != 0); //end while

//Step 5: Close socket
closesocket (client) ;

//Step 6: Terminate Winsock
WSACleanup() ;

35
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Bai tap trén lop
- Sinh vién chia thanh tirng c&p dé thuc hién
- Yéu cau bd sung:
. Qhwong trinh client cho phép ngu®i dung nhap théng diép nhiéu
1an t&i khi gap xau “bye”
- Chwong trinh client hién thi téng sbé byte da g

- Chay server & dia chi IP va sb hiéu céng bat ky theo tham sb dong
Iénh

- Dich va chay th&r *ng dung Echo trén 2 may khac nhau
- Lwu y: stra lai cac thong tin dia chi cho phu hop

36
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Kich thwde bd dém

- Kich thwére bdé dém ctiia UDP socket trén Windows 8.1 1a
64KB
- Kich thuwéc bd dém cua (rng dung:
- Ham sendto(): can di Ién dé chira dwoc thong diép gl di
- Dung vong 1&p néu di liéu gvi di Ion hon kich thuéc bd dém
- Ham recvfrom(): khi kich thwéc bd dém nhan nhéd hon kich thuwéc
thong diép guvi toi:
- Chi nhan phan di liéu vira dd véi kich thwéc bd dém con tréng. Phan
con lai bj bé qua
- Tra vé SOCKET_ERROR

37
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3. XAY DUNG UNG DUNG VOI TCP SOCKET
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SO’ dC)\) Chung TCP Server

TCP client

socket()

connect() establish

shutdown()
shutdown()
closesocket() closesocket()
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Ham listen()

- Dat SOCKET sang trang thai l&ng nghe két néi (LISTEN)
int listen (SOCKET s, int backlog);
- Trong doé
« s: [IN] SOCKET da dwoc tao trwdc dé bang ham socket()
= backlog: [IN] chiéu dai hang doi cho x ly cho cac két noi da duogc
thiet lap
- Tra vé:
= Thanh céng: 0
= Théat bai: SOCKET_ERROR

40
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Ham accept()

- Kh&i tao mét SOCKET gan véi két néi TCP nam trong
hang doi
SOCKET accept (

SOCKET s, //[IN] socket dang & trang thai LISTEN

struct sockaddr *addr, //[OUT] Pia chi socket
//phia xin két néi

int *addrlen //[IN/OUT]Kich thudéc tham sé addr

)

- Tra vé

- Thanh céng: Mét gia tri SOCKET gan véi két ndi TCP dé trao ddi
d@ liéu véi client. Socket nay mang moi thudc tinh cdia LISTEN
socket

- Thét bai: SOCKET_ERROR

- Doc thém vé ham WSAAccept(), AcceptEx()

41
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Ham connect()

- GUri yéu cau thiét 1ap két ndi toi server

int connect (

SOCKET s, //[IN] SOCKET cua client
const struct sockaddr *name, //[IN]Pia chi server
int namelen //[IN] Kich thuéc tham sé name

)

- Gia trj trd vé
- Thanh coéng: 0 va mot két néi TCP da duorc thiét 1ap.
- Thét bai: SOCKET_ERROR

- Lwu y: trén UDP socket cé thé sir dung ham connect() dé
thiét 1ap dia chi ctia phia bén kia khi truyén tin

- Doc thém vé ham WSAConnect(), ConnectEx()
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Thiét lap va xt ly két noi
client server

listen()
SYN LISTENING

Goi ham connect() —=

SYN/ACK

Ham connect() tra vé ACK

T ——— | ESTABLISHED

Dat két ndi vao hang doi

SYN_RECEIVED

o
Ham accept() duwoc goi
Két nbi dau tién trong hang
doi dwoc xtr ly
43
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Ham send()

- Gwri d¥ liéu bang SOCKET
- Tra vé:
- Thanh céng: kich thudc dir liéu da gl di (byte). Khéng ham y rang
trng dung phia bén kia da nhan dworc.
- Thét bai: SOCKET_ERROR
- Lwu y: néu UDP socket da dung ham connect() dé kiém
tra, ¢ thé str dung send() thay cho sendto()
- Boc thém: WSASend()

int send(

SOCKET s, //[IN]socket s@ dung

const char *buf, //[IN]bd dém chita di liéu gui
int len, //[INlkich thuéc dir liéu g@i
int flags, //[IN]cé diéu khién. Thudng la 0

44
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Ham recv()

- Nhan di liéu bang SOCKET
- Tra vé:
- Thanh cdng: kich thwéc div liéu (rng dung da nhan (byte)
- Thét bai: SOCKET_ERROR
- Luu y: néu UDP socket da diing ham connect() dé kiém
tra, cé thé st dung recv() thay cho recvfrom()
- Boc thém: WSARecv()

int recv(

SOCKET s, //[IN]socket s& dung

const char *buf, //[OUT]1bd dém chirta di*r 1liéu nhan
int len, //[IN]kich thuéc bd dém

int flags, //[IN]co diéu khién. Thudng 1la 0

45
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Cac co diéu khién

- Ham recv()

Gia tri cor Y nghia
MSG_PEEK Khéng x6a di¥ liéu trong by dém sau khi nhan
MSG_0OOB GUri di¥ liéu out-of-band

MSG_WAITALL | Ham recv() chi tra vé khi:

- Nhan du sé byte theo yéu cau(tham sbé kich thwéc bo
dém da truyén khi goi ham)

- Két néi bj dong

- Co16ixayra

Ham send()

Gia tri co Y nghia
MSG_DONTROUTE | Khéng chuyén di¥ liéu téi default-gateway. St dung
khi gtri div liéu gilra cac nat cung mang
MSG_0OOB Guri dir liéu out-of-band
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Ham shutdown()

int shutdown (
SOCKET s, //[IN]socket s dung
int how, //[IN]cd diéu khién
)i

- Déng két ndi trén socket
- Co diéu khién

- SD_RECEIVE: Boéng chiéu nhan

- SD_SEND: Déng chiéu gwi

- SD_BOTH: Boéng déng thei hai chiéu
- Tra vé:

« Thanh cong: 0

- Thét bai: SOCKET_ERROR

47
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r (/"""
TCP Echo server

//Step 1: Inittiate WinSock

//...

//Step 2: Construct socket

SOCKET listenSock;

listenSock = socket (AF_INET, SOCK_STREAM, IPPROTO_TCP) ;

//Step 3: Bind address to socket
//...
//Step 4: Listen request from client
if(listen(listenSock, 10)) {

printf ("Error: ");

return O;

}

printf ("Server started!");

48
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TCP Echo server (tiép)

//Step 5: Communicate with client
sockaddr_in clientAddr;
char buff[1024], clientIP[INET ADDRSTRLEN] ;
int ret, clientAddrlLen = sizeof(clientAddr), clientPort;
SOCKET connSock;
//accept request
connSock = accept(listenSock, (sockaddr *) & clientAddr,
&clientAddrlen) ;
inet ntop (AF_INET, &clientAddr.sin_addr, clientIP,
sizeof (clientIP)) ;

clientPort = ntohs(clientAddr.sin_port) ;
while (1) {
//receive message from client
ret = recv(connSock, buff, 1024, 0);
if (ret == SOCKET_ERROR) {
printf ("Error %d", WSAGetLastError()):;
break;
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/0]
TCP Echo server (tiép)

else({
printf ("Receive from client[%$s:%d] %s\n",
clientIP, clientPort, buff);

//Echo to client
ret = send(connSock, buff, ret, 0);

if (ret == SOCKET_ERROR) {
printf ("Error %d", WSAGetLastError()):;
break;

}
}

} //end communicating

//Step 6: Close socket
closesocket (connSock) ;
closesocket (listenSock) ;

//Step 7: Terminate Winsock
WSACleanup () ;
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r (/"""
TCP Echo client

//Step 1: Inittiate WinSock

//...

//Step 2: Construct socket

SOCKET client;

client = socket (AF_INET, SOCK_STREAM, IPPROTO_TCP) ;

// (optional) Set time-out for receiving
int tv = 10000; //Time-out interval: 10000ms
setsockopt(client, SOL_SOCKET, SO_RCVTIMEO,

(const char¥*) (&tv), sizeof (int));

//Step 3: Specify server address
//...
//Step 4: Request to connect server
if (connect (client, (sockaddr *) &serverAddr,
sizeof (serverAddr))) {
printf ("Error! Cannot connect server.");
return 0;
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/"]
TCP Echo client (tiép)

//Step 5: Communicate with server
char buff[1024];
int ret, messagelen;
//Send message
while (1) {
//Send message
printf("Send to server: ");
gets_s (buff, BUFF_SIZE);
messagelen = strlen (buff);
if (messagelen == 0) break;

ret = send(client, buff, messagelen, 0);
if (ret == SOCKET_ERROR)
printf ("Error %d", WSAGetLastError());
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TCP Echo client(tiép)

//Receive echo message
ret = recv(client, buff, BUFF_SIZE, 0);
if (ret == SOCKET_ERROR) {
if (WSAGetLastError () == WSAETIMEDOUT)
printf ("Time-out!");
else printf ("Error %d", WSAGetLastError())

}
else if (strlen(buff) > 0) {

buff[ret] = 0;
printf ("Receive from server: %$s\n", buff);
}

}
//Step 6: Close socket

closesocket (client) ;

//Step 7: Terminate Winsock
WSACleanup() ;
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Kich thwde bd dém

- Kich thwére bd dém cua TCP socket trén Windows 8.1 |a
64KB
- Kich thuwéc bd dém cua (rng dung:
- Ham send(): Dung vong 18p néu di liéu gl di I6n hon kich thudc
b6 dém cla rng dung
+ Str dung bd dém co kich thwdc Ien hiéu qua hon khi kich thwéc div liéu
glri di lon
- Ham recv(): khi kich thwéc bd dém nhan nhé hon kich thwéc théng
diép glvi t&i can st dung vong 1&p dé doc dwoc hét di liéu
- Lam thé nao dé xac dinh d& nhan da di lieu?
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Truyén theo dong byte trong TCP

Sender Receiver

send(msg1)

—— 2| socketbuft

send(msg2) Phia nhan chua
—e ]
bulldog

recv()

X ly di¥ liéu
trong b6 dém
“bulldog”

Oops! Phia nhan
da xt ly sai
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Truyén theo dong byte trong TCP(tiép)

Sender

Receiver
send(msg)
socket buff
’ XXXXXXXYYYY ‘
recv()

Kich thwéc bd dém
clia UD: 7 byte

XXXXXXX

X0 1y “XXXXXXX

Oops! Phia nhan
da xt ly sai
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Truyén theo dong byte trong TCP(tiép)

Sender Receiver
Can glri mot
lwong di¥ liéu Ion
send(part1)
send partt

socket buff

send(part2) 4 oart2 ’ XXXXXXXXXXXX ‘

send pa
YYYYYYYYWYY | poe recv()
X@ Iy part1

Oops! Phia nhan

da x ly sai
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Truyén theo dong byte trong TCP(tiép)

- Phia nhan khéng biét kich thwéc dir liéu ma phia glri sé
gtri di
- Gidi phap 1: S dung théng diép co kich thwéc ¢b dinh
- VAn dé can x ly?
- Giai phap 2: S dung mau ky tw phan tach (delimiter)
* Vén de can xt Iy | Message 1 . Message 2 .

- Giai phap 3: Gri kém kich thwéc thong diép

\ J\
Y

V2
Quy waéc trede sé byte?
n bytes
(Vi du: 4 byte) . vt
- Phia nhéan: recv (.., 4, MSG_WAITALL) tra ve kich thwéc cla di

lidu c&n nhan
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4. XAY DUNG GIAO THU'C CHO NG DUNG
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Nhac lai

- Giao thire 1a quy téc:
- Khuén dang, y nghta ban tin
- Th tw truyén cac ban tin
- Céch thirc xt ly ban tin ctia méi bén
- Giao thirc tang rng dung: diéu khién hoat ddng cla céac
tién trinh cGia ’ng dung mang
- Yéu c4u cla giao thirc:
- Rd rang
- DAy da: bao quat moi trudng hop co thé
- Cam két: cac bén phai thuc hién day da va ding th tw cac budc
xt ly giao thirc da chira
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Vidu 1: Mét phién lam viéc cua POP3

C: <client connects to service port 110>

S: +OK POP3 server ready
<1896.6971C@mailgate.dobbs.org>

C: USER bob

S: +OK bob

C: PASS redqueen

S: +O0K bob's maildrop has 2 messages (320 octets)
C: LIST

S: +0K 2 messages (320 octets)

S: 1 120

S: 2 200

S: .

C: QUIT

S: 40K dewey POP3 server signing off (maildrop
empty)

C: <client hangs up>
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Vi du 2: Bang nhap trén giao thic FTP

> ftp 202.191.56.65

C: Connected to 202.91.56.65

S: 220 Servers identifying string
User: tungbt (C: USER tungbt)

S: 331 Password required for tungbt
Password: (C: PASS)

530 Login incorrect

1s

530 Please login with USER and PASS
USER tungbt

331 Password required for tungbt
Password: (C: PASS)

S: 230 User tungbt logged in

n Q n O n
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M6t sb van dé

- C6 bao nhiéu bén tham gia giao thirc? Mdi bén cé giao
tiep v&i tat ca cac bén con lai khéng?
- Giao thure la “stateful” hay “stateless”?
- Stateless: cac yéu cau cua client dwoc xt ly doc lap.
- Khéng yéu cau server luu triy trang thai cGa phién lam viéc
- Wu diém: Bon gian
- Han ché: cAn thém théng tin dinh kém trong yéu ciu
- Str dung UDP hay TCP?
- Giao thire unicast, multicast hay broadcast?
- Multicast va broadcast: phai str dung UDP
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/0]
Mot s6 van dé (tiép)

- C6 can théng diép tra 16i?
- Phat hién va xr ly mat théng diép tra 1&i thé nao?
- Giao thirc don két ndi hay da két nbi?
- Da két nbi: phai déng bo
- Quan ly phién
- Cac van dé vé an toan bao mat: bi mat, xac thwe cac bén,
toan ven thong diép...
- Xtr ly ngoai 1&
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Vi du: Ung dung st dung da két ndi

- FTP: File Transfer Protocol
- 2 két nbi:
- Két nbi dé glri 1énh diéu khién
- Két nbi dé truyén file
- X ly nhw thé nao néu?
- Trén két ndi diéu khién:
- STORE a.txt
- DEL a.txt
- Trén két ndi truyén file: dang upload file a.txt
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Cac buwodc thiét ké

Xac dinh cac dich vu can cung cap trén (rng dung

Lwa chon mo hinh (client/server, P2P...)

Xac dinh cac muc tiéu cua giao thirc

Thiét ké khudn dang théng diép

Thr tw truyén théng diép va cach thirc x(r ly théng diép
Twong tac véi cac giao thire khac

o g bk~ wbdh -
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Thiét ké thong diép

- Header: bao gébm céc trwong théng tin mé ta vé théng

dlep

. Thao tac, Ienh
- Kich thwéc phan than(body)
- Théng tin cha phia tiép nhan
- Théng tin vé thi tw cha théng diép
- 86 lan thir lai...
- Body: chtra di¥ liéu ctia 'ng dung(tham sé cta Iénh, dir
liéu can truyén)
- Khuén dang don gian:
- Type-Value/Data

- Type-Length-Value/Data
67
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Thong diép diéu khién

- Xac dinh giai doan cua giao thlrc
- Thé hién théng tin diéu khién cla giao thic
- Xac dinh cac théng tin ciia qua trinh truyén théng gitra
cac bén:
- Khéi tao, két thic phién
- Cac giai doan thyrc hién(VD: xac thuc, trang thai xt ly cta yéu cau,
trang thai cia qua trinh truyén di liéu)
- Phéi hop cac bén(bdo nhan, yéu cau phat lai...)
- Thay ddi cla lién két(khdi tao lien két mai, thiét 1ap lai lién két)

- Khudn dang thong thuong:  [IGGHmand: INESEmeEs

- Command: kich thuwéc cb dinh hodc cé dau phan cach véi phan
tham sb
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Thong diép truyén di liéu

- Théng diép mang theo di¥ liéu can truyén
- Théng thwong la dap tng cho cac yéu cau
- D liéu can truyén co thé bi phan manh
- Phan tiéu dé thworng moé ta:
- Dinh dang clia di liéu
- Kich thwéc cua di lieu
- Vi tri cha manh di liéu
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Dinh dang théng diép

- Pinh dang theo chudi byte (byte format)
- Thwdng str dung khi (rng dung dung UDP Socket
- Néu diing trén TCP Socket: Can c6 cac byte dau cho
biét kich thuwdc théng diép
- Thworng duing mot sb bit/byte dau dé chi ra kiéu théng
diép
- Cac trong di liéu co kich thuwdc xac dinh

- Wu diém: hiéu qua truyén cao do phan dau c6 kich
thwéc nhd

- Han ché: xt ly théng diép phirc tap
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Dinh dang théng diép

- Dinh dang theo chudi ky tw

- Phan dau thudng 1a cac ky tw quy dinh kiéu théng diép

- Phan di liéu: théng tin ndi thanh chudi, cé thé s dung
ky tw ngan cach (delimiter)

- Két thic bang mau ky tw két thuc théng diép

- Wu diém: dé hiéu, linh hoat, dé kiém thiv, g& 16i

- Han ché: 1am tang kich thuéc théng diép, co thé sé
phtrc tap
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Vi du: Ung dung Echo c6 dang nhap

- Client:
- GUi tén tai khoan dé d&ng nhap
- GWi cac thong diép tin nhén véi sb 1an bat ky
- GWi théng diép bao dang xuat
- Server:
- Xt ly théng diép tai khoan va bao két qua
- Phan hoi két qua x(r ly cac théng diép tin nhan
- X ly théng diép bao két thac
- Yéu cau:
. C!ient dang & trang thai da dang nhap thi khong dwoc dang nhap
tiep & mét phién khac.
- Client chi dwoc glvi théng diép tin nhan va dang xuat néu da dang
nhap
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M6 ta trang thai
- Str dung biéu d6 trang thai (State Machine Diagram)

- Trang thai:
Trigger[Guard]/[Effect]

- Chuyén trang thai:
- Trigger: Nguyén nhan gay chuyén trang thai (sw kién, tin hiéu...)

- Guard: Diéu kién canh gitr
- Effect: hanh dong can thuc thi do cé chuyén trang thai
- Lwa chon/Ré nhanh: <

- Cach thtrc khac: Str dung bang moé ta
Trang thai ké tiép

Chuyén trang thai
Théng diép
guri

Trang thai hién tai
Théng diép
nhan
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Server application
Creates a listen socket

Vi du: Giao thire TCP

Receive ACK
Send nothing

Send SYN

Receive SYN
Send SYN/ACK

Receive SYN/ACK
Send FIN

Send ACK

Receive FIN
Send ACK

Receive ACK
Send nothing

Receive FIN
Send ACK

Receive ACK
Send nothing

Client application
Initiates close connection
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Vi du: POP3 va IMAP4

| (No

#= (No Connection)

Establish TCP Connection

* Mot P ation
L’

[Establish TCP Connection

AUTHORIZATION Successhul Authentication
Delete Marked Messages. I Delete Marked Messages.
Release Resources, Successful Authentication Release Resources, -t
Terminate Connection * Terminate Gonnection
Mailbox Selection Maibox Closed
Client LOGOUT
TRANSACTION Or Server Close
Unsuctessiul Selected
) Authentcation
Done With Transactions; Or Server Close
Issue QUIT Command
Chent LOGOUT
Or Server Close
UPDATE y
Logout
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M6 ta trinh tw cua giao thirc

- M6 ta th ty cac PO cams B o B
thong diép dwoc Rl
N . . 2. Recelve STAT; Send +OK
truyén di trong giao Ly
thtre et oo eton
N . .. A. Receive LIST; Send +0f
- S dung dwdng thoi g
. 5. Receive
g|an mmu--?ﬁ?mt e

fi- Receive RETR;
T Sand +OK Reply, Then

VOK o] Message Text
1. Receive Sisccessiul Reply, fa—"/4559° 1)
: [ ——ore+
] 0. Raceive DELE; Mark
Message For Daletion,

"] ‘Send ~OK Reply
. flecaive Successiil Reply, |&—
Retrieve Message Number 2 -—_____Rt_rm_____* o
Send +OK Reply, Then

0K "] Miessage Taxt

11. Receive Successful Reply, [a—("/F5530 11
Delete Message 2

13. Recaive Successhul Reply,
Parform Other Transactions... H_.".
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Cai dat giao thire voi ngdn ngi l1ap trinh

- Khai bao dang théng diép, trang thai
- Dung sb nguyén
typedef enum messType (..}
ho&c khai bao hang sb
- Dung méu ky tw: USER, PASS
- Két hop
- Khubén dang théng diép
- Dung c4u trac: Can ép kiéu khi gtvi va khi nhan
- Dung xau ky tw: can c6 ky hiéu phan cach gilra cac
trwong, ky hiéu bao két thuc thdong diép
- Khac: Serialisation, XML, JSON

Cai dat cau truc théng diép

- Dung kiéu struct

typedef struct header{ struct message(

msg_type; header msg head;
payload length; byte[] payload;
otherl; }

other2;
/...
}//Kich thuéc x&c dinh

- Str dung mang byte:




]
Cai dat giao thire voi ngdn ngi l1ap trinh
- Xtr ly théng diép

//receive message
switch (messType) {
case MSG_TYPE1l:

{

//...
}
case MGS_TYPE2:
{
//...
if (data_type == DATA TYPEl)
//...
}
//...
}

Lwu y: Module héa chwong trinh
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Poc thém

1) http://theamiableapi.com/2012/03/04/rest-and-the-art-of-
protocol-design/

2) http://xmpp.org/extensions/xep-0134.html#gquidelines
3) http://tools.ietf.org/html/rfc4101
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