LAP TRINH MANG

Bui Trong Tung
B6& mon Truyén théng va Mang may tinh
Vién CNTT —TT, Pai hoc BKHN
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Théng tin hoc phan

- Ma hoc phan: 1T4060
- Khoi lwong: 2(2-1-0-4)
- Hoc phan hoc trwéc: 1T3080 - Mang may tinh
- Muc tiéu: Trang bi cho sinh vién cac kién thirc va kj nang
|&p trinh mang TCP/IP.
- Danh gia:
- Qua trinh(30%): Bai tap tuan, Chuyén can (Piéu kién: Trung binh
cong diém bai tap tuan >=3.0)
- Cudi ky(70%): Hoan thanh bai tap I&n
- Website: http://users.soict.hust.edu.vn/tungbt/it4060
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Quy dinh ndp bai tap tuan

- Th&i han: theo tirng bai tap
Nop sau thdi han tir 0-24 gid trir 20%, tlr 24-48 gio trw
40%, trén 48 gio trtr 100%.

- Cach thirc ndp: Dong gai file ma nguén vao mét thw muc
c6 tén theo dinh dang: HoTenSV_MSSV_X
Trong dé X la sé thir tr cta bai tap tuén (cé ghi trong file
dé bai)
Vi du: BuiTrongTung_20101234_1

- Nén thw muc va gtri email dinh kém file nén vao dia chi
Itm.it4060@gmail.com
Tiéu dé: Nop bai tap tuan X

- Khéng trung thue khi lam bai tap: diém hoc phan 1a F

Giang vién

Bui Trong Tung,

Email: tungbt@soict.hust.edu.vn

Dia chi: Phong 405 — Nha B1 — Pai hoc BKHN

Website: https://users.soict.hust.edu.vn/tungbt
FB: /groups/FAQ.TungBT
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NO&i dung

- Co ban vé mang may tinh

- Nguyén ly tAng rng dung

- Nguyén ly tAng giao van

- Dia chi IPv4

- Thw vién 1ap trinh WinSock




1. CO BAN VE MANG MAY TiNH

]
Mang may tinh la gi?

- Tap hop cac may tinh két néi voi
nhau dwa trén mét kién tric nao dé
dé co thé trao dbi di¥ liéu

- May tinh: may tram, may chu, bé
dinh tuyén

- Két néi bang mot phuwong tién truyén

- Theo mét kién tric mang

.= -mobile network

global ISP




]
Mang may tinh la gi?

- Phwong tién truyén: dwong truyén vat ly:
- Hiru tuyén: cap déng, cap quang
- V6 tuyén: séng hdng ngoai, séng radio
- Kién trac mang:
- Hinh trang mang: cach thirc cac may tinh két ndi bang duong
truyén vat ly véi nhau
- Giao th,L'PC mang: cach thirc cadc may tinh trao déi div liéu véi nhau
nhw thé nao?
- Hoat dong co ban trén hé théng mang may tinh: truyén
thong tin tir may tinh nay sang may tinh khac
- Twong tw nhw con nguoi trao ddi thw tin qua hé théng bwu dién
- May ngudn: gtvi di liéu
- May dich: nhan di liéu

]
Phan loai mang may tinh

- Mang ca nhan (PAN — Personal Area Network)
- Pham vi két néi: vai chuc mét
- 86 lwgng ngwdi dung: mot vai ngudi dung
- Thwong phuc vu cho ca nhan
- Mang cuc bd (LAN — Local Area Network):
- Pham vi két néi: vai ki-l6-mét
- 86 lwgng ngwdi dung: mot vai dén hang trdm nghin
- Thweng phuc vu cho ca nhan, ho gia dinh, té chirc
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Phan loai mang may tinh

- Mang d6 thi (MAN — Metropolitian Area Network)
- Pham vi két néi: hang tram ki-l6-mét
- 86 lwong ngwdi dung: hang triéu
- Phuc vu cho thanh phd, khu vuc
- Mang dién réng (WAN — Wide Area Network)
- Pham vi két néi: vai nghin ki-l6-mét
- 86 lwong ngwoi dung: hang ti
- GAN — Global Area Network: pham vi toan cau (Vi du: Internet)

1"
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Trao dbi théng tin gitra cac nit mang

- D liéu dworc td chire nhw thé nao?
- Binh danh — danh dia chi: Phan biét cac may véi nhau
trén mang?

- Tim dwéng di cho di¥ liéu qua hé théng mang nhw thé
nao?

- Lam thé nao dé phat hién 16i di¥ liéu (va stra)?

- Lam thé nao dé di liéu glvi di khong lam qua tai dwong
truyén, qua tai may nhan?

- Lam thé nao dé chuyén di liéu thanh tin hiéu?

- Lam thé nao dé biét di¥ liéu da toi dich?...

> Phan chia nhiém vu cho cac thanh phan, t6 chirc cac

thanh phan thanh cac tang (layer)
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Phan tang
- Méi tang:
- C6 thé cd mét hodc nhiéu chirc nang
- Trién khai dich vu dé thyc hién cac chirc nang
- Cung cép dich vu cho tang trén
- Str dung dich vu tAng duéi
- Boc lap v&i cac tang con lai
- Méi dich vu ¢ thé cd mét hodc nhiéu cach trién khai
khac nhau, cho phép tang trén lwa chon dich vu phu
hop
- Loi ich:
- D& dang thiét ké, trién khai
- D& dang tai st dung
- D& dang nang cép

13
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Truyén thdng trong kién tric phan tang

- Bén gui: thém tiéu dé chra thong tin phuc vu cho viéc xt
ly di¥ liéu tai tAng twong (rng va chuyén cho tang dudi
(Bong goi dir liéu — Encapsulation)

- Bén nhan: xr ly di liéu theo théng tin trong phan tiéu dé,
tach tiéu dé va chuyén di liéu cho tang trén

[Pous] [“Tangn ]
[l | [Tongtvn |

[H,|..[|| | Ting2 | [ Tang2 | [H,|..|]]

LHe ] [1] [ Tangt |—>{:::>—>| Tangt | [H,|][..[]]

Guwi Nhan
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Chéng giao thirc (Protocol stack)

- Giao thire: La tap hop céc quy tic quy
dinh khubén dang, ng¥ nghia, the tw
cac théng diép dwoc guvi va nhén giira Céct 9ia°Nthﬂ’°
cac nut mang va cac hanh vi khi trao g
déi cac théng diép do

Cac giao thirc
tang N-1

- Mbi tang c6 nhiéu cach thirc dé thuc
hién cac chirc nang - sinh ra cac giao
thtrc khac nhau

Cac giao thirc

tang 2
—chong giao thirc: ngan xép cac giao Céc giao thirc
thirc truyén théng trén kién trdc phan tang 1

tang
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Truyén théng trong kién tric phan tang (tiép)

= Giao thire Py, =
TangN | €-----—m-mmmmmmecieeeeee > Tang N
= Giao thirc Py 4 =
Tang (N-1) ......................... > Tang (N-1)
= Giao thuc P, =
Tang2 | €-------mm—mmmemmeefeeeeee > Téng 2
= Giao thirc Py =
Tang1 < ________________________ > Tang1

- Cac tang déng cap & méi bén sir dung chung giao thirc
dé diéu khién qua trinh truyén théng logic gitra ching
+ 2 cach thirc dé giao thirc diéu khién truyén thong logic gitra cac
tang dong cap: hudng lién két hoac hwéng khéng lién két

16




M6 hinh OSI va mé hinh TCP/IP

M6 hinh OSI

Tang ’'ng dung

Tang trinh dién

Tang phién

M6 hinh TCP/IP

Tang ’'ng dung

Web, Email, Chat...

Tang giao van

Tang mang

Tang lién két dir liéu

Tang vat ly

Tang giao van

Tang lién mang

Tang lién két dir liéu

Tang vat ly
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Trién khai kién tric phan tang

Application Application
Transport Transport
Network Network Network
Datalink Datalink Datalink
Physical Physical Physical
Nut mang Nut mang Nut mang
dau cudi trung gian dau cubi

- Nut mang dau cudi (end-system): PC, server,

smartphone...

- Nut mang trung gian: cac thiét bi mang chuyén

tiép di liéu

18
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Pinh danh trén kién tric phan tang

- Tang (rng dung : t&n mién dinh danh cho may chl cung cép dich vu
- Tén mién: chuéi |§y tw d& nhé véi ngwdi dung. Thiét bi mang khéng dung
tén mién khi truyén tin
+ Vi du: mps.gov.vn (mdy chi Web cta B6 CA)
- Tang giao van: sb hiéu cong dinh danh cho céac dich vu khac nhau
- 84 hiéu cbng: tir 0-65535
- Vidu: Web-80, DNS-53, Email(SMTP-25, POP-110, IMAP-143)
- TAng mang: dia chi IP dinh danh cho cac may tram, may chd, bo dinh
tuyén
- C6 thé dung trong mang néi bo va mang Internet
- Dia chi IPv4: 4 s6 cé gia tri tir 0-255, cac nhau b&i 1 dau*’
- Viduy: 123.30.9.222 (may chd Web cltia B6 CA)
- Tang lién két dir liéu: dia chi MAC dinh danh cho cac may tram, may
cha, thiét bi mang
- Chi dung trong mang néi bd

19

2. NGUYEN LY TANG UNG DUNG

20
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M6 hinh TCP/IP — Tang trng dung

- Cung cép dich vu mang cho ngu®i dung
- Phdi hop hoat ddng clia chwong trinh client va chwong
trinh server
- Client: cung cép giao dién cho ngudi ding
- Server: dap &ng dich vu
- Mét sé dich vu tiéu biéu: Web, Email, Lwu trir va chia sé
file (FTP)...
- M6 hinh cung cép dich vu:
- Client/Server
- Ngang hang
- M6 hinh lai
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Ung dung mang
- Hoat dong trén céc hé théng oot
dau cudi (end system) N physica
- Cai dat giao thirc trng dung dé By (
cung cap dich vy <
- Gém ¢6 2 tién trinh giao tiép voi
nhau qua méi tredng mang: \Q |
- Client: cung cép giao dién NSD, gt
thong diép yéu cau dich vu
- Server: cung cap dich vu, trd thong
diép dap tng [ Yorysica
- Vi du: Web g'/
- Web browser (trinh duyét Web):
Chrome, Firefox...
- Web server: Apache, Tomcat...

22
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Giao tiép gilra cac tién trinh trng dung
- Socket: SAP cula tng giao van

- Cé4c tién trinh (rng dung st dung socket goi dich vu clia tang giao
van dé trao dbi thong diép

- Dinh danh cho tién trinh b&i: Dia chi IP, Sé hiéu cong

- Vi du: tién trinh web server trén may chd ctia SolCT ¢
dinh danh 202.191.56.65:80

application socket application controlled b
i y
/ \ app developer
—L
transpor transpor
network

network ____controlled
link by OS
physical '

link
? physical
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Giao tiép gitra cac tién trinh

- Tién trinh client: gt yéu cau
- Tién trinh server: tra |oi
- M6 hinh dién hinh: 1 server — nhiéu client

- Client can biét dia chi ctia server: dia chi IP, sé hiéu cdng

wait for result

‘ handles response
client — ———-—=-=—-=-=-=-=---- —_
request response
server ———————-%“\. . —
wait handle wait

request

24




M6 hinh khach chu

client
-
client \

i e server
e /

client

- Khach
- GWi yéu cau truy cap dich vu
den may chu
- Vé nguyeén téc, khong lién
lac trwee tiep v&i cac may
khach khac
- Chu
- Thwong xuyén online dé chd
y/c dén tr may tram
- C6 thé c6 may chu dw
phong dé nang cao hiéu
nang, phong sy co
- e.g. Web, Mail, ...
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M6 hinh ngang hang thuan tay

- Khéng c6 may chu trung
tam

- Cac may co vai tré ngang
nhau

- Hai may bat ky co thé lién
lac trwc tiép v&i nhau

- Khéng can vao mang
thwdng xuyén

- E.g. Gnutella

26
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MO hinh lai
/ \ / \

C”entfn m Client

— P2P Comm.

— Client-Server Comm.

- Mot may chu trung tam dé

quan ly NSD, théng tin tim
kiém..

- Cac ma’y khach sé giao

tiep truec tiép voi nhau sau
khi dang nhap

- E.g. Skype

- May chu Skype quan ly cac
phién dang nhap, mat
khau...

- Sau khi két noi, cac may sé
goi VoIP tryc tiép cho nhau

27

2. NGUYEN LY CHUNG TANG GIAO VAN

28
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Tang giao van

- Duogc cai dat trén cac hé thong

cudi ey
X . P S p KT
- Cung cap dich vu dé cac ing =/ Caloeind
S ~rm

dung mang trao dbi di¥ liéu
- Hai dang dich vu giao van
- Tin cay, hwéng lién két, e.g TCP
- Khéng tin cay, khong lién két, e.g.
woe - el e
- PBon vj truyén: datagram (UDP), g btk
segment (TCP) g S

data link
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Thong s cua lién két

- M6i moét lién két tao ra trén tang giao van dé van
chuyén di¥ liéu cho tién trinh tAng (rng dung cutia
2 nut mang duwoc xac dinh béi bd 5 théong sbé (5-
tuple):

- Dia chi IP nguén

- Bia chi IP dich

- S6 hiéu céng ngudn
- S6 hiéu cbng dich } TAng giao van
- Giao thire (TCP/UDRP,...)

} Tang mang

30

15



GIAO THU'C UDP

31

/"0 ]
Pac diém giao thirc

- Giao thirc hwéng khdng két ndi (connectionless)
- Truyén liéu theo datagram va “best-effort”
- Vi sao can UDP?
- Khéng can thiét 1ap lién két (gidm do tré)
- Pon gian: Khéng can lwu lai trang thai lién két & bén givi va
bén nhan
- Phan dau doan tin nho
- Khéng ¢6 quan ly tac nghén: UDP ctr gtvi dir ligu
nhanh nhat, nhiéu nhat néu co thé
- Khéng bao dam dwoc dé tin cay
- Néu can cac trng dung phai cai dat co ché tw kiém soat dd tin cay
- Viéc phat trién (rng dung sé& phtrc tap hon

32
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UDP socket trén rng dung mang

GUi dir liéu t6i dung tién trinh Nhan di liéu: Dya trén sb hiéu
dich bang dia chi IP nguon cbng dich trén blee tin dé dua
va cong nguon trén dir liéu div lidu dén du k
nhan dwoc trvdc dé N U’B iéu den dung socket
ost
Host A Host C
application
application P1 application

‘ traEport Hetwonk tranggo%
‘g ne|v ork = in netyvprk
] =

K | ghisical lipk
phydical phykical 2
source port: 6428 source port: 6428
dest port: 9157 dest port: 5775
source port: 9157 source port: 5775
dest port: 6428 dest port: 6428 33

GIAO THUC TCP

34
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Pac diém giao thirc

- Giao th&rc hwéng lién két
- Bat tay ba buéc
- Giao thirc truyén di liéu theo dong byte, tin cay
- Str dung vung dém
- Truyén theo kiéu pipeline
- Tang hiéu qua
- Kiém soat ludng
- Bén gtvi khong 1am qua tai bén nhan (thuc té: qua tai)
- Kiém soat tc nghén
- Viéc truyén di liéu khdng nén lam tac nghén mang (thuec té:
ludn cé tac nghén)

35
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TCP socket trén trng dung mang

application
application application
I gy iy
rangport [ s o
tranpport Hetwbork Tanspo
netyvork lidk network
lipk bhydical link
/ phykical server: IP physical g
: address B
. - lient: IP
client: IP source IP,port: B,6000 ”7 c
address A dest IP,port: A,9157 source IP,port: C,5775 address C
- dest IP,port: B,6001
source IP,port: A,9157
dest IP, port: B,6000 %source port COT57

dest IP,port: B,6002
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TCP socket trén trng dung mang

multi-thread
application
application pa application
randport o,
tranpport Hetwbork ranspo
netyork lidk network
lipk bhydical link
‘ phykical sorver: IP physical E-
address B
client: IP source IP,port: B,80 ! client: IP
address A dest IP,port: A,9157 source IP,port: C,5775 address C

dest IP,port: B,80

source IP,port: A,9157
dest IP, port: B,80

source IP,port: C,9157
dest IP,port: B,80

37
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TCP cung c4p dich vu tin cay ntn?

- Kiém soat 16i di¥ liéu: checksum
- Kiém soat méat goi tin: phat lai khi cé time-out
- Kiém soat di¥ liéu da dwoc nhan chua:
- Seq. #
- Ack
- Chu trinh lam viéc cta TCP:
- Thiét lap lién két
- Bat tay ba buéc
- Truyén/nhan di liéu
- PBong lién két

} Co ché bao nhan

38




/"]
Thiét 1ap lien két TCP :
Giao thirc bat tay 3 budc

- Buwéc 1: Aglri SYN cho B

A B - chi ra gia tri kh&i tao seq # cua A

m m - khéng co6 div liéu

- Buwdc 2: B nhan SYN, tra |oi
M bang SYN/ACK

: : - B khé&i tao ving dém

esta- w - chi ra gia tri kh&i tao seq. # ctia B
blished - Buwoc 3: Anhan SYNACK, tra i
T esta- ACK, c6 thé kém theo dir liéu
blished

39
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Co ché bao nhan trong TCP

Seq. #: m HostA  HostB m

- S6 hiéu cta byte

N R . User
?au tlzr‘l Cu?j E‘l’cl)_aln tin types Seqsqp data < o,
b
rong dong awv lieu host ACKs
ACK: receipt of

A L:a PN ‘C’, echoes
. S? hiéu byte dAau poK=AS back ‘C’
tién mong mudn
nhan tir doi tac host ACKs

receipt Se

of echoed 943, data=y,
Py '
time

40




Pong lién két
A B
A state m .-ED B state
ESTAB | ESTAB
l close(socketI :
FIN_WAIT_ 1 khong gri ti€p | FIN, seq=x—___ E
- ~ nhung van nhan ! !
dir liéu | aCK. ACKNUMm xf : CLOSE_WAIT
i nh3 ! 4 = 1 6 thé tiép tuc
FIN_WAIT_2  ddinhan FIN u—" e ™
tu server , : :
| : LAST_ACK
i FIN, seq=y : -
TIMED_WAIT - 1 ngifng guri dir lidu
_ ‘ I~ :
dai trong E ACK, ACKnum=yd-1\J
2X th(‘ji gian gCﬁ MSS | : CLOSED
CLOSED l ' -
41

3. NGUYEN LY CHUNG TANG MANG
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M6 hinh TCP/IP - Tang mang

- Cung cép céac co ché dé két ndi cac hé thdng mang voi
nhau (internetworking)
- Mang clia cac mang
- Giao thtre IP : Internet Protocol
- Dinh danh: st dung dja chi IP gé gan cho cac nut mang (may tram,
may chd, b6 dinh tuyén)
- Khuén dang dir liéu
- Binh tuyén(chon dwéong): tim cac tuyén duwong tét nhat
qua hé thdng trung gian dé gt théng tin
- Chuyén tiép: quyét dinh g di¥ liéu qua tuyén dwéng nao

43

Dinh tuyén va chuyén tiép
v Giao thirc dinh tuyén xac
dinh dwong di ngan nhat
gitba 2 bén truyén tin
Bang chuyén tiép
dest address outgoing port

net. Address1 /net.mask 1
net. Address2 /net.mask
net. Address3 /net.mask

Bang chuyén tiép xac
dinh cdng ra (outgoing
port) dé chuyén di liéu
t&i dich

Gai tin (tiéu dé chiva

dia chi dich) ;

44




0]
Dia chi IP (IPv4)

- Dja chi IP: Mot sb 32-
bit @& dinh danh céng
giao tiép mang trén
nat dau cudi (PC,
server, smart phone),
bd dinh tuyén

- Méi dia chi IP dwoc
gan cho mét cdng duy
nhat

- Dia chi IP c¢6 tinh duy
nhéat trong mang

223.1.11 =|1101111?|00000001|00000001IOOOOOOO!

223 1 1 15

]
Biéu dién dia chi IPv4

.00 g
. . * 203.178.136.63 0

259.12.49.192 X

8 bits 133.27.4.27 o)

0 — 255 integer
S dung 4 phan 8 bits d& miéu ta mat dia chi 32 bits

1/1/0/0(1|0|1|1]1|0(1({1|0|0|1]|0|1|0(0|0|1|1|1|1]0|1{1]|0|0|1]|0|0
203 178 143 100
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Dia chi IPv4

- Dia chi IP c6 hai phan
- Host ID — phan dia chi may tram
- Network ID — phan dia chi mang
Network ID Host ID

1/1/0/0(1|0|1|1]1|0(1({1|0|0|1]|0|1|0(0|0|1|1|1|1]0|1{1]|0|0|1]|0|0
203 178 143 100

e Lam thé nao biét dwoc phan nao la cho may tram,
phan nao cho mang?
e Phan lop dia chi
o Khéng phan lép — CIDR

47

Phan |&p dia chi IP(Classful
Addressing)

8bits 8bits  8bits  8bits

Class A 7 bit H H H

6 bit N H H
5 bit N N H
Multicast

Reserve for future use

Class C
Class D

# of network # of hosts
Class A 128 2724 - 2
Class B 16384 65534
Class C 2721 254 48

24
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Cac dang dia chi

- Bia chi mang (Network Address):
- Binh danh cho mét mang
- T4t ca cac bit phan HostID 14 0
- Bia chi quang ba (Broadcast Address)
- Dia chi dung dé gtvi di¥ liéu cho tAt cd cac may tram
trong mang
- T4t ca cac bit phan HostID 14 1
-Bia chi may tram
- Gan cho mét céng mang
- Bia chi nhém (Multicast address): dinh danh cho
nhom

49
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Khéng gian dia chi IPv4

- Theo ly thuyét

- C6thé130.0.0.0 ~ 255.255.255.255

- Mot sb dia chi dac biét
- Dia chi IP dac biét (REC1918)
10.0.0.0/8
Private address 172.16.0.0/16 > 172.31.0.0/16
192.168.0.0/24 > 192.168.255.0 /24
Loopback address |127.0.0.0 /8

224.0.0.0
~239.255.255.255

Multicast address

- Dia chi lién két ndi bd: 169.254.0.0/16

50
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Quan ly dia chi IP céng céng

- Internet Corporation for Assigned Names and Numbers
(ICANN): quan ly toan bé tai nguyén dia chi IP

- Regional Internet Registries: quan ly dia chi IP theo ving
(chau A-Thai Binh Dwong, chau Au va Trung Bong, chau
Phi, Bac My, Nam MY)

- Co quan quan ly quéc gia
- Viét Nam: VNNIC

- Nha cung cép dich vu (ISP)

- Co quan, t6 chirc

- Vidu

ICANN > APNIC - VNNIC > HUST

51
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Network Address Translation

- NAT : Network Address Translation
- Chuyén déi dia chi trén gai tin tir IP cuc bod sang IP cong cong
- Va nguoc lai
- PAT : Port Address Translation
- NAT with overloading s dung thém sé hiéu cdng ng dung trong
quaé trinh chuyén déi
- Loi ich:
- Tiét kiém dia chi IP cong cong
- Che giu dia chi riéng
- Giam chi phi cAu hinh khi thay déi ISP
- Trén thuc té, cé thé sir dung NAT dé chuyén dbi dia chi IP
tlr mang LAN nay sang mang LAN khac

52
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Hoat déng cua NAT

» Goi tin di tir trong mang ra ngoai

Private Interface Public Interface
Dynamic NAT table
From IP — From IP
192.168.0510 135.250.24.4 < [ Intemal P NATIP || 503310110 135.250.24.4
— —— | = [192168.0.5%20331.0.1 = —
ra— ol : foe] S—
92.. .89203.31.0.1 o
From IP 2 L1680 5310 ™~ From IP
192.168.0.8 t0 135.250.24.5| |- | |203.31.0.1 10135.250.24.5
» Goai tin di tir ngoai vao trong mang
Private Interface Public Interface
From IP Dynamic NAT table From IP
136.250.24.4 10 192.168.0.5| — |[Tnternal IP  NAT IP — [135.260.24.1 10 203.31.0.1
= = [/192.168.0.5€203.31.0.1 | = pr—
From IP o [ 192.168.0.8€203.31.0.1 | S From IP
135.250.24.4 to 192.168.08 | ~ 136.250.24.2 to 203.31.0.1

53

Céc ché dod hoat dong ciia NAT

- Static NAT(NAT tinh): mdi dia chi IP ciia mang bén trong
dwoc anh xa t¢i mét dia chi IP cia mang bén ngoai
- Anh xa luén dworc duy tri trong bang NAT
- Thuweng st dung cho cac may chi cung cép dich vu
Main file server IP

SERNSTRS pai s
LU V2 1972 168.02  192.168.0.3

Firewall Static NAT-enable  \5
Firewall device =
= Private IP B}

192.168.0.1

public IP
192.168.0.1

i External IP Internal IP
Development Server
P 192.168.0.8 203.31.0.6 192.168.0.8

mapped t0 203.31.0.6 | 203.31.0.1 | 192.168.0.6 | Routerpublic IP
via Firewall 203.31.0.9

Firewall static NAT address Pool
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Dynamic NAT
Private Network Public Netwiork
+ QL 1e218801 o
]
=
=)
203.31.0.1 NAT table
s 203.31.02 J kel 1P AT P
203,31.0.3 ;
203.31.0.4 15516802 & 33102
MINH HOA CHE DO DYNAMIC NAT 1] =
Private Network Public Network
1=
=
182.168.0.3
s —=== :
202.31.0.1 NAT table !
s 203.31.02 J Inteal 16 AT 19
203.31.0.3 ;
203.31.0.4 }ﬁ.‘i:ﬂ? N aLoa
192.168.02 % 233102
MINH HOA CHE B0 DYNAMIC NAT 1 3t 55

]
PAT

Host A Adacess oove
Source: 16210517865
10.1.1.100:1025 162.105.178.66 Sourcs:
PR —— H
162 105178.67 ~
Ev— 162.105.173.65:16384 Sarver
101110008 -
10.1.1.100:1025 NAT Destination:
162,105,178.65:16384
@ Source:
Host B N | 162.105.174.65:16400  211-100.7.34724
3 _—h
10.1.1.200:1028 Intranet | Intemet  ,________©
Dastination:
-— 162.105.178.65:16400
) Destnation:
10.1.1.200i8 10.1.1.200:1028
——p Packet from Host A to Server e 2 AT AERNAT
Cutbound 1010001025 162, 106.175.65: 163484
== Packet from Server to Host A Inbound | 162.105.178 6516384 10.1.1.100:1025
= Packet from Host B to Server Cutbound 10,1, 1.200: 1028 162, 105.178.65: 16400
» Packet from Server to Host B Inbeund | 162105178 65:16400 10,1.1.200:1028

56




]
Van dé NAT traversal

- Client mudn két ndi t&i server
c6 dia chi 10.0.0.1
- Dia chi cta server la dia chi LAN  gjient PN
(client khéng thé st dung dia chi o ﬂ
nay nhw la dia chi dich) g !
- Dia chi cong cong: 138.76.29.7 . @1&0-0-4 —
- Gidi phap 1: cau hinh chuyén 1507600 2" AT ;_-
tlép Yéu cau thiéet |ép két noi router
t&i cOng trén server. Vi du:
- Clien gl yéu cau két néi téi dia
chi (123.76.29.7:2500)
- Trén router, cac goi tin gt t&i dia
chi (123.76.29.7:2500) ludn duoc
chuyén tiép t&i dia chi
(10.0.0.1:25000)
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]
Van dé NAT traversal

- Giai phap 2: Str dung giao thirc
Universal Plug and Play (UPnP)
Internet Gateway Device (IGD)
Protocol. Cho phép cac may

tram dwoc NAT:
«Hoc dia chi IP céng céng

10.0.0.1

(138.76.29.7) NAT
= Yéu cau thém va xda anh xa trong router
bang NAT
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Van dé NAT traversal

18.181.0.31:1234.

18.181.0.31:1234.
155.99.25.11:62005

.99.25,11:62000

NAT
(155.99.25.11)

Session A-§™_ “—~Session B-5'

18.181.031:1234. 18.181.0.31:1234.
[ w4321

Send

Before Hole Punching

(2) 155.99.25.11:62005 () 155.99.25.1

4321
-3
X o \ s "
- . /I( o)
1 [ ,‘1—{” =

Giai phap 3: NAT hole punching. VD: giao thtrc STUN

Server § Server §
(18.181.031) @) Fornand B (18.181.0.31) G Forward A's
e Endpoints to A Endpaints 1o B
N 155.99.25.11:62005 : 155.99.25.11:62000
1001.1.3:4321 1000.0.1:4321
Session A-S || Session B-§ ,/

oA at
1:62000

Client A Client B Client A Client B
110.0.0.1) (10.1.1.3) (1000.01) (10.1.1.3)
The Hole Punching Process

Sesiond S

Server §
(18.181.0.31)
I

Session B-5
18.181.0.31:1234
155.99.25. 1162005

Session A-§
18.181.0.31:1234.
5.99.25,11:62000

NAT
(155.99.25.11)

s —
Client A 1000.1:4321 Client B
(10.00.1) (01855 (10.1.1.3)
After Hole Punching
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3. THU VIEN LAP TRINH WINSOCK
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e
Kién truc

- Windows Socket (WinSock)
- B6 thw vién lién két dong ctia Microsoft.
- Cung cap cac API dung dé xay dwng trng dung mang hiéu nang
cao.

Application ‘
v
Winsock 2 DLL ( WS2_32.DLL) \

v
Layered/Base Provider
RSVP Proxy Default

Provider
MSAFD.DLL
v
Winsock Kernel Mode Driver (AFD.SYS) ‘

¥

Transport Protocols ‘
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e
Kién tric

- Windows Socket (WinSock)

- Phién ban hién tai la WinSock 2.2

- Cac ng dung sé giao tiép voi thu vién lién két dong &
tang trén cung: WS2_32.DLL.

- Provider do nha san xuat cta cac giao thirc cung cép.
Tang nay bo sung giao thirc clia cac tang mang khac
nhau cho WinSock nrlu’ TCP/IP, IPX/SPX, AppleTalk,
NetBIOS...tang nay van chay & UserMode.

- WinSock Kernel Mode Driver (AFD.SYS) la driver
chay 5’)’ KernelMode, nhan dir liéu tr tér)g trén, quan ly
két néi,, b dém, tai nguyén,lién quan dén socket va
giao tiép voi driver dieu khién thiét bi.
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e
Kién trac

- Windows Socket (WinSock)

- Transport Protocols 1a cac driver & tang thap nhat,
dié'u khi‘én truee tiép thiét bi. Cac drive;r nay do nha san
xuat phan cirng xay dwng, va giao tiép véi AFD.SYS
thong qua giao dién TDI ( Transport Driver Interface)

- Viéc lap trinh Socket sé chi thao tac v&i dbi twong
SOCKET.

» MGi (rng dung can c6 mot SOCKET trwdc khi mudn trao
doi dir liéu v&i irng dung khac.

- Lién két logic ndi gitra cac SOCKET sé la kénh truyén
di liéu cda hai trng dung.
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]
Lap trinh WinSock

- Chuén bi méi truéng
- Hé diéu hanh Windows XP/2003/Vista/7/8.
- Visual Studio C++ Community 2015
- Thém tiéu d& WINSOCK2.H vao dau madi t&p ma ngudn.
- Thém thw vién WS2_32.LIB vao méi Project bang cach
Project => Property => Configuration Properties=>
Linker=>Input=>Additional Dependencies
- Hoac thém khai bao tién xur ly
#pragma comment(lib, "Ws2_32.1lib")
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