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1. QUYEN RIENG TU

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

Khai niém

- Quyén riéng tw 1a quyén mdi nguwdi co thé tw quyét va
kiém soat viéc str dung cac thong tin ca nhan cla chinh
ho.

»Thoéng tin lién lac

»Théng tin nhan than
»Thong tin strc khde

»Cac hoat déng thwong ngay

- Doc thém vé nguyén téc bado vé dir liéu trong “Tuyén bb
Montreux”
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Luat An ninh mang - 2015

1. Ca nhan ty bao vé théng tin ca nhan cta minh va tuan thd quy dinh
cla phap luat vé cung cap théng tin ca nhan khi str dung dich vu
trén mang.

2. Co quan, t6 chirc, ca nhan xt ly théng tin ca nhan c¢é trach nhiém
bao dam an toan théng tin mang dbi véi théng tin do minh xd ly.

3. T§ chire, ca nhan xt ly thdng tin ca nhan phai xay dwng va céng
bb cong khai bién phap xt ly, bdo vé théng tin ca nhan cua td
chirc, ca nhan minh.

4. Viéc bao vé thong tin ca nhan thwe hién theo quy dinh cla Luat nay
va quy dinh khac ctia phap luat cé lién quan.

5. Viéc xtr ly thong tir] ca nhan phuc vu muc dich bdo dam quéc )
phdng, an ninh qudc gia, trat tw, an toan xa hdi hoac khéng nham
muc dich thwong mai dwoc thwe hién theo quy dinh khac cda phap
luat co lién quan.

]
Luat bao vé di¥ liéu ca nhan cua EU

- Buoc xtr ly mét cach hop phap, céng bang va minh bach

- Buoc thu thap cho cac muc dich cu thé, ré rang va hop
phap va khéng dwoc xtr ly thém theo cach khéng twong
thich v&i cac muc dich doé

- Chi st dung phu hop va trong gi¢i han can thiét lién quan
den cac muc dich ma chung dwoc xtr ly

- Buoc lwu trir chinh xac va, khi can thiét, dwoc cap nhat;
moi bwéc hop ly phai dwoc thuc hién dé dém’ bao rang
d® liéu ca nhan khéng chinh xac, lién quan dép Cac muc
dich ma chung duwoc xt ly, dwoc xda hoac khac phuc
khéng cham tré
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Luét bao vé dir liéu ca nhan cua EU

. Khj lwu trir dwdi dang cé thé xac dinh dg’o’c dgnh tinh cha
thé thi thoi gian chi kéo dai & gidi han can thiét cho muc
dich xt ly

- Dugc xtr ly mét cach bi mat va toan ven

- C4c ca nhan, tb chirc cé trach nhiém giai trinh vé cac
hoat dong str dung di¥ liéu ca nhan ctia ngwoi khac.

]
Google Privacy & Terms

We collect information about the apps, browsers and devices that you use to access
Google services, which helps us provide features such as automatic product updates
and dimming your screen if your battery runs low.

The information that we collect includes unique identifiers, browser type and settings,
device type and settings, operating system, mobile network information including
operator name and phone number and application version number. We also collect
information about the interaction of your apps, browsers and devices with our
services, including IP address, crash reports, system activity, and the date, time and
referrer URL of your request.
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Apple vs FBI

&he New Nork Eimes

FB.I. Asks Apple to Help
Unlock Two iPhones he New ork Times

The request could reignite a fight bet

tg;:}? BEE 6 sen w LS. Says It Has Unlocked
NEWS iPhone Without Apple

Home

Video World Asia UK | Bu®

Technology

Apple rejects order to unlock gunman's
phone

]
Vi pham cua Cambridge Analytica

Cambridge Analytica 1am thé nao danh cip dwoc dir liéu 50 triéu ngwdi dung Facebook

2 3 4
1 U'ng dung ciing sé& thu thap K&t qua bai kiém tra nhan c4ch Thuét todn két hop dir liéu véi cac
Tam 320,000 ngudribau  dir liéu nhw céc niit like, dwoc ghép cip véi dir ligu ngudn khac nhu hd so ngudi bo 5
clr My (‘ngudigieo hat’)  thong tin cd nhan tir tai Facebook ctia ho, ching han cic phiéu nhim tao ra mt b hd so ti
dwoc tra $2-$5 dé 1am khoan Facebook ctia ngudri nit like nhim timra cicmiutim  wu (hd so ban diu gom 2 triéu ngudi
bai kiém tra chinh tri vé 1am bai kiém tra... ly trong 11 bang chinh*) véi hang trim
tinh cach, va yéu cau ho diém dit liéu cho mdt ngudri
phai ding nhap bing tai e'®e i
khoan Facebook o Me

e e

g ﬁ Nhirng ca nhan nay sau d6 sé thanh

muc tiéu clia cac
& & y 8 dua trén dir liéu tinh
... cling nhw dir liéu ban bé cta ho, Ghciahe ¢
thu dwoc hon 50 triéu dir liéu ngudi t
dung Facebook
Ngudn: Guardian graphic. *Arkansas, Colorado, Florida, lowa, Louisiana, Nevada, New Hampshire, North Carolina, Oregon, South Carolina, West Virginia
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Cac cong cu bao vé s riéng tw

- Tién ich ngan chan cookie [ESEIEEEEES

- Tién ich cdnh b&o thu thap IS

X A You've gone incognito
- Ma hoa Keep the rest of yo g g
to yourself.

¢ T|én ich don dep Get the Facebook Container Extension

An danh
- AN dan
- Cong cu vat ly ' O

www.facebook.com
Firefox
6 Trackers Blocked: 1
Requests Modified: 1

Page Load:

S How do I turn on the Do Not Track

' feature?
on this page
3or0%
Firefox lets you tell websites that you do not want them to track your
since install browsing behavior. This article explains what tracking is and how to turn
105,889 or 7% on the Do Not Track feature.

1"
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CASE STUDY: BAO VE THONG TIN CA
NHAN TRONG CSDL
Bui Trong Tung,

Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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12
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Bao vé théng tin ca nhan trong CSDL

- CSDL c6 thé chira thong tin riéng tu:
~CSDLy té
»CSDL gido duc
»CSDL nhan vién
- Mot nguwdi dung/nhém cé quyén truy cap mot sb loai div
liéu ndo dé, nhwng khéng phai tat ca, vi du
~C6 quyén thie hién truy van tinh toan thong ké nhwng khong duoc
truy van t&i tirng gia tri cu thé
»Thue hién truy van dé khai pha di liéu (data mining)
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Van dé can giai quyét

- C6 thé suy luan théng tin khéng cé quyén truy cap:
»Két hop cac thong tin dwoc phép truy cap
»Két hop voi cac kién thire khac
- M6 hinh giai quyét:
»Truy van phi twong tac
v Dir liéu da dwoc xt ly trwde, gidu danh tinh ca nhan, chuén hoéa
v Ngwoi dung dworc truy van téi moi dir liéu
»Truy van twong tac: két qua truy van dwoc loc

14
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Vi du

+ Khéng dwoc phép biét lwong ctia nhan vién cu thé

ID Name Years of service Salary

ID Name Years of service Salary

80,000%

16
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Giai phap

- Thong thuwdng khdng cé gidi phap nao la toan ven
»Luén phai danh dbi sw riéng tw/an toan bao mat véi tinh tién dung
- Giai phap 1: Chia nhé CSDL thanh cac CSDL khac nhau
- Giadi phap 2: Phat hién ra cach thirc suy luan khi truy van
~Luu trik tam thoi két qua clia tat ca truy van tlr mot nguoi dung va
tim kiém cac suy luan trai phép trude khi glvi két qua
»Han ché: Khéng ngan can dwoc su cau két gitra nhirng ngudi
dung khac nhau
- Lwu két qua cla tat ca truy van cGa moi ngwoi dung
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Chia nhé CSDL

- DB1 lwu trir (Name, Years of Service), cé thé truy cap bdi
moi nguwdi dung

- DB2 lwu triv (UID, Salary), c6 thé truy cap béi moi nguoi
dung

- DB3 lwu triv (UID, name) chi c6 thé truy cap béi nguoi
dung quan tri

18

18



/0]
CSDL thong ké

- Xay dwng CSDL chi cung cép di liéu la cac gia tri thdng
ké&(gia tri trung binh, do I&ch chuén)
»Phwong phap 1: CSDL thuan théng ké chi lwu trir div liéu thdng ké
»Phwong phap 2: CSDL Ivu trir moi di liéu nhung chi tra 1&i truy
van thong ké
- V&i phwong phap th 2, can thiét phai phat hién va ngan
chan céac suy luan tir két qua cé duoc
~Nguyén tic chung: gi&i han céc di liéu théng ké cé chira théng tin
cé nhan.
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Bién ddi CSDL tho thanh CSDL thdng ké

- Phuwong phap 2: Gigi han truy van dwoc tra |i
»~Liét ké cac ham, ménh dé truy van dwoc phép
~C6 thé thiét Iap cac ngudng dbi véi cac ham thdng ké
~Vi du: chi cho phép st dung ham tinh téng vai téi thiéu 3 ban ghi

Name | Genre | Years of service Salary
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Gi&i han truy van

Name | Genre | Years of service Salary

L
c

- Véan dé:
»C6 thé suy luan tir két qua cuia cac truy van khac nhau
»C6 thé suy luan tir két qua clia cuing 1 cau truy van néu CSDL c6
thay d6i. Vi du, co thé biét dwoc lwong cla nhan vién méi
- Giai phap: Dwa trén lich st truy van dé xac dinh cho phép
hay khéng cho phép thuwc hién truy van tiép theo

wong
ta

Alice
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2. AN DANH

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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An danh 1a gi?

- An danh(Anonymity): che gidu danh tinh cta chu thé
- Truyén théng &n danh (Anonymous Communication):
»An danh nguoi glri: Khdng xac dinh dwoc ai la nguwdi da glri thong
tin trong mét tap nhirng ngudi c6 kha nang
»An danh ngui nhan
»An danh nguoi glri-ngudi nhan: khéng xac dinh dwoc cap giao tiép
trong cac cap co thé
- Mtrc d6 &n danh dwoc danh gia qua lyc lvgng tap nguoi
glri/nguwdi nhan:
»Tap cang Ién, mirc dd an danh cang cao
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Bai toan nha mat ma hoc an toi

- C6 3 nha mat ma hoc an téi cung nhau:
~ Mot ngudi trong s6 ho muodn tiét 19 thong tin
nhwng khdng muon 16 danh tinh
»Gia s, ban tin la 1 bit, cach thwc hién?
- Trao dbi khoa:
»M®6i ngudi trao déi bi mat 1 khéa co kich thuéc
1 bit v&i ngudi bén canh
»Mai nguoi sé c6 2 khoa ki va Ky
- Céng b théng tin:
~Néu c6 théng tin m, cong bé: m @ k., @ kright
»Néu khong, cong bd: k., @ kright

24
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Bai toan nha mat ma hoc an tdi

- Nhan théng tin: XOR tat ca cac ban tin
- Giai thich: Gia str A tiét 16 thong tin . /
»A:m, = m@k,. D kAB A%

»B: mp = k,z @ kBC
»C:m. = kg D KAC

»Két qua:

m, @ mg P m¢ =
(m @k, @ kAB) @
(ks D kBC) B

(ke @ KAC) =m

1

\kAC
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Két qué thue hién giao thire

- TAt ca déu biét:
»Khéa cla ho trao dbi véi ngwdi bén canh
»>No6i dung théng tin
- Khéng ai biét gia tri bit con lai
- Khéng ai biét nguoi da céng bd théng tin
- Vidu

26

26
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Bai toan nha mat ma hoc an toi

- Chirng minh tinh dung dén: David Chaum, The Dining
Cryptographers Problem: Unconditional Sender and
Recipient Untraceability

- Uu diém:

»Giao thirc don gian

»Céc bén khoéng can twong tac theo cdp sau khi chia sé khéa

~Rét kho dé gian 1an: tat ca nhirng ngudi con lai hiép strc méi co
thé biét ai la ngwoi cong bb thong tin > sb ngwdi cang Ién, d an
toan cla giao thirc cang cao

- Han ché:

~Tinh trang dung do: giao thirc khong hoat dong néu c6 >1 nguoi
cung céng bo
~Bét ky ai trong nhém ciing c6 thé pha hoai giao thirc

»Khoa khéng thé dung lai 27
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3. MANG TOR

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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Lam thé nao dé truyén tin an danh
- Str dung dich vy proxy

[oee ]
| IE {Request, to Server} g {Request}

Client {Response} Proxy

{Response} Server

( J
Y

Client dwoc an danh

o
| IE {Request, to Proxy} g {Request}

Client {Response} Reverse

l | Proxy
Y

Server dwoc &n danh

{Response} Server

Tuy nhién, proxy van biét dwoc danh tinh 2 bén
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Lam thé ndo dé truyén tin an danh

- Str dung VPN(Virtual Private Network)

gi E(K, {Request, to Server}) g {Request}
o

E(K, {Response}) _= {Response}
Client VPN Server Server

- An danh duwoc bén glvi va bén nhan
- Tuy nhién, VPN Server van biét dwoc danh tinh 2 bén
- Cach thuwe hién toét hon?

30
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Pinh tuyén ci hanh — Onion Routing

- Y twdng: S dung mét sé lwong cac nat tly y trung gian
dé chuyén di liéu

- Nguyén tac: Khéng nut ndo dwoc biét ddng thei danh tinh
cua ca 2 bén

- Thao luan: Thiét lap nhw thé nao?

E(Kri, (E(Kgo, (E(Kgs, M [| B) || R3) || R2) E(Kgs, M || B) || R3
\\\\\ ? 7
AoRy:Kg !
A & Ry: Kg,
A Ry: Kgy

E(Kge, (E(Kgs; M || B) || R3) [| R2

M| B

31

Tan cong vao Onion Routing

- Khai thac théng tin t» nhan vién diéu hanh cac nut

- Chiém quyén diéu khién mét sé lwong dd Ién cac nat

- TAn cdng kénh bén: phan tich thdi gian bén gtvi phat div
liéu va bén nhan thu dwoc dir liéu

32

32
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Tor Project

- Tor network: cung cap két ndi &n danh, chuyén tiép di
liéu théng qua hé théng Onion Router

- Tor browser: phat trién tir trinh duyét Mozzila Firefox v&i
cac tinh nang bao vé quyén riéng tw(privacy), st dung Tor
network dé két néi t&i Web server

- Tor Onion Service: cung cap co ché cho cac dich vu chi
c6 thé truy cap théng qua Tor network
»Vi du: Dark Web

- Tor bridge: co ché déng goi dir liéu truyén t&i Tor network
dé tranh kiém duyét

33
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Tor network

- Bao gébm hang nghin Onion Router, goi 1a Tor node
»M®i node c6 cap khoa bat déi xirng
»Giao tiép véi cac node khac théng qua két néi TLS (Transport
Layer Security)
- Vanilla Tor: thiét Iap mét kénh truyén (Tor circuit) gitra
ngudn va dich:
» Bao gébm mét sb lwong ngau nhién cac Tor node
- D@ liéu trén kénh truyén dwoc bén givi ma hoa theo nhiéu
|&p:
»Sb 1&p bang véi sb chdng
»Qua mbi mot chdng sé giai ma 1 16p
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Thiét 1ap khéa cho kénh truyén

S dung so dd trao dbi khoa Diffie-Hellman
1) Bén gui thiét 1ap khoéa v&i nat thir nhat (OR1)
»Nut dau tién dwoc goi 1a nat canh gilr (guard node)
2) Bén g bao cho OR1 m& rong kénh t&i nut thir 2 (OR2)
»Thiét 1ap khoa véi OR2 (bi mat véi OR1)
»OR2 khoéng biét danh tinh ctia bén gui
3) Bén giri bao cho OR2 mé& réng kénh t&i nat thir 3 (OR3)
~Thiét 1ap khoa véi OR3
~OR3 khéng biét danh tinh bén gui
»OR1 khéng biét kénh dwoc m& réng téi OR3
4) Té&i nat cudi cung goi 1a nut ra (exit node, exit relay),
kénh dwoc hoan thanh
35
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Tor network

- Kénh phai c6 ti thiéu cé 3 nut
»Tai sao?
+ Encryption stack: E(Kor¢,E(Kor2(E(Kors, M || B)[|OR3)||OR2)

Entry guard _ Encrypted by Tor

=== Not encrypted by Tor
ryp Y

Tor client o
r" Tor o

Destination

Exit relay 36

36
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Tor Onion Service

- V@i Vanilla Tor va Tor Browser, danh tinh client da dwoc
che dau

- Lam céach nao dé cung cap moét dich vu ma may cha duoc
4n danh?

- Tor Onion Service cho phép cung cap 1 dich vu trén Tor
network ma khéng dé 16 tén mién va dia chi IP ctia may
chu

»Tén mién dang *.onion
»Khoa cdng khai cla dich vu dwoc bam dé tao ID cho dich vu
»Vi duy, chg den AlphaBay: http://pwoah7foa6au2pul.onion
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Thiét 1ap Tor Onion Service

- B1: Chon mét sé Tor

node ngéu nhién dé T@Sf Onion Services: Step 1 [ rereeun
& Tor circuit
thiét |ép kénh. m :mu::nmn‘s
™ ’ by Step 1: Bob picks some: —
Nhirng nat nay dwoc Fiscston ponts ard — -=c
goi la diém gioi thiéu

dich vu (introduction
point) ;

38
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Thiét 1ap Tor Onion Service

- B2: Tao ban mo ta

Té&' Onion Services: Step 2 3 Tor e

dich vu bao gém khoa B oulslins
cbng khai va danh e i
sach cac diém gidi nezoce = e

thiéu dich vu. Ban mo
td duwoc ky bang khoa @ @ P
riéng. Lwu ban mé ta i
bang CSDL vé&i ID cta
dich vu la ma bam(16
byte) cua khoéa cong
khai.
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Két ndi Tor Onion Service

- B3: Client thiét lap

N o TA¢ onion services: Step 3 ——
kénh &n danh va yéu P 1@

Step 3: Alice hears that A Tor circuit

A o X HF - XYZ.onion exists, and she Introduction points
cau 1 nut ngau nhlen requests more nfo from ﬂ
2 the database. She also D rubiic key
N . —
la diem e @) o sacr

| have dene this before. GGl Rendezvous point

hen(rendezvous point)

o
= o
- | By
Alice o —
y ./ Bob
40
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Két ndi Tor Onion Service

- B4: Client gti yéu ciu
két ndi t&i mot trong
cac diém gidi thiéu
dich vu. Yéu cau nay
dwoc ma hoa bdi khda
cong khai cua dich vy,
ndi dung bao gébm dia
chi diém hen, gia tri bi
mat cookie

T@S' Onion Services: Step 4

Step 4: Alice writes a
message to Bob
(encrypted to PK) listing
the rendezvous point
and a one-lime secret,
and asks an Introduction S
point to deliver it to Bob.

Q Tor cloud

AW Tor circuit
Introduction points
D rubiic key
One-time secret

IEEl Rendezvous point
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Két ndi Tor Onion Service

- B5: May chu dich
vu két nbi toi diém
hen va gt di gia
tri ngau nhién

TOE onion services: Step 5

Step 5: Bob connects to m

the Alice’s rendezvous =
point and provides her
one-time secret.

Q Tor cloud

&M Tor circuit
Introduction paints
2D Fubic key
One-time sacrat

Gl Rendezvous point

42
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Két ndi Tor Onion Service

- B6: NUt diem hen Tl Onion Services: Step 6 [ rwame

gtri thGng bao t&i e
. ~ = X ~ Introduction points

client da thiet lap oo, 0 [

circults like normal. s One-time secret

dwoc két ndi toi =,

dich vu.

43
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Cac van dé cua Tor Onion Service

- May chud phai str dung nut canh gilr (guard node) tin cay
trong mot thdi gian dai dé thiét 1ap kénh truyén

- Diém giéi thiéu dich vu va diém hen phai 1a cac nut khac
nhau

- Téc @6 rat cham:
»S6 chang méi két nbi: 6+

44
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Tor ¢6 thwe sy giup an danh?

- Cac co ché an danh chi hiéu qua khi né duwoc st dung
trong mét dam déng:
»Ban khong khac biét v&i nhirng ngwéi khac
- M&c dinh, rat dé dé chi ra rang “Ai dang truy cap vao Tor
network”
- Vi du:

Sections =

Fake Harvard bomb threat was made by a
student who wanted to postpone an exam

By Alexandra Petri
Columnist

Dec. 19, 2013 at 10:13 p.m. GMT+7

45
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Tor brigde

- Truyén tin 4n danh can phai thwc hién 2 yéu cau:
»An danh tinh cac bén
»Chéng lai cac co ché kiém duyét
- Vanilla Tor chi dap &ng tbt yéu cau dau tién
- Tor bridge cung cap co ché dé déng goi dir liéu ctia mang
Tor bang céac giao thirc khac:
»obs3
»Meek

46
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Truy nguyén Tor Onion Service

- Thu thép théng tin tr dich vu
»Cbng cu: onion scan

- T&n cong dich vu

- Truy nguyén client truy cap

»FBI str dung cac ky thuat Network Investigative Technique khai
thac 16 hdng ctia Tor Browser

- Pua cac nut kiém soat vao mang Tor
»~Hién nay Tor project rat than trong cap phép cho mét nut méi
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