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BAI 11.
BLOCKCHAIN

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
NOGi dung

- Giéi thiéu vé Bitcoin va blockchain
- Ethereum va smart contract
- Tranh luan vé blockchain




. A A >
Tién dién tw
- Khai niém “tién dién t&” — “ecash” dwoc gidi thiéu lan dau
tién b&i David Chaum nam 1983 trong bai bao “Blind
Signatures For Untraceable Payments”
- C4ac yéu cau chinh déi voi tién dién to:
»An danh: Che gidu danh tinh cGia ngudi ding
»Xac thye: Buwoc chirng thye 1a ¢co gia tri
»Chéng phat lai: Khong thé chi tiéu 1an thir 2
- Vi nhiéu ly do khac nhau, phén |&n cac dong tién dién to
chwa dwoc chinh phu cac nwdc thira nhan hoac chua
phd bién trong thanh toan dién tir

- C4c hinh thirc thanh toan dién t&r phd bién hién nay:

~POS — Point of Sale | Phai lién két véi mét tai
> Internet banking khoan ngan hang > Mo
~Vi dién t&r: Paypal, Momo, Zalopay, ... |~ hinhtap trung

M@ hinh truyén thong

Transaction | __Amount |

KH1 > KH2  10$

Ngan ha
gan hang KH2 > KH3  20$

KH1 > KH2: 10$
KH2 > KH3: 20$

H3 KH4
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O hi ' |_Transaction | _ Amount _
KH1> KH2 108 KH2 > KH3 20§
KH2 > KH3  20$ .

KH4
KH1 KH3

Transaction -

KH1 > KH2  10%
KH2 > KH3 20§

KH1 > KH2  10$
KH2 > KH3  20$

|_Transaction | _ Amount _ ]
KH2

Bitcoin

- Bitcoin la ddng tién dién tr dwoc sang lap béi Nakamoto
vao nam 2009 véi muc tiéu tao ra ddng tién khéng bi phu
thudc quan ly, diéu hanh cha bét ky t6 chirc nao

- Bitcoin tang gia manh tir nam 2011, dat dinh vao nam
2017 (1B = 19.666%)

- Kém theo d6 1a hang loat bé bébi:

»~Na&m 2010, 16 hdng bi khai thac dan dén 184 ti B dwoc sinh ra.

»~Na&m 2013, cho den SilkRoad st dung bitcoin dé thanh toan bj triét
pha

»~Na&m 2014, san giao dich bitcoin I&n nhat Mt.Gox tuyén bé pha san

»Lién tuc bi cao budc gan véi cac hoat dong rira tién
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Bitcoin

- Bitcoin thay thé dwoc hé thdng ngan hang néu co
thé giai quyét cac bai toan co ban sau:
»Thue hién cac giao dich tién té
»Quan ly dinh danh: Ddng tién thudc vé ai? Ai thuc hién

giao dich?

»Chéng lai hanh vi tiéu lai sé tién da tiéu

- Lam cach nao gidi quyét cac van dé trén bang
cébng cu mat ma hoc?

- Chung ta cung thiét ké hé thdng Bitcoin dé giai
quyét cac van dé trén

]
Dinh danh ngu&i dung

- Van dé: Cung cép dinh danh “mat ma” cho nguoi
dung nhu thé nao?
»Khéng thé lam gia dinh danh
»Binh danh dwgc chirng thue béi bén thir 3 tin cay
»Chdng tir chéi
- Giai quyét:
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Thwc hién giao dich

- Noi dung giao dich: Alice chuyén 108 cho Bob
-VAn dé 1: Lam céach nao xac thuc dwoc giao dich
do Alice thwc hién?
~Giai quyét
-Van dé 2: Alice c6 thé tieu mét sb tiéu nhiéu 1an
(aka. tiéu bao nhiéu tién la tuy y)
» Gidi quyét
- Van dé 3: Kiém tra tinh tin cay cda giao dich
»Kiém tra dwoc ngudn gbc sb tién clia Alice |a hop 1é

Bitcoin

- Str dung thuat toan Eliptic Curve Digital Signature
Algorithm
- M6i tai khoan ngwdi dung cé 1 cap khoa
»Khoa ca nhan(Kg): 32 byte
»Khoa cong khai(K,): 65 byte
- Dia chi giao dich:
»Buwdc 1: Bam khoa céng khai: RIPEMD-160(SHA-256(K ;)
»Bwéc 2: Thém checksum
»Buwérc 3: Biéu dién bdng ma Base58
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Blockchain

- Chubi cac giao dich str dung cac gia tri bAm dé
kiém tra toan ven

- Méi giao dich chira ma bam cua giao dich truéc

- Nhan xét: Khi ma bam trong mét giao dich duwoc
xac dinh la dang tin cay thi c6 thé kiém tra tinh
toan ven cliia moi giao dich trwéc do.

- Cai thién hiéu nang: médi khdi chira thdng tin cla
nhiéu giao dich.
»Lwu trir va kiém tra ma bam cGa mbi giao dich: cay

Merkle

1"
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Cay Merkle

Top Hash

hash( o2y )

Hash
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Hash Hash Hash Hash
0-0 0-1 1-0 1-1
hash(L1) hash(L2) hash(L3) hash(L4)
Data
L1 L2 L3 L4 Blocks
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Blockchain trong Bitcoin

Block Header
Hash{Previous Block Header)

Root=hash{d, H5)

Ha=hash{H0, 1#1) Ha=hash{Hz, 13}

Hi=frash| T} Hi=hash|Txl) H2=hash(Tx2} Hashash(Tx3).

13

Xay dwng sb cai

- M6 hinh: P2P

- Moi nut lwu trir toan bd blockchain

- Mét nut mudn tao giao dich can quang ba giao
dich t&1 moi nut khac

- Mi nut kiém tra giao dich nhan dwoc va tao khoi
maoi dé thém vao chudi

-Van dé 1: C6 nhirng nut khdng nhan duoc giao
dich

- Van dé 2: C6 nhirng nut gian 1an

- S dung giao thirc ddng thuan (consensus

protocol)
14
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Giao thirc dong thuan

- Cac giao dich m¢éi dwoc phat quang ba t¢i moi nut

- Mé&i nut tap hop mét sb giao dich méi vao trong mét
block

- Trong moi vong, mot nut ngau nhién phai phat quang
ba block ma né tao ra

- Céc nut khac chap nhan block néu moi giao dich trong
block nay la hop I& (chwa dwoc tiéu, chir ky hop 1€)

- Céac nut thé hién viéc chap nhan block nay bang cach
thém ma bam cula block nay trong block tiép theo ma
chung tao ra.

15
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Chi tiéu 2 1an

- Double-spend attack

signed by A

Pay to pk, : H(

—

signed by A
Pay to pk, : H(')
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Giao thirc dong thuan

- Gian 1an chi tiéu 2 1an (va mét sé tinh hudng twong tw) cé

thé dan dén chia nhanh trong blockchain
»M®6t nhanh dirng phat trién khi giao dich gian lan trong nhanh d6 bi
phat hién

- Van dé: Nhanh nao dwoc chap thuan?

- Giai quyét:

- Van dé: Giao thirc ddng thuan sup dd néu ai d6 ndm
duoc quyén diéu khién >50% sb nat trong mang (Sybil
attack)

- Van dé: Lam cach nao dé biét rang nat dwoc chon hanh
Xt trung thyc?

- Giai quyét:

17
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Tw bdo vé trwde gian 1an chi tiéu 2 1an

- Boi cho dén khi’khéi chtra giao dich dwoc chdp nhan qua
n lan(Bitcoin chap thuan n = 6)

1 confirmation 3 confirmations

Cr=rh

A

double-spend
attempt
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Po\W - Chon nut tao block

.Y twéng: Yéu cau cac nut thye hién mot céng
viéc nao dé. Néu nut nao hoan thanh xong trwéc,
nut d6 dwoc quyén tao block.

»Thue hién cong viéc: tdn nhiéu thoi gian + tai nguyén
»Kiém tra két qua: dé dang

- Bitcoin: tim mot sé sao cho gia tri bAm cla sé do

bat du bang N bit 0

» N: D6 kho cla bai toan

»Thwc hién cong viéc: bam 2N gia tri
»Kiém tra két qua: bam 1 lan

19
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PoW - Chon nut tao block

- PoW khién cho nut gian lan phai tén rat nhiéu chi
phi d& gia mao giao dich

- Nhwng déng thoi, khéng nut nao giai bai toan néu
khéng cé lgi ich

- Bitcoin: phan thwéng cho nut tao dwoc block
‘,C(‘g dinh: hién tai la 12.58/ 1 block. Gidm mot nira sau

moi 4 nam.

~Phi giao dich: tuy thuéc ngw&i thye hién giao dich
- “dao coin”
»Phan thwdng chi dwoc chi trd khi nhanh dé dwoc chap

nhan
20
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M6t sb van dé khac

- Lan truyén théng tin trong mang P2P tiéu tén rat nhiéu
bang théng
- Giao dich rac

- Khi chi phi dao > phan thuwéng, Bitcoin sé dirng hoat ddng

- Bitcoin c6 thwc sy 4n danh?

21
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Tranh cai lién quan dén bitcoin

- Str dung cho cac hoat dong t6i pham
- Tiéu tbn nang lvong
- Rui ro tai chinh

22
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Etherium va smart contract

- Bitcoin gi&i thiéu khai niém vé “blockchain” ¢ng dung cho
giao dich tién té
» S dung ngdn ngi¥ script v&i tap Iénh va cu phap han ché
- Thwce té blockchain cé tiém ndng I&n hon
»N6i dung block c6 thé chira cac doan ma thyc thi
- N&m 2015, ddng tién Ethereum ra doi
»ng dung blockchain xay dwng hop déng théng minh (smart
contract) - blockchain 2.0
»Khai niém “smart contract” du’gc gigi thiéu nam 1994: ban théa
thuan gitra cac bén véi cac diéu khoan dwoc thwe hién tw dong béi
chwong trinh may tinh.

23
23
M6t vi du vé hop dong thdng minh
0 '0
za @
2
24

10/04/2023

12



Ethereum

- Hop déng théng minh dwoc xay dwng bang cac ngdn ng

kich ban giéng Javascript

- Thwe thi hop ddng théng minh trong may do EVM dé tao
thanh EVM bytecode

- EVM bytecode dwoc glri I&én mang Ethereum dé che dua
vao blockchain. D& hop déng dwoc xt ly va cdng nhan,
nguw®i dung phai tra phi bang gas.

- Hé théng Ethereum tirng xuét hién 16 hdng dan dén 50
triéu $ bi danh cép
~Tén cong tai sinh (reentrancy attack)

» Sy kién dan dén sy phan tach thanh Ethereum va Ethereum
Classic

25
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Van dé clia smart contract

- Smart contract du’o’c’xéy dwng bang ngdn ngi ap trinh
- ¢6 thé xuét hién rat nhidu 16 héng trong smart contract

- https://consensys.github.io/smart-contract-best-
practices/known_attacks/
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Thao luan
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