BAI 09. PHAN MEM MA BOC

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
NOGi dung

- Gi&i thiéu vé phan mém ma doc

- Virus

- Trojan

- Worm

- Phat hién va gidm thiéu nguy co tan cong bang phan
mém doc hai




1. GIOI THIEU CHUNG

]
Khai niém
- Phadn mém doc hai(malicious software hodc malware) 14
nhirng chwong trinh may tir]h ma khi thwre thi sé gay tén
hai‘té’i tai nguyén ‘cﬂa r]é thong hoac 5:hiém doat mot
phan/toan bd quyén diéu khién hé thdng
- Phan loai:
~Virus: tw 1ay nhiém vao cac file
»Worm: tw lay nhiém vao cac chuwong trinh thye thi
»Trojan: chwong trinh an gidu trong cac tép tin co vé vo
hai, khéng cé kha nang tw lay nhiém
»Sy phan biét cac loai nay la khdng ré rang. Trong bai
giang st dung thuat nglr quen thuéc la “virus”




]
Cac hanh vi gay hai

- Pha hay dir liéu, phan cirng

- Nghe trdém hoat ddng clia ngu®i dung trén cac thiét bj vao
ra(Keylogging)

- Danh cép théng tin (spyware)

- Ma hda di¥ liéu (ransomware)

- Danh cép tai nguyén tinh toan (coinminer)

- Tao clra hau (backdoor) dé ké tAn cdng xam nhap va diéu
khién

- Che gidu hoat déng(rootkit)

- Thye hién cac hanh vi tn cong(botnet)

Céc hanh vi nay cé thé dwoc thwe hién ngay hodc doi diéu

kién nao doé (time bomb, logic bomb)
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Céc con duong lay nhiém

- Email

- Ung dung truyén théng diép (Instant messaging)
- Céc thiét bi lwu trir di dong

- Chwong trinh gia mao

- Tién ich chia sé file trong mang LAN

- Phan mém bé khoa ban quyén

- Chwong trinh chia sé file

- L8 héng phan mém




Mot kich ban phat tan va lay nhiém

From: GmailSecurity Team <sccess @gmll com>
Date:

08217201
Subject: Secure Your Gl Account.
To: Jason Gruh!

- ‘We have initiated verification for your email address. . .
3. Nan nhan ... - 2. Gui email
lickvao o = cho nan nha
dwong dan e o oman P
9 T T M AL
p ! e 1. Upoad

Thark you,
Gmail Team

malware
|én Server

4. Két ndi toi
Malware Server

6. Nan nhénT Malware
kich hoat Server

5. Download
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Kich ban khac

- Str dung céac cdng cu khai thac 16 héng
1. Truy cap \ ﬂu:: _ Web
website v6 hai ~ ¢, 02 a - Server

Website
vo hai 2. Chuyén

hwéng két nbi

5. Khai thac 16
héng

3. Do tham va
4. Phat hién 16 thu thap théng
hong ATBM tin may tram

nan nhan




Cach thirc hoat ddng cua virus

- Virus théng thuwdng cé 3

nhiém t& chwong trinh nay
»Poan ma kich hoat: La cac

virus

»Céch thire 1ay nhiém
»Cac hanh vi pha hoai

~Doan ma lay nhiém: cho phép virus tw sao chép ban than né va lay

hoat dong chinh sé duwgc kich hoat
»BDoan ma hoat ddng: phan thwc hién cac hanh dong pha hoai cta

- Virus dwgrc mo ta voi 2 dac treng:

doan ma:

sang chwong trinh khac
sw kién hodc diéu kién xac dinh khi nao

Co ché tiém nhi

Trwde khi nhiém

ém

Sau khi nhiém

.EXE File

File Header
)

—_— E axe |
i 3 Start of Program : ﬂ\.i

End of Program

i etisenensVirus Jump e deeneed

.EXE File
File Header
L 1 H 1 1P
exe | : —_—
fesmnsssP Start of Program
End of Program

tién cta chwong trinh ban

» Nguyén tac co ban: Virus thay thé 1énh dau tién cta file b nhiém
(.exe) bang mot Iénh JUMP t&i doan ma thue thi cla virus. Két th}]c
doan ma thwe thi ctia virus 1a 1énh JUMP khac dé nhay téi lénh dau

dau
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2. CAC PHUONG PHAP PHAT HIEN

Cudc dua gitra phat hién va 1an tranh

1"
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Phat hién virus

- Phuwong phap phé bién: Phat hién dwa trén dac trung
~Thu thap cac mau virus va xay dwng CSDL déc trung vé cac virus.
Thong thwong la cac doan ma lay nhiém & dau file
~Phat hién: So sanh céc byte trén file v&i nhitng mau virus da co
- Néu 14 tin tic, ban sé& lam gi?
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Cach thirc 1an tranh

- Lam cho d&c trwng trd nén kho tim kiém hon

Virus N&i thém

jmp
\4
N~—
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Polymorphic virus — Virus da hinh

- Thay d6i ma ngudn mét cach ngau nhién

E Encrypted virus code

I
9]
i
o
P
o
9]
o

Virus code

Decrypter
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Polymorphic virus — Lay nhiém

- Thay dbi khéa va ma héa lai ma nguén
..decrypt

;1? Encrypted virus code

Decrypter @

< c
[9) 9]
B iy
=3 S
= =
(8] o
9] c
o L

Encrypted virus code

Decrypter
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Polymophic virus — Phat hién

- Y twdng 1: S dung dac trwng “hep” dé phat hién trinh
giai ma decrypter
»S6 byte ma ngudn can so sanh it hon - dé phat hién nham
»Tin téc cé thé nhanh chéng thay dbi trinh gidi ma
- Y twdng 2: Thue thi dé& phat hién sy c6 mat cia déc trung
trén ma ngudn da giai ma
»VAan dé: Thuc thi dén thoi diém nao thi so sanh dac trung?
- Lam thé nao dé 1an tranh chwong trinh phat hién virus?
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Metamorphic Virus

T-1000 in Terminator 2
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Metamorphic Virus

- Virus siéu da hinh: str dung doan ma dac biét
(metamorphic code) dé tw thay d6i ma ngudn vé mat ngiy
nghta khi thwc thi

» Khéng thay dbi nglr nghia & méc cao hon (van gitr nguyén cac
chirc nang, tinh nang)

- Mét sb ky thuat thuc hién:

»Tao ra cac doan ma duw thira ngau nhién

»Thay dbi cac thanh ghi

»Thay ddi trinh tw trong biéu thirc diéu kién

»Thay d6i trinh tw cac cau lénh x& ly khéng c6 rang budc véi nhau
~Thay thé cac thuat toan
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Win95/Regswap(1998)

s
BF04000000 mov edl,0004h

8BF5 mov esi,ebp

B80OC0O00O00O0 mov eax,000Ch
81C288000000 add edx,0088h
8B1A mov ebx, [edx]

899C8618110000mov [esi+eax*4+00001118],ebx

s
BBE04000000 mov ebX,0004h

8BD5 mov edx, ebp

BFOC000000 mov edi,000Ch
81C088000000 add eax,0088h
8B30 mov egi, [eax]

89E4EA18110000mov [edx+edi*4+00001118],esi
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Win32/Evol(2000)

a. An early generation:

C7060F000055 mov
C746048BEC5151 mov

dword ptr [esi],5500000Fh
dword ptr [esi+0004],5151EC8Bh

b. And one of its later generations:

BFOF000055 mov edi,5500000Fh
B893E mov [esi] ,edi

5F PopP edi

52 push edx

B640 mosr dh_40
BABBECS5151 mov edx, 5151EC8Bh
53 PUsH B3

8BDA mov ebx, edx

895E04 mov [esi+0004], ebx

c. And yet another generation with recalculated (“encrypted”) “con-
stant” data.

BBOF000055 mov
891E mov
5B Pop
51 push

BSCBOOCOSF mov
81C1COEB91F1 |add

ebx,5500000Fh
[esi] ,ebx

ebx

ecx

ecx, Bh

ecx,F191EBCOh ; ecx=5151EC8Bh

B894E04 mov

[esi+0004] ,ecx
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Zperm.A(2000)

Instruction 4 +«—— Instruction 2 +— Instruction 3 +——

Instruction 5 inp — In=truction 4

imp — garbage ] inp

garbage Instruction 3 +— garbage ::]

start: inp Instruction S

Instruction 1 garbage Jmp —

Instruction 2 —— Instruction § — start:

Imp inp Instruction 1

garbage ::J start: Inp

Instruction 3 Instruction 1 garbage :I

jmp R — jnp — Instruction 2

garbage Instruction 4 «— inp —
inp R — garbage

ZPerm can directly reorder the instructions in its own code
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Phat hién virus siéu da hinh

- Phat hién dwa trén hanh vi (Behavior-based detection)

Phan tich déong Phan tich tinh
- Thwe thi ma doc trén moi - Str dung ky thuat dich

trwdng Sandbox va quan
sat hoat dong clia ma doc

- Wu diém: thoi gian phan

tich nhanh, c6 thé xac
dinh ngay cach thirc hoat
dong cua virus

- Nhuoc diém: yéu cau moi

trwdng an toan dé phan
tic;h, !<h6ng xac dinh dwoc
hét tat ca cac hanh vi

nguwoc dé phan tich ma
thwc thi

- Wu diém: khéng can kich
hoat ma déc, xac dinh
dworc tat ca cac co ché
hoat dong, hanh vi clia
ma dbc

- Han ché: phtrc tap, doi
héi trinh d6 nhan lwc cao
hon, mét nhiéu thdi gian »
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Quy trinh phan tich

Tao mbi truéng Sandbox dé phan tich

- Bwde 1: Tao cac may éo(\{irtuglbox, Hyper-V, ...) va cac
mdi trvdng ao hdéa khac néu can(mang, CSDL...)

- Budc 2: Cai dat hé diéu hanh trén may o

- Bwéc 3: Tat hodc han ché hoat déng clia cac mang trén
may ao dé cach ly véi méi trudng thue

- Budc 4: Tat cac chirc ndng chia sé file, thuw muc

- Budc 5: Chuyén ma ddc vao méi trwdng phan tich

Moi tredng phan tich phai cach ly hoan toan véi moi
trwong lam viéc va dwoc giam sat day du
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Quy trinh phan tich

Phan tich tinh
- Buée 1: Dich ngwoc ma ngudn
- Bwédc 2: Thu thap théng tin:
»Gia tri cac xau ky tw: st dung céng cu BinText
»Cac ky thuat dong géi,‘ nén, ,mé hoa cla virus va thwe hién cac thao
tac gidi nén, gidi ma can thiét: st dung cong cu UPX
Phan tich déng
- Bwoc 3: Thiét 1ap két ni mang(vat ly) cho méi truong phan
tich. Lwu y, giam sat chat ché va khéng két ndi v&i mang tac
nghiép cla tb chirc
- Bwéce 4: Kich hoat virus v,é thu thap théng tin tién trinh thwe thi
cua virus, thong tin hé thong khi virus hoat dong. St dung cac
cbng cu Process Monitor va Process Explorer
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Quy trinh phan tich

- Bwdc 5: Ghi nhan céac két ndi mang(logic) ma virus tao ra.
Bét va phan tich lwu lwong phat sinh trén cac két nbi nay.
Céc cong cu co thé str dung: Wireshark, tcpdump,
NetResistent, TCPView

- Bwdc 6: Xac dinh cac tép tin mai, tién trinh méi dwoc tao
ra, sy thay déi cac gia tri registry trén hé thdng (st dung
RegShot)

- Bwdc 7: Phan tich ma thyce thi trén RAM, stir dung cbng
cu OllyDbg, ProcDump
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Lan tranh

. Chéng phan tich tinh: Tao ra cac doan ma phtrc tap dé
che gidu hoat dong thuc sw
- Chéng phan tich dong:
~Phat hién méi trwong thuwe thi dé thay déi hanh vi
»Tao ra cac hanh déng khién qua trinh thyc thi kéo dai
- Ung phé ciia phan mém anti-virus:
»Tim kiém va bd qua cac doan ma/hanh vi vé nghia
»>M®5 hinh héa céac hanh vi chung
- Tiép tuc...
- Cudc dua gitra tin tdc va phdn mém AV ma tin tic
thwong bwéce di trvde(Tai sao?)
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Rootkit/Stealth Virus

- C6 kha nang 4n minh trwéc cac phan mém phat hién
virus.

- Co ché chung: st dung k¥ thuat hook dé& chan cac sw
kién va can thiép vao qua trinh x& ly sw kién

- User-level rootkit: hook vao ham thw vién
~Dé bj phat hién

- Kernel-level rootkit: hook vao cac ham thyc thi l&i goi hé
thdng, ham x& ly ngat, driver diéu khién thiét bi, firmware
cla thiét bi
»Khé bi phéat hién

- Virtualization-based rootkit: &n minh trong méi trwéng &o
hoéa = gan nhw khéng thé bi phat hién
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Phat hién va phong chong rootkit

- Phat hién dwa trén hanh vi
»Phat hién cac hanh vi hook
~Sw bién dbi ctia s6 lwong, tan suét va thr tw thwe hién cac 1&i goi
hé théng

- Kiém tra toan ven tap tin hé théng
- Phat hién dya trén sw sai khac véi hé thdng tham chiéu
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Phong chdng va gidm thiéu

. Tr’énh mé cac file dinh kém tlr cac email khéng ré nguén
goc

- St dung firewall chan tat c& cac cbng dich vu khéng can
thiét

- Tranh nhan cac file tr (’ng dung tin nhan

- Gia cb hé thdng, tat cac chirc nang khéng can thiét trén
may tinh

- Kiém soat lvu lwong nodi bo

- Khéng tai va thue thi cac file 'ng dung tir nguédn la

- Cap nhat cac ban va bao mat
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Phong chdng va gidm thiéu

- Quét, ra soat virus trén cac ’ghiét bi nh¢ lwvu dong(USB
drive, CD/DVD, thé nh¢, thiét bi di dong,...) khi két n6i v&i
may tinh

- Phan quyén nguwoi dung

- Str dung phan mém ban quyén. Khong dung céc cong cuy
bé khda, cung cap ma ban quyén

- Cai dat phan mém diét virus

- Xay dwng chinh sach va dao tao ngw¢i dung
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