BAI 6. )
XAC THU'C DANH TINH

Bui Trong Tung,
Vién Cong nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
NOGi dung

- Khai niém chung

- Xac thue dwa trén mat khau

- C4c giao thire xac thwe dya trén mat khau

- Giao thurc zero-knowledge

- Gidi thiéu mot sb phuwong phap xac thue khac




]
Xac thwc danh tinh la gi?

- Danh tinh (Identifier) ~ DBinh danh
- Xac thuc danh tinh: Ai dang truy cap/trao dbi div liéu?
- Cac bén truy cap/trao dbi div liéu can chirng minh
duoc lien két vé cha thé & thé gidi thwe véi danh tinh
- Cac phuwong phap xac thyec chinh:

»Cai chi thé biét (What the entity knows)

»Cai chi thé c6 (What the entity has)

»Chu thé 14 gi (What the entity is)

Vi tri cGia chi thé (Where the entity is)
- Xac thuc da yéu té: str dung >1 yéu td xac thuc

1. XAC THU'C BANG MAT KHAU




Xac thwe bang mat khau

- Mat khau: mot chudi ky tw hodc mot nhém tir
dwoc sir dung dé xac thwc danh tinh cda thuc
thé nao do

> Thye thé(Entity) can xac thyc (ngwéi dung, thiét bi,
trng dung...)

~Nguoi tham tra(Verifier): kiém tra tinh hop 1& clia mat
khau

- Céc 16 hdng lam gidm sw tin cay:

»Lwu trir mat khau trong CSDL khéng an toan
»Truyén mat khau trén kénh khéng an toan
»Nguei dung khoéng cén trong
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Nguwoi dung co thé bj danh cap tai khoan
nhw thé pan?
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Nguwdi dung co thé bi danh cap tai khoan
nhw thé nao?

- Vi vay, nguoi dung thuwéng dung lai mat khau cho céc tai
khoan khac nhau
~Vé&i hy vong sé khong xay ra diéu gi t6i té
- Khi mat khau ctia 1 tai khodn nao d6 bj 16?
~Ké tan cong c6 mat khau ctia ngudi dung
»Va dang nhap vao céac tai khoan khac
- Thuc té: Hacker da thir tAn cong danh cap cac tai khoan
van hanh mang Iwéi dién cia My theo hwéng tiép can
nay
»Glri email gid mao chia sé tai liéu Dropbox
»Tén coéng vao website c6 yéu cau xac thye ngudi dung
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Khéng d6 16i cho nguwdi diing

- Théng thudng, chpng ta thwong d6 16i cho ngwdi dung
khi ho so' y bi ké tan cdng khai thac

- Chuing ta can xay dwng hé théng cé kha nang hé tro
nguwoi dung khéng hanh déng sai

- Vi du: thw gia mao (phising email)
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Giai phap cho ngu&i dung

- Phdn mém quén Iy mat khau
»Vi du: StickyPassword Free, RoboForm,...
»C6 thé tao ra cac mat khau “manh” va quan ly tai khoan st dung
mat khau nay
»Nguwdi dung chi can nhé 1 mat khdu (Master Password) d& mé
“kho mat khau”
- Thé xac thuc 2 yéu té U2F Security Keys
»>Nguwdi dung can két nxéi thé nay véi rpéy tinh khi dang nhap, %
»C6 kha nang gidm thiéu nguy co bi tan céng phishing
- Kich hoat tuy chon xac thwe hai yéu t6 (2FA) trén cac hé
théng dich vu

Tan cdng vao hé xac thwe bang mat khau

- TAn céng thu ddng: nghe Ién, quan séat qua trinh nhap
mat khau
»>Nhin trém
» S dung chwong trinh key logging
»Tén cong kénh bén
»Chan bét goi tin
- TAn céng chd dodng:
»BPoan va thr
»Giai mao chwong trinh cung cép dich vu (server)
»Gid mao chwong trinh khach (client)
»Tén céng man-in-the-middle
»Tén cong vao may chu vat ly cung cép dich vu
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Tan cébng doan va thir

- Cach thirc: do thir 1an lwot cac mat khiu, quan sat két
qua xac thyc hé théng tra lai
- Dac diém:
» Twong tac truc tiép véi hé xac thuc
»C6 thé thir trén 1 hodc ddng thoi nhiéu tai khoan
- Xé&c suét tan coéng thanh céng: P > (T x G)/N
» G: Téc d6 ké tAn cong do thiy
» T: Thoi gian ké tAn cong do thir
» N: S6 mat khu hé théng c6 thé tao ra
»Giam thiéu:
»Tang do dai ciia mat khau
»Quy dinh s6 1an thir xac thye t6i da trong mot khoang thei gian

1"
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Tan cong lgi dung 16 hong lwu trir

- Lwu mat khau dwai dang rd:
»Nguy co’ mét an toan cao nhét
- Lwu mat khau dwéi dang ban ma:
»An toan khi sir dung hé mat ma tét, bdo vé khoa giai
ma an toan
»Han ché: can thao tac gidi ma bat ct khi ndo can xac
thwc
- Lwu mat khau dwsi dang ma bam:
»Chi phi thap hon
~Han ché: nguy co bj tdn cong do doan dua trén ti dién.
C¢ thé han ché bang cach dwa thém “salt” vao mat
khau truedc khi bam
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Lwu ban ma )
Tao tai khoan

User

password

S
Encrypted
password

Xac thuc

[ 4 password iai ma
Giai ma

User

13

13

Lwu ma bam mat khau

Tao tai khoan

o Username, password

Hash
(password)

Username
Xac thuc

Hash() — So sanh
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Tan cong tw dién/Tan cobng cau vong

- Dictionary attack/Rainbow attack

Hash(password)

Abcdef H1
123456 H2
Password H3
Guesme

lloveyou

Qwerty

- Gidm thiéu nguy co: Hash(Password, Salt)
»Yéu cau st dung salt 1a gi?
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Bam mat khau véi “salt”

- Lwu trir [salt,Hash(password || salt)
- Vi du: Hé diéu hanh Linux

username salt hash
|bkcslm3 54gl7wemaAVR2Nd6opP19kouTTgk.|117422:0:99999:7: s
I I
algorithm Lan cubi thay déi(tinh tir ngay 1/1/1970)
1: MD5-based Sé ngay téi thidu trudc khi ddi
2: Blowfish S6 ngay t6i da trwoc khi dbi
5: SHA-256 SO ngéy trwée khi hét han sé canh bao
6: SHA-512 Ngay hét han (tinh tir 1/1/1970)

- Lwu trlr trong CSDL

levn iU9KjTeD 5myyo4W7zppTOEdVUeP8/E6Km...

tungbt r.PhJOHG Y.xOpTBqJbWpc3fOuri.g8ErCudwliUGq 16
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Bam cung salt

Tao tai khoan

. Username,

a password

Hash (salt +
password)

Username,q

Xac thuc

o Hash
a ash() ——— | So sanh
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Tan cong tw dien
Khéng dung salt Co6 dung salt
Hash(password) ﬂ Hash(salt +
Abcdef H1 password)
123456 H2 Abcdef X
Password  H3 L X2
Guesme Password X3
lloveyou Guesme X4
Qwerty lloveyou X5
Qwerty X6
S dung bang bam co sén «  Phai bam lai
* M0i lan bam chi xac dinh
dwoc mat khau cua téi da 1
tai khoan 18
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Bam mat khau véi “salt” — Nang cao an toan

- Ké t&n cong c6 thé tao ra tir dién mai véi cac gia tri “salt”
- Bam nhiéu lan: hash(hash(.....hash(password || salt)))))
»>Muc dich: lam chém thdi gian tinh toan gia tri xac thywc > lam
cham thoi gian tan céng do tim...
»...nhung ké tAn cong cé thé kién nhan hon nira tao ra tw dién moi
- Bam mat khau véi mot gia tri “pepper” bi mat
»Muc dich: ngén chan ké tAn cong tao ra tir dién maoi
- Str dung mat trong thuat toan bcerypt, scrypt, PBKDF2
thay cho cac ham bam thong thuwong

19
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Bam cung salt + pepper

Username | salt | Hash (salt +
pepper +
password)

e

Tao tai khoan

() Username,

dl rassword

Username 4

Xac thuc

o Hash
a as.\ 0 So sanh

\

pepper (Lwu trir an toan bi mat)
20
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Khdi phuc mat khau

- Lam thé nao dé nguoi dung co thé khoi phuc mat
khau khi ho quén?
»GUi trwe tiép qua email
~Reset qua email
»Cau hoi bi méat
»S® dung tin nhan SMS

- Co ché khéi phuc khéng dwoc dé dang hon co
ché xac thuwc dé ké tdn céng vuot qua

21
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St dung cau hoi bi mat con an toan?

- Nam 2008, &ng vién Pho Téng théng Hoa Ky Sarah Palin
bi danh cap tai khoan Yahoo Mail

YasoO! Yanse: tieme - tely
L [ SR verity your idenity  SNNNRE |
Answer these questions to validatt " rIoO! et tome - il
W need to verify a fow questions and we'l ba done.
. owroguas | ERCTTTTTR >
Birthday  Fobruary B

Please answer your secret question
This is it

Where did you meet your spouse?  WWasiia High

- N&m 2012, &ng vién Tdng théng Mitt Romney bi danh cap
tai khoan Hotmail
2
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M6t sb chinh sach st dung mat khau

- Muc dl’gh: tang cwong an toan cho hé xac thyc dwa trén
mat khau

- Quy dinh d6 dai téi thiéu

- Quy dinh céc ky tw bat budc phai sir dung

- Thay déi mat khau dinh ky

- Han ché st dung lai mat khau cii trong mét khoang thoi
gian nhat dinh

- Han ché s 1an thir xac thuc

- Tang thoi gian cho thir xac thue lai

- Yéu ciu dbi mat khau sau lan dang nhap dau tién

- Tuy nhién, luén phai can nhac s trd gia cho tinh tién loi

23
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2. MOT SO GIAO THU'C XAC THUC

24
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Giao thirc PAP

- Password Authentication Protcol
- Buwgc str dung trong giao thirc mang PPP truéc day
- N&i dung:
(1) U-> S: ID || Password
(2) Server kiém tra trong CSDL
S 2> U: ACK/NAK
- Khdng an toan

25
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Xac thyc 1 chiéu dwa trén hé mat ma KbX

- Gia st 2 bén da trao dbi mot gia tri khoa bi mat Kg(Co thé
la mat khau)

(1) U > S: Request

(2) S > U: Challenge

(3) U = S: f(Pass, Challenge)

Ham f: cé thé 1a cac ham ma hoa KBX, ham bam

Pass : mat khau

- Bai tap: Phan tich cac diém yéu clha so db nay

26
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Xac thue 1 chiéu dwa trén hé mat ma KCK
ISO/IEC 9798-3 / FIPS-196

(1) A-> B: Request
(2) B > A: TokenlID || Ng
(3) A > B: TokenlID || Cert, || TokenAB

TokenlID: chira théng tin cta phién
TokenAB = N || Ng || E(Kes, Na I No)

|
Chi ky sb

27

27
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Giao thirc CHAP

- Challenge Handshake Authentication Protocol
(1) U > S: Request
(2) S > U: Challenge
(3) U > S: ID || Hash(ID || Hash(Password) || Challenge)
(4) Server kiém tra
S 2 U: ACK/NAK
- Challenge: chudi ky tw ngau nhién
- Hash: MD5

28
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Giao thirc EAP

- Extensible Authentication Protocol
- C6 khoang 40 bién thé két hop thém nhiéu co ché khac
nhau:
»EAP-MD5: twong ty CHAP
»EAP-TLS, EAP-TTLS, PEAP: két hop TLS
»EAP-POTP: két hop One-Time-Password
»EAP-PSK: két hop pre-shared key

29
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Xac thwe 2 chiéu sir dung hé mat ma KbX

- Gia str A va B da chia sé khoa Kg

(1)A> B: D,

(2) B > A:Ng

(3) A > B: (Ks, Ng) || Ny

(4) B > A: f(Kg, N,

Ham f: ¢ thé |a cac ham ma héa KDX, ham bam
Ks : khoa hodc mat khau

30
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Bai tap

- Xem xét tinh an toan cua giao thirc xac thyc sau:
(1)A > B:ID, || Ny

(2) B> A: f(Ks, Na) || Ng

(3)A > B:f(Kg, Ng)

- Nhan xét: ngwoi bt dau giao dich phai la ngwdi chiing
minh trwéc

31

31

r /']
Xac thuwe 2 chiéu sir dung hé mat ma KCK
ISO/IEC 9798-3 / FIPS-196

(1) A > B: Request

(2) B > A: TokenlID || Ng

(3) A > B: TokenlD || Cert, || TokenAB
(4) B > A: TokenlID || Certg || TokenBA

TokenAB = N, || Ng || E(Kga, N II Ng)
TokenBA = N, || Ng || E(Kgs, Na | Ng)

32
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Giao thirc dang zero-knowledge (ZKP)

- Peggy c6 bi quyét dé phan
biét dwgc cac loai rwgi vang
khac nhau

-+ Victor mudn bo tién dé mua
lai bi quyét

- Lam thé nao dé Peggy chirng
minh vGi ’Victor ma khéng lam
16 bi quyét?

33
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Giao thie ZKP (Poc thém)

- La cac giao thirc cho phép mét bén chirng minh dwoc théng
tin cia minh ma khong lam 16 néi dung thdng tin d6 cho cac
bén con lai (bén thir 2 hodc ké tan cong)

- Cac bén tham gia giao thwc:

~Peggy-Nguoi chivng minh: Peggy ndm duoc mét so théng tin nao dé
va mudn chirng minh cho Victor nhwng khéng mubn dé 16 théng tin
nay

~Victor-Nguwoi tham tra: Buoc quyen hdi mot s cau hdi dén khi chac
chan Peggy nam thdng tip. Victor khéng thé, doan thong tin tlr cau trad
I&i cda Peggy, hoac do co tinh Itra Peggy tiét 10 thong tin

~Eve-Ké nghe Ién: Giao thirc can chéng lai viéc Eve nghe Ién théng tin

»Mallory: cé nhiéu quyén hon Eve, cé thé nghe 1én, stra d6i ban tin
hoac phat lai ban tin

34
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Mot vi du - Giao thire Feige—Fiat—Shamir

- Khéi tao: Peggy chon p, q 1a 2 sb nguyén t6:
> Tinhn=pxgq
» Chon ssao cho UCLN(s,n) = 1, v sao cho v = s> mod n
» Coéng bd (1,v). Peggy can chirng minh cho Victor biét minh ndm

gir giatris
- Giao thtre:
(MP>V:ix=r?modn r: s6 ngau nhién
(2) V chon ngau nhién b € {0,1}

V->P:b

B)P>V:y=rxsPmodn
(4) V kiém tra phwong trinh ddng dw y? = x x v? (mod n)
Hoac viét dwdi dang khac y2 mod n = x X v? modn

35
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Gia mao

- Mallory c6 thé gid mao bang 2 cach:

(1) Bat cac cap gia tri (x, y) va phat lai

(2) Phan doan gia tri cua bit b ma Victor thir thach:
»Doan b =0, Mallory glti x = r> modnvay =rmodn
»Poan b =1, Mallory chon y truwédc va tinh x sao cho

y? = x X v (mod n)

- Xac suat thanh céng ctia Mallory la bao nhiéu?

-Lam thé nao dé gidm xac suat thanh cong clia
Mallory trong 1 vong kiém tra?

36
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Nhan xét

- Vi Peggy ndm dwoc gia tri clia s nén cé thé qua duoc vo
sb vong kiém tra (Tinh day du - Completeness)

- Néu Mallory khéng biét s, thi xac suat gia mao thanh cong
I&n nhét 1a 271 véi n 1a s vong kiém tra (Tinh virng chéi-
Soundness)

- Mallory khéng thé st dung lai bd sb (x,y) dé Iira Victor

- Victor khong biét gi vé s vi bai toan tinh can bac 2 roi rac
la kho

- Twong tw, Eve nghe trdm dwoc moi bd sb (x,y,b) ciing
khéng thé doan duoc s

37
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Cac nguy co’

- Peggy khéng thay déi r sau méi vong kiém tra
- Chess Grandmaster Problem

- Mafia Problem

- Terrorist Problem

38
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Giao thire ZKP dwa trén hé mat ma RSA

(MGt vi du khac)

- Peggy c6 khoa cong khai K, = (e,n) can chirng minh anh
taco bimatm
- Khéi tao: Peggy tinh ¢ = m® mod n

- Giao thue:
(YP>V:x=r°modn r: s6 ngau nhién
(2) V chon ngau nhién b € {0,1}

V->P:b

B)P>V:y=rxmPmodn
(4) V kiém tra phwong trinh doéng dw y® = x x c? (mod n)
Tw kiém tra tinh day da va bén virng clia giao thirc.
Hay doc thém ly thuyét tdng quan vé ZKP trong tai liéu.
39
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3. ONE TIME PASSWORD (OTP)

40
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Xac thuwe da yéu td

- Phwong phap xac thue si dung mat khiu khéng da an toan
- S&r dung mat khdu mét cach an toan:
»D0 dai va khé doan
»Khéng dung chung cho nhiéu tai khoan
»Thay dbi thwong xuyén
... > hau hét nguoi dung khéng thue hién dwoc
- K& tn c6ng c6 kha ndng danh cdp CSDL va thyc hién tan
cong twr dién
- Xéac thwe da yéu té (MFA — Multi Factor Authentication)
»Cai ngwdi dung biét: mat khau
»Yéu tb con lai: tai san, mau sinh trac
- ké tAn cong chi biét mat khau 1a khéng du dé vwot qua xac thuc

41
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One Time Password

- Mat khau chi dung dé xac thwe cho 1 phién hoac 1 giao
dich
- Phan loai:
» SIKey OTP
»Hash-based OTP (HOTP)
»Time-based OTP (TOTP)
- C4ch thirc phan phéi:
»SMS
»ng dung
»Email
»Token

Event-based OTP

42
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S/Key OTP(RFC 1760)

- St dung trong mot s6 hé diéu hanh  S/KEY password generation
Unix Iniial secret W | e imtzece
. a R
- Pha sinh mat khau: Hfirctio

(1) Server chon mét gia tri bi mat W [ Pamg)rdx l
(2) Ap dung ham bam (hodc HMAC) n

H

R A Hfunction
lan 1én W Cr—
(3) Lwu H,, trong CSDL A

(4) Cung cép cho client H,, H,1,..., H, — _—
(5) Client huy gia tri H,, s

43
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S/Key OTP(tiép)

- Xac thyc lan dau

(1) Client gti H,,_4

(2) Server so sanh Hash(H,,_,) v&i H, trong CSDL

(3) Néu budc 3 xac thue dung, thay H, bang H,, ;. Gui
théng bao xac thyc thanh cong

(4) Client x6a H,,, néu dang nhap thanh céng

- Xé&c thwe cac phién ké tiép: twong tw

44
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HOTP (RFC 4226)

- B6 dém: C (8 byte)
- Gia tri bi mat: K da chia sé trwdc voi client
- Ham HOTP(K, C)
(1)Tinh HS = HMAC-SHA-1(K,C)
(2)Trich xuét 4 bytes tir HS bang ham Dynamic Truncation
Shits = DT(HS)
(3) Chuyén Sbits sang dang thap phan. Lay gia tri HOTP
v&i sO chir sO k tuy y.
Snum = StToNum(Shits)
D = Snum mod 10k

45
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Ham DT

- D4u vao: Chudi 20 byte S
- X ly:
» L&y OffsetBits = 4 bit thap cta S[19]
»~Bién dbi sang dang thap phan Offset = StToNum(OffsetBits)

> Trich xuét 4 byte trong chudi S bat dau t vi tri Offset dwoc chudi
P

- PAu ra: Xda bit dau tién cta P

46
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St dung HOTP trong giao thirc xac thuc

- Yéu cau: Chia sé khoa K va C mot cach an toan

- Server: C < C + 1. Tinh HOTP(K, C) va Iwu trong CSDL

- Client: C € C + 1. Tinh HOTP(K, C) va ngu®i dung gtri
cho server

- Server:
»Néu OTP nhan duoc la hop 1é tao OTP méi thay cho gi tri ci
trong CSDL
rN’éU OTP nhan dugc khong hop 18, thuc hién ddng bo lai véi tham
s0 dong bd s. Yéu cau xac thyc lai.
»Sau T 1an xac thyec lai khoéng hop 1€, khéa tai khoan

47

47

/0]
Pong bd trong HOTP

- Khi st dung HOTP trén thiét bi OTP Hardware Token, ma
OTP duwoc sinh ra theo yéu cau nguoi dung
- Tinh trang mat déng bd: ngwdi dung yéu cau ma OTP
nhwng khéng xac thwc > gia tri bd dém cta Token va
Server khac nhau
- Bdng bd hoa:
> Server tinh toan HOTP cho s Ian ké tiép
»Yéu cau ngudi dung giri mot chubi (2-3, hodc hon) cac gia tri
HOTP sinh dwoc tir Token
~ S0 sanh chudi HOTP clia ngwoi dung voi chubi HOTP da sinh va
thwc hién dong bd

48
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TOTP(RFC 6238)

- Thyc hién twong tw HOTP Client Server

- Thay thé bd dém C béang gia
tri th&i gian:

C = (Current UnixTime — Ty)/X ~ Tao

X e va g
Ty: MOc thoi gian Togrp

X: Bwéc thoi gian (time step) \ Nhan
- VAn d& tré xir ly va t':;em
- Client c6 thé gtri cung 1

TOTP trong 1 budc thoi

gian, nhung server chi chap
nhan cho 1 lan xac thyc v v

49
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Mat dong bd trong TOTP

- Thoi diém tao OTP & client va kiém tra & server thudc 2
chu ky khac nhau, hoac

- M4t ddng bo déng hd

- Phia kiém tra cho phép chap nhan mét gia tri OTP nam
trong khoang sai so cho phép

- Mién chap nhan [TOTP(T,), TOTP(T/)]

T, = (Current UnixTime — 2X + 1 —T()/X

T; = (Current UnixTime + X — 1 - T,)/X

| | | 5

\ L ] ’

T, ! Thoidiém | ¢ t
A, kidmtra AT

50
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SMS OTP

- Gia tri OTP dworc sinh & server va gi cho ngudi dung
qua tin nhan SMS
- Khéng dam bao an toan:
»Pién thoai ngwdi dung bi nghe 1én
»Gia mao tram BTS
»Tén cong loi dung 16 hdng cua giao thirc SS7

51
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Téan codng 16 hdng ctia SS7 (Poc thém)

- SS7(Signaling System 7): bd giao thirc diéu khién truyén
di liéu gitra cac cell trong mang di déng

- Khéng c6 co ché xac thuc

- IMSI: Binh danh ctia thé SIM

- IMEI: Binh danh cta thiét bi

- MSISDN: Sé thué bao

- HLR(Home Location Register): CSDL thué bao

- MSC(Mobile Switching Center): B6 chuyén mach

- MAP(Mobile Application Part): giao thirc diéu phoi truyén
di liéu gitra cac thanh phan trong phién dich vu
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Tan céng SS7 — Budc 1

(1) Ké tn coéng giri thong
diep
SendRoutingInfoForSM

‘ chira MSISDN té&i HLR

(2) HLR gtri thong diép tra
1&i chira:
- Sb thué bao

- Dia chi cia MSC dang xtr
ly két ndi ctia nan
nhan(Bob)

- IMSI ciia nan nhan
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Tan céng SS7 — Buéc 2

/8

(
t

(

(

1) K& tan cong dang ky
héng tin cta Bob trén MSC

gia mao (Fake MSC)

2) HLR cap nhat vj tri m&i

cta Bob

3) HLR yéu cau MSC cil

gidi phong thoéng tin
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Tan céng SS7 — Budc 3

(1) Alex gwi tin nhadn SMS
A ‘ cho Bob

(2) MSC chuyén tiép tin

nhan t&i SMS-C

s (3)SMS-C gt théng diép
t&i HLR y&u cau vi tri cla
Bob

f—or (4) HLR tra lai dia chi cta

“ Fake MSC

(5) SMS-C chuyén tiép tin
nhén t¢i Fake MSC
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MGt vu viéc tan cong xac thuc nguoi
dung Day,

BAD BIEN T DAl TRUYEN HINH VIET NAM

m A TRONGNUGC THEGI THETHAD TRUYENHINH GIAITRI KINHTE BOSONG  SUC KHOE

Vietcombank néi gi vu khach khéng giao dich van
mat 500 triéu trong tai khoan?

’ Ban Th&isip - (@ Thik sau, ngay 12/08/2016 20:15 GMT+7
Vi sao khach h:
= ach hang v;
tai khoan? 9 Vietcombani mg 500 trigy tmmEif

ng
170N it gy

02078 12,04
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MGt vu viéc tan cong xac thuc nguoi

dung

Kich ban st&r dung dich vu:

- B1: Khach hang dang nhap vao hé théng eBanking

- B2: Khach hang nhap lénh chuyén tién

- B3: Hé thong eBanking g&vi ma OTP qua tin nhan SMS toi
sO dién thoai ma khach hang da dang ky

. Bff: Khach hang nbép mé OTP nhan duwoc vao hé théng
dé xac nhan chuyeén tién

- Xac thyc da yéu tb:

(1) Mat khau truyén théng

(2) SMS OTP
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MGt vu viéc tan cong xac thyee ngueoi
dung

- Vietcombank cung cép (rng dung di
dc:)ng Vietcombank Smart OTP cung
cap ma xac thyc OTP

- B1: M& (rng dung va dién sé BT dang
ky’ SMS Banking u E.i-f-tiﬁm?anksmarlOTp

- B2: Hé thdng gtri ma xac thwc OTP t6i
s6 dién thoai ———

- B3: Nguwoi diing nhap ma xac thwc vao e &
tng dung

- B4: Néu ma OTP dung, &ng dung
duwoc kich hoat

Q

SMART OTP
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Xac thwe bang sinh trac (biometric)

Decision
Imposter threshold N Gk
distribution | Genuine ane Template
! distribution ﬁ
\ ! e @ Quality E} Feature
i / 'J cnecker extracmr
| Usar interface System database
z H
5 E
3
<3
¢ Claimed identity
Mame (PIN)
{ Feature Matcher
,-1) :> axtractor [:?‘(onematch) ‘{;j
User interface [Riopkts
;/ Matching score S mmdm
FRR "! e
o
<
w

FRR
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Dau van tay

Bifurcation Short Break

The core of
the fingerprint
pattern

™ The delta is
where the ridges
divide

Ridge ending
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Van long ban tay
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Cau tric ban tay

ol
303 Finger |
Width

e

305
\

(_f'e_nmeter
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[
F—---—Centroid-X-

Centroid-Y

[o PIp—
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Khuén mat

LForehead

RMidForehead MidForehead UMidForehead

LEyebrowEnd
Mid

jebrowEnd  REyebrowMid LEyebrowMid  LEyebro.

ROrbitalUpper (optional) LorbialUpper Loniallpperioptional
LEyeidUpper

Joper LEy

Nosefiidge
LEyelidLower B
LOmialLower
LOrbial
NoseTp  LNostriBuige NoseTp.

RNostriBase LostiiBase NostriBa
LipUpper

ipUpper lpUpperBend

RLipUpperBsnd PUPP" LLiplppersend B

LipLower
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Mong mat

HOW IRIS SCANNERS RECORD IDENTITIES

® Scanner plots

Scannor roads from outer
distinct markings

Now that the iris iris inwards to pupil edge

has been on iris and maps

identified, select i que shape

from the buttons L1222

below. W\ WAz~
WIS

After plotting many mlrlw Other scanners will
(@) within the inis all data is (@) compare this data to
saved to a database verify individual identities
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Vanh tai

Helix

Crus Antihelicis —=——3 2 .
Fossa Triangularis

Antihelix Crus Helicis
Cavum Conchae
Scapha
Tragus
Antitragus
Lobule
(Ear Lobe)
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Vwot qua xac thuwe da yéu to

- TAn cong chuyén tiép(relay attack): st dung ky thuat gia
mao dé danh cép céac yéu tb
- Vi du:
»So dd xac thye 2 yéu tb:
v Yéu t6 thtr 1: mat khéu
v Yéu tb thir 2: ma OTP gl toi dién thoai
»Tén cong:
v Website gid mao yéu cau ngudi ding nhap mat khau
v Ké tn cong ding nhap ngay vao website that véi mat khdu da co
v Website that giri ma OTP t&i dién thoai ngwoi diing
v Website gid mao yéu cau ngudi ding nhap ma OTP
v Ké tan cong st dung ma OTP dé hoan thanh xac thwc budc 2
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Tan cong chuyén tiép — Vi du

“Welcome to Google.

Please login”
“User: victim
Password: password123” | Attacker
“User: victim
Password: password123”
Victim Google

“Your 2FA code is 382924”

“Enter the security code.”

“380024” Attacker

“382924”
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4. SINGLE SIGN ON(SSO)
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]
Khai niém

- SSO 14 mét co ché xac thue yéu ciu ngudi dung dang
nhap vao chi mét lan v&i mot tai khoan va mat khau dé
truy cap vao nhiéu trng dung trong 1 phién lam viéc
(session).

KHONG CO SINGLE SIGN ON CO SINGLE SIGN ON
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Single Sign On

Service Provider Initiated Workflow

USER/BROWSER

sted
SERVICE PROVIDER IDENTITY PROVIDER

4) userlegsinif
necessary
5) Token sent 1o user's
* Toke s browser ﬂ
end i R
use
e =28
Re: d and
the walidated
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7
Cac giai phap SSO khac

- OpenlID Connect

- CAS

- Open SAML

- CA Single Sign On

- Java Open Single Sign On
- Google Sign-In

- Facebook Login
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