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BAI 5. ,
CHU KY SO
Bui Trong Tung,

Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
NOGi dung

- Khai niém co ban vé chir ky sb
- M6t sé phwong phap ky sb

- Giao thire chir ky sb

- Ha tng khéa céng khai PKI
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KHAI NIEM CO BAN

]
Khai niém — Digital Signature

- Chi» ki sd(Digital Signature) hay con goi 1a chiv ky dién ti
la doan di¥ liéu dwoc bén g gan vao van ban gbc dé
chirng thwe ngudn gbc va ndi dung cla van ban

- Yéu cau:

- Tinh xac thwc: nguwoi nhan cé thé chirng minh dwoc van ban dwoc
ky b&i nguwoi gri

- Chéng tlr chéi: nguwoi glri khong thé phd nhan dwoc hanh dong ky
vao van ban

- Tinh toan ven: ngwdi nhan cé thé chirng minh dwoc khéng cé ai
stra dbi van ban da dworc ky

- Khéng thé tai str dung: méi chi ky chi cé gia tri trén 1 van ban

- Khéng thé gia mao

- D& nghi cta Diffie-Hellman: S dung khéa c& nhan trong

mat ma céng khai dé tao chi ky.
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Chiv ky sb

- Ham sinh khoa: Gen()

- Ham ky S(sk, m) « Ham ky phai c6 tinh
- DAu vao: ngau nhién
- sk: Khoa ky « Bét ky ai c6 khoa sk déu
- m: Van ban can ky c6 thé tao chiv ky

- D4u ra: chir ky sé sig ] )

- Ham kiém tra: V(pk, m,sig) ~ * Batky ai co khda pk déu
- PAu vao: co thé kiém tra chir ky
- pk: Khoa thdm tra
© m, sig

- PAu ra: True/False

« Tinh dung dan: V(pk, m, S(sk,m)) = True

Tan coéng vao chir ky so

- Ké tn coéng chon trwéc mot sb ban tin my, m,,.., mq va cd
chir ky ctia ban tin do sig; « S(sk, mi)

- Muc tiéu: Tao ra chi ky cho ban tin m ¢ {m,, m,,.., mq}

- Yéu cau dbi v&i chiv ky sb: Xac suét tAn cdng thanh céng
la khéng dang ké

- Quiz: Néu ké tan cong tim dugc 2 ban tin m;, m, sao cho
V(pk, m,, sig) = V(pk, m,, sig) V(sk, pk)thi chr ky s6 do6 co
an toan khong?
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M6t sb (rng dung cuia chi ky sb

- Chir ky xac thwc phdn mém

Khéi tao cai dat, pk
@ Cap nhat, sig

- Chir ky xac thyc giao dich

= *_~ Chi tiét giao dich va S Red
ml Chir ky s6 2
———

Chi tiét giao dich,
Ma PIN (néu co)
Chir ky sb

L

+ Chir ky xac thuc thw dién t&r: DKIM

]
Khi nao can str dung chir ky s6?

- Néu 1 bén ky va 1 bén xac thyc: s dung MAC/HMAC
»2 bén can chia sé trwdc 1 khda bi mat
»Khéng ¢ kha ndng chéng tir chéi: bén nhan c6 thé thay déi noi
dung va ky lai
- Néu 1 bén ky va nhiéu bén xac thwc: st dung chir ky sb
»Bén ky can cong bd khda cong khai ctia minh
»C6 kha néng chéng tir chdi
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- Phia gtri : ham ky

- Phia nhan : ham xac thuc

Chi ky s6 dwa trén ham bam

1. Bam ban tin gbc, thu dwoc gia |
tri bam h ] i
2. Ma héa gia tri bam bang khoéa |
riéng - chir ki so sig i
3. Gén chi¥ ki s6 1én ban tin goc |
(m || sig)

1. Téach chi¥ ki s6 sig khéi ban tin.
2. Bam ban tin m, thu dwoc gia tri

bam h E *ﬂ

EEEEEEE

3. Giai ma sig v&i khéa cong khai
cla nguwoi gri, thu dwoc h’® | Seowe

4. Sosanh:hvah'. Kétluan. E '-:Q»Z*'

H
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Chir ky s6 dwa trén ham bam

- Ham Kky: sig = S(sk, m) = E(sk, H(m))
- Ham xac thwc: V(pk, m, sig) = V(pk, m, E(sk, H(m)))
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Mot s6 phwong phap tao chiv ky s6

- Chir ky s6 1 1an: méi khoa chi dung dé ky 1 ban tin
»Thuat toan Lamport
- Chir ky sb nhiéu lan:
»Chir ky s6 RSA
»Chi ky s6 ElGamal
»Chuén ch ky sb DSS
- Chir ky mu: ngudi ky khéng biét ndi dung ban tin

1"

11

[ —
Chir ky s6 RSA

- Sinh cap khoa: k;, = (n, e), kg = (n, d)
- Chir ky: sig = E(kg, H(m)) = H(m)d mod n
- Thdm tra: néu H(m) = sig® mod n thi ch4p nhan

D(ky, sig)
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Chuan chir ky s6 DSS (Boc thém)

- Digital Signature Standard
- Cac tham sb:
»Ham bam H
~L: la bdi sb cta 64, N < Kich thuwéc ma bam
- Tao khéa nhém kg = (p, 9, 9):
»S6 nguyén té q kich thuwéc N bit
~Sb nguyén p kich thuéc L bit, sao cho p—1 1a bdi s6 cla q
»Chonhlangdunhién2< h< p-2
»g = h-"amod p
- Khéa riéng: x ngau nhién thda man 0 <x < q
- Khoéa cbng khai: y = g* mod p

13
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/" +#/¢+JD0 ]
Chuan chi ky s6 DSS

- Tao chi¥ ky:
»Chon gié tri 0 < k < q ngau nhién
»>Tinh r= (g mod p) mod q ; néu r = 0 thi chon lai k
»Tinh s = [k ! (H(m) + xr)] mod q; néu s = 0 thi chon lai k
»>Chir ky (r, s)
- Tham tra chir ky:
»>W = (s)"mod q
»ul =[H(m)w] mod q
»u2=rwmodq
»v = [(g"'y*2) mod p] mod q
»Néu v =r thi chiv ky hop 1é

14
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An toan cho chi ky sb

- Tinh an toan cua khéa ca nhan

- Van dé: néu khoéa ca nhan bj ké tan céng danh cép, han
c6 thé gid mao chir ky ctia ngudi s& hiru khéa.

- Giai phap:

- Bao vé béng mat khau

- Str dung thé thong minh(Smart Card)

- St dung thiét bj Iwu trir an toan (USB Token)
- Tinh tin cay cua khoa cong khai.

- Van dé: ké tan cong lam s dung khoa cong khai gia
mao. Néu nguw&i dung bi danh Itra, ho sé tin cay vao
chi¥ ky gia mao

- Giai phap: st dung hé thdng PKI dé phat hanh khoa
cbng khai dwéi dang chirng thw s6

1
Bao vé khoa ca nhan(1)

- Khda ca nhan dwoc dong
goi vao file(vi du .pfx), lwu
trén thiét bj nhé théng
thwerng (6 cirng, USB...)

- File dwgc bao vé béi mat
khau dang ma PIN

- M(rc an toan thap nhét:

- D& dang sao chép file chira
khoa
- M3 PIN c6 thé bj doan nhan
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M6 hinh st dung

- Bao vé khoa ca nhan

Tao khoa
ma bao vé

@ Matkhdu
&
Nguwoi dung

- St dung khoa dé tao chir ky

Khoéa cé nhan

Mahéa |

Mat khau

Chwong trinh ky

Khoa

File ma cta
khda ca nhan

Chit ky sb

Giai ma

ca nhan

Ky

File ma chra
khda ca nhan

V&n ban can ky

17

17

Cai

tién

- Bao vé khoa ca nhan

Khoéa ca nhan

@ Matkhdu| Taokhoa M3 hé File ma cua
M | mabiowve ahoa khéa ca nhan
Nguwoi dung
Do HPH quanly | Key Store
- St dung khoa dé tao chir ky
Van ban Ma bam
can ky Chwong trinh ky Key Store
@ / Giai ma
R Vvatknau Ky
18
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Bao vé khda ca nhan(2)

- Khoéa duwoc lwu trir trén chip dién =Y
t&r (IC) ctia Smart Card = —
- Khi thye hién ky sé: | gemalto’
- Gia tri bdm dworc truyén vao chip IC
- Chip IC ma hoa] gia tri bam bang khéa
ca nhén (yéu cau ngwdi dung nhdp ma
PIN) = chir ky s6
- Truyén chir ky sé tir Smart Card tdi (rng
dung
- Yéu cau:
- Phai c6 dau doc chuyén dung
- Thw vién API dé giao tiép

19

/" "7
Smart card

- Bao vé khéa ca nhan Khéa c& nhan

‘ Mat khLu Tao khoa Mahéa | |
RN mé bao vé Smart card

Nguwoi dung

Phan mém giao tiép v&i Smart Card

- St dung khoa dé tao chir ky

Van ban Ma bam
can ky Chuwong trinh ky Smart Card

/ Gii ma
®

R Vvatknau Ky

20
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Bao vé khoa ca nhan (3)

- Khéa dworc lwu trir trong thiét bi nhé

chuyén dung, st dung giao tiép USB

- C6 nhiéu mirc do gidi phap khac

nhau:

+ Chi 6 chire nang Iwu trr khoa, cho phép
&ng dung truy xuat khéa ca nhan dé sc
dung

- Kich ban s dung twong tw Smart Card

- Khéa dwoc sinh ngay trén thiét bj

e

SRR -~ B

13
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2. GIAO THU'C CHU KY SO

22
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Chir ky dién tir c6 trong tai

- Trong tai (Trent — T) cé nhiém vu:
»Ap dung mét sé 1an kiém tra Ién ban tin, kiém tra tinh toan ven cta noi
dung va ngudn gbc
~Kiém tra nhan thoi gian (timestamp) ctia ban tin
(1) A > T: 1Dy || E(kyg,m) || SA(E(kyg,m)) I Ta | Sa(Mag)
Mpg = 1D || E(kyg,m) || Sa(E(kyg,m)) | Ta

Sa(E(kyg, M)) = E(Kga, H(‘E(kléBi m,)))

C
Sa(c) = E(kga, H(c))
(2) T > A ID, || E(kyg,m) [| Sa(E(kyg,m)) [| Ta Il S+(Mag)
St(Mag) = E(kgr H(Mag))
(3) Agtri cho B ban tin 2
23
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Chir ky mu (Blind Signature)

- M6t sb giao dich dién t&r yéu cau can che gidu
thong tin ca nhan cua cac bén tham gia:
»Thwong mai dién tor
»>Bau clr dién to
- Chir ky mu: ngudi ky khéng biét néi dung cua
van ban
~Nguwei kiém tra tinh hop |é cia phiéu bau khong duwoc
phép biét n6i dung cla phiéu (tén cl tri, nguwdi dwoc clv
tri bau...)

~Sau khi xac minh va chap nhan cho khach hang rut
tién, ngan hang khong thé kiém tra lai trén t& tién dién
tr lwu thdng co tén ngudi rat la gi.

24

24
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Chir ky mu RSA cho Phiéu bau dién tcr

- Co quan bau clr st dung cap khéa k, = (e,n), kg = (d,n)
- Sau khi d& thue hién xac thue voi co quan bau ct, Alice
dién thong tin trén phiéu bau. Théng tin nay dwgc ghi l1én
ban tin x:
»Chon 1 gia tri ngau nhién r
»Lam mu ndi dung 1a phiéu: m’ = (H(x).ré) mod n
»Buwa cho co quan bau ct ky
- Co quan BC thyc hién ky mu
s’=(m")d mod n = ((H(x))9.r) mod n
- Alice x6a mu chir ky: s = s".r'' mod n = (H(x))® mod n
Lwvuy 1 <r'<nlagiatrisaochorr’modn=1
- Phiéu dién t&r ctia Alice (x, s)
- Lam thé nao dé co quan kiém phiéu tin twéng day la
phiéu bau do co quan bau clr phat hanh?

25

25

Cher ky mu mét phan

- Ngan chan nguwoi glri gian lan ndi dung

- Giao thure:

(1) Alice gCPiﬂcho trong tai n ban tin (da dwoc lam mu béi n
gia tri ngau nhién khac nhau), trong dé cé chira 1 ban
tin can trong tai ky

(2) Trong tai yéu cau Alice gl k gia tri lam mu bét ky

(3) Trong tai kiém tra tinh hop & trong no6i dung ctia k ban
tin

(4) Néu k ban tin trén |a hop 18, trong tai ky vao “siéu ban
tin” dwoc ghép tr (n-k) ban tin con lai

26
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Ch{r ky nhom

- Yéu cau: Chi xac thuwc dwoc chir ky va nhém nao ky,
khong xac dinh dwoc chinh xac ngwoi ky

- Giao thitrc:

(1) Nguw&i quan tri tao ra n*m cap khoa

(2) Ngwdi quan tri phan phdi cho méi thanh vién ctia nhém

m cap khoa

(3) Ngwdi quan tri cong bd danh sach khéa cong khai (thir

tw da xao tron)
(4) Khi can ky, méi nguoi lwa chon 1 khoda ca nhan ngu
nhién dé ky

(5) Nguwoi xac thwe tim khoa céng khai trong danh sach (3)

dé xac thwc chir ky

27
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3. HA TANG KHOA CONG KHAI

28
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Ha tang khda cong khai PKI

- Public Key Infrastructure
- Hé théng bao gébm phan cirng, phan mém, chinh sach,
tha tuc can thiét dé tao, quan ly va lwu trir, phan phdi va
thu hdi cac chirng thu sb
- Chirng thw sb: van ban dién tlr chirng thwe khéa cong
khai
- C4c thanh phan:
- RA(Registration Authority): Chirng thwc thdng tin dang ky
- CA(Certification Authority): Phat hanh va quan ly chirng thw sb
- CR(Certificate Reposiroty): Lwu tri, chirng thwc chirng thw sb
- EE(End-Entity): déi twong st dung ching thw s

29
29
Céc thanh phan cda PKI
Certificate Repositary.
Repository read, search, End-Entity
modify
Certificates
S s e s s s ) oorview ...
/ System view
— Initial registration/certification,
o Certificate Registration key palr recovery,
iegistration Authority key pair update,
certificate update,
CRLs revocation request
< 1
Certificate/CRL Certificate Cross—= Other domain's
Jﬂ registration Authority Ceriification CA
P
30
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Chirng thw s6 X.509

Signature
algorithm ji ..... Algorithm
identifier

Version 1

Periodof §| Notbefore =
validity

Version 2

Version 3

Subject's i
public key -§ """" ﬁﬁl&iﬁ """""
info

Issuer unique
identifier
Subject unique
identifier

Extensions

All
versions

Signature 4 |~° "7 Parameters” =~ "~
~ Encryptedhash” " "7

31
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Chtrng thw s6 X.509

- Version: phién ban cta chirng thu sé
- Sé serial ciia chirng thu sb (t6i da 20 byte)
- Algorithm: Thuat toan chir ky sé dwoc CA sir dung dé ky
- Issuer: Théng tin co quan cap chirng thw sb
- C: Quéc gia
- CN: Tén giao dich ctia CA
- DN: Tén dinh danh
- O: Tén tb chirc phat hanh
- ST: Tén don vi hanh chinh tryc thudc trung wong
- Validity: Théi gian hiéu lwc cta chirng thu sé
- Not Before: Ngay bat dau c6 hiéu luc
- Not after: Ngay hét hiéu luwc

32

32
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Chirng thw s6 X.509(tiép)

- Subject: Théng tin nguwdi dwoc cap chirng thw
- Céc trwdng con twong tw théng tin té chive phat hanh
- Subject’s Public Key Information: Théng tin khéa cong
khai

- Algorithm: Thuat toan tao khéa
- Public Key: Gia trj khoa
- Signature: chi¥ ky sb ctia co’ quan cip chirng thu s
- Issuer UID: dinh danh cla co quan cép ching thu sé
- Subject UID: dinh danh cia ngwdi dwoc cip chirng thu
- Extensions: Cac trwdng mé rong khac

33

33

Xac thye chirng thw s

Chirng thu sb can dwoc kiém tra tinh tin cay:

- Kiém tra tén thyc thé s& dung c6 khép véi tén dang ky
trong chirng thw s6

- Kiém tra han st dung ctia chirng thw sé

- Kiém tra tinh tin cay ctia CA phat hanh ching thw s

- Kiém tra trang thai thu hdi chirng thw sb

- Kiém tra chi ky trén chirng thw s6 d& ddm béo chirng thw
khéng bj stra ddi, lam gia

34
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Thu hdi chirng thw s6

- Thywe hién khi khéa ctia ngwdi dung mét an toan

PK' Cong bb: Théng tin
va th h Ching thw sb ID = 1234 cbng bo duwoc
éu cau thu hoi Tinh trang: D4 thu hoi ky b&i CA

ching thw sb
ID= 12V
Kiém tra thong tin t|nh

trang ching thw sé: 2
phwong phap
- CRLs

Alice - OCSP

A

Bob
35

35

CRLs

- PKI ¢dng bd danh sach chirng thw sb bi thu héi. Danh sach
nay dwoc ky béi CA

pKl 4= | Chung thu s6 ID = 1234

Tinh trang: D4 thu hoi

Download CRLs

Han ché:
-/ - Kich thuwéc CRLs Ién
ob - Khoéng cap nhap lién tuc

36
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OCSP

- Dich vu kiém tra trang thai chirng thw s6 trwc tuyén(Online
Certificate Status Protocol)

Hay cho biét tinh trang ctia chirng thw sé ID = 1234

: Chirng thw s6 ID = 1234 da bj thu héi
Bob | < 9 PKI
Hay cho biét tinh trang ctia chirng thw sé ID = 567

Ching thw s6 ID = 5678 con gi tri

Thoéng diép tra 1&i tir PKI dwoc ky béi CA

37
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Kién trac PKI

- Kién trac PKI rat da dang, twong trng theo mé hinh hoat
dong ctia mdi té chirc
- C4c kién trac PKI sau dwoc phan loai dwa trén sé lwong
CA, td chirc va mébi quan hé gitra chung:
»Kién trac don CA (Single CA)
»Kién trac PKI xi nghiép (Enterprise PKI)
~Kién trac PKI lai (Hybrid PKI)

38

38

03/11/2022

19



Kién tric don CA

- Chi slr dung 1 CA trong hé théng PKI

- Pon gian, phu hop véi hé théng nhd ‘ é

- Khéng cé kha nang mé rong

- M6 hinh danh sach tin cay: 2 thuc thé |n| w
st dung chirng thv s6 dwoc phat hanh  *« m

b&i ? CA khac nhau "
»>MOoi CA c6 danh sach cac CA ma no tin cay
~M8&i CA phai ndm trong danh sach tin cay cla @ (=]
CA con lai
»Han ché: Ludn ddi hdi phai déng bd. Vi du: 1
CA ngirng hoat déng

Alice Bob

39
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Kién truc PKI phan cap

C‘ Offline Root CA

!
(@ B (O Hhowon
2§
@ Issuing CA1 C@ Issuing CA 2 ﬁ‘@ Issuing CA 3
- M&i CA chirng thwec cho tat ca cac CA cap dudi cla nd
- D& dang mé& rdng

* Yéu cau: Root CA can duoc gitk an toan tuyét ddi(thong
thwong Root CA luén nam & phan vung mang offline)

40
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Chirng thw sb trong kién tric PKI phan cap

@O @® CcCertificate Viewer:"www.vietcombank.com.vn"

General Details

Certificate Hierarchy
» VeriSign Class 3 Public Primary Certification Authority- G5
¥ Symantec Class 3EV SSLCA-G3

www.vietcombank.com.vn

Certificate Fields
» www.vietcombank.com.vn |

! Certificate
. Version
Serial Number
Certificate Signature Algorithm
: Issuer
b validity
‘Mot Before
Not After

. ¥ Subject Public Key Info
Field value
[CN = www.vietcombank.com.vn

U = IT CENTER
OINT STOCK COMMERCIAL BANK FOR FOREIGN TRADE OF VIETNAM

=17
= Ha Noi
41

0
0
L

Chubi xac thuc

. M’c}t chu’ng thw dwoc phat hanh béi hé ttléng PKI phan
cé)p can dwgc chirng thye theq mot chudi hwéng tir nut
goc t&i nut la trong cay phan cap

- Vi du: Mét chirng thw trong kién tric phan cép

Certificate
ﬁoﬁmo “I'm € because | say so!”

Certificate :
P2 o “I'm(/) because © saysso”

Certificate | : ,
20 I'm § because (/) says so

42
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Chubi chirng thue

&mﬁmw y b3
-9 o “‘I'm ) because | say so!

Certificate ,
P fim@ “'m(/) because & says so’

’

Certificate v
,éi“i “'m § because (/) says so”

Chudi xac thyre tr chdi ching thu $6 néu co bat ky
bwéc nao cho két qua xac thwc that bai

43
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Téng két

- Chi¥ ky sb:

» 8 dung hé mat ma khoa coéng khai

»Tao chi¥ ky: nguwdi glvi dung khéa ca nhan ctia minh d& ma héa ma
bam cla ban tin

» Xac thwe chi¥ ky: ngwoi nhan st dung khéa cong khai ciia nguoi
glri dé xac thuc

»Can dam bao an toan cho khda ca nhan va xac thuc khéa cong
khai

- PKI
»Phat hanh ching thw sb dé xac thuwc khoéa cong khai ciia nguoi
dung
»Chirng thw sb X.509: chira khda théng tin cong khai ctia nguoi
dung, dwoc xac thwe bédi chiv ky s6 ctia CA

44
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