BAI 4. )
GIAO THUC MAT MA

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
NOGi dung

- Téng quan vé giao thirc mat ma
- Céc giao thire trao dbi khoa dbi xirng
- Céc giao thirc trao dbi khoa cong khai




1. TONG QUAN VE GIAO THU'C MAT MA

Giao thtrc mat ma la gi?

- Chuing ta da biét vé “mat ma” va cac &ng dung cdia no:
> Bao mat
» Xac thuwe
- Nhwng ching ta can biét “Str dung mat ma nhu thé nao?”
»Hé mat ma an toan chwa dd dé lam cho qua trinh trao dbi théng tin
an toan
»Can phai tinh dén cac yéu td, ca nhan tham gia khéng trung thuc
- Giao thtrc 1a mot chubi cac buéce thure hién ma céc bén
phai thuc hién dé hoan thanh mét tac vu nao do.
» Bao gdm ca quy cach biéu dién thong tin trao ddi
- Giao thirc méat ma: giao thirc sir dung céc hé méat ma dé
dat dwoc cac muc tiéu an toan bao mat




1
Cac thudc tinh cua giao thirc mat ma

- Cac bén tham gia phai hiéu vé cac buwdc thye hién giao
thire

- Cac bén phai déng y tuan tha chat ché cac buéc thuc
hién

- Giao thirc phai ré rang, khéng nhap nhang

- Giao thirc phai day dd, xem xét moi tinh hudng cé thé

- Véi giao thirc mét ma: Giao thirc phéi dwoc thiét ké
dé khi thwc hién k{)éng bén n‘a‘o thu dwoc nhiéu lgi
ich hon so véi thiét ké ban dau.

]
Yéu cau Perfect Forward Secrecy

- Mét giao thirc cAn d@m bao an toan cho khéa ngan
han(short-term key) trong cac phién lam viéc trwdc la an
toan khi khéa dai han (long-term key) khéng con an toan.

- Vi du : giao thirc HTTPS dé truy cap an toan vao Website




/""" 0]
Tan coéng khoa da biét (known-key)

- Sr dung khéa phién da biét trong cac phién lam viéc
trwdc dé tAn cdng cac phién lam viéc toi.
~Dung khoa phién cii da biét dé tinh toan khoa phién trong cac
phién truyén thdng maoi
~Dung khoa phién cii da biét dé danh Iva nan nhan st dung lai >
Tan cong phat lai (Replay Attack)

/"]
Giao thirc co trong tai(Trusted arbitrator)

- Trong tai la bén thir 3 théa man:
»Khéng ¢ quyén loi riéng trong giao thirc
»Khéng thién vi
- C4ac bén can tin twdng vao trong tai
»Moi théng tin tr trong tai la dung va tin cay
»~Trong tai luén hoan thanh day dd nhiém vu trong giao thirc
- Vi du: Alice can ban mét chiéc may tinh cho Bob, ngudi
sé tra bang séc
»Alice muén nhan to séc tredc dé kiém tra
»Bob mudn nhan may tinh truéc khi giao séc




Giao thirc c6 trong tai — Vi du

- Alice va Bob tin twéng vao Trent-Bén thir 3 ma ca 2 cung
tin twdng

Trent

a /

(5)  Alice
OK

Giao thire ¢o trong tai — Vi du

- Alice tin twdng vao ngan hang ma Bob Gy nhiém
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1
Giao thire str dung trong tai

- Khi 2 bén da khéng tin twdng nhau, cé thé dat niém tin
vao bén th& 3 khong?

- Tang chi phi

- Tang tré

- Trong tai tré thanh “cd chai” trong hé théng

- Trong tai bi tAn coéng

1"

11

Giao thirc co nguwdi phan xtr(Adjudicated
Protocols)

- Chia giao thirc c6 trong tai thanh 2 giao thirc:

~Giao thirc khong can dén trong tai, c6 thé thwc hién béat ky khi nao
2 bén muodn

»Giao thirc can ngudi phan xt: chi st dung khi cé tranh chap

- Hay xem xét lai giao dich trong vi du trén vé&i giai phap
ma&i nay!

(1) Alice va Bob théa thuan hop déng

(2) Hai bén cuing ky xac thwc vao hop déng

(3) Thwc hién giao dich

Néu cé tranh chép:

(4) Alice trinh bang chirng cho ngudi phan xd

(5) Bob trinh bang chirng cho ngudi phan xa
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Giao thire tw phan xt(Self-Enforcing

Protocols)

- Khéng can dén bén thi 3

- Giao thirc ¢ co' ché d& mot bén co thé phat hién sy gian
lan cha bén con lai

- Khéng phai tinh huéng nao ciing c6 thé tim ra giao thirc
nhw vay
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Cac dang tan cdng vao giao thirc mat ma

- C6 thé loi dung céac diém yéu trong:
»Hé mat ma
»Cac budc thwe hién
- Tan céng thu déng: nghe trém
- TAn cbng chd ddng: can thiép vao giao thirc
»Chén thong diép
»Thay thé théng diép
» S dung lai théng diép
»Gid mao mot trong cac bén
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2. CAC GIAO THUC PHAN PHOI KHOA Bi MAT
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Hay xem lai so d6 bao méat str dung méat
ma khoa doi Xl]’ng

L = 5 ks
2 m
Ma héa Giai ma
A
Alice Bob
(o]
Kénh truyén )
1
|
Lam thé nao dé Alice Y *
2 . e s m
chuyén khéa mét cach an - Ké tin
toan cho Bob! Tham ma ’ > céng
ks*
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Giao thire phan phoi khoa khéng tap
trung

- Khéa chinh: k, da dwgc A va B chia sé an toan
»Lam thé nao vi day chinh 1a bai toan dang can giai quyét ©
~Khéa chinh dwoc st dung dé trao déi khoa phién Kg

- Khoa phién kg: st dung dé& ma hoa di liéu trao dbi

- Giao thurc 1.1
(1)A> B: D,

(2) B > A: E(ky,, IDg|lks)

- Giao thirc nay da da an toan chwa?
~Tén coéng nghe 1én
»Tén cong thay thé
»Tén cong gia mao
»Tén cong phat lai
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Tan cong phéat lai vao GT 1.1

- Claké tan cong da thu thap dwoc khoa k.o va ban tin sb
(2) khi phan phoi khda nay.

- C thay thé ban tin sé (2) ctia phién hién tai bang ban tin
cl:

B>C>A: E(Ky, IDg || ko)

~A bi danh Itra dung khoa k.

>A > B: E(k,°, secret)

—A can phai xac dinh khéa trong ban tin sé (2) la khdéa mai
cta phién hién tai ma B trao chuyén
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Giao thire phan phoi khoa khéng tap

trung — Giao thire 1.2

- Sr dung céac yéu t6 chdng tan cdng phat lai
(replay attack)
(1)A - B: ID4|| N,
(2) B > A E(ky, IDg || ks [I Ny I N)
(3)A > B: Akiém tra N, va giri E(ks, N,)
(4) B kiém tra N,
- E: Ham ma hoa co xac thye
- N,, N,: Gia tri nonce (dung 1 1an)
- Han ché cta phan phéi khéa khéng tap trung?
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So dd trao doi khoa Diffie-Hellman

- Alice va Bob cung chia sé mét khéa nhém (p, g). Trong dé
» p la mét sb nguyén t
» 1< g <pthdéaman: (g modp)# (g modp)V1<si#j<p

A B
Xa<p Xg<p
*
ks =Yg Xamod p Ys
= (g% mod p)*, mod p // ks = Y,%Xs8 mod p
= g*x"g mod p J J =9 smodp
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Vi du

- Achon X, =5, tinh

Xy=5
Ypo=7°mod 71 = 51

ks =4°mod 71 = 30

N

A

- Khéa chung cia nhémp =71,g=7
~Hay tu kiém tra diéu kién théa man cla g

Y,=75mod 71 = 51
B

*
Yg

e —

y N

Rut ra duwoc diéu gi tir so d6 nay?

Xg = 12
Yz =7"2mod 71 =4

ks =512 mod 71 =
30
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Hellman

- Nhac lai so’ do:
Xa<p
Y, = g*a mod p

ks =Yg *amod p

A

K
Yg

e —

N

trao déi véi nhau

y N

- Kich ban tan céng man-in-the-middle
» Csinh 2 cap khoéa (X’5,Y’y) va (X'z ,Y'g)
» Tréo khoa Y, bang Y’,, Yg béng Y'g
» Hay suy luan xem tai sao C c6 thé biét dwo'c moi théng tin Ava B

Tan cdng so do trao doi khoda Diffie-

Xg<p
Yg = gXs mod p

ks = YoX8 mod p
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Giao thirc phan phdi khoa tap trung

- Str dung bén thtr 3 dwoc tin cay — KDC (Key Distribution
Centre):
»Sinh khoa bi mat kg
»Phan phbi kg toi Ava B

- Ava KDC da chia sé mt khoa bi matk,, B va KDC da
chia sé mot khda bi mat kg
»Lam thé nao?
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Giao thtrc phan phdi khoa tap trung-
Giao thire 2.1

(1)A-> KDC: ID, || IDg
(2) KDC > A: E(ka, ks [| IDA || IDg || E(kg, IDA || ks))
(3) A gidi ma (2), thu dwoc kg
(4)A > B: E(kg, ID, || kg). B gidi ma, thu duwoc kg
(5) A & B: E(kg, Data)
- E: Ma hoa co xac thuc
- Hay xem xét tinh an toan cua giao thirc nay?
»Tan cong nghe 1én
»Tan cong thay thé
»Tan cong gid mao
»Tan cong phat lai
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Giao thirc phan phdi khoa tap trung-
Giao thire 2.2 (Needham-Schroeder)

(1)A > KDC: ID, || IDg || N,

(2) KDC > A: ESkA’ Ks I IDa [l 1Dg || Ny || E(kg, IDa || ks))
(3) A giai ma, kiém tra N, thu dwoc kg

(4)A > B: E(ks, ID, || k) € B gidi ma, thu duoc ke

(5) B > A: E(ks, N,) € A giai ma, c6 dwoc N,, tinh f(N,)
(6) A > B: E(ks, f(N,)) < B giai ma kiém tra f(N,)

(7)A < B: E(ks, Data)

E: ma hoa cé xac thue

N,, N,: gia tri dung 1 1an (nonce)

f(x): ham bién dbi sao cho f(x) # x v&i moi x(Tai sao can?)

- Hay xem xét lai tinh an toan ctia giao thirc nay!
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Gia dinh tan céng vao (4)

- (4)A> C > B: E(kg, ID, || keo)

B gidi ma va cé khoéa ko

(5) B > A: E(k.°9, N,)

A gidi ma D(k_, E(k.°¢, N,)) = N, # N,
(6)A>B: E(k. f(N',))

B giai ma D(k.°, E(k., f(N',))) # f(N',) # f(N,)
- B ttr chdi phién truyén tin
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Giao thire phan phdi khoa tap trung-

Giao thire 2.3 (Denning)

(1)A > KDC: ID, || IDg
(2) KDC > A: E(kn, ks | ID || IDg || T 1| E(ks, IDa | ks I| T))
(3) A gidi ma, kiém tra T, thu dwoc kg
(4)A > B: E(kg, ID, || ks || T) € B gidi ma, kiém tra T
(5) B > A: E(kg, N,)
(6) A > B: E(ks, f(N,)) € B giai ma, kiém tra N,
(7) A < B: E(kg, Data)
E: ma hda co xac thuc
T: nhan thoi gian (time stamp) |a thei diém KDC phét ban tin
- Kiém tra tinh an toan cta so dé nay:
»Mét ddng bod ddng hd ctia cac bén
27
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Giao thire 2.3 (Denning)
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Giao thire phan phdi khoa tap trung-

Giao thirc 2.4 (Kehne)

(1)A> B: ID, || Ny
(2) B> KDC: IDg || N || E(kg, ID4 || Na [l Tg)
(3) KDC > A: E(Ky, IDg || Ny [l ks) II E(ke, 1D, ]| ke || Te) | N
A giai ma, kiém tra N, > chap nhan kg néu N, hop 1&
(4) A >B: Eks, 1Dl ks I| Ts) || Eks. Na)
B giai ma, kiém tra Tg = chap nhan kg néu Tz hop 1é
- gidi ma vai kg, biét Ng@ va so sanh voi Ng@ - xac nhan
duwoc khoa kg ma A dung giong B dang co
Tg: Thoi diém B givi ban tin s6 (2)
- Vi sao viéc st dung nhan thi gian Tg ctia B tot hon nhan
thoi gian T cia KDC trong giao thirc 2.3
29
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Giao thirc 2.4 (Kehne)
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3. CAC GIAO THU'C PHAN PHOI KHOA CONG KHAI
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Hay xem lai so d6 bao méat str dung méat
ma khoa cbng khai

kus | ¢ ? 1 Kre
M v | v M
M3 héa Giai ma

Alice 1 Bob
C C
\ 4
() Kénh truyén )
:

Alice c6 thé chac v m*

chan rang khoa kg Thém ma l: -> Ké tan
dung la khoa cong -> cong

khai cia Bob? K re
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Giao thire phan phoi khoa khéng tap

trung

- Hay xem xét giao thirc sau(Giao thire 3.1):
(1)A > B: 1D || kya Il N
(2) B > A: IDg || kus [ No | Ekun, f(N1)
(3) Akiem tra f(N,)
A 9,53 E(kus, 9(N2))
(4) B kiém tra g(N,)
(5) B > A: E(ky,a, Data,)
(6) A > B: E(kyg, Datag)
- f(x) va g(x) la cac ham xac thyc nhw MAC, HMAC
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Giao thire 3.1 — Tan cdng man-in-the-middle

- C tw sinh cap khoa (K ya, K'ra) Va (K ygs K'rg)
A Cc B
(1) A > B: D, || kua lI N, (1G> B: D, [ Kus | N,

(2)B>A: IDg || kyg || E(K’yp, f(N4)) || N2
Reflection attack

(2’)C>A: IDg || K'yp |l E(kyas f(N4)) |I N2

(3) A > B: E(K'yg, 9(N,))

(3°) C > B: E(kys, 9(N2))

(4)B>A: E(K’,,, Datag)

(4)B>A: E(ky,, Datag)

(5) A > B: E(K'yg, Data,)

(5) A > B: E(kyg, Data,)
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Giao thire 3.2 (Boc thém)

- Hay xem xét giao thirc sau(Giao thirc 3.2);
(1) A > B2 IDa || kya I N
(2) B > A: IDg || kyg I N2 || E(kya, f(N4))
(3) A > B: E(kyg, 9(N5)) —]__A chi g mét phan mau tin nay cho B
(4) B gvi phan con lai ban tin E(kya, f(N;))
(4') A giai mé@ vOi kga nhan duoc f(N,) va kiém tra

A g phan con lai cua ban tin E(kyg, g(N,)) cho B
(4”) B gidi ma v&i kgg nhan duwoc g(N,) va kiém tra.
(5) B > A: E(kya, Data,)
(6) A > B: E(kyg, Datag)

B chi g&ri mo6t phan
clia mau tin nay cho A
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Phan phoi khoa khéng tap trung

- Ava B gap nhau trong ngay lam viéc dau tién va trao doi
khoa ky, va kg truc tiép

- Lam cach nao dé phan khoa céng khai ctia C t&i A va B?

- Néu A va C d4 trao dbi khéa cong khai mot cach tin cay:

»Trao chuyén khoéa dwa trén tin cdy ngang hang - danh séach tin
cay (Trusted List)

»A->B: k|| Chir ky s6 ctia A
»Khai niém chiv ky sb sé dwoc dé cap sau
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Giao thire phan phdi khoa tap trung-

Giao thirc 4.1

- Str dung bén th 3 tin cay — PKA (Public Key Authority)
»C6 cap khoa (Kypka, Krpra)
~Nhén cac khéa cong khai k;, cia A va kg clia B mot cach an toan.
Lam thé nao vi day chinh Ia bai toan dang can giai quyét ©
- Ava B déu c6 khoa cong khai kpya clia PKA
- Giao thirc 4.1

(1)A > PKA: ID, || IDg - Kiém tra tinh an toan
(2) PKA > A: E(kgpka, IDg || kyg) cla giao thirc nay?
(3)A - B: E(kyg, Ny) - Co thé tan cong vao
(4) B > PKA: IDg || ID, gie:o t‘hL'J’C nay nhw
(5) PKA > B: E(kepics, IDa Il kyy) TS 1G07

(6) B > A: E(kya, Ny)
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Giao thirc 4.1
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Giao thire phan phdi khoa tap trung-

Giao thirc 4.2

(1)A-> PKA:ID, || IDg || T4

(2) PKA > At E(kgpkas 1Dg |l kyg |1 T4)

(3)A > B: E(kyg, Nq)

(4)B > PKA: IDg || IDA || T,

(5) PKA > B: E(kgpkas [Da [l kuall T2)

(6) B > A: E(kya, Ny)

T,, T,: nhan thdi gian chéng tan cong phat lai
- Giao thirc nay c6 han ché gi?
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Giao thirc 4.2
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Giao thire phan phdi khoa tap trung-

Giao thirc 4.3

- Bén th& 3 duwoc tin cay — CA(Certificate Authority)
~C6 cap khoa (kycas Krea)
»Phat hanh chirng thw sb cho khéa cong khai clia cac

bén co6 dang

Cert = E(kgca, ID || ky || Time)
ID: dinh danh cta thyc thé
k,: khoa cong khai cla thye thé da dwoc dang ky tai CA
Time: Th(‘):i han sﬂ"dung khoa cbng khai. Tpéng’thu’(‘)’ng
co thoi diém bat dau co hiéu lyc va thoi diém hét hiéu
lwe.
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Giao thtrc phan phdi khoa tap trung-
Giao thirc 4.3 (tiép)

(1)A > CA: ID, || kua || Time,
(2) CA > A: Certy= E(kgea, ID4 || kua || Time,)
(3) B > CA: IDg || kyg || Timeg

(4) CA > B: Certg= E(Krcas 1D Il kug || Timeg)
(5)A > B: Cert,

(6) B > A: Certg

- Lam thé nao dé A va B c6 thé yén tdm st dung khéa céng
khai cua nhau?
- Hay cai tién lai cac giao thirc trong cac khau can dén xac
thwc théng diép (st dung MAC hoac ham bam)
- Poc thém vé PKI va chirng thu sb theo chun X.509
42
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Giao thirc 4.3 (tiép)
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Phan phoi khéa bi mat cia hé mat ma
khoa doi xirng
- Han ché chung cta céac giao thirc phan phdi khéa bi mat
trong hé mat ma khoa dbi xirng
»Giao thirc khong tap trung: Sé lwong khéa st dung Ién
»Giao thirc tap trung: PKA phai dap rng yéu cau véi tan suét rat Ion
»Khéng c6 co ché xac thuce ré rang
- Sr dung mat ma khéa cong khai trong cac giao thirc phan phéi
khoa bi mat
(1) A > B: E(kyg, E(kga, ks))
(2) B giai ma v&i kgg, sau do kiém tra dé chac chén théng diép xuét
phat tir A. Khoa kg thu duwgc Ia khda phién.
(3) A - B: E(kg, Data)
- TAt nhién giao thirc trén khéng chdng dwoc tAn cong phat
lai. Viéc cai tién giao thirc trén nhw la mét bai tap.
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Két luan

- Hé thdng c6 nguy co méat an toan ngay ca khi chung ta st
dung hé mat mé tot néu khéng cé6 mét giao thirc quan ly
va phan phoi khda an toan

-Hay sir dung cac giao th&c tiéu chuan: IPSec, TLS,
IEEE802.11x, Keberos,...

- Mat ma phai gan lién vé&i xac thuc

- Thuc té cac giao thire phan phdi khoa da trinh bay déu
xac thwc dwa trén cac so do ma hda cla hé méat ma.
Chung ta biét rang, gidi phap nay chwa thuc sy an toan
(hay xem lai nhirng phan tich trong bai §3. Xac thuc
thong diép).

~Bai tap: Hay st dung MAC, ham bam, chir ky dién t& dé tang
cwdng an toan cho cac so do trén.
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M6t sb lwu y khac

- Dam bao tinh bi mat:

»Khoa bi méat

»Khoa ca nhan

»Cac gia tri chia sé bi mat khac
- Dam bao tinh toan ven, xac thwec:

»Khoa bi méat

»Khoa cong khai

»Thoéng tin sinh khoéa
- Kiém tra tinh hop 1& ca cac tham s nhém
- Kiém tra tinh hop 1& clia khdéa céng khai
- Kiém tra quyén s& hiru khéa ca nhan
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M6t s6 lwu y khac

- Khéng két thic ngay giao thire khi ¢ 1 16i xay ra
»Lam cham théng bao 16i
- Chi st dung céc giao thirc tiéu chuan
- Théng b&o 16i khdng néu cu thé nguyén nhan 16
- Khéng st dung khoa giébng nhau cho ca 2 chiéu truyén tin
- Khéng st dung khéa gibng nhau cho 2 muc dich ma mat
va xac thuc
- T&n cong vao qua trinh thda thuan cta giao thirc
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MS Point-to-Point Encryption

- Str dung mat ma RC4
- Hoat déng cua giao thirc

Client Server
(1) Thuat todn ma hoa
(40 bit, 56 bit, 128 bit) Théa thuan thuat
(2) Thuat toan ma héa toan ma héa
(40 bit, 56 bit, 128 bit)
(3)Nonce
K = hash(password K = hash(password
[| Nonce) || Nonce)
RC4(K, Data)
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