BAI 3. A
XAC THUC THONG DIEP

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
NOGi dung

- Céac van dé xac thuc théng diép
- Ma xac thyc théng diép (MAC)
- Ham bam va ham bam HMAC




1. DAT VAN BE

3
1. Dat van dé
M=
~ () Kénh truyén ) (™~ 2
) o
Alice II Bob
(-.l@ S ) ;I\'Ahﬁ]yé:ﬁil\r;lfji dung
N—g

Mallory ., Hodc, ban tin M”
M gia danh Alice
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Xac thuc thong diép

- Ban tin phai dwgc xac minh:

»Noi dung toan ven: ban tin khéng bi stra dbi
v'Bao ham ca trwdng hop Bob ¢b tinh stva dbi

~Nguén géc tin cay:
v'Bao ham ca trwong hop Alice phd nhan ban tin
v'Bao ham ca trwdng hop Bob tw tao théng bao va “vu khéng”

Alice tao ra théng bao nay

»Bung thoi diém

- Céc dang tan cong dién hinh vao tinh xac thyc: Thay
thé (Substitution), Gia danh (Masquerade), tAn céng
phat lai (Replay attack), Phu nhan (Repudiation)

Tan cong thay thé

- Chan théng diép, thay dbi ndi dung va chuyén tiép cho bén kia
“Toi la Alice.
S6 tai khoan cua toi
1a 123. Hay chuyén

‘j tién cho toi!”
i 40() Kénh truyén

Alice “Téi 1 Alice.
S6 tai khoan cua
t6i 12 456. Hay

L chuyén tién cho
!‘ L toil”
:

Ké tan
cong




Tan cong gid danh

- K& tAn cong mao danh mét bén va chuyén cac théng diép
cho bén kia.

“'I:6i |‘a B;ob‘._ “Toi la Alice.
Pay la so tai Pay la sé tai
khoan cua toi. khoan cua toi

~ 2 A 2 -‘
Hay cAh_:J”yen tien Ké tin Hay chuyeén tien
cho toi! céng cho toi!”

/]

Tan céng phu nhan gui

- Bén gti phd nhan viéc da gwi di moét thong tin
“T6i la Alice.

Hay chuyén tién cua t6i vao tai
khoan 123!”

“Toi la Bob. .
Téi da chuyén tién cuia cé vao tai Bob
khoan 123.”

“Khéng.
T6i chwa bao gi® yéu cau chuyén
tién cua to6i vao tai khoan 12317




2. MA XAC THU'C THONG DIEP (MAC)

]
Message Authentication Code

- Hai bén da trao d&i mét cach an toan khéa mat k
-Ham MAC = (S, V) la mét cap thuat toan
- Sinhma: t = S(k, m)

;E),éu ra: kich thwéc cb dinh, khéng phu thudce kich thuwéc
clla m
- Xac minh: V(k, m, t)
»Néu t = S(k, m) thi V = true
~Nguoc lai V = false

<

Alice S Bob
[ J

t t
k k

10
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Slide 9

BTT2 Rollback resistance

Rollback attack
Bui Trong Tung, 21/01/2021
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MAC —Vidu 1

Khach hang chuyén

khoan V (k, mt) = True

1. Chia sé khéa k m |t X .
2. m = SoTK || money >| V |Ngéan hang
3. t=S(k, m)
m |t V (k, m) t') = False

Ké tan cong Ma MAC cho phép
1. Khéng biét k phat hién thong tin bi
2. Taom’ = SoTK’||money stra ddi
3. Taot

1"

11
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MAC — Vi du 2: Phan mém Tripwire

- Khi cai dét, tinh gia tri MAC cla céc file can bao vé

file * file *

F — F

t=S5(k, F) t=5(k F) V(k, F, t) = False

- Khi may tinh kh&i déng, cac file dwoc kiém tra ma MAC
- Cho phép phat hién cac file bj stra dbi (vi du do nhiém
virus)

12

12
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Pac tinh cia MAC

- Tinh xac dinh: néu m =m’ > S(k, m) = S(k, m’)
- Tinh dung dan: V(k, m, S(k,m)) = True
- Tinh hiéu qua: tinh toan dwgc véi moi m trong thdi gian
chap nhan duwoc
- Tinh an toan: néu dbi phwong khéng biét k
»Khéng thé tinh dwoc tag = S(k, m)
»Khéng thé tim dwoc m sao cho S(k, m) = tag cho truwéc
»Khéng thé tim dwoc m va m’ sao cho S(k, m) = S(k, m’)

13

13
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An toan cua MAC

4 Thdr thach ) 4 Tan céng A
1. Sinh khoa k

my,...,Mq 2. Chon my, ..., mg

A

3. Tinh ;= S(k, m))

4. Chon m va sinh t sao cho
(m,t) & {(m1:t1) ----- (mqatq)}

\5. b = V(k, m, t) J N\ J
lb = {true,false}

A

- MAC 1a an toan néu v&i moi thuat toan tan céng hiéu qua
thi xac suat P(b = true) < ¢
>ké tan cong khong thé tao gia tri t hop 1& néu khéng co

khoa k
14

14
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An toan cua MAC

- MAC cdn an toan khéng néu tén tai thuat toan
hiéu qua cho mét trong cac tinh hudng sau:

(1) Tim dwgc m* sao cho S(?, m*) =t v&i t chon
trvodc

(2) Tim dwgc m* sao cho S(?, m*) = S(?, m) v&im
chon truvdce

(3) Tim dwgc m va m* sao cho S(?, m*) = S(?, m)

- Hoac gia tri t co kich thwédc 10 bit

15

15
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Mot vi du khac

- M6t ham MAC duwoc tao ra nhw sau:

S’'(k, m1 || m2) = S(k, m1) || S(k, m2)

Trong d6 S Ia ham tao ma MAC an toan. S’ ¢6 phai la ham
MAC an toan hay khéng?

" Thothdch ) 4 Tén céng )
1. Sinh khoa k

m 2.Chon m =m1 || m2
3.Tinht=S'(k, m) <
= S(k, m1) || S(k, m2) t R
=11 t2 ~ |4.Chonm*=m2| m1

t=12]t1
. mnt

\5. b = V(k, m*, t*) = true / \_ J

16
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Xay dwng MAC: CBC-MAC

______________________________________

! ]
! |
Lmor | omm | w2l | mE) |
i |
| > — 1
: ?}) %B f %B : rawCBC
! |
ke | Ma | k| Ma& | k| Ma k| Ma | |
: héa héa héa héa :
|
N |

k = (kq, ky) k, | Ma

“= hoa

/0]
rawCBC-Tan cdng chon trwdc ban rd

\
(o) (Co e
& &
l rawCBC rawCBC l lm rawCB[C
S(k,") S(k,") S(k,")
_ o\ J
t t

VAnd&: Sk, m || t&m ) = S(k, S(k,m)®(tdm) ) =
S(k, tO(tdm) ) =
S(k,m) = t




Xay dwng MAC: CBC-MAC

" oo [ o | ma [mo)

k1_> Ma k, Ma Kk, Ma ki, Ma
hoa hoa hoa hoa

L L] L
k= (ky, kp) k, | Ma
“—= hoa
t]

19
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Padding cho CBC-MAC

.Y twédng 1: Thém vao cac bit 0
[ mlo]

| mi1] | =p | mio] | m |o00.0]
- Khéng an toan. Vi du:
500 oo ]
10 | 00

20
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Padding cho CBC-MAC

- Yéu cau: M, # M; thi pad(M,) # pad(M))
- Chuén ISO/IEC 9797-1:
» S dung chudi padding bat dau b&i bit 1

»Néu kich thuwéc thong diép 1a boi sb kich thwdc cia khdi, ludn thém
1 khéi padding

m[0] m[1] ) m[0] m[1] | 1000

l

m([0] m([1]

m[0] m([1] 10000000

21
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P6 an toan cua CBC-MAC

- Gia st m, va m, |a hai ban tin c6 ma MAC gidng nhau:
S(k, my) = S(k, my)
5S(k, mylIW) = S(k, m,|[W) voi W bat ky
- Kich ban tan céng:
1. Ké tn céng nhan duwoct, = S(k, m)véix=1,...,N
2. Tim cap ban tin (m;, m) ¢ t =t. Néu khong tim thay
thwe hién lai buéce 1
Chon ban tin W va tinh t = S(k, m; ||W)
4. Thay m; || W bang m; || W c6 lgi cho ké tan cong

22

22
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Vi du tan cong vao tinh dung do

(1) Ké tAn cong(Mr. Tung) tim dwoc 2 ban tin cé6 ma MAC
giong nhau:

m1: ‘l will pay 1’

m2: ‘I will pay 2’

Chon W =‘000$ to Mr.Tung’

m1 || W = ‘I will pay 1000$ to Mr.Tung’

m2 || W = ‘I will pay 2000$ to Mr.Tung’

(2) Banh Itra nguwdi dung glvi ban tin ‘I will pay 1000$ to
Mr.Tung’ || S(k, ‘I will pay 1000$ to Mr.Tung’) cho ngan
hang

(3) Thay thé bang ‘I will pay 2000$ to Mr.Tung’ || S(k, I will
pay 1000% to Mr.Tung’) = Ngan hang chap nhan

23

23
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An toan cua CBC-MAC

- Khéa dwoc dung nhiéu 1an > gidm d6 an toan

- Néu goi:
~q: 86 ban tin dwoc tinh MAC cung véi khoa khéng dbi
~|X|: Sé lwong gié tri c6 thé cua t

- Xac suét tAn cong thanh céng < 2*g2/ |X|

- D& xac suat tan cong la khong dang ké (s 2-80) thi
sau bao nhiéu lan tinh MAC phai d6i khoa?

- Vi du: S&r dung AES-CBC-MAC:

2*q2/ 2128 < 280 3 q = ?

24
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Tan coéng phat lai (Replay attack)

- K& tan cong phat lai ban tin M da dwoc chirng
thwe trong phién truyén théng trwéc doé
- Thiét k& MAC khéng chéng tan céng phat lai
- can thém cac yéu td chdng tan cong phat lai
trong cac giao thirc truyén thdng sir dung MAC
- Mét sb ky thuat chéng tAn céng phat lai:
~Gia tri dung 1 1an(nonce): S(k, m || nonce)
»Tem thoi gian: S(k, m || timestamp)

25

25
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Tan cong phéat lai

Khach hang chuyén
khoan )

1. K = KeyGen(l) Publish
2. Xac thye thong tin CK: J

<

Ngéan héng]

t = S(k, SoTK||money)

Ké tan cong
t = S(k, SoTK||money)

Sao chép va va phat lai
cac yéu cau chuyén khoan

26

26
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Tan céng CCA— Nhac lai

Thir thach Téan céng
Sinh khéa k ci, m Sinh ¢, m;
m; = D(k, ¢;) m. ¢
¢ = Edk, m) ” Sinh mg, m
mO’ m1 0 1
Chon b € {0, 1} %
c* = E(k, my) c
A Sinh ¢, m; (c'#c*)
C’i, M
m’; = D(k, ') m’. ¢
c;=E(k, m) Ll DPoan b’ € {0, 1}

- Hé mat chéng lai dwoc tAn cong CCA (dd an toan IND-CCA)

néu v&i moi thuat toan tan cong hiéu qua thi P(b’=b) < % + ¢
27

27
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Mot s6 sor d6 st dung ma MAC

- Cac so dd mat ma da xem xét khéng chéng lai dwoc tan
cong CCA(chosen-cipher attack) ‘
» Cach thire chung: ké tan cong stra ban ma c* thanh ¢’, va yéu cau giai
ma
+ Mat ma cé xac thue: so d mat ma ddm bao déng thoi
tinh bi mat va toan ven
» Cach thire 1: S dung ma MAC

. V(k4, m’,t")

a) Xéc thuc bang MAC, bdo méat bang méat ma khéa dbi xirng(SSL)
28

28
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M6t s so’ d6 st dung m

a MAC(tiep)

V(k,, €, t')

¢) Xac thue bdng MAC, bdo méat bang mat ma khéa déi xung(IPSec)29

29

Nhan xét

Sodbda

- Xac thwc toan ven

ban ro

- Khéng xac thyc

toan ven ban
mat(khéng phat
hién tan cong thay
thé ban mat)

- Khoéng co6 théng tin

vé ban ro tir MAC

- Chi dam bdo an

toan CCA khi ma &
ché d6 rand-CBC
hoac rand-CTR

Soddb

- Xac thuce toan

ven ban rd

- Khéng xac thye

toan ven ban
khong phat hién
ban mat bj thay
thé)

- MAC chwra théng

tin ban ro

- Co thé gidm sw

an toan ma mat

Sodbc

- Xac thuc toan

ven ban rd

- Xac thuc toan

ven ban mat(cé
thé phat hién pén
mat bj thay thé)

- MAC khéng chira

thong tin ban roé

- Luén dam bao an

toan CCA

30

15
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Cach thire 2: Thém dir liéu xac thuc

- Authenticated encryption with additional data (AEAD)

- La cac phwong phap mat ma Tir chéi giai ma cac ban

HammahéaE:KxMxN > C méa khong hop 1€

Ham gidimaD: KxCxN->M U {1}

- Trong d6 N 1a mét dir liéu duwoc thém vao dé xac thuc
toan ven cua ban tin

- Mét sé chuén:
~ GCM: M4 hoa & ché do CTR sau d6 tinh CW-MAC
~ CCM: Tinh CBC-MAC sau d6 ma héa & ché do CTR (802.11i)
~ EAX: Ma hoa & ché do CTR sau do tinh CMAC

31

31

3.HAM BAM

32

32
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Khai niém

- Ham bdm H: thuc hién phép bién dbi:
» Dau vao: ban tin cé kich thwdc bat ky
~ Dau ra: gia tri digest h = H(m)co kich thwoc n bit ¢ dinh (thuong
nho hon rat nhiéu so véi kich thwéc ban tin dau vao)
»Tinh dung dan: dau vao gibng nhau thi dau ra gibng nhau
- Ham bam mat ma: Khéng thé doan duwoc sy thay ddi cia
dau ra khi thay dbi dau vao
- Chi thay déi 1 bit d4u vao, lam thay dbi hoan toan gia tri dau ra
« Vidu:
»DAau vao: “The quick brown fox jumps over the lazy dog”
»Ma bam: 2fd4e1c67a2d28fced849ee1bb76e7391b93eb12
»Pau vao: “The quick brown fox jumps over the lazy cog”
> Dau ra: de9f2c7fd25e 1b3afad3e85a0bd17d9b100db4b3

33

33

M6t ham bam don gian

-+ Chia théng diép thanh Mol e e M
cac khoi co kich thwée n- - _ | 7 | _ | Moy My 0 Ty,
blt . : . :
~ Padding néu can m, m, m, - omy,
“ Thue hign XOR tt c& ® 0 @ o
cac khoi > ma bam cé
kich thwérc n bit R Y
- T4t nhién, ham bam nay [, ¢, ... ¢]=Hm)

khéng dl an toan dé st
dung trong bai toan xac
thwc thong diép

34
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Yéu cau dbi v&i ham bam mat ma

1. C6 thé &p dung véi thong diép m véi d6 dai bat ky

2. Tao ra gia tri bAm h cé d6 dai cb dinh

3. H(m) d& dang tinh duwoc voi bat ky m nao

4. TU’ h rat khoé tim dwoc m sao cho h = H(m): tinh mét
chiéu

5. Biét trudc m, rat kho tim duwge m, sao cho H(m,) =
H(m,) = tinh chong dung dj yéu

6. R4t lghc’) tim dwoc cap (m4, m,) sao cho H(m,)=H(m,) 2>
tinh chong dung dé manh

Tan cong vao tinh 1 chiéu

- Ma bam cé kich thwde n bit
- Cho trwwée h co kich thwée n bit > tim dwoc m sao cho
H(m)=h

Chonra 2" ban
tin ngau nhién va
tinh ma bam cua
chung.

{h}
{m} .
ml >> |h| Ihf =2




Tan cong vao tinh dung do yéu

- Ma bam co6 kich thuwéc n bit

- Cho trwéc m1 - tim dwgc m2 sao cho H(m2) = H(m1)

Chon ra 2" ban
tin m2 ngau

nhién va tinh ma
bam ctia chung.

{m}

[m[ >> |h]|

h}
Ihl =2"

37

Tan cong vao tinh dung dé manh

- Ma bam cé kich thwée n bit
« Tim dwgc m1, m2 sao cho H(m2) = H(m1)

Chon 2" + 1 ban
tin ngau nhién va
tinh ma bam cua

chung.

{m}

|m[ >> |h]|

¢

{h
Ihi = 2"

38
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Vi du

- Gia str ké tAn cong c6 kha nang tinh toan 1.000.000 ma
bam méi gidy. Kich thwé'c ma bam 1a bao nhiéu dé ké tan
cong thwe hién 100 ndm, xac suat thanh coéng cao nhét 13
la 2-80

- L&i gii:

»Kich thwéc ma bam: n bit > sb ma bam co thé 13 2n
~Sb ma bam ké tAn cong tinh dwoc trong 100 nam la: X
»Théa méan: X/2n <= 2-80

39

39
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M6t s6 ham bam phd bién

- MD5
» Kich thwéce digest: 128 bit

» Coéng bb thuat toan tan céng dung do (collision attack)
vao 1995

» Da bj tAn cdng thanh céng vao nam 2005
- SHA-1
~Kich thwéce digest: 160 bit
~Pa bj tan cdng thanh cong vao nam 2017
»Hét han vao nam 2030
- SHA-2: 224/256/384/512 bit
- SHA-3: 224/256/384/512 bit

40

40
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MD5

- Bwéc 1: Padding di¥ liéu sao cho ban tin dau vao cé do
dai L sao cho L mod 512 =448
- Bwéc 2: Biéu dién d6 dai cha div liéu ban dau dwéi dang
64 bit. Thém gia tri d6 dai nay vao khdi di liéu.
- Coi di¥ liéu la mot chudi cac khéi 512 bit: Yy, Yy, ..., Y4
- Hodc 1a mot chudi cac khéi 32 bit : my, my, ...,my
- Bwéc 3: Khéi tao cac gia tri hang s6 A, B, C, D
~A = 0x67 45 23 01
»B = OXEF CD AB 89
»C = 0x98 BADC FE
~D = 0x10 32 54 76

41
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MD5

- Bwdc 4: Thye hién vong lap
xt ly cac khdi 512 bit

. T[1...16], XIi]
16 steps

CVguq = F(Y,, CV,) dod o
L A e A g . ———( CTmNn
»Xw ly khoi di ligu Yy, thwe hién 4
vong 1ap. Méi vong I&p &p dung “g‘l Ji.l\-.‘;
ham nén v&i T[1..64] 1a mang M7 S

héng sé xac dinh truéc %
»Cong modulo 232 méi khéi véi gia
tri CV,, dé c6 CV,,
- Budc 5: Két qua xtv ly khoi
512 bit cudi cung la gia tri
bam cla théng diép

1 T[49..641, X 4i]
16 steps

CVy+1

Figure 9.2 MDS5 Processing of a Single 512-bit Block
(MD5 Compression Function)

42
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Ham nén trong MD5 (Tham khao)

- Pau vao:

- CV: Khéi 128 bit
»M;: khéi dir liéu 32-bit E‘
»T;: Hang sb6 .
- F4 Céng modulo 232 M; "E
- <<<s: dich tréi s bit T, —»E
[=
A
X
O

- A: AND, v: OR, =: NOT
F1 = (BAC)v(=B A D)
F2 = (B A D) v(C A =D)
F3=B@®C®D ;:>$»><f*<;
F4=C ® (B v D) | A | B | C | D ‘
- Thuc hién vong 13p 16 budc

43
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SHA-1

- Bwdc 1: Padding di liéu sao cho ban tin dau vao cé do
dai L sao cho L mod 512 = 448
- Bwoc 2: Biéu dién d6 dai cda di¥ liéu ban dau duwéi dang
64 bit. Thém gia tri d6 dai nay vao khoi dir liéu.
- Coi d¥ liéu la mét chudi cac khéi 512 bit: Yy, Yy, ..., Y4
- Hoac la mét chubi cac khédi 32 bit : my, my, ...,my
- Budc 3: Khéi tao céac gia tri hang s6 A, B, C, D, E
»>A = 0x67 45 23 01
~B = OxEF CD AB 89
»C =0x98 BADC FE
»>D=0x103254 76
»E =0xC3D2E1FO

44
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SHA-1

- Bwdc 4: Thyce hién vong lap
xt ly cac khdi 512 bit
Cqu,1 =F(Yq, CV,)
~ X ly khoi div liéu Yg: thwe hién 4
vong lap. Moi vong lap ép dung
ham nén véi K Ia hang s6 xac
dinh trwéc
»Cong modulo 232 méi khéi véi gia
tri CV,, dé c6 CV,,
- Budc 5: Két qua xtv ly khoi
512 bit cudi cung la gia tri
bam cla théng diép

Figure 9.5 SHA-1 Processing of a Single 512-bit Block
(SHA-1 Compression Function)

45
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Ham nén trong SHA-1 (Tham khao)

- Pau vao: I
- CV: Khéi 160 bit
- W, Khéi di¥ liéu mé& réng 32 bit
- Ki: Hang so
- HHCoéng modulo 232
- <<<5(30): dich trai 5(30) bit
- A: AND, v: OR, =: NOT
F1 = (BAC)v(=B A D)
FR=Be®Ca®D
F3=(BAC)v(BAD)V(CAD)
F4=B©C®D N B
- Thuc hién vong 13p 20 budc
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S&r dung ma bam

- Xé&c thwe toan ven di liéu khi cdng bd
»Coéng bd ma bam cla dir liéu. Vi du: cdng bd website
»Yéu cau: truy cap dich vu phai an toan
- Xé&c thwe toan ven di liéu khi truyén:
»Chi phat hién dwoc 16i ngau nhién trong qua trinh truyén
»Khi c6 tdn cong chi ddng: bam ban tin cung véi khoa bi mat da
chia sé trwdc K

Tan cong
Thay m bédng m’ Ban tin

Tinh lai b’ = H(k, m’) rat toan ven?

Bén guri kho vi khong biét k B&n nhan
' 47

47
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H(k || m) c6 an toan?

- Tn cdng mé& rong kich thuwéc (Length extension attack)
- C6 thé tinh dwoc H(k || (m1 || m2)) néu biét length(k),
length(m1) va h1 = H(k || m1)

~Ké tan cong co thé thay m1 bang m1 || m2 va tinh duoc ma bam
du khong biét k

- Cac ham bam bi anh hwédng: MD5, SHA-1, SHA-2

m2
oo, > (m1 ]| m2) | H(k || m1 || m2)

. z:. m1 || H(m1 || k)
Thay fj or H(m l,l ) > (m2 | m1) || Hm2 | m1 | k)
- An toan hon: st* dung HMAC

48
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HMAC

- Hashed MAC: xay dwng MAC dwa trén ham bam

| k@ipad | mpoy | wmpg [mppes |

v } h
(fixed) h, h, h;
h

} h =

pad
IV

PB: Padding Block

HMAC chéng lai length extension attack

m2
oo, > (m1 || m2) | H(k || m1 [|m2)

opad

opad

25
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HMAC va MAC

- HMAC c6 tinh chéng dung dd chac chan hon do
str dung ham bam
- Téc d6 tinh toan ctia HMAC nhanh hon

- Kich thwéce gia tri tag dwoc tao pé’i HMAC I&n
hon = an toan hon trwéc cac tan cong

51

51

/0]
Tan cong tinh dung do clia ham bam

-Pung dd trong ham bam: tén tai m, # m, ma
H(m,) = H(m,)

- Nhc lai: sy ton tai cac ban tin dung dd dan dén
cac nguy co tAn céng vao so dd xac thuc

- Tim ra ban tin dung do: cé thé thyc hién vét can
- s6 ban tin can tinh téi thiéu la bao nhiéu sé
chéc chén thanh céng?
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Nghich ly ngay sinh (Birthday paradox)

- Bai toan: Khi chon n ngudi bat ky, xac suat dé co téi thiéu
2 nguwdi co trung ngay sinh la bao nhiéu?

- 86 cach chon ra n ngudi bat ky: 365"

- 86 cach chon ra n ngwdi khdng c6 cdp nao trung ngay
sinh: 365 x 364 x ... X (365-(n-1)) = CNygs

- Xé&c suat dé chon ra n nguoi khéng cé cép nao tring
ngay sinh

365 X 364 X - X (365 — (n — 1))
T 365"
- Xacsuatcantinh: P=1-Q
-n=7?dé&P>0.5(c 2 1an chon thi ¢6 1 lan thda man)
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Nghich ly ngay sinh
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Téan coéng dwa trén nghich ly ngay sinh
(Birthday paradox attack)

- Kiém tra 22 ban tin c6 xac suat tim ra cac ban tin

dung déla~0.5

- Céach thire tn cong:
»Buwdc 1: Chon ra 22 ban tin ngau nhién
»Bwéc 2: Tinh ma bam/MAC cho cac ban tin

»Buwéc 3: Kiém tra sw ton tai cla cac ban tin
dung do. Néu khoéng co, quay lai bwéc 1.
»Ky vong: thanh ¢ong sau 2 1an tht
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CASE STUDY: BAO MAT TREN IPHONE
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Bao mét trén iPhone

- Triét ly bdo mat cia Apple:
»Néu dién thoai trong tay ban, ban c6 thé truy cap moi th
»Néu dién thoai trong tay ngudi khac, né chi la mét “cuc gach”
- Apple trién khai tAt ca cac co ché bao mat trén chip
Secure Enclave Processor (SEP)
~Secure Enclave Processor |a TCB cua thiét bi
- Moi phan con lai cla thiét bj dwoc coi la khéng tin cay
»B0 nh¢ |a khéng tin cay, vi vy moi di¥ liéu dwgc mé hoa
»CPU phai gvi yéu cau Secure Enclave dé gidi ma
~ Mot vai div liéu bi mat chi co thé doc béi Secure Enclave
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Bao méat trén iPhone

- Khéa chu K, dugc str dung dé ma hoa cac khéa mat
ma khac
* Kohone d0'C Ma hoa badi K, sinh tr mat khau clia ngudi
dung
»Kuser = PBKDF(password, hardcode)
»hardcode c6 kich thuwéc 256 bit dwge sinh va lwu trir trén chip SEP
- Lam cach nao ké tn cdng c6 thé danh cép dwoc dir liéu
ma khéng cé mat khdu nguoi dung?
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