BAI 2.
CAC HE MAT MA

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

]
NOGi dung

- Mat ma (cipher) la gi?

- Nguyén tac chung ctia cac hé mat ma
- H& mat ma khda dbi xirng

- Hé mat ma khoa bat dbi xirng




1. MAT MA LA GI?

Bui Trong Tung,
Vién Céng nghé théng tin va Truyén théng,
Pai hoc Bach khoa Ha Noi

1.1. Khai niéem mat ma

- M4 hoa (code): bién dbi cach thire biéu dién thong tin

- Mat méa (cipher):
»Khai niém ci: M héa dé che giéu, gitr mat théng tin
»Khai niém md&i: ddm bao bi mat + toan ven + xac thyc

- Mat ma hoc (cryptography): nganh khoa hoc nghién ctru
cac phwong phap toan hoc dé ma héa gitr mat thong tin

- Tham ma (cryptoanalysis): nghién clru cac phuwong phap
toan hoc dé pha v& hé mat ma

- Trong hoc phan nay, chi dé cap dén khai niém co ban va
cach thirc str dung cac phwong phap mat ma




Truyén tin bi mat Google
|

- Bwdc 1: Trao dbi khoa
- Bwdc 2: Ma hoa div liéu
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Luwu trlk thong tin mat

Alice Alice

Thiét bj lwu triv

Alice “hdm nay” truyén tin bi mat cho Alice “ngay mai”
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Ung dung ciia mat ma

- Gilr bi mat cho théng tin,

-...va khéng chi vay...

- Chir ky sd(Digital Signature)

- Lién lac &n danh (Anonymous Communication)
- Tién &n danh (Anonymous digital cash)

- B4u cr dién t&r (E-voting)

Xay duwng mé hinh (mat ma khoa dbi xirng)

- Alice va Bob da chia sé thdng tin bi  Alice Bob
mat k goi la khoa

- Alice can gtri cho Bob mot thong diép >
m (ban ré-plain text). Néi dung théng ~ \

diép can gilr bi mat trwdc quan sat
ctia Eve (ké tAn céng, tham ma) }l
Ma hoa: ¢ = E(k, m) !
c: ban ma (cipher text)
- Alice glri bdn ma lén kénh truyén. { Eve
Bob va Eve déu thu dugc Xthf)ng diép
nay. Chi c6 Bob giai ma dé thu dwoc
ban rd
Giai ma: m = D(k, c)
- Mat ma khoa dbi xirng: dung khoa k
trong ca hai qua trinh ma héa va giai
ma
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Mot vi du - Mat ma Caesar

- Julius Caesar dwa ra vao thé ky the 1
trwdc CN, st dung trong quan sw
- Y twdng: thay thé mot ky tw (ban rd) trong
bang chi cai bang ky tw (ban mat) dirng
sau no 3 (khoa) vi tri.
» S dung bang chir cai vong
>A>D,B>EC>F..,X>AY>B,Z>C
- Mb hinh héa bang toan hoc(Ma dich vong)
»Khéa 1<k<25
»>Ma hoa: ¢ = (m + k) mod 26
»Gidi ma: m = (c — k) mod 26
- D& dang bj pha ngay ca khi k thay dbi Gaius Julius Caesar

/]
Mat ma Caesar — Vi du

- Bang thay thé

ABICIDIEFGIH I |J KILIMINOIPIQIRIS I T|UVWX|Y|Z,

DEFGHI JKLMNOPQRSTUVWXYZABC
- Ban tin gbc (Plaintext — Ban rd): PARIS

- Ban mat (Ciphertext): SDULV
- Ban tin gbc: NEWYORK
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Lich str cia mat ma hoc(Boc thém)

- Nam 300 TCN, Euclid phat hién ra sé nguyén t6, thuat
toan tim UCLN cla 2 sb

- Mat ma Hy Lap

- Nam 1640 ra doi dinh ly Fermat nhé:
aP ! =1 (modp)Vplasénguyénts,1<a<p
aP~! va p la 2 sé nguyén td cung nhau
1

11
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Lich str cua mat ma hoc

-Nam 1798, Gauss tién dqén vé sw quan tror)g
cla viéc phén tich hop s6 thanh cac thira s6
nguyén to

-Nam 1874, William Stanley Jevons (Anh) dwa ra

|&i thach thire phan tich hop s 8616460799.
»Nam 1903 Derrick Lehmer (My) c6é dap an
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Lich s&r cia mat ma hoc

Nam 1917, Vernam cipher duwa
ra y twédng mat ma one-time-pad
st dung phép XOR nhwng chuwa
dwoc chuy

Chién tranh TG 1an 1: s dung
céac bién phap can nhiéu séng
radio khi trao déi théng tin

Chién tranh thé gi®i l1an 2: may
Enigma dwoc quan phat xit st
dung

Bi pha ma bdi lwc lwgng déng minh
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Lich str cua mat ma hoc

Nam 1945, Claude Shannon xuét ban sach
“‘Communication Theory of Secrecy Systems”

Nam 1949, Claude Shannon céng bb ly thuyét Shannon
vé mat ma hoan hao
Nam 1976 mat ma DES ra doi

Thang 11/1976 Diffie va Hellman cong bd bai bao “New
Directions in Cryptography” d&t nén moéng cho hé mat ma
khoa bat dbi xtrng
Nam 1977, Ron Rivest, Adi Shamir, Len Adleman gi&i
thiéu mat ma RSA

Fun fact: Hai nhan vat Alice va Bob dworc gidi thiéu
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1.2. M6t s nguyén ly chung cua cac hé
mat ma

- Hé mat ma gom {KeyGen(), E(), D()}

- Lam cach nao dé& ngan can ké khac giai ma?

- Binh luat Kerckhoffs: “Mét hé mat ma cé‘n an toan
ngay ca doi phuwong biét moi thdng tin vé hé, tri
khoa bi mat”

- Tai sao?

15
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Hé mat hoan hao

- Binh nghia: Hé mat la hoan hao khi va chi khi vm va
vemaPr(C=c)>0:Pr(M=m | C =c)=Pr(M=m)
- B6 dé: v cap m,, m, c6 do dai nhw nhau, vc
Pr(C=c|M=my)=Pr(C=c|M=m,)
- Ban mat hoan toan khéng chira théng tin vé ban rd
- Dinh ly: M6t hé mat ma la hoan hao thi [|K|| 2 ||[M||
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Hé méat hoan hao

- Thir thach tan cong biét trwéc ban rd(Known plaintext attack)

Thir thach Tan céng
Sinh khoéa k

Chon mg, m;,
My, My

Chon b € {0, 1}

c* = E(k, my) o*

boan b’ € {0, 1}

- Ké tan céng thdng néu doan ding b’ =b
- H& mat la hoan hao néu voi moi thuét toan, xac suét ké tan
cong doan dung la P = %2 - khong thé phan biét dwoc ban ro

nao da dwoc ma hoéa
17
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Ly thuyét Shannon

-Dinh ly: Mot hé mat co ||M|| = [|K|| = ||C]|| |a hoan
hao khi va chi khi:
1. Xac suét xuét hién ctia moi gia tri khéa k 1a nhw nhau
2. Ton tai duy nhéat gia tri khoa k sao cho

c = E(k, m) vm, Vc

- C6 thé chirng minh dwoc rang dinh ly trén dwa ra
2 yéu ciu can cho mét hé mat hoan hao:
»Kich thuéc khoa k bang kich thwédc ban tin m
»Khoa k chi dwoc dung 1 1an

18
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An toan theo tinh toan

- H& mat hoan hao: Khéng cé bat ctr théng tin vé ban rd
(plaintext) ndo bj 16 ngay ca khi k& tAn cdng c6 vé han tai
nguyén tinh toan.

- Chi phi str dung hé mat hoan hao la qua I&n hoac khong
kha thi.

- Thyc té&, chi cAn hé mat ma yéu hon, nhwng dd manh dé
thda man dong thi 2 diéu kién:

»Chéng lai dwoc cac phwong phap tAn cong trong khoang thoi gian
nao doé
» K@ tAn cong chi cé thé thanh cong véi xac suét khong dang ké
- Hé mat an toan theo tinh toan

19
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An toan theo tinh toan

- Binh nghia 1: H& mat dwoc goi la an toan theo tinh toan
v&i dd an toan (t, €) néu ké tan cong thwc hién pha ma
trong thoi gian tdi da l1a t thi chi dat dwoc xac suét thanh
cong tbi da la €

- Vi du: Khoa c6 kich thwéc n, ké tAn cong can phai giai ma
thir v&i 2n gia tri khoa (Tan cdng vét can). Gid st ring mbi
lan thr méat 1 chu ky CPU. Néu t = 100 ndm, ¢ = 260

»CPU=16GHz > n="?
»CPU=16x10GHz > n="7

- Tuy nhién, & géc do ly thuyét, dinh nghia nay khéng dung

cho chirng minh dé an toan.

20
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An toan theo tinh toan

- Dinh nghia 2: M6t hé mat dwgc goi la an toan
theo tinh toan néu vé&i moi thuat toan tan céng
hiéu qua (d6é phtrc tap tinh toan da thirc) thi xac
suéat thanh cong la € khdng dang ké
»Thoi gian tan cong: t = poly(n)

»X&c suat tAn cong: € = f(n) sao cho € nhd tuy y vn = N.
»Thuc té, xac suat khong dang ké: € < 280
»Xac suéat dang ké: € = 2-30

21
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Ly thuyét Shannon (tiép)

- DO dw thira clia ngdn ngir: Sy xuat hién clia n ky
tw cho phép doan nhan dung ky tw xuat hién tiep
theo v&i xac xuat p nao gdo.

. D‘éi vOi tham ma: sCP, dung phwong phap vét can,
can phai thu duwoc toi thiéu u ky tw mat ma deé tim
dwoc chinh xac khoa.

u: khoang cach unicity (unicity distance)

- u cang Ién d6 an toan cua hé cang cao

22
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Ly thuyét Shannon (tiép)
- Tinh toan khoang cach unicity
_ LHE)

w= H(c) — H(m)
lx: Kich thwéc khoa
H(k), H(m), H(c): entropy cua ky tw. Vi du
H(m) = =Y, p(m)) x log,(p(m,)): entropy cua ky tw ban ré
p(m,): xac suéat xuat hién cta ky tw trong khéng gian ban rd
- Néu khda va ban mat xuat hién hoan toan ngdu nhién, va

chung bang chir cai:
lglog,(N)

u =
, log,(N) — H(m)
N: sO ky tw ctia bang chir cai
- Lam thé nao dé tang d6 an toan khi st dung mat ma?

23
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Thong tin tham khao — Kich thuéc khda

- Khda cé kich thuwdc bao nhiéu?
» Mat ma dworc coi la an toan khi phwong phap vét can (brute-force)
la cach nhanh nhét dé bé khoa
»Muc tiéu: gidm thiéu nguy co bj tAn cdng vét can (dat d6 an toan
theo tinh toan)
- Ban nghe & dau do, “dé dang” bé khéa mat ma DES ¢6
kich thwéc khda 56 bit?
»Nam 1998, hé théng pha ma EFF DES (trj gia 250K$) bé khéa
DES trong khodng 1 ngay
»Nam 2006, hé théng pha ma COPACOBANA (tri gia 10K$) bé khéa
DES trong 6,4 ngay
S dung dinh luat Moore dé tinh thoi gian bé khoéa trong ndm 2020
V@i chi phi 10K$?

24
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Théng tin tham khao — Kich thwéc khda

- Chi phi dé& bé khéa DES (nam 2006)
»56 bit: $10.000
87 bit: $100.000.000.000 (th&i gian bé khoa khong dbi)
- Can gilr thong tin mat trong bao lau khi hé théng pha ma
la COPACOBANA? (nam 2006)
»56 bit: 6.4 ngay
»128 bit: ?
- Tham khao kich thuwéc khéa nén st dung trong twong lai
tai dia chi
http://csrc.nist.gov/groups/ST/toolkit’/key_management.html

25
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Thong tin tham khao — Kich thuéc khda
" ‘Minimumof  Symmetric Factoring T Elliptic P : R
Date g : it : b Logarithm Aot Hash (A) Hash (B)
Strength Algorithms Modulus Key. Curve g £
SHA-1** SHA-1
SHA-224 SHA-224
2010 (Legacy) 80 2TDEA* 1024 160 1024 160 SHA-256 SHA-256
SHA-384 SHA-384
SHA-512 SHA-512
SHA-224 S
SHA-224
2011 - 2030 112 3TDEA 2048 224 2048 224 SHA-256 SHA-256
SHA-384
SHA-384
SHA-512 SHA 512
SHA-1
SHA-256 SHA-224
» 2030 128 AES-128 3072 256 3072 256 SHA-384 SHA-256
SHA-512 SHA-384
SHA-512
SHA-224
SHA-384 SHA-256
=> 2030 192 AES-102 7680 384 7680 384 SHA512 SHA 384
SHA-512
SHA-256
=»> 2030 256 AES-256 15360 512 15360 512 SHA-512 SHA-384
SHA-512
http://www.keylength.com
26
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2. H& mat ma khéa ddi xing

- Symmetric cryptography, Secret-key cryptography: st
dung cung moét khda khi ma héa va gidi ma.

- Buoc phat trién tir rat sém

- Thuat toan ma héa: phéi hop céac toan i
»Thay thé
~Débi ché (hoan vi)
»XOR

- Téc do thwe hién cac thuat toan nhanh, c6 thé thyc hién
bang dé dang bang phan cirng

- Mot sb6 hé mat ma khéa dbi xirng hién dai: DES, 2DES,
3DES, AES, RC4, RC5

27
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2.1. So d6 nguyén ly

Hé mat ma gém:
- Ban rd (plaintext-m): théng tin khéng dwoc che dau
- Ban mat (ciphertext-c): théng tin dwoc che dau
- Khoa (key- kg): gia tri da dwoc chia sé bi mat
- Sinh khoa KeyGen()
»La ham ngau nhién
- Ma héa (encrypt-E): ¢ = E(kg, m)
» E la ham ngau nhién
- Giai ma (decrypt): m = D(kg, C)
»D la ham xac dinh
- Tinh dung dan D(kg, E(kg, m)) = m

28
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So dd chung

Khéa ma héa va
giai ma giong nhau va
dworc chia sé trwéc
i m m

Ma héa Giéii'—)i
A

Ngwoi Ngwoi
guri $ ¢ c nian
() Kénh truyén )
1
|
Yéu cau voi kg : v U
- Ngéu nhién Ké tin

- Chia s& mot cach bi mat Tham ma { céng

29

Tham ma

- Nhac lai dinh luat Kerckhoffs “Mot hé mat ma can an
toan ngay ca khi moi théng tin vé hé, trir khéa bi mat,
la cdng khai”

~Ké tham ma d3 biét gidi thuat sinh khéa, ma héa, gidi ma

- Tan cong chi biét ban mat:

~Ké tham ma co6 cac ban mat (ciphertext-only attack - COA)

»Phuwong phap pha ma: thir tt ca cac td hop khoa cé thé dé
tim ra td hop khoa thich hop. Trong treéng hop khéng gian
khéa I&n thi phwong phap nay khong thyee hién dworc.

»Pbi phwong can phai phan tich van ban mat, thwe hién cac
kiém nghiém théng ké dé gidm sé lwong truéng hop can thir.

30

30
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Tan cbéng biét trwvde ban ro

- Known-plaintext attack - KPA

- Ké tan cong da c6 cac cap ban tin (m;, ¢,) ma hoa
v&i cung khoa k (ké tdn céng khéng biét k)

- Muc dich: xac dinh dwoc théng tin bi mat trong
cac ban ma c # c;dwoc tao ra khi str dung cung
khéa k & trén

- Phwong thirc tn cong:

~Vét can
»Phan tich dé doan gia tri khoa

31
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Tham ma (tiép)

- Kiém chirng tinh an toan truwéc tan cong KPA

Thir thach Tan céng
Sinh khoéa k

Mg, My

Chon b € {0, 1}
c* = E(k, my)

boan b’ € {0, 1}

- H& mat chong lai duoc tan cong KPA (d6 an toan IND-KPA)
néu v&i moi thuat toan tan cong hiéu qua thi P(b’=b) <% +¢

32
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Tan cébng chon trwdc ban rd

- Chosen-plaintext attack - CPA

- K& tan cong co6 quyén truy cap khong han ché vao thanh
phan ma hoéa, nhwng han khéng biét gia tri khéa k

- Ké ’gén cpng lwa chon mot sb ban rd (plaintext) theo y
muon dé ma héa - nhan dwgc cac ban ma twong trng

- Dwa vao cac bjé\n ma nhan duwoc t‘hi ké tan cong doan
nhan ban tin goc ma cac bén truyen di / hoac doan gia tri
khdéa

33
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Tham ma (tiép)

- Kiém chrng tinh an toan trwéc tAn cdng CPA

Thir thach Tan cong
Sinh khoa k
m Chon'm Lap lai
c=E(k, m) c tay y
Mg, M, Chon my, m,
Chon b € {0, 1}
c* = E(k, my) c*
m’ Chon m’ } Lap lai
¢ = E(k, m) c tay y
Poan b’ € {0, 1}

- H& mat chong lai duoc tan cong CPA (46 an toan IND-CPA)
neu v&i moi thuat toan tan cong hiéu qua thiP(b’=b) <% +¢ 24
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Tan céng chon trwd'c ban mat

- Chosen-ciphertext attack - CCA

- Twong tw tan cong tan cong CPA, nhung ké tan cong co
nhiéu quyén hon

- K& tan c6 thém quyén truy cap tuy y vao thanh phan giai
ma

- K& tn cong c6 thé lwa chon khong gi¢i han badn ma c va
nhan dwoc ban rd twong &ng

35
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Tham ma (tiép)

- Kiém chrng tinh an toan trwéc tAn céng CCA

Thir thach Tén coéng
Sinh khoéa k Ci, mj Chon ¢, m; Lap lai
m; = D(k, Ci) mi, Cj } th y
o= Elom) Chon my, m
mO, m1 ? 0 1
Chon b € {0, 1} *
c* = E(k, my) C
c,m Chon ¢’, m’; (¢’ # c*) } It_uép'lai
m,i = D(k’ C,i) ms C! vy
¢ =E(k, m) ! Poan b’ € {0, 1}

- H& mat chong lai dwoc tan cong CCA (d6 an toan IND-CCA)
neu v&i moi thuat toan tan cong hiéu qua thiP(b’=b) <% +¢ 26
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Téng két - Cac phwong phap tham ma

-COA<KPA<CPA<CCA

37
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2.2. MAT MA CO BIEN

38
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Mat ma thay thé(Substitution cipher)

- Mét/mot mau ky tw duwoc thay thé bang mot/mot mau ky
tw khac.
- Mat ma Ceasar
- Mat ma dich vong (Shift Cipher): ma tirng ky tw
»Khoéa: 1<k<25
»Ma héa: ¢ = (m + k) mod 26
»Gidi ma: m = (c — k) mod 26

39
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Mat ma thay thé(Substitution cipher)

- Mat ma Vigener: ma 1 khéi ky tw

k

CRYPTO/[CRYPTOCRYPT

(+ mod 26)
WHATANTICEDAYTODAY

m

c = ZZZJUClLUDTUNWGCQS
- Téng quat:

M3 hoéa: cfi] = (mfi] + K[i]) mod 26

+ Giai ma: m{i] = (c[i] - k[i]) mod 26

40
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Mat ma thay thé(Substitution cipher)

- May rotor (Rotor machine)

A K E N
B - S K E
C T S K
. T S

;

<
=2
=X

z7kev %E N R

Hebern machine

41
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Mat ma thay thé(Substitution cipher)

- May rotor (Rotor machine)

Left Middle Right
Reflector potor Rotor Rotor S 000009 4
—<—E] so0eBO0e® ||
| '.......';._ t

[ N

4 -®
[ ><— ‘<« Right rotor
= advanced

Sé lwong khéa?
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Pha ma hé mat ma thay thé(®oc thém)

- Chi ¢6 ban ma: Dya trén phuong phap thdng ké
- Vi duy: tiéng Anh

e

9.056

8.167

6,996
6.749

Relative frequency (%)

6094

4253
4.025

2782
2.406
1929
2758
1.974

1.492

43
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Thudc tinh thong ké cda tiéng Anh

- Phan nhém ky tw theo tan suét

I e

Il t,a,o,i,n,s,h,r

1] d,l

v c,u,m,w,f,g,y,p,b
V v,K,j,X,q,Z

- M6t vai mau ky tw cé tan suat xuét hién cao
»Bigrams: th, he, in, an, re, ed, on, es, st, en at, to
»Trigrams: the, ing, and, hex, ent, tha, nth, was, eth, for, dth

44
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Vi du: Pha ma dich vong

YKHLBA JCZ SVIJ JZB TZVHI JCZ VHJ DR IZXKHLBA VSS
RDHEI DR YVJV LBXSKYLBA YLALJVS IFZZXC CVI
LEFHDNZY EVBLRDSY JCZ FHLEVHT HZVIDB RDH JCLI CVI
WzzB JCZ VYNZBJ DR ELXHDZSZXJHDBLXI JCZ XDEFSZQLJT
DR JCZ RKBXJLDBI JCVJ XVB BDP Wz FZHRDHEZY WT JCZ
EVXCLBZ CVI HLIZB YHVEVJLXVSST VI V HXXIKSJ DR
JCLI HZXZBJ YZNZXDFEZBJ LB JZXCBDSDAT EVBT DR JCZ
XLFCZH ITIJZEIJCVJ PZHZ DBXZ XDBILYXHZYIZKHZ
VHZBDP WHZVMVWSZ

45
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Vi du: Pha ma dich vong

K tu: 4 B C D E F G
Ténsudt: 5 24 19 23 12 7 0 Z>e

Kvw: H I J K L M N f=29,f, =27
Tansuat: 24 21 29 6 21 1 3 = , ’

K tu: O P O R S T U ficz =8 =" the
Ténsudt: 0 3 1 1 14 8 0 =J]>t,C>h

Ky t: v W X Y Z V dng riéng: V> a
Tansudt: 27 5 17 12 45

Nhém: {J,V,B,H, D, L,C} = {t,a,0,1,n,s,h, r}
t a h
JZB = te? {teo, tei, ten, tes, ter}: B 2> n

46
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Vi du: Pha ma dich vong (tiép)

YKHLnA the Salt ten TeaHI the aHt DR IeXKHLnA aSS
RDHEI DR Yata LnXSKYLnA YLALtaS IFeeXh hal
LEFHDNeY EanLRDSY the FHLEaHT HealIDn RDH thLI hal
Ween the a¥Nent DR ELXHDeSeXtHDnLXI the XDEFSeQLtT
DR the RKnXtLDnI that Xan nDP We FeHRDHEeY WT the
EaXhLne hal HLIen YHaEatLXaSST al a HXXIKSt DR
thLI HeXent YeNeXDFEent Ln teXhnDSDAT EanT DR the
XLFheH ITIteEIthat PeHe DnXe XDnILYXHeYIeKHe
aHenDP WHeaMaWSe

Nhém: {J,V,B,H,D,ILL,C} - {t,a,0,i,n,s, h, r}
t an h
al 2> a? {ao, ai, as,ar}: [ 2 s

47
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Vi du: Pha ma dich vong (tiép)

YKHLnA the Sast ten TeaHs the aHt DR seXKHLnA aSS
RDHEs DR Yata LnXSKYLnA YLALtaS sFeeXh has
LEFHDNeY EanLRDSY the FHLEaHT HeasDn RDH thLs has
Ween the a¥YNent DR ELXHDeSeXtHDnLXs the XDEFSeQLtT
DR the RKnXtLDns that Xan nDP We FeHRDHEeY WT the
EaXhLne has HLsen YHaEatLXaSST as a HXXsKSt DR
thLs HeXent YeNeXDFEent Ln teXhnDSDAT EanT DR the
XLFheH sTsteEsthat PeHe DnXe XDnsLYXHeYseKHe
aHenDP WHeaMaWSe

Nhém: {J,V,B,H,D,I,L,C} = {t,a,0,1,n,s, h, r}
t an s h

Rutgon: {H,D,L} = {o,1, 1}

thLs = th?s {thos, this, thrs}: L =2 i
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Vi du: Pha ma dich vong (tiép)

YKHinA the Sast ten TeaHs the aHt DR seXKHinA aSS
RDHEs DR Yata inXSKYinA YiAitaS sFeeXh has
iEFHDNeY EaniRDSY the FHiEaHT HeasDn RDH this has
Ween the a¥Nent DR EiXHDeSeXtHDniXs the XDEFSeQitT
DR the RKnXtiDns that Xan nDP We FeHRDHEeY WT the
FEaXhine has Hisen YHaFEatiXaSST as a HXXsKSt DR
this HeXent YeNeXDFEent in teXhnDSDAT EanT DR the
XiFheH sTsteEsthat PeHe DnXe XDnsiYXHeYseKHe
aHenDP WHeaMaWSe

Nhém: {H, D} = {o, r}
aHt=a?t {aot,art}: H>r,D 2 o

49
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Vi du: Pha ma dich vong (tiép)

YKrinA the Sast ten Tears the art oR seXKrinA aSS
RorEs oR Yata inXSKYinA YiAitaS sFeeXh has
iEFroNeY EaniRoSY the FriEarT reason Ror this has
Ween the aYNent oR EiXroeSeXtroniXs the XoEFSeQitT
oR the RKnXtions that Xan noP We FerRorEeY WT the
EaXhine has risen YraEatiXaSST as a rXXsKSt oR
this reXent YeNeXoFEent in teXhnoSoAT EanT oR the
XiFher sTsteEsthat Pere onXe XonsiYXreYseKre
arenoP WreaMaWSe

A|B|C|ID|E|F|G|H|T|J|K|LIM|N|O|P[Q|R|S|T|U|VIW|X|Y|Z

nlhjo r{sj|t i a e

reason Ror this has Ween—> reason for this has been
this reXent = this recent
R2>2fW=2>bX>c¢
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Vi du: Pha ma dich vong (tiép)

YKrinA the Sast ten Tears the art of secKrinA aSS
forEs of Yata incSKYinA YiAitaS sFeech has
iEFroNeY EanifoSY the FriEarT reason for this has
been the a¥Nent of EicroeSectronics the coEFSeQitT
of the fKnctions that can noP be FerforEeY bT the
Eachine has risen YraEaticaSST as a rccsKSt of
this recent YeNecoFEent in technoSoAT EanT of the
ciFher sTsteEsthat Pere once consiYcreYseKre
arenoP breaMabSe

A|/B|C|ID|E|F|G|H|I|J|K|L|M|N[O|P|Q|R|S|T|U|V|W|X|Y|Z
n|hio r{s|t i f a|lb|c e
of the fKnctions = of the functions

of the ciFher = of the cipher

K2>uF-=>p y

51

2.3. MAT MA HIEN DAl
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Mat ma one-time-pad (OTP)
- Vernam (1917)
Key: o|1|/0|1|[1]|1]0|0|1]0O0
®
Plaintext: 1 1 0 0 0 1 1 0 0 0
Ciphertext: 1{0|0|1]|1|0[1]|]0|1]0
- Sinh khoa ngau nhién:
» Kich thwéc clia khoa bang kich thwéc ctia ban ré
» Khéa chi dung 1 1an
-Mahdéa:c=m @ k
-Gidimam=c ® k
- Shannon : mat ma OTP |a hé mat hoan hao.
53

53

]
Matma OTP

- Néu khéa duoc dung nhiéu hon 1 1an > mat ma two-
time-pad khéng con an toan

C, < m; @K
C, <« My, @ Kk
Néu ké tan cong c6 dwoc ban ma:
cC®c, > meEm,
Néu kich thwéc ban tin da dai
mem, —-> m, m

’ Hé mat & an toan trong mét sé diéu kién, ngwoc lai tré nén khong an toan
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Tan céng vao tinh toan ven cua OTP

m | enc (&), Fmgk JEB
p |

. % e

‘ From: Bob ‘ enc (©k) >

‘ From: Eve ‘

A

55
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]
Mat ma dong (Stream Cipher)

- Xt ly van ban rd theo dong byte, th&i gian thwc
~RC4 (900 Mbps), SEAL (2400 Mbps), RC5(450 Mbps)

- Phu hop véi cac hé thdng truyén di liéu thei gian
thwe trén maéi trwdng mang may tinh

- An toan néu khéa chi dung 1 1an (one-time-pad)

- Trén thuwc té, sir dung ham sinh khoa gid ngau nhién
(PRG - Pseudo Random Generator)

k|

G: K2 {0, 1}" (len(K) << n) -
Ham PRG phai c6 tinh khéng thé tién doan: | G(k) |
V&i moi thuat toan hiéu qua, néu da S | — |
biét i bit d4u tién thi xac suat doan

dung bitthvi+1la<’z+¢ | c |

56
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Ma RC4 (Rivest Cipher 4)

- Rivest Cipher 4: ra doi nam 1987
- Kich thuwde khda: 40 hoac 128 bit
- Hoat ddng: gdm 2 thuat toan chinh
»Key-scheduling algorithm (KSA): mé rong khéa ma héa thanh 1 gia
tri S ¢6 kich thuwéc 256 byte
»Pseudo-random generation algorithm (PRGA): Iwa chon 1 byte K t
S dé& XOR 1 byte théng diép

- Hién khéng con an toan
(s CorofE )
l st st
K S[i]1+s(]]

57

57
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Ma eStream

- Phwong phap mat ma dong mai nhat duoc thiét ké dé
thay thé cho cac phwong phap ma dong ci

- Hién dang dwoc phat trién, chwa cdng bd thanh tiéu
chuén

- Ham sinh khoéa gia ngau nhién:

PRG: {0,1} x R — {0,1}"
R: gia tri chi dung 1 1an, khéng lap lai
- Ma hoa: E(k, m ;1) = m D PRG(k ; r)

- Vi du: Salsa20 c6 s = 128 hoac 256 bit, R co6 kich thwéc
64 bit
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Mat ma khoi (Block Cipher)

- Xt ly khéi di¥ liéu cé kich thuwéc cb dinh
- Khéa c6 kich thwéc ¢b dinh
- Nguyén ly chung: str dung cac ham lap R(k;, *)

Ma hoa: ¢ = E(kg, m)

DBau vao: khéa k bit, khbi di
liéu rd n bit

DPAau ra: khdi di liéu ma n bit

plaintext ciphertext
n bits n bits
K k bits E K k bits D
ln bits n bits
ciphertext plaintext

Giai ma: m = D(k, c)

DBau vao: khéa k bit, khbi di
liéu ma n bit

DAu ra: khdi di liéu rd n bit

59

59

Mat ma DES - Data Encryption Standard

- Kich thudc khoa: 56 bit
- Kich thwéc khdi div lieu: 64 bit
- Giai ma gidbng ma héa nhwng dao nguoc thiy ty dung khoa

- Khéng con an toan dé st dung
56 bits

key k

48 bits key expansion
\ key k; key k, o o o key kg

RO RI RZ R15 RIG
> — o o o — IP1
Lo L1 & L2 L15_@ L16 Re\{e.rse
Initial

Initial —D
/
o~ Permutation

Permutation \__
Mang Fiestel c6 16 vong lap 60

60
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Cai tién DES

- DES tr& nén khéng an toan do kich thwéc khda ngan
- 2DES: St dung 2 khéa DES (k1,k2) = 112 bit

—{ E1,) - Et2,) }—

»Tuy nhién, 2DES khéng an toan hon dang ké so véi DES vi
c6 thé bi tAn cong meet-in-the-middle

- 3DES:

St dung 2 khéa DES: —| E(k1,.) -{ D(k2,) |- E(k1.) |+
St dung 3 khoa DES: —{ E(k1,.) |- D(k2,) H{ Ek3,.) |-

»SW dung 3 khéa khdng an toan hon so v&i str dung 2 khoa
61

61
Mat ma AES — Advanced Encryption Standard
- Kich thwdrec khoa: 128, 192, 256 bit
- Kich thwére khéi: 128 bit
- S6 vong 1ap: 10, 12, 14 theo kich thuwédc khoa
1 10 rounds
[
4 (1) ByteSub (1) ByteSub (1) ByteSub
4| input (2) ShiftRow (2) ShiftRow P— eee D - (2) ShiftRow
(3) MixColumn (3) MixColumn
invertible
16 bytes key expansion: 16 bytes —176 bytes
4
62
62
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AES — Ham lap (Tham khao)

30| 01| %2| 23 Byo

© ByteSUb: 3, al,ll_k a3 b

90'
-

by, boy3
B
b, b

,2 I;

o

3l
-

1,0

20/ 2 E by

a,(3, as,z‘Faz,a by,

bl

change] 00| 01| Bo2| B3 30| 04| 02| P05

Sh.ftR . Shift1 o[ 313 /31,3 A |3 5| 30
! ows- Shift 2 2ol 2|22 /az,a o[ 3| ol 21
Shift 3 33,033,91‘ 3, ?3,3 3| 350) 31| B2

- MixColumns:

63

63

Cac van dé cua ma khoi

- M4 khéi chi xt ly khéi dir liéu co kich thwéc cb dinh
»Lam cach nao dé& ma hoa ban tin co kich thwdc Ién hon.

- Ma khéi khéng an toan trwdc tan cong CPA

Thir thach Tan céng
Sinh khoéa k
My, My
Chon b € {0, 1} Chon m,, m,
C* = E(k, mb) C*
ml
¢’ = E(k, m) Chon m,
Co

So sanh ¢, va c*

M3 héa la ham xac dinh thi khéng an toan truwéc tAn cong CP%\4

64
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Cac ché dd ma khoi

- Electronic Code Book (ECB): Ma twr dién

m[o] mi] | | om |
| | | |
Ks| Ma | Ks| Ma | Kg| Ma | K| Ma
héa héa 7 hoa 7 hoa
| | | |
O ] | I

- Han ché: ECB khéng chéng lai dwoc tAn cong KPA

65
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ECB khbéng an toan truéc KPA

- TAn c6ng: Chon 2 ban tin m0 = a0 || a0, m1 = a0 || a1

- Quy woc || 1a phép ndi

- Thir thach: ¢* =c0 || ¢1

- Phan doan: Néu c0 = c’1 thi mO da duoc m’é, nguwoc lai thi
m1 da dwgec ma - chién thang véi xac suat P = 100%

66
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Ché dd CBC - Cipher Block Chaining

- Ché d6 ma moc xich

vl mo | o | . ] m

Ks | Ma | K

'S
= = L 2,

hoéa

:

—®
—®

<
n
>
<
an
b
<
n

l(n

>
(e}
[}
>
(e}
[}
O~
[}

o | oan | . |

CBC chéng lai dwoc tAn cong CPA néu IV (Initial Vector) ngau nhién

67
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CBC — So sanh v¢&i ECB

Anh géc Ma héa & ché do M3 héa & ché dé
ECB CBC

68

68



/""" 0]
Tan céng CPA khi doan duorc IV

- Gia str ké tAn cdng doan duorc gia tri IV*

Thir thach Tén cong
Sinh khoéa k m = Os Sinh m = Os
c=[IV, E(k, V)] c c=IV| E(k,IV)
Sinh my= IV* @ IV
mo, m1 m1 ¢ mO

Chon b € {0, 1}
b=0->c*=[IV*, E(k, IV)]
b=1->c*=[IV* E(k, m; ® IV*)]

*
. c ) c*=IV¥||[...]
Néuc*=cdoanb =0
Ngwoc lai b’ = 1
69
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CBC — Giai ma

s || Gla_u s G|a~|| Ks | Gla_u Ks Gla_u
méa méa méa mé&

oo | o | om | o

70
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Phan dém cho ECB va CBC

- Khi kich thuwéc ban tin gbc khdng chia hét cho mét khéi:
»r = Len(message) mod Len(block)
»Phan dém cé kich thwéc Len(block) — r

- Khi kich thuwéc ban tin gbc chia hét cho 1 khéi: thém phan
dém co kich thwdc 1a 1 khi

- Gia tri phan dém khac nhau véi mdi chuan
»Khéng dung chudi bit 0 dé lam phan dém

- Chuan PKCS#7: Néu can dém n byte thi dung phan dém
la chudi byte c6 gia tri mbi byte la n

Khéi cubi n n n

T

Phan dém: n byte -,

71
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Ché db6 CTR — Counter Mode

- Initial Vector:
»nonce: gia tri ngau nhién
» counter khéi tao bang 0

n bits
n/2 bits n/2 bits
- M4 héa: khéng can padding
msg
VA [ mol [ mig [ . [ myg |
[ E(oV) [EGoV+1)[ .. [ E(kIV+L) | ®
ciphertext

« Né&u IV 13p lai, ché d6 CTR khéng an toan "
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D6 an toan clia cac ché dé ma

- Khéa dwoc dung nhiéu lan > gidm dé an toan
- Néu goi:
»Qq: b ban tin dwgc ma hoéa cung véi khéa khong déi
»~L: s6 khéi di¥ liéu co trong ban tin dai nhat
~|X]: Sé lwong gia tri c6 thé cda 1 khéi dir liéu
- Ché dd CBC an toan trwéc tn cong CPA khi g2*L2 << |X|
- Ché d6 CTR an toan truwdc tAn cong CPA khi g2*L << |X|
- D& xac suét tan cong 1a khong déng ké (< 2-%) thi sau
bao nhiéu khoi phai doi khéa?
- TAt ca cac ché do ma da dé cap khoéng an toan truéc tan
cbng CCA

73
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D6 an toan cua cac ché dé ma

- CBC: g2*L2 << |X|, |X|: Sé gia tri c6 thé c6 chia 1 khdi

- Kich thwée 1 khéi la n bit > [X] =2n

> gL2<<2n

>Q%*L2/2n << 1

—>Q?*L2/2" <= 2-80

->Vi du: mat ma AES c6 kich thwéc khéi 1a 128 bit

—>AES-CBC con an toan néu q2*L.2/2128 <= 2-60

>Q?*L2<= 288 5> q*L <= 2%

—>Ma tdi da 234 * 16 byte = 238 byte = 128 GB, sau d6 can
dbi khoa mai.
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Output Feedback - OFB

......................................................................

......................................................................

(b) Decryption

75
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Tan cong vao mat ma khoi

- TAn céng vét can (Exhaustive Search): K& tan cong thi
moi gia tri khda k khi c6 dwoec mét vai cap (m;, ¢))
~DES: V6i 2 cap, xac suét tim dwoc dang khoéa k [a ~ 1 — 1/271 véi
th&i gian vét can 256 gia tri
»AES-128: V6i 2 cap, xac suat tim dwoc dang khéa k la ~ 1 — 1/2128
v@i thoi gian vét can 2128 gig tri
»Slr dung tinh toan lwong tir: thdi gian vét can con T2 > st dung

AES-256

1976 DES adopted as federal standard

1997 Distributed search 3 months

1998 EFF deep crack 3 days $250,000

1999 Distributed search
2006 COPACOBANA (120 FPGAs) 7 days $10,000
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Tan céng vao mat ma khoi

- Tan céng vét can (Exhaustive Search): K& tAn cong thir
moi gia tri khdéa k khi c6 dwoec mét vai cap (m;, )

~DES: V6i 2 cap, xac suét tim dwoc dang khoéa k la ~ 1 — 1/271 véi
thoi gian vét can 2% gia tri

»AES-128: V6i 2 cap, xac suat tim dwoc dang khéa k la ~ 1 — 1/2128
v@i thoi gian vét can 2128 gia tri

»Slr dung tinh toan lwgng t: thdi gian vét can con T2 st dung
AES-256

- TAn cong tuyén tinh (Linear Attack): K& tAn cong tinh toan
khoa k khi c6 rat nhiéu cap (m, c;)
~DES: Vé&i 242 c&p c6 thé tim thay khoa K trong thei gian 243
»AES-256: V&i 2% cap c6 thé tim thiy khoa K trong thoi gian 299

77
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Tan céng vao mat ma khoi

- TAn cong kénh bén (side-channel attack): phan doan gia
tri cac bit khoéa bang cach wéc lwong thoi gian, lvong
dién nang tiéu thy, brc xa dién twr... khi ma hoéa, giai ma
»Vi du: phwong phap tan cong DES cutia Kocher va Jaffe ndm 1998

S
3

=
o

1 2 3 4 § 8 7 8 9% 1011 12 13 1415 16

a ML

a9 0.8 16 24

© w
&
B w_d

Current (mA)

w
o

o
&

32 . 4.0 48 56 &4 7.2 80
Time (mS)

- Tén cong dwa vao 16i (Fault attacks): 16i xay ra & vong lap
cuOi cung trong DES sé lam 16 théng tin vé khoa

78




2.3. SINH SO NGAU NHIEN

Entropy: dd do tinh bat dinh (tinh kho doan trwdc) cia
théng tin. DBon vi tinh: bit

79

79

Van dé sinh khda ma hoa

- C4ch thirc 1: Sinh khoéa dwa trén mat khau
»VAan dé: Entropy ctia mat khau rat thap
»Giai quyét: St dung ham dan xuét khoéa tr mat khdu PBKDF2()
theo chuan PKCS#5
v"Ham 16i: HMAC (Hashed MAC)
v Thém gia tri ngau nhién(seed) cé entropy lén
v Thuwce hién Iap N vong (N nén I&n 1000)
->Khéa tréng giébng nhw chudi bit ngdu nhién
- Cach thirc 2: S dung ngudn ngau nhién thuc sy

- C4ch thirc 3: S dung ngudn gia ngau nhién

80
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Tai sao sinh s6 ngau nhién 1a quan trong?

- Sinh khéa ma héa gidi ma

- Sinh gia tri IV/nonce

- Sinh céc gia tri ng4u nhién trong céac kich ban trng dung
khac

- Néu dbi phwong cé thé doan trwde gia tri ngau nhién
dwoc sinh ra, hé théng khéng con an toan

- Nguén sinh sb ngdu nhién cé entropy cang cao thi cang
ngau nhién
»Phan bb xac suét déu cé entropy cao nhat
»Nguén cé entropy n bit thi twong dwong véi phan bd xac suat 2-n

81

81
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BG sinh s6 ngau nhién thyrc sw

- D& sinh s6 ngAu nhién thuc sw, R UA AR
can cé nguén vat ly. Vi du: |
»Sw bién dong cla cac dai lwong trén
mach dién to
»Hoat dong clia ngwoi dung trong mét
khoang th&i gian
> ... Ngudn sinh sé ngau nhién
. Han Ché: thwe sw tai tap doan Clpuflare:
- . A blrc twdng bong dén doi lwu
»Khoéng can bang gilra so lwgng bit 0
va bit 1
»Tbc dé cham
»Chi phi cao

[ 101°) SIS SI@a el 5] a1 ] o] <] <]
. .i-;,:’,““".

rrril
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B6 sinh sb gid ngau nhién

- PRNG: Pseudo Random Number Generator
- Thuat toan bién déi 1 chubi bit thwc sy ngau nhién (seed-
s6 mam) ngan thanh 1 chuéi bit dai hon va “tréng giéng
nhw” ngau nhién
- Ham PNRG c¢6 tinh xac dinh: chui bit dau ra dwoc sinh
theo thuat toan
~Nhuwng déi v&i ké tan cong, néu khong biét dwoc seed thi khéng
thé phan biét su khac nhau gitra dau ra cta ham PRNG véi chubi
bit ngau nhién thyc sy
»Tén khac: DRBG(Deterministic Random Bit Generator)
- Xay dwng ham PRNG:
»Tlr ham ma héa & ché d6 CTR

»Tw ham HMAC
83

83
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Tinh an toan cia PRNG

- PRNG khéng thé tao ra gia tri thwe sw ngiu nhién:
»~Gia tri d3u ra xac dinh theo gia tri seed khéi tao
»Né&u seed co kich thwdce s bit thi chi cé thé tao ra 25 dau ra co thé.
- An toan cua PRNG:
~Thir thach: ké tan cong can phan biét chudi bit ngau nhién va chudi
bit dau ra cia PRNG
»PRNG la an toan néu xac suét phan biét dung khéng Ién hon % + ¢
- Binh nghia twong dwong: ké tAn cdng khong thé doan
dwoc chudi bit dau ra cia PRNG

84
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PRNG: Chdng héi phuc (rollback resistant)

- Cho du ké tan cong biét dwoc két qua ciia mot bwéce tinh
toan trung gian, hén ciing khéng hoc duoc gi vé két cia
bwéec tinh toan trwdc do6 hoac gia tri dau ra.

- Thir thach: ké tAn cong biét duwoc két qua tinh toan trung
gian va can phan biét chudi bit ngau nhién va chubi bit
dau ra trwdc d6 ciia PRNG

> X4c suat phan biét dung khéng 1én hon 1/2 + €

- PRNG khéng can dap (rng yéu cau chng héi phuc

nhwng la mot tinh nang hiru dung

»Vi du: st dung PRNG dé tao sinh khoéa bi mat va gia tri IV

~Ké tan cong biét dwoc két qua tinh toan trung gian

~Néu PRNG khéng chéng héi phuc, ké tAn cong cé thé doan dwoc
gia tri khda bi mat 85

85
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CTR-DRBG

- St dung ché dd ma khéi CTR dé tao chudi bit gid ngau
nhién

- Han ché: khéng ¢6 tinh nang khang héi phuc

- C6 thé st dung HMAC-DRBG dé thay thé

Nonce Counter Nonce Counter Nonce Counter
c59bcf35.. 00000000 ¢59bcf35.. 00000001 €59bcf35.. 00000002

OITTITITTTTT [ITITTTTTTT1] OIITITITTITT]
block cipher block cipher Key block cipher
encryption encryption encryption
Plaintext ——— Plaintext ———— Plaintext ———— > t t
OIITITITTITT IITITITITT IITITITITT OUpU
OITTITITITTN ITITTITITIT OIITITITTIT
Ciphertext Ciphertext Ciphertext

Key — Key —>

Counter (CTR) mode encryption
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3. HE MAT MA KHOA BAT BOI XUNG

Khoéa ma hda # Khoéa giai ma

87

87

Nhirng han ché ctia mat ma khéa dbi xirng

- Can kénh mat dé chia sé khéa bi mat gira cac bén
»Lam sao dé chia sé mot cach an toan cho 1an dau tién

- Qu4 trinh trao dbi khda, dir liéu doi héi ca 2 bén déu
online
~Giai phap str dung bén thir 3 tin cay (trusted 31 party) cé giai

quyét dwoc van de?

- 86 lwong khéa lon: n(n-1)/2

- Khéng dé dang dé xac thwe théng tin quang ba
(Chung ta sé& quay tré lai vAn dé nay trong nhirng bai
sau)

88

88

44



r /"]
Hé mat ma khoda bat ddi xirng

- Asymmetric key cryptography, Public key cryptography
- Str dung mét cap khoa:
»Khoa cong khai k: Cong bd cho tat c& cung biét
»Khda ca nhan kg: Chi chd s& hiru biét, gitr bi mat
»Ma hoéa bang khoéa nay thi giai ma béng khéa con lai.
- Co s& an toan: Dwa trén moét sé bai toan khéng co 16i gidi
trong th&i gian da thirc
- Vi du: Phan tich mét sé thanh thira sb nguyén t6
- Cac thuat toan dwa trén cac ham toan hoc
- Mt sb hé mat ma khoa cbng khai: RSA, El-Gamal, Eliptic
Curve Cipher (ECC)
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So @6 nguyén ly

- H&é mat ma gdm:
~Ban rd (plaintext-m): théng tin khéng dwoc che dau
»Ban mat (ciphertext-c): théng tin dwgc che dau

- Khéa: Bén nhén c6 1 cap khoa (kyg, Kgg)

+ Ma hoa (encrypt-E): ¢ = E(kyg, m)
»La ham ngau nhién

- Giai ma (decrypt): m = D(kgg, C)
»La ham xac dinh

- Tinh dang dan: D(Kgg, E(kyg, M)) =m

- Néu hé mat mé& KCK an toan trwéc tan cong KPA thi cling
an toan trwédc tan cong CPA
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So d6 nguyén ly (tiép)

Khéa ma héa va
giai ma khac nhau
i
-

m
Ma héa Giai ma —)R

N,g-u’évi c T Ngweoi
Gvri (A) J c nhan (B)
() Kénh truyén )
1
1
Lam thé nao d& B v m" ! ,
Pi ti Ot c3 i - Ké tan
guil tin mot cach bi Tham ma t > oo
mat cho A? - > 9
K rs 91
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Mot vi du - Hé mat RSA

- Sinh khoa:
»Chon p,q 1a hai s6 nguyén t6 ngau nhién
>Tinhn=pxq, ®(n)=(p-1)x(g-1)
»Chon e sao cho UCLN(®(n), e) =1 ;1<e < d(n)
»Tinh d sao cho (e x d) mod ®(n) =1; 1 <d < ®(n)
~Khoda cong khai : k;, = (e, n)
~Khoéa riéng : kg = (d, n)

- M3 hoa : ¢ = me mod n (diéu kién: m < n)

- Gidi ma: m = ¢ mod n (diéu kién: ¢ < n)
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Mo&t vi du - HE mat RSA

- Sinh khoa:
> Chonp=5,qg=11
»Tinh n=p x q=55, ®(n)=(p-1)x(g-1) =40
»Chon e sao cho UCLN(®(n),e) =1va 1<e<®d(n)

VD:e=7
> Tinh d sao cho (e x d) mod ®(n) =1, 1 <d < d®(n)
d=23

Cap khoa : k = (7,55), kg = (23,55)

-Ma hda:m=6 > c=memodn =67 mod 55 = 41

-Gidima:c=41>m=c®modn =412 mod 55 =6
Néu ké tan cong co ky, lam thé nao dé tinh kg?
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Nhirng van dé ctia mat ma RSA

- Ban tin gbc m co6 kich thwéc nhé = ké tan céng co thé
thwe hién kiém tra vét can dé& xac dinh ban tin gbc.
»m < n'evéie dlnhd

- Gia tri e nhd cho phép ké tAn cdng xac dinh dwoc cac ban
tin gbc néu chung cé lién quan véi nhau

- Gia tri e nhd cho phép ké tn cdng doan nhan dwoc ban
tin gbc néu ban tin d6 dwoc ma héa va g téi nhidu dich

- Néu biét c va sé lwong ban tin m cé thé 1a di nhé > thi
ma hda tat ca ban tin m va so sanh vdic
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RSA-OEAP (Chuan PKCS#1 v2.0)

- Néu ban tin m dwoc ma 2 1an véi cuing khoa k thi noi
dung ban ma khéng thay déi > khéng chéng dwoc tan
cébng KPA - khéng an toan

- RSA-OEAP: st dung thém khéi dém(padding) va gia tri
ngau nhién trong qué trinh ma hoa

- Chéng lai dwoc tn cong CCA

. D m ||00@||r|
« Xt ly ban m trwéc khi méa hoa:
L. ~ " n-k0-k1 k1 ko
»r: gia tri ngau nhién
»G, H: ham bam
- Ma hoa:
»>X =(m || padding) XOR G(r)
-ko
»Y = H(X) XOR r !
~Ma hoa RSA (X||Y) \ X | \ y |
~|| : Phép néi 05
95
Po6 an toan cua RSA
L . : . Discrete T
. Minimumof  Symmetric Factoring ST Elliptic ; . :
Date : st : : Logarithm sl Hash (A) Hash (B)
Strength Algorithms Modulus Key  Group Curve
SHA-1*+ SHA-1
SHA-224 SHA-224
2010 (Legacy) 80 2TDEA* 1024 160 1024 160 SHA-256 SHA-256
SHA-384 SHA-384
SHA-512 SHA-512
SHA-1
2011 - 2030 112 3TDEA 2048 224 2048 224 sH A738 " SHA-256
SHA_512 Siioal
£ SHA-512
SHA-1
SHA-256 SHA-224
= 2030 128 AES-128 3072 256 3072 256 SHA-384 SHA-256
SHA-512 SHA-384
SHA-512
SHA-224
=> 2030 192 AES-192 7680 384 7680 384 g:gﬁ?; g:ﬁﬁgﬁ
SHA-512
SHA-256
>»2> 2030 256 AES-256 15360 512 15360 512 SHA-512 SHA-384
SHA-512
http://www.keylength.com
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Tan céng vao RSA

- Tén cong kénh bén: quan sat qua trinh x =C
giéi ma for j =1 ton
= mod (x?, N
~ Phan tich thoi gian [Kocher et al. 1997]: qua e o e
trinh gidi mé& co thé 16 théng tin vé khoa riéng x = mod (xS, N)
»Phan tich mdrc d0 tiéu thu nang lwong [Kocher end if
et al. 1999] return x

»Phan tich tiéng &n phat ra tr CPU [Daniel
Genkin et al. 2013]
- Tén cong dwa vao 16i tinh toan
- Tén cong do sinh khéa khéng ngau nhién:
> Giad str qua trinh sinh khéa st dung p1 = p2
nhwng q1 # g2 > UCLN(N,, N,) =p
» Thye té: 0.4% sb 1an sinh khéa ra trong giao
thirc HTTPS gép 16i trén

] I
H Emw
_a_::____;‘__._— T
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3.3. Két hop mat ma khoa cong khai va
mat ma khoa doéi xirng
- Uu diém cha mat ma khoéa cong khai:
» Khong can chia sé khéa mé héa kg mot cach bi mat
» Khoa gidi ma kgg chi co B biét:
v/An toan hon

/C6 thé sr dung kgg d& xac thic ngudn gée thong tin (Chung ta
sé quay lai van dé nay trong bai sau)

~ 80 lugng khéa dé ma mat ti 18 tuyén tinh véi so phan
tr (n phan t&r - n cap khoa)

- Nhuwng...
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3.3. Két hgp mat ma khda cong khai va
mat ma khoa doi xirng
- Han ché cia mat ma khoéa cong khai so v&i mat
ma khda doi xirng:
» Kém hiéu qua hon: khoa co6 kich thwéc Ion hon, chi
phi tinh toan cao hon
»C6 thé bj tAn cdng toan hoc
> Két hop 2 hé matma
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So do “lai”

* Phia gui

Théng diép k
(ban rd) uB

|

N
Thong diép
*| dwoc ma hoa vy
Qv
I 5
Khoéa dwoc 3
kS a SU% an
ma hoa
1 J
Ngudn khéa
bi mat Tw suy luan cach thire xiv ly caa

phia nhan nhw la mét bai tap!
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Nhirng sai lam khi st dung mat ma

- L6 h6ng trén HDH Android dwoc phat hién vao nam 2013

cho thdy qua trinh sinh khéa khéng di ngdu nhién
»Céc (rng dung s dung co’ ché ma hoa bi anh hwéng, trong d6 cé
céc rng dung st dung Bitcoin dé thanh toan

- L6 hdng trén Chromebooks: sinh gia tri ngau nhién chi cé
32 bit thay vi 256 bit

- Coi mat ma la giai phap van nang (nhirng bai sau chung
ta sé phan tich ky hon)

- Stra d6i/Thém mot vai yéu tb bi mat vao giai thuat, hé mat
ma sé an toan hon

- S dung cac ham ngau nhién cta ngén ngi 1ap trinh
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Nhirng sai lam khi st dung mat ma

- Khéng thay dbi gia tri IV(Initial Vector)
- St dung ché dd ma tir dién (ECB)
- Case study: L6i s&r dung mat ma trong cac &rng dung
Android (2013)
»Phan tich 11.748 &rng dung

# apps | violated rule

48%| 5,656 Uses ECB (BouncyCastle default) (R1)

31%| 3,644 Uses constant symmetric key (R3)

17%| 2,000 Uses ECB (Explicit use) (R1)

16%| 1,932 Uses constant IV (R2

1,636 Used iteration count < 1,000 for PBE(R5)
14%| 1,620 | Seeds SecureRandom with static (R6)

1,574 Uses static salt for PBE (R4)
12%| 1,421 No violation
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Mét sb lwu ¥ khéc

Chi str dung thuat toan chuan va céac thw vién lap
trinh dwoc phé chuan: OpenSSL, Bouncy Castle,
Libgcrypt, RSA BSAFE, wolfCrypt

Néu co6 thé, str dung cac thuat toan manh nhéat
Néu phai sinh khoa tir mét gia trj cho trwdc, st
dung ham PBKDF2()

S dung mat ma theo tiéu chuan. Vi du: PKCS,
FIPS

Cén trong khi khéng giap ban gbc la hep va
chung c6 sy khac biét vé kich thwéc
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