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« Téng quan vé mang may tinh
» An toan bao mat cac giao thac trong TCP/IP
» Tan cong tir chéi dich vu
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Mang may tinh la gi?

e Tap hop cac may tinh dién to
két nbi v&i nhau
e May tinh dau cubi (nat mang)

e >
e @ >

i"\%ﬁ' = o

e Thiét bi mang

= =

e Str dung cac loai duwdng truyén
khac nhau dé két ndi

e Trién khai theo mot kién truc
mang nao do

DAI HOC BACH KHOA HA NOI

mobile network

enterprise
network

local o
region

national or global ISP

content
provider
network

datacenter
network

Nguén: “Computer Networking: A Top Down Approach”, J.Kurose
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Mang may tinh la gi?

» Phuong tién truyén: dwong truyén vat ly:
 Hitu tuyén: cap déng, cap quang
V6 tuyén: song héng ngoai, song radio
* Kién trdc mang:
+ Hinh trang mang: cach thirc cadc may tinh két ndi bang duong truyén
vat ly véi nhau
* Giao thirc mang: cach thirc cac may tinh trao déi div liéu véi nhau
nhuv thé nao?
* Hoat dong co ban trén hé théng mang may tinh: truyén
théng tin tir may tinh nay sang may tinh khac
* Tuwong tu nhu con nguoi trao déi thu tin qua hé théng buu dién
* May nguén: glri dir liéu
* May dich: nhan dir liéu

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

Truyén thong tin trén mang may tinh?

* Thong tin duwoc t6 chirc nhu thé nao?
» Cuphap?
* Ngir nghia?
* Dinh danh - danh dia chi: Phan biét cac may véi nhau
trén mang?
* Tim dwong di cho thong tin qua hé théng mang nhu thé
nao?
» Lam thé& ndo dé thong tin glri di khéng bi 16i?
* Lam thé nao dé théng tin glri di khong lam qua tai
duwong truyén, qua tai may nhan?
e Lam thé& nao dé chuyén dir liéu thanh tin hiéu?
» Lam thé nao dé biét thong tin da tai dich?

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Kién trac phan tang

* P& truyén thong tin tir may nay sang may khac: can
giai quyét rat nhiéu van dé > hé théng mang can

rat nhiéu chirc nang

» Kién trac phan tang: chia cac chirc nang ctia hé
théng mang thanh cac tang. Cac chirc nang & moi
tang duoc thuc hién/diéu khién bai mot hoic nhiéu

giao thuirc

« Dé dang xay dung va thiét k&

» D& dang nang cap, thay d6i tirng thanh phan
« Cac mo6 hinh tiéu biéu:

* M6 hinh OSI: c6 y nghia tham chiéu

* M6 hinh TCP/IP: duoc sir dung trén thuc té

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

M&é hinh OSI va mé hinh TCP/IP

Mé hinh OSI

Tang Ung dung

Tang trinh dién

Tang phién

Tang giao van

Tang mang

Tang lién két dir liéu

Tang vat ly

M& hinh TCP/IP

Tang Ung dung

Web, Email, Chat...

Tang giao van

Tang lién mang

Tang lién két dir liéu

Tang vat ly

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN




M6 hinh TCP/IP - Tang irng dung

* Cung cap dich vu mang cho nguai dung
 Phéi hop hoat dong cta chwong trinh client va chuong trinh
server
« Client: cung cap giao dién cho ngui dung
» Server: dap ing dich vu
» Mét sé dich vy tiéu biéu: Web, Email, Lvu trir va chia sé file
(FTP)...
* M6 hinh cung c3p dich vu:
* Client/Server
* Ngang hang
e M6 hinh lai
» May chi cung cap dich vu thuong dugc dinh danh bang tén
mién

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

M6 hinh TCP/IP - Tang giao van

* Pidu khién qua trinh trao déi dir liéu gitra cac
chuwong trinh cda tang &ng dung trén cac hé théng
dau-cudi

* Hai giao thuec:

* TCP: tin cay
« Chi gtri khi may dich s&n sang nhan
+ Kiém tra chac chan dir liéu d3 t&i may dich
» GUilai di¥ lieu khi cé 16i hoac khi mat dix ligu
* UDP: khbng tin cay, giri ngay dit liéu, khéng quan tam
dén tinh trang may dich va hé théng trung gian

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Mo hinh TCP/IP - Tang lién mang

" DAIHOC BACH KHOA HA NOI

 Cung cap cac co ché dé két néi cac hé théng mang
v&inhau (internetworking)
* Mang ciia cac mang
* Giao thic IP : Internet Protocol
¢ Pinh danh: s&r dung dia chi IP dé gan cho cac nit mang
(may tram, may cha, b dinh tuyén)
* Khuéndangdir liéu
* Pinh tuyén(chon dwong): tim cac tuyén duong tét
nhat qua hé théng trung gian dé glri thong tin
» Chuyén tiép: quyét dinh gti dir liéu qua tuyén
duwong nao

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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M6 hinh TCP/IP - Tang lién két dir liéu

* Piéu khién truyén tin trén lién két vat ly gitra cac
nut mang
 Thiét 1ap kénh truyén
* Diéu khién truy nhap kénh truyén khi cé nhiéu nat
mang dung chung duwong truyén:
 Khinao duoc glri dit liéu |én dudng truyén
 Phat hién va xr ly tranh chap khi cé nhiéu nit mang ciing gri
dir lieu [én dwong truyén
* D6 wu tién cda cic nat mang
* Piéu khién ludng: téc dé giri dir liéu trén nat ngudn phu
hop vai nat dich
 Phat hién va stra 16i trén goi tin

* Chuyén tiép dir liéu tir lién két vat ly nay sang lién
két vat ly khac

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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M6 hinh TCP/IP - Tang vat ly

« Quy dinh cach thirc diéu ché cac bit thanh tin hiéu
sé (xung vudng)
* Quy dinh cach thic diéu ché tin hiéu sé thanh tin
hiéu tuvong ty dé truyén di
» Mét s6 chuan phé bién hién nay cho mang LAN:
» Cap xoan doi: 100-BASE-T, 1000-BASE-T
» Cap quang: 1000-BASE-SX, 1000-BASE-LX
« Khong day: WiFi (a/b/g/n)

If' DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
13

13

Pinh danh trén kién trac phan tang

Domain name (t&n mién)
tén goi nhé, gan gii véi ngudi dung

Port number (Sé hiéu céng UD)

xac dinh duy nhat (rng dung trong may tinh

application

TCP/UDP

IP IP address, e.g. 203.12.15.165
xac dinh duy nhat may tinh trén mang, ho tro dinh
] tuyén trong lién két lién mang
data link Physical address / MAC address
_ e.g. 00:11:24:79:8e:82
phy3|cal xac dinh duy nhat may tinh trén mang, st dung

cho co ché “loc” khi truyén broadcast

an

Tin hiéu vat ly luén truyén broadcast trén dwéong
truyen, khong thé ap dung dinh danh

If' DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Dinh danh trén kién trac phan tang

« Tang *ng dung : tén mién dinh danh cho may chd
cung cap dich vu
« Tén mién: chudi ky tu dé nhé véi ngudi dung. Thiét bi
mang khéng dung tén mién khi truyén tin
¢ Vidu: hust.edu.vn (may chd Web cta DPHBK Ha Nbi)

 Tang giao van: sé hiéu céng dinh danh cho cac dich
vu khac nhau
* S6 hiéu céng: tir 1-65535
* Vidu: Web-80, DNS-53, Email(SMTP-25, POP-110,
IMAP-143)

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

ekt

15

15

Pinh danh trén kién trac phan tang

» Tang mang: dia chi IP dinh danh cho cac may tram,
may chd, bé dinh tuyén
+ Co thé dung trong mang ndi bé va mang Internet
* DiachilPv4: 32 bit
* DiachilPvé: 128 bit
» Tang lién két dir liéu: dia chi MAC dinh danh cho
cac may tram, may chd, thiét bi mang
* Kich thudéc: 48 bit
* Biéudién bang dang hexa
* Chidungtrong mang néi bé

I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Truyén thong trong kién tric phan ting

* Bén gtri: thém tiéu dé chira thong tin phuc vu cho viéc xtr ly
dit liéu tai ting twong &ng va chuyén cho tang dudi (bdng
gbi dir liéu - Encapsulation)

« Bén nhan: xt ly dir liéu theo thong tin trong phan tiéu dé,
tach tiéu dé va chuyén dir liéu cho tang trén

[Pouy | | tenen |

[Hua | | [ Tangvy) | | Tangvy) | [ |
e [ ez | [m]]]]
A [ [ P tangt | [ [ [T]

Gui Nhan

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Chéng giao thirc (Protocol stack)

» Cac chirc nang dwoc phan chia cho cac
tang

X+ 1w , . , 3 . Cac giao thirc

* M0Gi tang c6 nhiéu cach thire dé thyc tang N
hién cac chirc nang - sinh ra cac giao
thirc khac nhau

Cac giao thirc
tang N-1

—>chdng giao thac: ngan xép cac giao
thirc truyén thong trén kién triac phan
tang Cac giao thirc

. , X w . tang 2
- Giao thirc moi tang bao gom:
¢ Goi dich vu nao cua giao thirc tang dudi

 Va cung cap dich vu cho giao thirc tang trén
nhu thé nao

Cac giao thurc
tang 1

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Chéng giao thiec TCP/IP

[Lienkétdwligu | | Ethernet || FDDI || PPP || DSL |[ ARP | -

| vatly | | Copper || Optical || Radio || PSTN | -

If" DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Giao thic IP

* Internet Protocol
» Cac phiénban: IPv4, IPvé
* La giao thirc thudc tang lién mang
» Cung cap chirc nang dé diéu khién truyén dir liéu
gitra cac mang khac nhau
» Théng nhat dinh danh: sir dung dia chi IP
» Théng nhat cach thirc déng géi va xir ly div liéu
» Khéng phu thuéc vao ha tang vat ly

» Cho phép cacdich vy tang trén trién khai trén moi hé
théng mang

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Giao thic ICMP

* Internet Control Message Protocol
* Giao thirc thuéc tang lién mang
« Giao thire diéu khién hoat déng bao 16i khi chuyén
tiép goi tin IP
* Lénh ping
 Str dung dé kiém tra két néi
» GUri g6i tin ICMP echo request
* Bén nhan tra vé ICMP echo reply

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Cacgiao thirc dinh tuyén

ekt

 Chirc nang chinh: tim cac tuyén duwong tét nhat
trén hé théng trung gian dé giri dir liéu

* Trién khai trén cac bd dinh tuyén
* Hoat dong chinh:

» Cac bd dinh tuyén trao d6i théng tin véi nhau:
+ Cactuyén duwong da biét
* Hodc cac thong tin vé lién két vat ly
 Thu thap cac thong tin nhan duoc tir bé dinh tuyén
khac va tim tuyén duong.

» Mot s6 giao thire dinh tuyén: RIP, OSPF, BGP

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Giao thirc UDP

[T

* Giao thirc nam trén tang giao van
* Truyén thong huéng khong lién két: Dir liéu dwoc guri di
ngay
* Piéu khién truyén dit liéu theo mé hinh khong tin cay:
+ Khéng phat lai khi c6 16i
* Visao can UDP?
* Nhanh
* Dongian
* Phu hop cacdich vu khong can dé tin cay cao, chap nhan mat mat
mét sé goi tin ma khong anh huéng téi chat lvgng dich vu

« Mat sé dich vy khong thé thiét lap lién két truwéc khi cung cap. Vi
du: DHCP, SNMP (Giao thirc quan tri mang)

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Giao thac TCP

» Giao thirc nam trén tang giao van
* Giao thirc truyén thong huéng lién két:
* Thiét lap lién két: bat tay 3 buwéc
s Truyéndir liéu
» Dong lién két
* Didu khién truyén dir liéu theo mé hinh tin
cay:
* Phat hién mat géi tin
* Phat hién 16i dir liéu
 S&r dung co ché bdo nhan phat lai

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

ekt

25

25

Thiét lap lién két TCP

Giao thirc bat tay 3 budc
B

A

: . * Budc1: AglriSYNchoB
L‘Q EQ » seq# khoitaocia A
W * khéng cé dix lieu
! . « Budc 2: Bnhan SYN, tra loi bang

ACK/SYN, sec# =P ' SYNACK
‘W/ + Bkhéitao viing dém

* seq. #khéitaociaB

'W' - Busc 3: Anhan SYN/ACK, tra Ii
#=b+1 ACK, c6 thé kém theo dit liu

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Co ché& bao nhan trong TCP

g. i#: E
se LA . J Host A HostB
* S hiéu cltia byte
dau tién cda doan tUser Seqegs
tin trong dong dir y%gs w‘
liéu host ACKs
receipt of
ACK: " ‘C’, echoes
» S6 hiéu byte dau pC back ‘C’
tién mong muén
nhén tr doi tac host ACKs
receipt Seno
of echoed 943, data=1y,
o .
time

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Dong lién két
A B
A state g B state
ESTAB : u& ESTAB

'\
FIN, Seq=\
—

ACK, ACKnum=x+1
—

FIN_WAIT_1 _khdng gifi ti€p
nhung van nhan
dr liéu

FIN_WAIT_2 ddinhan FIN
B - tur server

CLOSE_WAIT
6 thé tiép tuc
gui dir liéu

LAST_ACK

FIN, seq=¥y

\
ACK, ACKnum=y1+\‘

TIMED_WAIT T ngung guri dir liéu

dgi trong
2 x thdi gian gui MSS

CLOSED i

" DAIHOC BACH KHOA HA NOI Hinh énh tir: “Computer Networking: A Top Down
B HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY Approach”, Jim Kurose

CLOSED
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Giao thirc DNS

* Piéu khién dich vu tén mién
» Giao thac giao van: UDP/TCP
* S6 hiéu céngdich vu: 53
» May tram yéu cau dich vu c6 thé glri ngay thong
diép truy van tén mién
» Khong can may chd DNS cho phép
» Khong can kiém tra trang thai cia may chd
« May tram khéng kiém tra tinh tin cdy cda cau tra
loi tir may cha
 Cau trd loi tir may chd cé thé duwoc sir dung lai cho
nhitrng luot khac

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Phan giai tén mién va vi du

» May tinh dung dia chi IP
« NSD dung t&n mién

3

Can c6 chuyén Mo truv cao v
P . &i truy cap vao
doi dia chi 202.191.56.65

TO6i mudn vao dia chi
soict.hust.edu.vn

May chu tén
mién

May chu web
202.191.56.65

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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HTTP va Web

* WWW: World Wide Web

* trao déi dir liéu siéu van ban N/
HTML (HyperText Markup
Language) trén mang 4
PC running
* HTTP: HyperText Transfer  Firefox browser

Protocol

* M6 hinh Client/Server

+ Client yéu cau truy nhap téi
cac trang web (chira cac déi
tuwong web) va hién thj chang
trén trinh duyét

* Server:Nhanyéucauvatraloi  ipnone running
cho client Safari browser

server
running
Apache Web
server

Hinh énh tir: “Computer Networking: A Top Down
Approach”, Jim Kurose

I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Hoat dong cha HTTP

* Thiét lap liéen két TCP
 Server m& moét TCP socket cho yéu cau két néi tai cong
80 (méc dinh)
¢ Client khéi tao mét lién két TCP téi server
* Server chap nhan yéu cau, tao lién két
 Trao d6i thong diép HTTP (giao thirc *ng dung)
* HTTP Request: Thong diép yéu cau
* HTTP Response: Thong diép tra loi

* Pénglién két TCP

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Khuon dang HTTP request

« M3 ASCII (dé dang doc duoc dudi dang van ban)

Dong yéu cau

GET /~tungbt/index.htm HTTP/1.1\r\n

[Host: soict.hust.edu.vn\r\n

User-Agent: Mozilla/5.0

Accept: text/html,application/xhtml+xml\r\n
Accept-Language: en-us,en;g=0.5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-Charset: IS0-8859-1,utf-8;9g=0.7\r\n
Keep-Alive: 115\r\n

| Connection: keep-alivel\r\n

—— \r\n

Céc dong tiéu dé

Bao két thic
tiéu dé

I" DAI HQC BACH KHOA HA NOI

s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Khuon dang HTTP response

Dong trang thai tra 1

T HTTP/1.1 200 OK\r\n

Date: Thu, 31 Jul 2014 00:00:14 GMT\r\n
Server: Apache/2.2.15 (CentOS)\r\n
Last-Modified: Wed, 30 Jul 2014 23:59:50 GMT\r\n
. R ETag: "17dc6-a5c-bf716880"\r\n
Ca? do?g Accept-Ranges: bytes\r\n
tiéu de Content-Length: 2652\r\n
Connection: close\r\n
Content-Type: text/html; charset=UTF-8\r\n
—\r\n
/vdata data data data data

D liéu dap (rng yéu cau

I" DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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ONE LOVE. ONE FUTURE.

35

Van dé an toan bao méat

* Giao thirc IP khong sir dung cac co ché bao vé dir
lieu
» Khéng ma hoa gitr bi mat néi dung goi tin
* Pedoatin cong: Nghe lén dir liéu
* Khong cé ma xac thuc toan ven ndi dung
* Pe doatin cong: Stra d6i dix liéu
« Khéng xac thuc dia chi nguén
* Pe doa tan cong: Giri goi tin véi dia chi IP tuy y dé gia
danh
* Phan |&n cac giao thirc khac ciing giéng giao thirc
P

If' DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Cacmédidedoa

e

SN == Traffic hijack
Infect Exfiltrate

I HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

@ Eavesdrop
€z .
.ea(vu
e VY N & Spoof
<z

ISPA &
\\)\//

A E=

DAI HOC BACH KHOA HA NOI
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Tan cong cac giao thirc dinh tuyén

e

I ANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

* RIPv1: khdng hé tro cac co ché xac thuec théng tin
trao déi gitra cac nut

* RIPv2, OSPF, BGP: hé tro co ché xac thuc st dung
pre-shared key

« Khoa khoéng ngau nhién, do nguei diung lya chon

* OSPF: Loi dung co ché quang ba thong tin LSA gia
dé tan cong DoS (black-hole attack)

* BGP: Gid mao thong tin dinh tuyén dé diéu huéng
dir lieu =2 Hau qua: tan cong tir chéi dich vy, man-
in-the-middle,

DAI HOC BACH KHOA HA NOI
H/
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Vidu: Tan cong BGP hijacking

» Thang 02/08: chinh phi Pakistan ngan can cac truy
cap vao trang Youtube:
* Pja chicda Youtube: 208.65.152.0/22
* youtube.com: 208.65.153.238 /22

« Pakistan Telecom loan bdo mét théng tin dinh tuyén
BGP téi mang 208.65.153.0 /24 - cacrouter trén
Internet cap nhat duwong di méi theo quy tac longest
matching = bi danh lira youtube.com nam & Pakistan >
khong thé truy cap youtube.com trong 2 gio

* Thang 03/2014: dich vu DNS cuda bj Google tan
cong véidiachi8.8.8.8/32

» Khong thé truy cap dugc tir mét sé nudc @ Nam My
trong 22 phut

I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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BGP hijacking - Tan cong Youtube

» AS36561(Youtube) loan bao vé dueng di téi dia chi 208.65.152.0/22

# 1/12 2008-02-26 16106102 Route Re-announcement 6667 174 36361
7 194.68.123.136

rre0? 194.
AS36561 YOUTUBE - YouTube, Inc.

M7

20483

e b (wep> > Recraw ) ¥ Sup Reanncuncements | New Quary
I DAl HOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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BGP hijacking - Tan cong Youtube

ekt

» AS17557 (Pakistan Telecom) loan bdo dudng di téi dia chi
208.65.153.0/24 trong 2 phut

# 146/268 2008-02-24 18:49152 Path Change from 20483 12976 3327 3549 3491 17557
rreld  193.232.244.82 to 20483 12976 3327 3491 17557
AS17557 PKTELECOM-AS-AP Pakistan Telecom

Lo —
caa1 3512 9009 A\._“) -

PAI I< <step

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Tan cong can thiép vao két néi TCP

[T

» Qua trinh trao d6i dit liéu két thuc binh thuong:
giao thirc TCP cho phép 2 bén déng lién két mot
cach doc lap (glri goi tin FIN)

* Tincay: cho nhan ACK
* Lién két chi thyc sy hay khi 2 bén da dong

* Nguoc lai, néu qua trinh trao déi dit liéu khéng thé
két thac binh thueong (tién trinh ng dung két thuc
dot ngét, cac goi tin 16i), goi tin RST (reset) duoc guri
di:

* Viéc donglién két xuat phat tir mét bén

» Khéng can cho ACK

¢ Lién két duoc hay néu Sequence Number 13 pht hop
- ké tan cong co thé ngat két néi dot ngot clia ngudi dung
néu biét dugc thong tin vé sé hiéu céng, Sequence Number

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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RST Injection

Client (initiator)
IP address 1.2.1.2, port 3344

SrcA=1, 2.1
ACK, seq=,;f’1,src"=3344, Ds

Ack

Attacker chén goéi tin RST
IP address 6.6.6.6, port N/A
SrcA=9.8.7.6, SrcP=80,

DstA=1.2.1.2, DstP=3344,
RST, Seq = y+1, Ack = x+16

= tA=9,
S y+H, Data:“GET

Server
IP address 9.8.7.6, port 80

8.7_6, DStP=80

Nlogin.htm)

Blind spoofing

Client ttr choi
cac dir liéu

SrcA=

9.8.7.6, srcP=80, DstA=
-y+1 Ack = x+16, Data

=3344
12, DstP=3344,
1250 OK ... <htmi> ..

ACK, Sed =

duwoc givi tor

BRI St

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Data Injection

Client (initiator)
IP address 1.2.1.2, port 3344

1.2, Srcp=
5% SroP=3344

ErcA=1.2.
s Ack = y+

CK, Seq

1, Data=

Attacker chén dir liéu gia
IP address 6.6.6.6, port N/A

SrcA=9.8.7.6, SrcP=80,
DstA=1.2.1.2, DstP=3344,
ACK, Seq = y+1, Ack = x+16
Data=“200 OK ... <poison>...”

Client tiép tuc
qua trinh v&i dir
ligu gia

A=9.8.7.6,
ACKsrsceq =y, Ack = x+16, Data

Client tw chéi
gai tin vi Seq.
Number khéng

s DstA:g_s
“G

=3344
-1.24.2, DstP—334 s
srcP=80, DstA: 1:?200 oK ... <html!> ...

Server
IP address 9.8.7.6, port 80

.7.6, Dstp=
ET /login.htangfl

Blind spoofing

Ii'h (bl @c BACH KHOAMA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY




Gia mao két néi TCP (TCP Spoofing)

Client Server

IP address 1.2.1.2, port N/A IP address 9.8.7.6, port 80

Gia mao SrcA=1.2.1.2, SrcP=5566, N~

client DstA=9.8.7.6, DstP=80, SYN, Seq=z | ~~ __

T ——

Attacker -
khongbiét | e, ST S, Seq =y, Ack =21
goi tin nay DstA=1.2.1.2, DstP= =556

Diéu gi can trd attacker

Attacker phai hoan thanh dwoc thyc hién thanh cong?

giai doan bét tay 3 budc

SrcA=1.2.1.2, SrcP=5566, DstA=0.8.7.6, |_
DstP=80, ACK, Seq = z+1, ACK = y+1 ~_
-~
! T ==
SrcA=1.2.1.2, SrcP=5566, DstA=9.8.7.6, DstP=80,
ACK, Seq = z+1, ACK = y+1, N
, Data= “GET /transfer-money.html” ~ - -
e e

I” DAI HQC BACH KHOJ HA NOI
&
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Kich ban tan cong cua Mitnick

» Kevin Mitnick (1969) thuc hién .
cudc tdn coéng vao hé théngmiay @& i

hactaT
Shimomura(1964 WANTED

_BY US. MARSHALS

 Phat hién 16 héng trén may cha X-
terminal khong sinh gia tri Seq
ngau nhién(= Seq;_, + 128.000)

* Tan cong vao website cua
Shimomura va phat hién danh
sach cac nat mang dwoc phép truy
cap tlr xa té¢i may chi X-terminal

- tan cong gia mao két néi
TCP(1992)

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Kich ban tan cong cta Mitnick

SYN/ACK
seqno

Remote
host

X-terminal

Pugc phép truy cap téi X-
terminal Server

. SYN Flood t&i Remote host

. GUi gdi tin SYN tdi X-terminal

Server

. Remote host khong thé gtri géi

tin RST

. Attacker doan nhan seqno, gri

goi tin ACK xac nhan thiét |ap két

néi

. Gianh quyén truy cip vao X-
terminal server

IT‘ DAI HOC BACH KHOA HA NOI 6. RST Flood téi Remote host

s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

Attacker

rsh x-term “echo ++
>>./rhosts”

v
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Tan cong DNS Cache Poisoning

Moi yéu cau phan giai tén mién *.bank.com
gUi t&i may cha cla Attacker
Query: ranl.bank.com

QID =x1 Genuine
Response: DNS
ns.bank.com NS 2.2.2.2 Server
Attacker (bi tir chéi)

Victim DNS Server

(UDP port: 53)
\\\\

Tan cdng thanh cdng néu TS
o .gA & ranl.bank.com NS ns.bank.com

théng diép DNS Response ns.bank.com A 6.6.6.6

gid mao cd y, = x1 tdi QiD=y1

trwére thong diép cla [QiD=y2

TLD Server [QiD=y3 ,

\ QID=y4 |
\ } Attacker

o Y
I' DAI HOC BACH KHOA HA NOI =
e TTC=1 year "
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Giao thirc IPSec

* Bo giao thirc bao mat mé réng cho IPv4 va IPvé
(mo ta chi tiét trong RFC 4301 va >30 RFC khac ©)

» Cacdich vu:
« Bdomat: DES, 3DES, AES
e Xacthyc: HMAC MD-5, HMAC SHA-1
* Chéngtan cong phat lai
e Xacthuc cacbén
« Kiém soat truy cap
* Giao thirc déng goi dir liéu :
*  AH:Xacthucthong diép
+ ESP:Baomat thongdiép
* ESP-ICV:Bao méat va xac thyc théong diép

If' DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Giao thirc SSL/TLS

Sercure Socket Layer/Transport

Layer Security

. NAém giq:a cép giao thic tang giao
van vatang ng dung | Application layer |

e Cungcapcaccoché mamatva
xac thyc cho dir liéu trao déi gitra | SSL or TLS |
cac engdung

» Cacphién ban:SSL 1.0, SSL 2.0, | TCP |
SSL 3.0, TLS 1.0 (phat trién tir SSL
3.0) |

* Sirdunggiao thirc tang giao van

TCP
DTLS: Phién ban tuong ty trén nén
giao thirc UDP

P |

I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Giao thac SSL/TLS

» Gém 2 giao thirc con
+ Giao thirc bat tay(handshake protocol): thiét l1ap két néi
SSL/TLS
» Sr dung cac phuong phap mat ma khda cong khai dé cac bén trao
ddi khoa bi mat
 Giao thirc bao vé dir liéu(record protocol)

> Str dung khoa bi mat d3 trao déi & giao thirc bat tay dé bao vé dir
liéu truyén gitra cac bén

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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SSL va cac giao thirc tang &rng dung

« HTTPS = HTTP + SSL/TLS: c6ng 443

« IMAP4 + SSL/TLS: Céng 993

« POP3 + SSL/TLS: Céng 995

« SMTP + SSLT/TLS: Cong 465

« FTPS = FTP + SSL/TLS: Céng 990 va 989

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Giao thirc HTTPS

« HTTPS = HTTP + SSL/TLS

HTTP vs HTTPS

@ 1 caa.gov.vn

User Insecure Connection Normal HTTP ﬂ Mot secure Caa.gowv.wn

@ & httpsy/mtgovivnivn/

_ 8 mtgovvn/vn/
User Encrypted Connection Secure HTTPS

* Trinh duyét kiém tra “danh tinh” thuc sy cta
Website thong qua chirng chi s6 ma website d6
sirdung

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Hoat dong cha HTTPS

(1) Trinh duyét truy cap tai website

(2) May chd dich vu gtri chirng thu sé khoa cong khai cla
website cho trinh duyét

(3) Trinhduyét kiém tra ching thw
¢ Chang thu phat hanh cho tén mién cia website
+ Chirng thuv duwoc phat hanh béi té chire tin cay
* Chirng thu con han st dung
* Charng thuw con duwgc phép sir dung
* Chdarng thu khong phai la gia mao
(4) Néu ching thu hop 1€, trinh duyét va may cha trao déi
dir liéu cha website va nguoi dung:
* Dirliéu duwgc ma héa giir bi mat
Dt lieu dwoc kiém tra nguyén ban, khéng bi gia mao, sira d6i

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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HTTPS khéng phai la 1a chan van ning

« HTTPS chi bao vé di liéu khi truyén

* HTTPS giam thiéu nguy co truy cap Website gid mao
néu str dung dling cach

Warning: Potential Security Risk A
Ahead

Your connection is not private
Firefox detected a potential security threat and did not continue to

wrong hostbadssl.com. If you visit this site, attackers could try 1o steal
information like your passwords, emails, or credit card details.

n wrong.host.badssl.com (for

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to O o 4t Chrones Pidhest iivallorsatin
resolve it. You can notify the website's administrator about the problem. AR S ek

‘ Go Back (Recummended) ) Advanced... s ( )

« HTTPS khéng phai la sy d&m bao cho thdy Website 14
an toan

Learn more.

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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3.Tan cong do tham

ONE LOVE. ONE FUTURE.

57

Khai niém

* La cac hanh vi ma ké tan cong thyc hién nham thu
thap thong tin vé t6 chirc va hé théng
* Tham do chd déng: cé tuwong tac véi muc tiéu
* Tham do bi dong: khong cé tuong tac véi muc tiéu
 Ké tdn cong c6 cdi nhin chi tiét hon va sdu hon vé
hé théng: cac dich vu cung cap, cac cong dich vu
dang ma, dia chi IP, hé diéu hanh va phan mém...
* Trich xuat thong tin tir giai doan nay cho phép ké
tan cong Ién k& hoach chi tiét dé thuc hién tan
cobng

I" DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Cach thirc do tham

 Sirdung cac cong cu tim kiém: Google, Shodan, Censys

* Thong tin tir mang xa héi: FB, Tweetter, Linkedin

« Thong tin tir website cua d&i tuvgng: Burp Suite, ZAP, Web Spider,
Web Mirroring

¢ Thim do hé théng email

« Tham do tén mién: WHOIS, DNS

* Tham do két néi mang: trace route

 Sirdung ky nghé giao ti€p xa hoi

 Xac dinh cac nut mang két néi: Ping Sweep

* Kiém tra cac c6ng dich vu dang ma: TCP Scanning, UDP Scanning

¢ Xac dinh théng tin hé diéu hanh trén hé théng muc tiéu: ID Serve,
Netcraft

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Quét mang: ICMP Ping Scan

* Nut quét giri mét loat gdi tin ICMP Echo Request téi cac
dia chi IP trong mang muc tiéu

* Néu nut mang dang hoat déng, gtri géi tin ICMP Echo
Reply tra loi

ICMP, dst: 192.168.1.1 ICMP Reply Qi
src: 192.168.10
192.168.1.10

ICMP Reply
src: 192.168.1.105 Qi

{ 192.168.1.105

Nut tham do ARP Request: 192.168.1.255 ICMP Reply
src: 192.168.1.200 QE

ICMP, dst: 192.168.1.2

\ )

Y 192.168.1.200
Unicast Mang muc tiéu

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Quét cong dich vu

* Port scanning: tham do nat mang dang cung cap dich vu
nao
» Cach thirc thyc hién: TCP SYN Scan

e
Nat do tham  (F73)

SYN, dst port: 1
SYN, dst port: »
SYN, dst port: N
SYNJACK, src port: i Cong i } LISTEN

SYN/ACK, src port: K Céng k

If" DAI HQC BACH KHOA HA NOI

s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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DoS la gi?

* Denial of Service: Ngan can dich vu cung cap téi ngudi dung

trong mang
* Denial of Service: Ngan can dich vu cung cap téi Cach thirc
thyc hién:

* Pha hay ha tdng phan cing
« GUilvgng di liéu a0 lon 1am qua tai nat that cé chai (bottleneck)
cta hé théng
e Luu luvgng tan cong lén hon bang théng cda muc tiéu, hoic
e S8 luong goi tin lén hon kha nang x& ly cia muc tiéu
+ Khai thac 16 héng phan mém cung cap dich vu

 Co thé xay ra véi moi thanh phan cda hé théng

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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» Tan cong vat ly: gay ra sy c6 ngudn dién, két néi mang

* Tan cong bang thong: glri lién tuc mét lwong I&n cac goi tin
[am tran ngap bang thong cia nan nhan
* Thuong sir dung cac ki thuat khuéch dai
* Vidu: Ping of Death, Smurf attack, DNS Amplification, UDP Flood
 Tan cong tai nguyén hé théng: Giri mét lwong lén yéu cau
lam can kiét tai nguyén ctda nan nhan
* Thuong khai thac diém yéu caa giao thirc
* Vidu: Tear drop, TCP SYN Flood, HTTP Flood, DHCP Starvation

 Tan congdua trén khai thac 16 héng phan mém
 Buffer Overflow
* Integer Overflow
* Format String

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Mét sé cudc tan cong DoS dién hinh

Choigan | Wuctew | Lruwong | thut

03/2013 Spamhaus ~300 Gbps DNS Amp. Attack
09/2016 Blog cua Brian Krebs ~600 Gbps SYN, GET, POST
Flooding
09/2016 OVH Congty hosting ~1 Thps Multiple type
tai Phap
03/2018 Dai tac cla Arbor ~ 1.7 Tbps Memcached
Network amplification

02/2020 Amazon Web Service ~2.3Tbps Multiple type

I" DAI HQC BACH KHOA HA NOI

s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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» DDoS-Distributed DoS: tan cong dugc thyc hién béi nhiéu
nguon khac nhau:
* Thuwong st dung botnet

mtwme
Masters T T

Bkt RRRE

Lay nhiém
Diéu khién

| U lwgng tan cOng
I" DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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DDoS str dung P2P botnet

Attackers

Zombies t
Attackers t\‘ -

Attackers

———— Lan truyén trong P2P
Diéu khién
m— | U lgng tan cOng

Victim

I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY 67
67
Distributed Reflection DoS (DRDoS)
* Relector: nit mang c6 kha nang gtri héi dap khi nhan duwoc
thong diép yéu cau
 Trén ly thuyét, tat ca cac giao thirc c6 hdi dap déu co thé loi dung
« DRDoS gtri yéu cau tdi reflector véi dia chinguén la dia
chinannhan
* Reflector glri thong diép hoi dap cho nan nhan
* DrDoS thuong sir dung cac giao thirc ma théng diép hoi
dap cé kich thuéc I6n hon nhiéu thong diép yéu cau
—>khuéch dai lvu lvgng
 Tai sao DRDOS nguy hiém?
 Che gidu ngudn tan céng
» Khéng can doi héi sé lugng bot I6n
I” DAI HQC BACH KHOA HA NOI
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DRDoS

1. Ke tar]_cpnglguu ‘ Attacker’s machine
cac gaoi tin gia mao

nan nhan t¢i mang
khuéch dai
2. Mang khuéch dai
gtri di¥ liéu tra IO
cho nan nhéan g g g g

3. Nan nhan bi danh Reflectors
Sép do phéi Xl]’ |y \ / (Amplifiers)
lwong dir liéu cye

I&n g

Victim

I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Tai sao DoS rat khé phong chéng?

« K§ thuat tan cong don gidn
* Mang Internet khong duoc thiét ké dé chéng lai tan
cong DoS
» Dé dang dé xam nhap va diéu khién may tinh ctia nguoi
dung dau cudi
¢ 2010: BredoLab(30tr. bot), Mariposa(12tr.), Conficker(10tr.)
* Xu huéng méi: st dung cac thiét bj loT (VD: Mirai-300K)

* Rat khé phan biét lvu lvgng tan cong va luu lwong
nguoi dung thong thuong

* Thiéu sy phéi hop gitra cac ISP
* Rat khé dé trién khai cac bién phap phong chéng

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Tan cong lei dung giao thac ICMP

* Ping of Death: gtri lién tuc cac gbi tin ICMP c¢6 kich thuéc
[&n hon kich thuéc téi da (xap xi 64 KB)

* Smurf attack

ICMP ECHO Replies

IGMP ECHD |
SRC=200111 o

DST=171.1.256.256 ||
A

171.1.0.016

-

|
I I P P P
I"" HDANA(!I :'NS; Intermeduariesg g g g g g g

e 4

71

71

TCP SYN Flooding

+ Ké tan cong glri hang loat goi tin SYN dé yéu cau thiét lap
két néi nhung khéng hoan thanh buéc 3.

« Server gt lai SYN/ACK, chuan bi tai nguyén dé trao déi dir
liéu, cho ACK trong thoi gian time-out

* Khi sé lwgng goi tin da Ién lam can kiét tai nguyén cda ing
dung, may chu vat ly
Client (initiator) Server

S

=y, Ack=x*+1 S her ACK
Num =Y, AC erver cho
SYN +ACK, Sed tir client

Ké tan cong
khong gtri lai
ACK
§ Sl
72

72



DNS Amplification

* Loidung:
* DNS sir dung giao thirc UDP khong can thiét [ap két ndi
+ Kich thuwéc DNS Response I&n hén nhiéu DNS Query

DNS Query
SrclIP: victim EDNS Reponse
~ (60 bytes) | | (3000 bytes) _
DoS DNS DoS
Source Server victim

2006: 580 nghin DNS resolver mién phi trén Internet
2013: 21.7 triu DNS resolver mién phi

Thuyc hién tuvong ty véi cac dich vu: NTP(x557),
SNMPv2(x6.3), NetBIOS(3.8), SSDP(x30.8)...

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Tan cong HTTP Flood

» GUri mot lvong lén cac yéu cau HTTP Request

» Basic HTTP Floods: gtri yéu cau truy cap lién tuc téi
cactrang giéng nhau

« Randomized HTTP Floods: glri yéu cau truy cap téi
cac trang mot cach ngau nhién
» Cache-bypass HTTP Floods: s&t dung cac ky thuat vuot
qua cac co ché cache trén may chu

* WordPress XMLRPC Floods: lgi dung c6 ché pingback
trén WordPress dé thyc hién ki thuat tan cong phan héi

I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Phong chéng tin cong DoS

« Chéng tan cong DoS vao phan cing
» Hé théng cat gilr: Phong may, ti mang, camera...
« Chong tan cong DoS khai thac 16 héng phan mem:
 Kiém thir xdm nhap (Penetration Testing)
+ Cap nhat, vald hdng phan mém
« Chéngtan cong DoS vao tai nguyén tinh toan:
« Trién khai firewall, IDPS
* Thiét lap thong s6 cau hinh hé théng
 Str dung cac ky thuat thach dé (Vi du: CAPTCHA)

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Phong chéng tan cong DoS

» Chéng tan cong DoS vao bang thong:
* Md& rong bang théng
« Can bang tai (Load Balancing)
* PGivéi ISP: Chéng tan cong tir ngudn
* Trién khai firewall, IDPS
* Phat hién nguén tan cong:
* Truy vét nguén tan cong
 Phat hién va ngdn chan ma doc botnet: trién khai IDPS,
firewall

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Twong ltra

* La hé théng c6 kha nang ngan chan cac truy cap
khong hop 1é va da biét tir bén ngoai va trong khu
vuc tai nguyén can bao vé

» Tuwong lra co thé trién khai & nhiéu vij tri, tuy
thuéc cach thac dinh nghia, pham vi tai nguyén
can bao vé:

* Mang ngoai vi
* Mang ndi bd
« Nut mang(Host-based firewall)

+ Ung dung(Application-based firewall)

} Network-based firewall

If' DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Twong lira co6 thé lam gi?

* Thihanh cac chinh sach an toan bao mat: hoat
dong nhu mot hé théong canh vé(traffic cop) cho
phép/ttr chéi lvu lwgng mang nao dé di qua tuong
|ra dwa trén cac dic diém(giao thirc, dia chi, néi
dung...) da xac dinh

* Han ché cac hanh vi tan cong vao mang
« Tlr mang bén ngoai(Internet) vao mang ndi bé
» T phan vang mang néi bo nay téi nhirng phan vung
mang néi bo khac

* Lwu nhat ky cac luu lwvgng mang

I” DAI HQC BACH KHOA HA NOI
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Tudong lira khong thé lam gi?

» Khong bao vé dugc tai nguyén tredc cac méi nguy co tir bén
trong

» Khong kiém soat duwoc cac luu lvgng mang khong di qua

» Khong kiém soat day dd d6i vai cac luu luvgng da dwgc ma
hoa
* Khéng ngan chan duoc cac truy cap tan cong chuwa biét
» Khong chéng lai dwoc hoan toan cac nguy co tir phan mém
déc hai
* Do d6 can duoc:
 Trién khai & nhiéu vi tri khac nhau
» K&t hop véi cac gidi phap khac: phong chéng phan mém déc hai,
IDS/IPS, diéu khién truy cap, kiém todn(auditing)
» Cap nhat lién tuc cac chinh sach mai

I” DAI HQC BACH KHOA HA NOI
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Cackién trac tuwong Itra(1)

» Network-based firewall: Kiém soat luvu lwong
mang gitta cac phan vung mang
« Uu diém: Pham vi kiém soat rong
* Nhuoc diém:
« Khong kiém soat duwoc lvu lwvong trong tirng phan vung
» Khong kiém soat day dd lwvu lvgng da duwgec ma hda

I” DAI HQC BACH KHOA HA NOI
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Cackién trac twong ltra(2)

 Host-based firewall: Kiém soat lvu lwong mang
dén va di tr mét nit mang
« Uu diém: Kiém soat duoc lvu lwong téi nit mang
tlr nhirng nguén trong cung phan vang mang
* Nhuwoc diém:
* Chibao vé dugc cho mot muc tiéu don lé
¢ Khong kiém soat day dd lvu lvong da dugc ma hoa

I” DAI HQC BACH KHOA HA NOI
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Cackién trac tuwong Itra(3)

« Application firewall: Kiém soat lwu lwgng mang
cta mét dich vu cu thé
« Uu diém: Kiém soat duoc toan bé luu lwvong mang
tédidich vy, ké ca luu lvgng da ma hoa
* Nhuoc diém:
* Bo luat phuirc tap
* Can phai cai dat nhiéu phan mém tuong lira néu trén
may chu cung cap cac dich vu khac nhau
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Hé théng IDPS

* Intrusion Detection and Preventation System: hé
théng co kha nang theo doi, gidm sat, phat hién va
ngan chan cac hanh vi tan cong, khai thac trai
phép tai nguyén duoc bao vé

* IDPS vs twong lra:
* Tuong llra: x&r ly tirng goi tin trén lvu lwgng mang
« IDPS: c6 kha ning theo déi, gidm sat chubi cac goi tin,
hanh vi dé xac dinh c6 phai |a hanh vi t&n cong hay xam
nhap hay khong
» Cacthiét bj twong Itra thé hé mai thuong trang bi tinh
nang IDPS

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

84

84



Cac phuong phap phat hién tan cong

 Phat hién lam dung: s&r dung dir liéu vé cac dang
tan cong da biét
¢ Phat hién dwa trén dau hiéu (signature-based)
 Phat hién dua trén 16 héng (vulnerability signature)
 Phat hién dua trén bat thuwong: xay dwng mo hinh
cac hanh vi binh thuong. Danh dau nghi nger va do
lvong cac hanh vi nam ngoai mé hinh.
* Phat hién dya trén ngudng
* Phat hién dya trén théng ké
* Phat hién dya trén hoc may
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