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Phan mém ma doéc

ONE LOVE. ONE FUTURE.

* Gigi thiéu vé phan mém ma déc
* Virus

* Trojan

* Worm

« Phat hién va gidm thiéu nguy co tan cong bang
phan mém déc hai
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ONE LOVE. ONE FUTURE.

Khai niém

« Phan mém déc hai(malicious software hoac
malware) la nhirng chuong trinh may tinh ma khi
thue thi s& gdy tén hai tai tai nguyén cha hé théng
hodc chiém doat mét phan/toan bod quyén diéu
khién hé théng

* Phan loai:

» Virus: can hanh déng kich hoat cla nguoi dung dé |ay
nhiém

* Worm (Sau may tinh): khéng can hanh déng kich hoat
cla ngudi dung dé 1ay nhiém

* Trojan: chuong trinh &n gidu trong cac tép tin cé vé vo
hai, khong cé kha nang ty 1ay nhiem

* Sy phan biét cac loai nay la khong roé rang.

I" DAI HQC BACH KHOA HA NOI
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Cac hanh vi gay hai

e Pha hay dix liéu, phan cing

* Nghe trom hoat dong cta ngudi dung trén cac thiét bi
vao ra(Keylogging)

« banh cap thong tin (spyware)

e M3 hdadir liéu (ransomware)

« Danh cap tai nguyén tinh todn (coinminer)

* Tao clra hau (backdoor) dé ké tan cong xam nhap va
diéu khién

* Che giau hoat dong(rootkit)

e Thyc hién cac hanh vi tan cong(botnet)

Cac hanh vi nay co thé duogc thuc hién ngay hoac doi
diéu kién nao d6 (time bomb, logic bomb)
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Cac con duong lan truyén

* Email

« U'ng dung truyén thong diép (Instant messaging)
« Cacthiét bjluu trir di dong

* Chuwong trinh gia mao

* Tiénich chiasé file trong mang LAN

« Phan mém bé khda ban quyén

* Chuongtrinh chia séfile

* L6 héng phan mém

I” DAI HQC BACH KHOA HA NOI
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Mot kich ban phat tan va lay nhiém

From: Gmail Securicy Team <access(@gmal com>
Dace:

3. Nan nhan
click vao > ‘
duong dan | ccceeosew

2. GUri email
cho nan nhan

| “KP‘“', )

For your securiy, lease keep your email address information up-to-date.

1. Upoad
malware |én
Server

Thark you,
Gmail Team

4. K&t néi tGi
Malware Server

6. N:c,m nhénT % Malware
kich hoat Server

5. Download
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Kich ban khac

* S&r dung cac cong cu khai thac 16 héng

1. Truy cdp _ ' g Web
website vo hai btaT B Server
Website vo
hai 2. Chuyén

huwéng két néi

5. Khai thac 16
héng

3. Do tham va
4. Phat hién I8 thu théap théng
héng ATBM tin mdy tram

nan nhan
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2.Virus may tinh oo

ONE LOVE. ONE FUTURE.

Cach thirc hoat dong cua virus

* Virus thong thuong cé 3 doan ma:

* Doan ma lay nhiérp: cho phép virus ty sao chép ban
than né va lay nhiém tir chuvong trinh nay sang chuong
trinh khac

* boan ma kich hoat: La cac su kién hoac diéu kién xac
dinh khi nao hoat déng chinh s& dugc kich hoat

* Doan ma hoat dong: phan thuc hién cac hanh déng pha
hoai ctavirus

* Virus dugc mo ta vai 2 dac trung:
 Cach thirc lay nhiém

» Cachanh vi pha hoai

If' DAI HQC BACH KHOA HA NOI
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Cach thirc lay lan

« M3 thyec thi, d3 cai cdm san, dugc ngudi dung kich
hoat, vi du:
* File chuvong trinh &ng dung
¢ Phanvung kh&i déngtrén 6 cirng
* File dinh kem email
* (Co thé) Ty stra déi, b6 sung ma déc thye thi khac
* Gidi ma cdc doan ma duoc an gidu
* Download tir may chd phat tan
« Tim cach |ay nhiém sang cac hé théng khac, vi du:
« Tiém nhiém vao file khac
+ Lay nhiém va thiét bi nh¢ di dong
» GUri email cé file dinh kém chira ma déc

I” DAI HQC BACH KHOA HA NOI
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Co ché tiém nhiem
Trudc khi nhiém Sau khi nhiém
.EXE File .EXE File
' File Header I l Fiie Heacier . ’
A5 ) a i
exe : —_— I’ - _— H .exe
‘ s B 3 Start of Program E AR 3 Start of Program @
| = ; = |
= End of Program : M.
‘ hesseemaeesVirus Jump  eeqeeeeed
|

» Nguyén tic co ban: Virus thay thé Iénh dau tién cta file bi nhiém (.exe)
bang mot [&nh JUMP t&i doan m3 thuc thi cda virus. K&t thic doan m3
thyc thi cda virus 13 [énh JUMP khdac dé nhay tdi lénh d4u tién cla chuong
trinh ban dau
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Phat hién virus

* Phuwong phap phé bién: Phat hién dya trén dac
trung
* Thu thap cadc mau virus va xay deng CSDL déc trung vé
cac virus. Thong thuwong 1a cac doan ma lay nhiém &
daufile
 Phat hién: So sdnh cac byte trén file véi nhirtng mau
virus da co

* Poi phuong sé lam gi?

IT " DAIHOC BACH KHOA HA NOI
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Cach thac lan tranh
» Lam cho d3ac trung trd nén kho tim kiém hon

jmp

jmp

IT " DAIHOC BACH KHOA HA NOI
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Polymorphic virus - Virus da hinh

» Thay d6i ma ngudn mot cach ngiu nhién

[
o
=
Q
>
-
o
(9
o

Virus code

Decryptor

I/ DAI HOC BACH KHOA HA NOI
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Polymorphic virus - Lay nhiém

 Thay d6i khéa va ma hda lai ma nguén
.decrypt

Encrypted virus code

Decryptor B

Virus code

Decryptor
Encrypter

>>>> " Change key and encrypt

Encrypted virus code

¢ Decryptor

I?’ DAI HOC BACH
B s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Polymophic virus - Phat hién

« Y twdng 1: S dung dic trung “hep” dé phat hién
trinh giai ma decryptor
+ S8 byte ma ngudn can so sanh it hon = dé phat hién
nham
¢ Tint3c c6 thé nhanh chong thay déi trinh giai ma
« Y twdng 2: Thuc thi dé phat hién sy c6 mit caa dic
truwng trén ma nguén da gidi ma
e Thach thic: Thuce thi dén thoi diém nao thi so sanh dic

trung?
» Lam thé& nao dé l1an tranh chuwong trinh phat hién
virus?

If " DAIHOC BACH KHOA HA NOI
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Metamorphic Virus

T-1000 in Terminator 2
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Metamorphic Virus

* Virus siéu da hinh: s&r dung doan ma dac biét
(metamorphic code) dé ty thay d6i ma nguén vé
mat ngir nghia khi thyc thi

+ Khdng thay déi ngir nghia & mdc cao hon (van git
nguyén cac chirc ndng, tinh nang)

« Mot s6 ki thuat thuc hién:

» Taoracac doan ma du thira ngdu nhién

 Thay d6i cac thanh ghi

 Thay d6i trinh ty trong biéu thirc digu kién

 Thay d6i trinh ty cac cau lénh x& ly khdng cé rang buéc
véinhau

» Thay thé cac thuat toan

I” DAI HQC BACH KHOA HA NOI
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Win95/Regswap(1998)

s

BF04000000 mov edi,0004h
8BFS mov esi,ebp

B80C000000 mov eax,000Ch
81C288000000 add edx,0088h
8B1A mov ebx, [edx]

899C8618110000mov [esi+eax*4+00001118] ,ebx

s

BB04000000 mov ebx,0004h
8BDS mov edx,ebp

BFOC000000 mov edi,000Ch
81Cc088000000 add eax,0088h
8B30 mov esi, [eax]

89B4BA18110000mov [edxX+edi*4+00001118],esi

I” DAI HQC BACH KHOA HA NOI
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Win32/Evol(2000)

e

a. An early generation:

b. And one of its later generations:

stant” data.

BFOF0O00055 mov edi,5500000Fh
B893E mov [esi] ,edi

5F PopP edi

52 push edx

Be40

BASBEC5151 mov edx, 5151EC8Bh
53 push ebx

8BDA mov ebx, edx
B895E04 mov [esi+0004], ebx

C7060F000055 mov dword ptr [esi],5500000Fh
C746048BEC5151 mov dword ptr [esi+0004],5151ECBEh

c. BAnd yet another generation with recalculated (“encrypted”)

BBOFO00055 mov ebx,5500000Fh

891E mov [esi] , ebx

5B pop ebx

51 push ecx

BSCBOOCOSF mov ecx, 5FC000CBh

81C1COEB91F1 |[add ecx, F191EBCOh ecx=5151EC8Bh

894E04 mov [esi+0004], ecx

“con-

DAl HUT BATH RNUA HA NI
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Zperm.A(2000)

el

Instruction 4 Instruction
Instruction S inp

Jmp — garbage
garbage Instruction
start : inp
Instruction 1 garbage
Instruction 2 _—k Instruction
inp inp
garbage ;:J start:
Instruction 3 Instruction
imp E— imp

garbage Instruction

mp

ZPerm can directly reorder the instructions in its own code

DAI HOC BACH KHOA HA NOI
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Instruction
Instruction
jnp
garbage
Instructinn
imp

start:
Instruction
Jmp
garbage
Instruction
Jmp
garbage

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Phat hién virus siéu da hinh

« Phat hién dua trén hanh vi (Behavior-based
detection)
Phan tich dong Phan tich tinh
+ Thyc thi ma déc trén moi truong + Slrdung ky thuat dich nguoc dé
Sandbox va quan sat hoat dong phan tich ma thyc thi
ctia ma doc - Uu diém: khéng can kich hoat
« Uu diém: thoi gian phan tich ma ddc, xac dinh duogc tat ca cac
nhanh, c6 thé xac dinh ngay cach co ché hoat déng, hanh vi cia ma
thirc hoat dong cua virus doc
« Nhugc diém: yéu cau moi « Han ché: phirc tap, doi héi trinh
trwdrng an toan dé phan tich, dd nhan lyc cao hon, mat nhiéu
khong xac dinh dwoc hét tat ca thoi gian
cac hanh vi
I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY 23
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Quy trinh phan tich

Tao moi truong Sandbox dé phan tich

* Bwdc 1: Tao cac may do(Virtualbox, Hyper-V,...)
va cac moi truong do hda khac néu can(mang,
CSDL...)

* Bwdc 2: Cai dat hé diéu hanh trén may 3o

» Buwdc 3: Tat hoac han ché hoat dong ciia cac mang
trén may do dé cach ly vai moi truong thuc

» Buwdc 4: Tat cac chire nang chia sé file, thu muc

* Buéc 5: Chuyén ma déc vao moi truéng phan tich

M®&i trudng phéan tich phai cach ly hoan toan véi méi truong
lam viéc va duoc gidm sat day dd

I” DAI HQC BACH KHOA HA NOI
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Quy trinh phan tich

Phan tich tinh
¢ Budc 1: Dich ngugc ma nguén
* Buwdc 2: Thu thap théng tin:
» Gidtricacxau ky tu: str dung cong cu BinText
» Cacky thuat dong goi, nén, ma hda cua virus va thyuc
hién cac thao tac giai nén, gidi ma can thiét: sir dung
cobng cu UPX
Phantich dong

¢ Budc 3: Thiét 1ap két néi mang(vat ly) cho maéi treong phan tich.
Luuy, giam sat chat ché va khong két néi véi mang tac nghiép cta
t6 chire

» Budc 4: Kich hoat virus va thu thap thong tin tién trinh thyc thi
cla virus, thong tin hé théng khi virus hoat déng. S&r dung cac

cong cu Process Monitor va Process Explorer
7 DAIHOC BACH KHOA HA NOI
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Quy trinh phan tich

* Buéc 5: Ghinhan cac két néi mang(logic) ma virus
tao ra. Bat va phan tich lvu lwong phat sinh trén
cac két néi nay. Cac cong cu co thé sir dung:
Wireshark, tcpdump, NetResistent, TCPView

* Buwdc 6: Xac dinh cac tép tin mai, tién trinh mai
duoctaora, su thay doi cac gid triregistry trén hé
théng (s&r dung RegShot)

* Bwdc 7: Phan tich ma thuc thitrén RAM, sir dung
cong cu OllyDbg, ProcDump

I” DAI HQC BACH KHOA HA NOI
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» Chéng phan tich tinh: Tao ra cidc doan ma phurc
tap dé che gidu hoat déng thyc su
» Chéng phan tich déng:
 Phat hién moi truong thuc thi dé thay déi hanh vi
 Taoracac hanh déng khién qua trinh thyc thi kéo dai
« U'ng phé cta phan mém anti-virus:
» Tim kiém va bé qua cac doan ma/hanh vi vo nghia
+ Gan co cac doan ma khong quen thudc
* Tiép tuc...
- Cuéc duagitratin tdc va phan mém AV ma tin tac
thuwong budc di trudc(Tai sao?)
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Rootkit/Stealth Virus

 Co6 kha nang an minh truéc cac phan mém phat
hién virus.
 Co ché chung: s&r dung k§ thuat hook dé chan cac
su kién va can thiép vao qua trinh xtr ly su kién
» User-level rootkit: hook vao ham thu vién
« Dé bj phat hién
* Kernel-level rootkit: hook vao cac ham thuyc thi
|&i goi hé théng, ham xtr ly ngat, driver diéu khién
thiét bj, firmware cia thiét bi
* Khé bi phat hién
» Virtualization-based rootkit: 4n minh trong moi
trwong ao hda - gan nhu khéng thé bi phat hién

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Phat hién va phong chéng rootkit

* Phat hién dya trén hanh vi
* Phat hién cac hanh vi hook

cac l&i goi hé théng

chiéu

* Sy bién d6i cua sé lvgng, tan suat va thi ty thyc hién

* Kiém tra toan ven tap tin hé théng
 Phat hién dua trén sy sai khac véi hé théng tham

If" DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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3.Sau may tinh

ONE LOVE. ONE FUTURE.
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Cach thirc lay lan

« Khéng can hanh déng kich hoat cda nguoi dung
+ Khaithac 16 héng phan mém
 Tim kiém nan nhan mdi:
* Quét mang theo diachi IP
 Chon dja chi IP ngau nhién
* Strdun g danh sach san cé
* Truy van téi cac may cha bén thi 3

« T4n cong va lay nhiém:
» Quét phat hién 16 héng tuvong ty trén hé théng nan
nhan mai
» C6thé két hop vai cach thire 1ay nhiém cha virus

I” DAI HQC BACH KHOA HA NOI
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M6 hinh lay lan cta sau may tinh

» Twong ty cach thirc 1ay lan cda virus sinh hoc
e Téc d6 lay lan rat nhanh
* Virus c6 téc dé lay lan chdm hon rat nhiéu

» Cacyéu té anh huédng téi téc do lay lan:
 Kich thwéc cda mang
* Tilé ndt mang co 16 héng
. Sé |u»oang nut bi nh|ém Probes Recorded During Code Red's
, N ; : R L. Reoutbreak
» T6c dd quét nan nhan mai
* Tan suat giao tiép véi may chi

250000

200000

150000

100000

50000

Number Seen in an hour

0 2 4 6 8 10 12 14 16 18 20
Hour of the day

[=—# of scans ——Predicted # of scans |

I” DAI HQC BACH KHOA HA NOI
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Sau Morris

* Namradoi: 1988

* Puoc coi la sdu may tinh dau tién

* Ban dau duoc thiét ké dé do dac kich thudc cia mang
Internet nhung vo tinh da gay tan cong DoS

+ Khai thac nhiéu loai |6 hng khac nhau:
+ L6 héng tran bd dém
» Do doadn mat khau yéu
¢ Quét thir cac tai khoan phé bién
» Phuong thac 13y nhiém:
* Quét cac may tinh trong mang dang hoat déng
 Tim doc danh sach cac may tinh trong cau hinh mang cta
thiét bj
» Uéc doan khodng 10% may tinh bi lay nhiém va gay
thiét hai 100M$ vao thoi diém do

I” DAI HQC BACH KHOA HA NOI
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Sau Code Red

* Namra doi: 2001
« Phuwong phap 13y nhiém: khai thac 16 héng phan
mém may chd Web Microsoft IS
e Mac du da cé thong bao vé ban va trudc dé 1 thang
« Khodng 300.000 may chd bi nhiém sau 13 gio
* Gay hai:
 Payload 1: Stra néi dung trang chu

HELLO! Welcome to http://www.worm.com!
Hacked By Chinese!

* Payload 2: Kich hoat “bom hen gio”
« Ngay 1-20 hang thang: 1ay nhiém
« Ngay 20+: t4n cong DoS vao website Nha Tréng

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Sau SQL Slammer

* Namra doi: 2003
« Khai thac 16 héng ctia MS SQL Server

* Sau 6 thang mai c6 ban va 16i
* Kich thuéc rat nho: dugc déng goi trong 1 gdi tin
* S&r dung giao thirc UDPdE |3y nhiém va tan cong
DoS
« Lay nhiém t&i 75.000 may tinh sau 10 phut
* S8 lwvong bi nhiém tang gap doi sau méi 8.5 gidy

* P&n ndm 2016 quay trd lai dé tan cong may cha &
172 nuwdc (26% dat tai My):

 Rat nhiéu dia chi IP thyc hién tan congla & Viét Nam

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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* Nam ra doi: 2003

* Lay nhiém qua email

* S8 lwvgng may tinh bi nhiém: 25 triéu
» Hoat déng gay hai: Tan cong DoS

* Thiét hai: khodng 10 ti $

I” DAI HQC BACH KHOA HA NOI
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Sasser

* Nam ra doi: 2004

 Phuong thie 1ay nhiém: khai thac 16 héng trén hé
diéu hanh Windows 2000/XP
* Hoat dong gay hai:
» Khaidong 128 tién trinh quét
+ Khai thac céng dich vu 445 dé chiém quyén diéu khién
» Tan cong DoS
* 56 lwvong may bi nhiém: ~1 triéu

I” DAI HQC BACH KHOA HA NOI
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* Namradoi: 2008
+ Khai thac 16 héng trén hé dié hanh Windows
2000/XP/Vista/7, Windows Server 2003/2008
» Corat nhiéu bién thé véi cac hanh vi gay hai khac
nhau: A,B,C,D, E, F
» Xay dung hé théng mang botnet I&6n nhat vao thoi
diém do
« Viét Nam: dirng dau vé sé lwong may tinh bi nhiém
* St dung nhiéu phuong thire khac nhau dé lay nhiém
 Khaithac16 héng
* L3y nhiém qua mang ndi bo
» Thiét bi nhe USB

I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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* Nam phat hién: 2010
* Muc tiéu tdn cong: cac may tinh trong mang céng
nghiép SCADA diéu khién hoat dong may ly tam
* 59% may tinh bi nhiém nam & Iran, phan |&n nam trong
cac nha may hat nhan
« Khai thac 4 16 héng zero-day khac nhau
« Cach thiec lay nhiém:
+ Kh&ingudn bang lay nhiém qua thiét bi nhé USB
+ Khi d3 lot vao trong mang, lay nhiém bang cach st
dung Windows RPC
« Cach thdrc 8n minh:
« Cai dat 1 trinh diéu khién thiét bj dugc chirng thyc

I” DAI HQC BACH KHOA HA NOI
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Stuxnet - Hoat dong gay hai

« Khong kich hoat dén khi téc d6 quay cdia may ly
tam dat 807-1210Hz
« Tl tir tang tdéc d6 cha may ly tdm dén 1410Hz >
gay hong may ly tam
 Glri thong bao gia mao téi trung tdm diéu khién rang hé
théng hoat déng binh thuong

» Sau doé gidm téc d6 vé mirc binh thuwong

'g WinCC g g  Stuxnet H
Motors
I” DAI HQC BACH KHOA HA NOI
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- Israel Tests on Worm Called Crucial in Iran Nuclear -
Dela;

This article is by William J. Broad, John Markoff and David E. [ RECOMMEND
Sanger. [E] ™wiTTerR

. . = EMAL
@, Enlarge This Image  The Dimona complex in the Negev

desert is famous as the heavily B SENDTO PHONE

guarded heart of Israel’s never- S PRINT
acknowledged nuclear arms program, @& REPRINTS
where neat rows of factories make SHARE

atomic fuel for the arsenal.

geon
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Over the past two years, according to

Ralph Langner, an independent

computer security expert, solved intelligence and military experts RWA%M

Stuxnet.

familiar with its operations, Dimona
has taken on a new, equally secret role — as a critical

Multimedia i R . i
testing ground in a joint American and Israeli effort to
TASGAT CRGANCATION Arows show the i’ s Y
D ey undermine Iran’s efforts to make a bomb of its own.
Stunet g,
wtes et

Behind Dimona’s barbed wire, the experts say, Israel has
g, E E. e spun nuclear centrifuges virtually identical to Iran’s at
em = r 1 e Natanz, where Iranian scientists are struggling to enrich
Ll Graphic uranium. They say Dimona tested the effectiveness of the
How Shiner Spreads Stuxnet computer worm, a destructive program that

If' DAIHQC BAC
appears to have wiped out roughly a fifth of Iran’s nuclear a1
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NotPetya

* Nam phat hién: 2016

* Bicdo buéc do hacker Nga phat tan dé chéng lai
Ukraine

« Khai thac 16 héng MeDoc Ukranian Tax Software

« Phat tan qua viéc khai thac 16 héng Eternal ,
Blue(Windows) va sir dung cong cu Mimikatz dé
guét mat khau

* Thyc hién ma héa dit liéu ngudi dung nhu phan
mém ma doc ransomware

* Thuc chat 13 thyc hién tan cong DoS

» Panh sap hoat déng ctia cac cong ty van chuyén:

Maersk, FedEx

If' DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
e
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Ma doc diskperf.exe

« Nam phat hién: 2016
* Lay nhiém vao hé thdng may tinh cta Vietnam
Airlines
« Duoc phat hién nam vang trong rat nhiéu hé
théng may tinh cdia cac co quan, doanh nghiép
* Dbuoc cho la cong cu cia nhdém hacker 1937cn
(Trung Quéc)
* Hoat dong gay hai:
* Mahodadirliéu
* Tao clra sau (backdoor) dé ké tan cong chiém quyén
diéu khién

I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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WannyCry

« Ndm phat hién: 05/2017
« Ransomware gay hai lén nhat trong lich st

« Khai thac 16 héng EternalBlue trén hé diéu hanh
Windows XP/7/8 bang cach s&r dung céng cu bj ro
ri ca NSA

* S lwvong may tinh bj lay nhiém: 230.000

« Viét Nam nam trong nhitng nwéc bi nhiém nhiéu
nhat

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Phong chéng va giam thiéu

" DAIHOC BACH KHOA HA NOI

» Tranh ma cac file dinh kém tir cdc email khong ro
nguon géc

St dung firewall chdn tat ca cac céng dich vu
khoéng can thiét

 Tranh nhan cac file tir 'ng dung tin nhan

» Gia c6 hé théng, tat cac chirc ndng khong can thiét
trén may tinh

 Kiém soat luu lwong néi bd

« Khong tai va thuc thi cac file 'ng dung tir nguén la

* Cap nhat cac ban va bao mat

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Phong chéng va giam thiéu

» Quét, ra soat virus trén cac thiét bi nhé lvu
dong(USB drive, CD/DVD, thé nhé, thiét bj di
dong,...) khi két néi véi may tinh

« Phan quyén nguoi dung

 S&r dung phan mém ban quyén. Khong dung cac
cong cu bé khda, cung cap ma ban quyén

« Cai dat phan mém diét virus
» Xay dwng chinh sach va dao tao nguoi dung
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