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» Cac khainiém co ban
* M6 hinh ma tran diéu khién truy cap
» Mét sé phuwong phap diéu khién truy nhap

If" DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

= 2




[ ] [ ]
= il . ':::::.::..’.:. .
. . ..o..o..........
ONE LOVE. ONE FUTURE. Tl e.%ceee0® 0%, ®
. -............
® e o000 °

Khai niém

* Piéu khién truy cap (Access Control): La chirc ndng
cua hé théng duoc thi hanh dé cho phép chd
thé(nguoi dung, tién trinh, thiét bi) duwoc truy cap
dén mét mirc nao do6 (quyén truy cap) tdi tai
nguyén cta hé théng va chia sé quyén truy cap nay
cho cha thé khac

* M6 hinh diéu khién truy cap AAA

 Authentication(Xac thyc): Xac dinh ding chd thé thuc
hién hanh vi truy nhap

« Authorization(Uy quy&n): phan quyén truy cap

. AAuditing(Kié’m toan): kiém tra, gidm sat cac hanh vi truy
cap

« C6 mat trong hau hét cac rng dung, hé théng cong
nghé thong tin

[ Diecmcamionsno:
4




Kiém soat hoan toan (nhac lai)

 Reference Monitor: Module kiém tra quyén truy
cap
* Khoéng thé vong tranh
* Chéngstra déi
e Cothéthamtra

- la1thé hienciaa TCB

Reference
monitor

Resource

User
process

access request

policy
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Vidu 1: chia sé thong tin trén MXH Facebook

Timeline and Tagging Settings

Who can add things to my
Timeline?

Who can see things on my Review what other people see on yo meline \)\'aNb\
il 2
Timeline? 0"
und
ho can see what others post :'Bu.\vong‘
&
How can | manage tags Review tags pe one
people add and tagging the tags appear ol
suggestions? a \‘N"”
03 52
no
put
v oy Of
gren®
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Vidu 2: Chia sé trong Google Drive

Share with others Get shareable link e

Link sharing on Leam more

Anyone with the link can view ~ Copy link

https:/fdrive.google com/driveffolders/1Qz2WhwdkPggdbd_Tm1dO9KyYbl6KISq1 ?us

Feople

Enter names or email addresses L -

A
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Vidu 3: biéu khién truy cap trén tép tin

@8 Bai06. Dieu khien truy cap.pptx Properties X Bai06. Dieu khien truy cap.pptx Properties

General Securty Details  Previous Versions Basic Permissions Open With
Object name:  C:\Bai giang".An ninh mang" VNPT Bail&. Dieu khi owner: Me
Access: Read and write -

|GI'ULID Or user names:

Ehsencaes oo |
R SYSTEM Group: student -
2 Administrators (DESKTOP-PJUMGVC\ Administrators)
HI2 Users (DESKTOP-PJUMGVC Users) e peatanty -
Others
To change pemmissions, click Edit. Edit_. Ateess: Read-only -
Pemnissions for Authenticated
Users Alow Deny Execute: | @ Allow executing file as program |
Full control
Modify Security context: unknown
Read & execute
Read
Write
Special permissions

Microsoft Windows Linux Ubuntu
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Ma tran diéu khién truy cap

 Access Control Matrix (ACM)

* Thé hién cac quyén da cap phat cho cac chid thé sir
dung tdi tirng tai nguyén cua hé théng

« S: Tap cac chu thé

;e n 0]
» O: Tap cac tai nguyén ( A |
* R: Tép cac quyén truy cap o, o 1]
A(s;, 0,): cac quyén truy cap S1
cGa chd thé s; [én tai S, |nery
nguyén o
S, |
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Ma tran diéu khién truy cap

» Khong thé cai dat truc tiép ACM véi day da cac
thanh phan:
* S6 lwgng tai nguyén can phai quan ly qua lén
* Kich thudéc matran tang 2 tang bé nha lwu trit, thoi
gian tim kiém
« Cai dat gian tiép ACM:
« Phanra theo cot: Danh sach diéu khién truy cap
(Access Control List - ACL)
¢ Phanra theo dong: Danh sach nang lyc (Capability List
-CL)
+ Cacbiéu dién gian tiép khac
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Danh sach diéu khién truy cap

» Tiép can huwéng tai nguyén: moi tai nguyén co mot
ACL dinh nghta cac chia thé va quyén truy cap cta
moi chd thé trén tai nguyén doé

 Can phai xac thyc danh tinh chd thé

- Chéng gid mao danh tinh
« Cicvan dé can giai quyét: | | objectx |
e Quyén cap nhat ACL s1 r1,r2
* Loai cap nhat dwgc phép s2 r3
» Cacthd tucrat phép
 Cac khai niém ho tro:
* Nguoi sé hitu(Owner)
¢ Nhém(Group)

Sn rl, r3
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Danh sach diéu khién truy cap - Vidu

‘ Bai0. Dieu khien truy cap.pptc Properties X [ ] passwd Properties x

General Securty  Detals  Previous Versions | Basic | Emblems | Permissions | Open With Notes
Cbject name:  C:\Bai giang".An ninh mang* VNPT \Bail6. Dieu khi Gwner: | i s ‘
Group or user names: =
e . Access: |Read and write 2 ‘
S8 SYSTEM ———
S8 Administrators (DESKTOP-PIUMGVC \ Administrators) Group: | root i
B2 Users (DESKTOP-PJUMGVC \Users)
Access: |Readronly & ‘
To change pemissions, click Edit. Edit Others
Pemissions for Authenticated Access: | Read-only o ‘
Uzers Allow Deny
Full cantrol Execute: [ Allow executing file as program
Modify
Eea: R e SELinux Context: |<.‘55y5tem configuration < ‘
ea
White Last changed: unknown
Special permissions
Help | Close |
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Danh sach nang lwc(Capability List)

« Tiép can huwéng chd thé: méi chi thé cd danh sach
cac tai nguyén va quyén truy cap trén tai nguyén
do

« Khong cé danh tinh cGia chd thé trén dé

» Danh sach nang luc thuong trién khai duwéi dang
thé truy cap:

e Cothétruyén tir chd thé nay téi chid thé khac
¢ Khong can xac thuc chi thé

 Van dé can gidi quyét: Chéng gid mao CL, chéng
dung lai trai phép (replay attack)
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M6 hinh diéu khién truy cap DAC

" DAIHOC BACH KHOA HA NOI

* Discretionary Access Control: mo6 hinh diéu khién
truy cap tuy nghi

« Quyén truy cap dinh nghta cho méi cap (cha thé,
tai nguyén) duvoc quyét dinh béi chi sé hivu cuda tai
nguyén

* Duoc st dung réng rai trong cac hé diéu hanh

* Han ché: kha nang quan triléng léo, khong quan ly
duwoc sy lan truyén cda quyén dan dén sy mat an
toan cda hé théng

* Vidu: nguoi dung cap quyén truy cap trén cac thu
muc chia sé

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Case study: DAC trong SQL

[T

» Cap quyén: lénh GRANT
GRANT <danh sach cac quyén>

ON <danh sach dbéi tuong dit liéu>
TO <danh s&ch ngudi dung>
[WITH GRANT OPTION] //lan truyén quyén

 Thu héi quyén: |énh REVOKE
REVOKE <danh sa&ch cac quyén>
ON <danh sach dbi tuong d@r liéu>
FROM <danh sach ngudi dung>

DAI HOC BACH KHOA HA NOI
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Case study: DAC trong SQL

Lan truyén quyén

* M6t nguoi dung A la chid sé hiru cta bang quan hé
O: nguoidung A cé thé cap quyén R trén O cho
nguoidung B véi tuy chon WITH GRANT OPTION
hodc khong

* Néu trong lénh cap quyén c6 tuy chon WITH
GRANT OPTION, B cé thé cap quyén R cho nguoi
dung C khac

- chid sé hitu cua O khéng biét sy lan truyén cda

quyénRtirBtagi C

» Khi A thu hoi quyén R da cap cho B, tat ca nhitng
quyén da cap cho nguoi dung khac do sy lan truyén
déu duoc thu hoi

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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DAC va diéu khién dong thong tin

* Han ché& cia DAC: cho phép thong tin truyén tir
chi thé nay sang chi thé khac ma khong cé chinh
sach kiém soat

* Vidu: Bob khong duwgc phép xem ndi dung tép tin
A. Anh ta cé thé nhd Alice(hodc danh lra Alice thuc
thi chvong trinh) doc néi dung tép tin Ava sao
chépvao tép tin B |a file ma anh ta cé quyén doc
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M6 hinh diéu khién truy cap MAC

« Mandatory Access Control: diéu khién truy cap
cudng buirc

» Quyén truy cap dwoc cap phat theo chinh sach
chung ctia hé théng dua trén phan loai ngudi dung
va tai nguyén

 Phan loai chd thé: mdc d6 tin cay va linh vec hoat
dong

* Phan loai tai nguyén: mac d6 nhay cam va linh vyc
cua tai nguyén
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M6 hinh Bell-LaPadula

» M6 hinh kiém soat truy cdp cho muc tiéu bao vé tinh
bi mat

e Phan loai mdrc d6 bi mat(Clearance Level):

Top Secret > Secret > Confidential > Unclassified

« Simple Security Property: chd thé s chi cé thé doc
d6i twong o néu chi thé cé mirc dd bi méat cao hon
ho3c bang (nguyén tic no-read-up)

* *-Property: chd thé chicé quyén ghi déi twong o néu
chd thé co mirc d6 bi mat thap hon hodc bang
(nguyén tac no-write-down)
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Bai tap: Mo hinh Bell-LaPadula

TOP SECRET (TS) Tamara, Thomas Personnel Files
SECR_lET (S) Sally, ISamuel ElectroniclMail Files
CONFIDElNTlAL (@) Claire, (ljlarence Activity IL(}ng Files
UNCLASSiFIED (U0 Ulaley,I Ursula Telephc:)nf:I List Files

» Quyén ctia nhirng nguoi dung?

I” DAI HQC BACH KHOA HA NOI
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M6 hinh Biba

* Bdo vé tinh toan ven

* Phan loai mic d6 toan ven:
Crucial > Very Important > Important

« Cac nguyén tic:

* No-write-up: chid thé s chi c6 thé chinh sira dwoc d6i
tuwong o néu marc dé toan ven cda chia thé cao hon hoac
bang

* No-read-down: s chi c6 thé doc duwgc o néu mirc d6
toan ven cta chi thé thap hon hodc bang

e Thuec thi: chd thé s1 chi cé thé thuc thi chd thé s2 néu
muc do toanvencuasl 2s2

I” DAI HQC BACH KHOA HA NOI
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Bai tap: Mo hinh Biba

Alice, Charlie | _____FileA |

Very Important  Bob File B

Important David File C
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M6 hinh Chinese Wall

* Tai nguyén duoc chia thanh cac nhém tranh chap

» Cha thé S c6 quyén truy cap téi moi déi tuong
trong mét nhém, tuy nhién néu S da truy cap téi O
thi S khong con quyén truy cap téimoi O’ # O
trong nhém doé
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M6 hinh diéu khién truy cap MAC

s Uu diém:
* Quantritaptrung
* Tinh bdo mat cao
* Nhuoc diém:
* POi hdi phai phan loai ré rang chi thé va tai nguyén
* Pham vi ng dung han ché

I” DAI HQC BACH KHOA HA NOI
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M6 hinh diéu khién truy cap RBAC

* Role-based Access Control: biéu khién truy cap theo
vai

* Viéc cap quyén truy cap khong tryc tiép hudng téi
nguwoi dung cudi ma huwéng tédi nhém nguoi dung cé
nhiém vy, vai tro trong hé théng

* Phan anh tét hon dac trung nghiép vu cla hé thong
théng tin cda té chirc

¢ Vai tro(Role-Group): khai niém twong trueng cho mét
nhom, mét dang nhiém vu xt&r ly

« M@i vai tro duoc gdn cac quyén truy cap, ¢ tinh 1au
dai

* Moi nguoi dung duoc gan cho mét hodc nhiéu vai tro
va co quyén truy cap theo vai tro

I” DAI HQC BACH KHOA HA NOI
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M6 hinh diéu khién truy cap RBAC

« C6 kha ndng dién ta cao cac chinh sach cta té
chire: phan cong theo vai tro 1a co sé cho sy sy
tach biét cac nhiém vu ciing nhu tao ra co ché dai
dién dy nhiém

* Linh hoat va mém déo: yéu cau bdo mat méi sé chi
dan dén thay déi cach thirc gdn quyén truy nhap
vao cac vai tro

« Kha ndng co dan tét do cac quyén truy cap khong
gan tryc tiép cho nguoi dung cudi

I” DAI HQC BACH KHOA HA NOI
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« Anh xa UA c U x R: Gan vai tro cho nguoi dung
« Anh xa PA c P x R: Gan quyén cho vai trd

» Tép S: phién truy cap cta nguoi dung véi cac vai tro
khac nhau. Trong maoi phién, nguoi dung cé thé si
dung mot hodc déng thoi nhiéu vai tro

I” DAI HQC BACH KHOA HA NOI
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RBAC,

Role Hierarchy

Permission
assignment \,

N

Sessions

* T6 chirc phan cap cac vai tro
* Vai tro & cap cao hon duoc thira hwéng cac quyén &
vai tro cap thap hon

If" DAI HQC BACH KHOA HA NOI
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3. Case study: biéu khién truy cap 008
trong hé diéu hanh unix :::.é

o
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Cac khai niém

* Dinh danh nguoi dung: UID
* Dinh danh nhém ngueoi dung: GID
 Dinh danh tién trinh: PID

* P6i tugng can didu khién truy cap: tép tin, thu muc
 Luu y: moi thiét bi ngoai vi duwoc Unix coi la tép tin hodc
thu muc
 T6 chire luwu triv tép tin, thw muc
* Thu muc la moét loai tép tin dac biét
* Tép tin phai nam trong mét thuw muc
» Cautrdc phan cap
* Quyén truy cap trén thuw muc khong cé tinh ké thira

I” DAI HQC BACH KHOA HA NOI
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biéu khién truy cap trong Unix

* S&rdung ACL rut gon

* Sr dung m6 hinh RBAC + DAC

« Cac quyén: boc(r-Read), Ghi(w-Write), Thuc thi(x-
Execute)

* Khi truy cap mét tép tin/thw myc: can c6 quyén truy cép
twong rng trong tat ca cac thu muc trong duong dan

File 1 |File 2 File 1 | File 2
User1 |read |write |- » Owner |read |write |-
User 2 | write |write |- Group |write |write |-
User 3 |- - read Other |- - read

User n | Read |write |write

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

ekt

32

32



Diéu khién truy cap trong Unix

« Méi quyén duoc dai dién béi 1 bit:
» Coquyén: 1
¢ Khéngcd quyén: 0
* Thong tin quyén truy cap dwoc lwu trir trong 10 bit:
 Bit 1: Tép tin(hién thi‘-’) hay thuw muc(hién thj ‘d’).
» Bit 2, 3, 4: Quyén truy cap cho tai khoan s& hitu
 Bit 5, 6, 7: Quyén truy cap cho nhém s& hiru
 Bit 8,9, 10: Quyén truy cap cho cac nhém ngudi dung khac
* Biéu dién::
« S6: 3 chir s6 thap phan tuong ng véi 3 nhdm quyén

» Chudi: hién thj cac ky tu viét tat cho quyén, dau ‘-’ bidu thi
khoéng cé quyén

I” DAI HQC BACH KHOA HA NOI
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Biéu dién quyén: Vidu

* Dangsé:777

e Nhjphan: (?)111111111

» Chubi ky tu: (?) rwx rwx rwx
» Dangsé: 640

« Nhjphan: (?)110 100 000

» Chubi ky tu: (?)rw-r-----
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Diéu khién truy cap trong Unix

I” DAI HQC BACH KHOA HA NOI
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» Gan quyén s& hiru file/thu muc
chown user:group filename
» Gan quyén truy céap file/thw muc
chmod permission filename

« Xem théng tin phan quyén trén file/thu muc

student@ubuntu:~$ 1s -1
otal 76

-rWXr-xr-x 1 student student 2126 Oct 2 2018 'Bai Dieu khien truy cap.pptx’
drwxr-xr-x 2 student student 4096 Aug 15 2018 Des
drwxr-xr-x 2 student student 4096 Feb 6 18:31
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biéu khién truy cap trong Unix

[T

« Unix phan biét quyén truy cap thu muc va truy
cap file trong thu muc
« Nguoi dung cd thé xoa file nam trong thu muc ma
ho cé quyén truy cap thuy muc nhung khong cé
quyén truy cap file?
- sticky bit:
 Off: Néu nguoi dung cé quyén truy cap thu muc, ho co
thé déi tén file, xda file

* On: Chicoé tai khodn sé& hitu file, s& hiru thu muc hoac
tai khoan root ma&i cé quyén déi tén file, xoa file

DAI HOC BACH KHOA HA NOI
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Diéu khién truy cap trong Unix

* Trén thyc té, nguoi dung la cha thé thao tac nhung tién
trinh 1a chid thé truy cap tép tin
* Tién trinh dugc cap quyén cda ngudi dung da kich hoat né

* Lam cach nao dé tién trinh c6 quyén & cap cao hon?
* Vidu: passwd |a tép tin hé théng nhung ngudi sir dung thong
thueng 6 nhu cau sira ndi dung khi ho thay d6i mat khau?
« M@i tién trinh dugc gan vaéi 3 gid tri UID, GID:
« Real UID, GID: UID, GID cta nguoi dung kich hoat tién trinh
« Effective UID, GID: UID, GID hiéu lyc khi tién trinh truy cap
tép tin
» Saved UID, GID: UID, GID quay lui khi tién trinh két thiac
truy cap
« Tép tin/thw muc dugc gan 1 bit setuid cho biét tién
trinh truy cap cé thé thay doi effective UID khoéng?

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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biéu khién truy cap trong Unix

Cach thic gan ID cho tién trinh:

« Khi tién trinh dwgc kich hoat
 Real UID: UID cla nguai dung thyc thi tién trinh
« Effective UID: UID cta ngudi dung thyc thi tién trinh

« Khi tién trinh truy cap tép thi/thu muc:
 Real UID: UID cla nguai dung thyc thi tién trinh
» Saved UID: UID cii cua Effective UID
« Effective UID: thay d&i thanh UID cda ngudi dung sé&
hitru néu setuid = 1, nguoc lai khong d6i
« Khi tién trinh két thac truy cap: tra lai cac gia tri
giéng nhu khi tién trinh trwdc khi truy cap tép
tin/thuy muc

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Diéu khién truy cap trong Unix

* Tai khoan root:
«UID=0
¢ C6 moi quyén truy cap trén tat cafile
» fork() va exec(): tién trinh con thira ké ca 3 gia tri
ID, trir file cé thiét 1ap setuid = 1
* L&i goi hé théng setuid(int newid):

« Cothé thiét lap Effective UID cho RealUID va Saved
uiD

» Cac loi goi hé théng khac: seteuid(), setreuid(),...

DAI HOC BACH KHOA HA NOI
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MAC trong Linux

[T

* Security-Enhanced Linux(SELinux): kernel module c6 chirc
nang thiét |ap chinh sach truy cap tap trung

A

SELinux
Security
Server

w

Subject

Action

Request
Permission

s Granted ? RS

(eg: read)

(eg: a process) (eq: a file)

HEHHHE
Q

@

g
=

SELinux
Policy

AVC:
Denied
Message

Database

» Cacché do:
« Enforcing: Ché& dé m3c dinh, thuc thi chinh sdch bao mat SELinux
trén hé théng
* Permissive: Khong thuc thi chinh sach bao mat, chi canh bao va ghi
lai cac hanh déng.
* Disabled: V6 hiéu héa SELinux

DAI HOC BACH KHOA HA NOI
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M6t sé lénh quan trong SELinux

« setsebool policy = on/off: Bat/tat chinh sach
» getsebool: Hién thj trang thai chinh sach

« setenforce mode: Thiét |1ap ché d6 hoat déng cda
SELinux
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Han ché cta Unix

» Cac irng dung network deamon nhu sshd, ftpd co
thé thyc thi véi quyén root

* Bién moi truong LIBPATH 6 thé bi ké tan cong
thay déi

* Tién trinh bat ky cé thé truy cap va thuc thi moi
file trong thu muc /tmp

« TOCTTOU:
1) Tiéntrinh sir dung quyén root dé ma 1 file nao do, vi
du /tmp/X

2) Truwdc khi file dwoc mé, tién trinh thay déi file /tmp/X
thanh mét symbolic link tai file /etc/shadow
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