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« Khai niém chung

 Xac thyc dua trén mat khau

» Cac giao thirc xac thuc dya trén mat khau

* Giao thirc zero-knowledge

* Gigi thiéu mét sé phuong phap xac thwe khac
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Xac thwc danh tinh la gi?

» Danh tinh (Identifier) ~ Binh danh
 Xac thyc danh tinh: Ai dang truy cap/trao déi dix liéu?

- Khi cé truy cap/trao déi dir liéu, hé théng can xac minh
duoc lién két gitra chi thé & thé gigi thuc véi danh tinh truy
cap
* M6t phuong phap xac thyec:

« Cai chd thé biét (What the entity knows)

 Caichl thé cé (What the entity has)

» Chuathé la gi (What the entity is)

* Vitrictachathé (Where the entity is)...

» Xac thyc dayéu té: sir dung nhiéu hon 1 yéu té xac thyc
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Xac thwc bang mat khau

« Mat khau: mot chudi ky ty hodc mot nhém tir duoc
sir dung dé xac thyc danh tinh cda thuc thé nao dé
 Thuc thé(Entity) can xac thuc (ngwei dung, thiét bi, ing

dung...)
« Nguoi tham tra(Verifier): kiém tra tinh hop 1é cia mat
khau

« Cac 16 hénglam giam sy tin cay:
e Luu trir mat khau trong CSDL khong an toan
 Truyén mat khau trén kénh khoéng an toan

* Ngudi dung khéng can trong

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Nguei dung cé thé bi danh cap tai khoan nhw thé nao?
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Nguei dung cé thé bi danh cap tai khoan nhw thé nao?

* Vivay, ngudi dung thudng dung lai mat khau cho
cac tai khoan khac nhau
* V&i hy vong s& khong xay ra diéu gi toi té
« Khi mat khau cua 1 tai khoan nao dé bi16?
+ Ké tan cong c6 mat khau cha nguoi dung
* Va dang nhap vao cac tai khoan khac
 Thuc té: Hacker da thir tdn cong danh cap cac tai
khoan van hanh mang luvdgi dién cda My theo
huéng ti€p can nay
» Guri email gia mao chia sé tai liéu Dropbox
» Tan cong vao website co yéu cau xac thuc ngudi dung
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Khéng d6 16i cho ngwei dung

« Théng thuong, ching ta thwong dé 16i cho nguoi
dung khi ho so'y bi ké tdn cong khai thac

« Chulng ta can xay dung hé thong c6 kha nang ho tro
nguoi dung khong hanh déng sai

* Vidu: thu gid mao (phising email)

2020 CAPAHATMCINKAT KON n"[ nnEs "nT SIM W ‘
‘Webmail Service Center <st-arts@pun unipune ac.in>
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TELLUSERS TO STIII'
__GLICKING PHISHING LINKS
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Giai phap cho nguwei dung

« Phan mém quan ly mat khau
* Vidu: StickyPassword Free, RoboForm,...
¢ Céthé tao ra cac mat khau “manh” va quan ly tai khoan sir dung
mat khau nay
» Nguoi dung chican nhé 1 mat khiu (Master Password) dé mé
“kho mat khau”
e Thé xac thyc 2 yéu té6 U2F Security Keys
* Nguoi dung can két néi thé nay véi may tinh khi ding nhap
» Cd6 kha ning giam thiéu nguy co bij tan cong phishing

« Kich hoat tuy chon xac thyc hai yéu té (2FA) trén cach
thong dich vu

(D>
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Tan cong vao hé xac thuc bang mat khau

* Tan cong thu déng: nghe [én, quan sat qua trinh
nhap mat khau
* Nhintrém
* S&r dung chuwong trinh key logging
* Tan cong kénh bén
« Chan bat goi tin
* Tan cong chd déng:
* boanvathw
 Gia mao chuong trinh cung cap dich vu (server)
* Gia mao chuong trinh khach (client)
* Tan cong man-in-the-middle
» Tan cong vao may chu vat ly cung cap dich vu
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Tan cong doan va thir

» Cach thic: do thir Ian lvot cac mat khiu, quan sat
két qua xac thyc hé théng tra lai
* P3c diém:
» Twong tac tryc tiép vai hé xac thyc
» Cothé thirtrén 1 hosc dong thoi nhiéu tai khoan
 Xac suat tdn cong thanh céng: P > (T X G)/N
> G: Téc d6 ké tan cong do thir
> T: Thai gian ké tan cong do thir
> N:S& mat khau hé théng co thé taora
> Giam thiéu:
» Tang d6 dai cha mat khau
> Quy dinh sé [an thir xac thyc téi da trong mét khoang thoi gian
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Tan céng loi dung 16 hong lwu triv

* Lu mat khau duéidang ro:
* Nguy co mat an toan cao nhat

* Luu méat khau dwéi dang ban ma:
 An toan khi s&r dung hé mat ma tét, bao vé khoa giai ma
antoan
* Han ché: can thao tac gidi ma bat c& khi nao can xac
thuc
* Lvu mat khau duéi dang ma bam:
* Chiphithap hon
« Han ché: nguy co bi tdn cong do doan dya trén tir dién.

C6 thé han ché bang cach dua thém “salt” vao mat khau
trudc khi bam
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Lwu ban ma

Tao tai khoan ks: dugc lwu trit an toan
assword Encrypted

o ° m
User

Xac thuc

@ password
dh
User

N

Hé théng
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Lwu ma bam mat khau

Tao tai khoan

s e p KGN
password

User
Xac thuc
@ password
So sanh
User

Hé théng
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Tan cong tir dién/Tan cong cau véng

e

* Dictionary attack/Rainbow attack

Hash(password)

Abcdef H1
123456 H2
Password H3
Guesme

lloveyou

Qwerty

 Giam thiéu nguy co: Hash(Password, Salt)
* Yéu causrdungsalt la gi?
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Bim mat khau véi “salt”

el

e Luwu trir [salt,Hash(password || salt)
 Vidu: Hé diéu hanh Linux

username salt hash

| | |
[bkesl $14J54g/weK$aAVR2Nd60pP19kcUuTTgk.[{17422:0:99999:7: : : |
I |

algorithm Lan cudi thay déi(tinh tir ngay 1/1/1970)
1: MD5-based S8 ngay t8i thi€u trwdc khi ddi

2: Blowfish S8 ngay t8i da trwdce khi déi

5: SHA-256 S8 ngay trwwdc khi hét han s& canh béo
6: SHA-512 Ngay hét han (tinh tir 1/1/1970)

e Lwu trir trong CSDL
levn iU9KjTeD 5myyo4W7zppTOEdVUeP8/E6GKm...
tungbt r.PhJOHG Y.xOpTBqJbWpc3fouri.g8ErCudwliUGq
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Bam cung salt

Tao tai khoan

PS password Hashed
I F password

User

Xac thuc

@ password
[

User
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Tan cong tir dién

Khéng dung salt Coédungsalt
Y —— ﬂ Hash(salt +
Abcdef H1 password)
123456 H2 Abcdef X1
Password H3 123456 X2
AT Password X3
lloveyou Guesme X4
Qwerty . lloveyou X5
Qwerty X6
Str dung bang bdm c6 san + Phaibam lai
« MB@i lan bam chixac dinh
duwoc mat khiu cdatdida 1
- tai khoan
I DAI HOC BACH KHOA HA NOI
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Bam mat khau véi “salt” - Nang cao an toan

» Ké tan cong cé thé tao ra tir dién mai vai cac gia
tri “salt”

« Bam nhiéu lan: hash(hash(.....hash(password ||

salt)))))
* Muc dich: lam cham thoi gian tinh toan gia tri xac thuc
- lam cham thgi gian tan cong do tim...
+ ...nhung ké tan céng co thé kién nhin hon nira tao ra tir
dién méi
« Bam mat khiu véi mot giad tri “pepper” bi mat
* Muc dich: ngdn chan ké tan cong tao ra tir dién mai

* S&r dung mét trong thuat toan berypt, scrypt,
PBKDF2 thay cho cac ham bam théong thuong
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Bam cung salt + pepper

Tao tai khoan pepper: duoc lwu trir bi mat
assword Hashed
°o v “Wﬂ
User
Xac thuc
@ password
So sanh
User
pepper: dugc lvu trit bi mat
Hé théng
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Khoéi phuc méat khau

» Lam thé& nao dé nguoi dung cé thé khoi phuc mat
khau khi ho quén?
e GUritruc tiép qua email
* Reset qua email
* Cau hoibimat
* Sir dung tin nhan SMS

 Co ché khéi phuc khdng dwoc dé dang hon co ché
xac thyc dé ké tan cong vuot qua
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Str dung cau héi bi mat con an toan?

« Ndm 2008, ¢rng vién Phoé Téng théng Hoa Ky
Sarah Palin bi danh cap tai khoan Yahoo Mail

Your Progress P Vrity your idanity __J

Answer these questions to validat: “x FIOO!

W nead to verify a fow questions and we'l ba done

Your Prograss P Vority your identity _J

Please answer your secret question
This is it. we're aimost done!

Birthday | Fabuary

Country of Residence  Unitac States

Postal Code 90654
Where did you meet your spouse?  Wasilia High

Exlt Wizarg Next

* Ndm 2012, ¢rng vién Téng théng Mitt Romney bj
danh cap tai khoan Hotmail
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Mot sé chinh sach stir dung mat khau

* Muc dich: tang cwvong an toan cho hé xac thuc dua
trén mat khau

* Quy dinh d6 dai téi thiéu
 Quy dinh cac ky ty bat budc phai s dung
* Thay d&i mat khau dinh ky

* Han ché s&r dung lai mat khau cii trong mét khoang
thoi gian nhat dinh

* Han ché& sé lan thir xac thuc

» Tang thoi gian cho thi xac thyc lai

* Yéu cau d6i mat khau sau [an dang nhap dau tién

. ;I'qy nhién, luén phai can nhac sy tra gia cho tinh tién
ol
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Giao thirc PAP

» Password Authentication Protcol
* Dugc sir dung trong giao thirc mang PPP trudéc
day
* N6i dung:
(1)U > S: 1D || Password
(2)Server kiém tra trong CSDL
S 2> U: ACK/NAK

» Khéng an toan

I” DAI HQC BACH KHOA HA NOI
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Giao thirc CHAP

 Challenge Handshake Authentication Protocol
(1) U > S: Request
(2) S > U: Challenge

(3)U=>S:ID || Hash(ID || Hash(Password) ||
Challenge)

(4) Server kiém tra

S > U: ACK/NAK
« Challenge: chubi ky ty ngau nhién
* Hash: MD5

I” DAI HQC BACH KHOA HA NOI
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Xac thuc 1 chiéu duwa trén hé mat ma KCK

(1) A = B: Request ISO/IEC 9798-3 / FIPS-196
(2)B > A: TokenlID || Ng
(3)A > B: TokenlID || Cert, || TokenAB

TokenlD: chira théng tin cta phién
TokenAB =N, || Ng || E(KRA, N || N$)

|

Chir ky s6
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Giao thirc EAP

» Extensible Authentication Protocol

» Co khoang 40 bién thé két hop thém nhiéu co ché
khac nhau:
* EAP-MD5: tvong ty CHAP
« EAP-TLS, EAP-TTLS, PEAP: két hop TLS
e EAP-POTP: két hop One-Time-Password
» EAP-PSK: két hgp pre-shared key
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Xac thuwc 2 chiéu sir dung hé mat ma KbX

* Giasir Ava B da chia sé khoa K¢

(1) A>B: 1D,

(2) B> A:Ng

(3)A-> B:f(KSv NB) I Na

(4) B> A:f(Ks,N,)

Ham f: cé thé 1a cdc ham ma hoa KbX, ham bam
K, : khéa hodc mat khau

I” DAI HQC BACH KHOA HA NOI
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« Xem xét tinh an toan cda giao thirc xac thyc sau:
(1) A B: 1D, || Ny

(2)B-> A: f(KSv NA) Il Ng

(3) A > B:f(Ks, Ng)

« Nhan xét: ngudi bat dau giao dich phai la ngudi
chirng minh truwéc

I” DAI HQC BACH KHOA HA NOI
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Xac thuc 2 chiéu sir dung hé mat ma KCK

(1) A = B: Request ISO/IEC 9798-3 / FIPS-196
(2)B > A: TokenlID || Ng

(3)A > B: TokenlID || Cert, || TokenAB

(4)B > A: TokenlID || Certg || TokenBA

TokenAB = N || Ng || E(Kga, N || Ng)
TokenBA = N, || Ng || E(Kgg, N || Ng)

I” DAI HQC BACH KHOA HA NOI
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Giao thirc dang zero-knowledge (ZKP)

* Peggy co bi quyét dé phan
biét duoc cac loai rugi
vang khac nhau

* Victor muén bé tién dé
mua lai bi quyét

» Lam thé& nao dé Peggy
ching minh véi Victor ma
khoéng lam 16 bi quyét?

I” DAI HQC BACH KHOA HA NOI
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Giao thirc ZKP (Poc thém)

* La cac giao thirc cho phép mot bén chirng minh duoc
thong tin cda minh ma khong lam 16 néi dung thong tin d6
cho cac bén con lai (bén thi 2 hodc ké tan cong)

* Cac béntham giagiao thirc:

+ Peggy-Nguoi chirtng minh: Peggy ndm dugc mot sé théng tin ]
nao dé va muén chirng minh cho Victor nhung khéng muén dé
16 thong tin nay

* Victor-Nguoi tham tra: Buoc quyén hdi mot s6 cau hoi dén khi
chicchan Peggy nam thang tin. Victor khong thé doan théng tin
tlr ciu tra loi cua Peggy, hodc do cé tinh lira Peggy tiét |6 thong
tin

* Eve-Ké nghe lén: Giao thirc can chdng lai viéc Eve nghe [én
thong tin

« Mallory: cé nhiéu quyén hon Eve, cé thé nghe |én, stra d6i ban
tin hodc phat lai ban tin

I” DAI HQC BACH KHOA HA NOI
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Mot vi du - Giao thirc Feige-Fiat-Shamir

» Khai tao: Peggy chon p, g la 2 s6 nguyén té:
* Tinhn=pxgq
* Chon ssaocho UCLN(s n)=1,vsaochov =s?modn

. Cong bé (n,v). Peggy can ching minh cho Victor biét minh
namgitrgiatris

* Giao thuec:
(DP>V:x =r2modn r: s6 ngau nhién
(2) V chon ngdu nhién b € {0, 1}

V->P:b

(BYP>V:y =rxsPmodn
(4) V kiém tra phuong trinh déng du y? = x X
v? (mod n)

Hogc viét dudi dang khdc y? modn = x x v

I” DAI HQC BACH KHOA HA NOI
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Gia mao

 Mallory cé thé gid mao bang 2 cach:
(1) Bat cac cap gia tri (x, y) va phat lai
(2) Phan doan gia tri cda bit b ma Victor thi thach:

» Doanb =0, Mallory gltix = r? mod nvay = r mod n

* boan b =1, Mallory chony trwéc va tinh x sao cho

y? = x X v (mod n)
» Xac suat thanh cong cda Mallory la bao nhiéu?
e Lam thé nao dé gidm xac suat thanh coéng cda
Mallory trong 1 vong kiém tra?

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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* Vi Peggy nam duoc gid tri cta s nén c6 thé qua
duoc vo sé vong kiém tra (Tinh day da -
Completeness)

 Néu Mallory khéng biét s, thi xac suat giad mao
thanh cong lon nhat 1a 2" véin la s6 vong kiém tra
(Tinh virng chai- Soundness)

« Mallory khong thé s&r dung lai bo sé (x,y) dé lira
Victor

* Victor khéng biét gi vé s vi bai toan tinh can bac 2
roiraclakhé

* Twong tu, Eve nghe trom duwoc moi bd sé (x,y,b)
cling khong thé doan duocs

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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* Peggy khéng thay d&i r sau méi vong kiém tra
* Chess Grandmaster Problem

» Mafia Problem

* Terrorist Problem

I” DAI HQC BACH KHOA HA NOI
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Giao thirc ZKP dwa trén hé mat ma RSA (Mét vi du khac)

* Peggy c6 khoéa cong khai K, = (e,n) can chirng minh anh
taco bimatm

» Khai tao: Peggy tinh c=mémod n

* Giao thuec:
(DP>V:x=r®modn r: s6 ngau nhién
(2) V chon ngiu nhién b € {0,1}

V->P:b

(B3P>Viy=rxmPmodn

(4) V kiém tra phuong trinh dong du y°© = x x
c? (mod n)

Tu kiém tra tinh day dd va bén virng cda giao thirc.
Hay doc thém ly thuyét téng quan vé ZKP trong tai liéu.

I” DAI HQC BACH KHOA HA NOI
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Xac thwc dayéu té

* Phuong phap xac thuc sir dung mat khau khéng da an
toan
 Sir dung méat khadu mét cach an toan:
* DG daivakhd doan
» Khéng dung chung cho nhiéu tai khoan
* Thay d6i thwong xuyén
¢ ...~ hau hét ngudi dung khong thuc hién duoc
 Ké tan cong c6 kha ndng danh cap CSDL va thyc hién tan
cong tir dién
e Xac thuc dayéu té (MFA - Multi Factor Authentication)
 Cainguoi dung biét: mat khau
* Y&u t6 con lai: tai san, mau sinh trac
- ké tan cong chi biét mat khau 1a khong dd dé vurot qua xac thyc

If' DAI HQC BACH KHOA HA NOI
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One Time Password

» M4t khau chi dung dé xac thyc cho 1 phién hoic 1
giao dich

* Phan loai:

. S/Key OTP

* Hash-based OTP (HOTP)

* Time-based OTP (TOTP)
« Cach thic phan phéi:

* SMS

» Ungdung

* Email

* Token

} Event-based OTP

I” DAI HQC BACH KHOA HA NOI
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S/Key OTP(RFC 1760)

e Slr dung trong mét so hé diéu hanh S/KEY password generation
Unix
i e
* Phasinh mat khau:
H function

(1) Server chon mét gid tribi mat W @
(2) Ap dung ham bam (hodc HMAC) n HOW)

|‘én |én W H function
(3) Luu H, trong CSDL

(4) CungcapchoclientH,,H, 4,...,H;

i IV gid tri Rasswordin wvinedon
(5) Client hay gia triH, s

I” DAI HQC BACH KHOA HA NOI
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S/Key OTP(tiép)

e Xac thyc lan dau

(1)ClientgtriH,,_,

(2) Server so sanh Hash(H,, ;) véi H_, trong CSDL
(

3)Né&u buwéc 3 xac thyc dang, thay H, bang H,, ;. Gli
théng bao xac thyc thanh céng

(4)Client x6a H,_, néu dang nhap thanh cong
 Xac thuc cac phién ké tiép: tvong tu

I” DAI HQC BACH KHOA HA NOI
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HOTP (RFC 4226)

* Bo dém: C (8 byte)

* Gia tri bi mat: K da chia sé truwdc vai client
« Hdm HOTP(K, C)

(1)Tinh HS = HMAC-SHA-1(K,C)

(2)Trich xuat 4 bytes tir HS bang ham Dynamic
Truncation

Sbits = DT(HS)
(3) Chuyén Sbits sang dang thap phan. Lay gia tri
HOTP vaiso chirso k tuy y.

Snum = StToNum(Sbits)
D = Snum mod 10k

I” DAI HQC BACH KHOA HA NOI
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* Dau vao: Chudi 20 byte S
o Xtr ly:
« L3y OffsetBits = 4 bit thap cia S[19]
* Bién d6i sang dang thap phan Offset =
StToNum(OffsetBits)
« Trich xuét 4 byte trong chui S bat dau tir vi tri Offset
duoc chudi P

e Paura: Xoa bit dau tiéncta P

I” DAI HQC BACH KHOA HA NOI
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Str dung HOTP trong giao thirc xac thuc

* Yéu cau: Chia sé khoa K va C mot cach an toan

* Client: C € C+ 1. TinhHOTP(K, C) va nguoi dung
guri cho server

* Server:
» Server: C € C+ 1.TinhHOTP(K, C) vakiém tra
* Néu OTP nhan duoc la hgp |é thong bdo xac thuc
thanh cong
* Néu OTP nhan duogc khong hop 1€, thyc hién déng bd
lai véi tham sé dong bé s. Yéu cau xac thuyc lai.
* Sau T lan xac thyc lai khong hop 1é, khoa tai khoan

I” DAI HQC BACH KHOA HA NOI
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boéng bo trong HOTP

» Khistt dung HOTP trén thiét bi OTP Hardware
Token, ma OTP duogc sinh ra theo yéu cau nguoi
dung

* Tinh trang mat dong bé: nguwoi dung yéu cdu ma
OTP nhung khong xac thywc = gia tribdé dém cua
Token va Server khac nhau

* Dong bd hoa:

* Server tinh toan HOTP cho s l[an ké tiép

* Yéu cau nguoi dung giri mot chudi (2-3, hodc hon) cac
giatriHOTP sinh duoc tir Token

* So sanh chu6i HOTP cla nguoi dung véi chudi HOTP
da sinh va thuc hién déng bo

I” DAI HQC BACH KHOA HA NOI
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TOTP(RFC 6238)

* Thyc hién tvong ty HOTP Client Server
 Thay thé bé d&m C bang
gia tri thoi gian:

C = (Current UnixTime -

guri
To)/X TOTP

To: Méc thoi gian Nhan va

X: Buéc thoi gian (time step) kiém tra

» Vandetréxaly

* Client céthé glricung 1
TOTP trong 1 buéc thoi
gian, nhung server chi \ \

chap nhan cho 1 1an xac
thuc
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Mat dong bé trong TOTP

* Thei diém tao OTP & client va kiém tra & server
thuéc 2 chu ky khac nhau, hoac

« Mat déng bd dong ho

* Phia kiém tra cho phép chap nhan mét gia tri OTP
nam trong khoadng sai s6 cho phép

* Mién chap nhan [TOTP(T,), TOTP(T/)]

T, = (Current UnixTime - 2X+ 1 - Ty)/X

T¢ = (Current UnixTime + X - 1 - T;)/X

| l l S
l I 1

T, ! Thoidiém | 1
At, kiémtra At
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SMS OTP

» Giatri OTP duogc sinh & server va glti cho nguoi
dung qua tin nhan SMS
» Khéng dam bao an toan:
* Dién thoai nguoi dung bi nghe lén
* Gid mao tram BTS
» Tan coéng loi dung 16 héng cua giao thire SS7
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Tan céng 16 hong cta SS7 (Poc thém)

» SS7(Signaling System 7): bo giao thirc diéu khién
truyén dir liéu gitra cac cell trong mang di dong

« Khéng cé co ché xac thuc

 IMSI: Binh danh cta thé SIM

 IMEI: Pinh danh cuda thiét bj

« MSISDN: S6 thué bao

* HLR(Home Location Register): CSDL thué bao

« MSC(Mobile Switching Center): Bé chuyén mach

* MAP(Mobile Application Part): giao thirc diéu
phaéi truyén dit liéu gitra cac thanh phan trong
phiéndich vu

I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

51

51

Tan cong SS7 - Buéc 1

(1) Ké t&n cong giri thong
diép
SendRoutingInfoForSM
chira MSISDN téi HLR

(2) HLR gtri thong diép tra
|&i chara:

e S6thué bao

* Diachicda MSC dang xtr
ly k&t ndi cta nan
nhan(Bob)

* IMSI cda nan nhan
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Tan cong SS7 - Buéc 2
(1) Ké tan cong dang ky
thong tin cta Bob trén MSC

gid mao (Fake MSC)

(2) HLR cap nhat vij tri mai
cta Bob

(3) HLR yéu cau MSC cii giai
phoéng théng tin

I” DAI HQC BACH KHOA HA NOI
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Tan cong SS7 - Buéc 3

(1) Alex gtri tin nhan SMS
cho Bob

(2) MSC chuyén tiép tin nhan
téi SMS-C

(3)SMS-C gtri thong diép toi
HLR yéu cau vi tri cia Bob

(4) HLR tra lai dia chi cta
Fake MSC

(5) SMS-C chuyén tiép tin
nhan téi Fake MSC
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Mot vu viéc tan cong xac thuwc nguéi dung

BAD BIEN TU BAI TRUYEN HINH VIET NAM

ﬂ- TRONG NIPGC  THEGIOT THE THAO TRUYENHINH GIAITRI KINHTE DO1SONG  SUPC KHOE

KINH TE

Vietcombank néi gi vu khach khéng giao dich van
mat 500 triéu trong tai khoan?

= [

Ban Thei sy -

I TIN M61 T
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Mot vu viéc tan cong xac thuwc nguei dung

Kich ban st dung dich vu:
* B1: Khach hang dang nhap vao hé théng eBanking
« B2: Khach hang nhap lIénh chuyén tién

« B3: Hé théng eBanking giri ma OTP qua tin nhan
SMS téi sé dién thoai ma khach hang da dang ky

* B4: Khach hang nhap ma OTP nhan dugc vao hé
théng dé xac nhan chuyén tién

> Xac thuc dayéu té:
(1) Mat khau truyén théng
(2)SMSQOTP
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Mot vu viéc tan cong xac thuwc nguwéi dung

 Vietcombank cung cdp 'ngdung B ; oS
didong Vietcombank Smart OTP e - a
cung cap ma xac thyc OTP | ~SMaART OTP

* B1: M& itng dung va dién so DT -
dé ng ky SMS Banking w .\"'letcurnhank Smart OTP

» B2: Hé théng glri ma xac thuc OTP

» B3: Nguoi dung nhap ma xac thyc
vao &ng dung oo St 077 acain

* B4: Néu ma OTP dung, *ng dung
duoc kich hoat
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Xac thuc bang sinh trac (biometric)

e

Decision
ey threshold
Imposter B 2
distribution H Genuine Hame (PIN] FelEmpiats
x H distribution ;1 G
e | Pl uality Feature
Y \ / ] E> checker E> ex(racwr
/ User interface System database
2 / j
) i Enrollment
2
o
@
Claimed identity
Mame (PIM,
(i Feature Matcher
i | eeracLol' QM <:I ﬁ
5 — Lempr-:me
/ User interface System databasa
v Matching score Tﬂwga
‘ FRR Verification
|| Feature = Matcher
o \ i | | extractor [ (N matchegL ﬁ
< = = 5 A
I \ e - At
\ Usar intarface
. —— i
N Identification
S
——

= z FRR .
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D34u van tay

Bifurcation Short Break

The core of

the fingerprint

pattern

™ The delta is
where the ridges
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Van long ban tay

450

| I
100 200 300 400 500 B0 700 &00
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Cau truc ban tay

=
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<\Pge.nmeter
.

s

Finger |
Width

[
F——---—Centroid-x-

Centroid-Y
|

l
&
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Khuon mat

=

RMidForehead

ReyebrowEnd  REysbrowMid

ROrbitalUpper (optional)

REyeidLower

ROMitallower

RiNostriBuige

RNostriBase

RUipUpperand
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UMidForehead

LEyebrowMid ~ LEyebrowena

LOrbiallpper(o

LE

LEyelidLower

Ledr
LOnialLower

NoseTp  LNostiBuige:

LostiBase

LUPPE | puUpperBend

outh

a

LMidForehead

Nosofiridge
LEyeiidLower

LOmtallower

NoseTip. Lijos

LPufer

LipLower
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Méng mat

=
Fle Edit Help HOW IRIS SCANNERS RECORD IDENTITIES

Scanner reads from outer ® Scanner plots
1 Now that the iris iris inwards to pupil edge distinct markings
has been
identified, select
from the burtans
below.

_
— _
=z S
QeSS
After plotting many marks Other scanners will
within the iris all data is (4) compare this data to
r saved to a database verify individual identities
| search Database |
Add to Database |
I DAI HOC BACH KHOA HA NOI
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Vanh tai

Helix —

Crus Antihelicis
Fossa Triangularis

Antihelix — Crus Helicis

Cavum Conchae

Scapha
Tragus
Antitragus
Lobule
(Ear Lobe)

I" DAI HQC BACH KHOA HA NOI

. HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
i o

64

64



" DAIHOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

65

Vuwot qua xac thuc dayéu té

el

 Tan cong chuyén tiép(relay attack): str dung ky
thuat gia mao dé danh cap cac yéu té

* Vidu:
e So d6 xac thyc 2 yéu té:
» Yéu t6 thir 1: mat khau
* Yéu té thir 2: ma OTP gri téi dién thoai
* Tan cong:
» Website gia mao yéu cau ngudi diing nhap mat khau
+ Keé tan cong dang nhap ngay vao website that véi mat khau da
co
Website that givi ma OTP tai dién thoai ngudi dung
» Website gid mao yéu cau nguwdi dung nhap ma OTP
Ké tan cong sir dung ma OTP dé hoan thanh xac thyc buéc 2
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Tan cong chuyén tiép - Vidu

“Welcome to Google.

Please login”
“User: victim
Password: password123” Attacker
“User: victim
Password: password123”
Victim Google

“Your 2FA code is 382924”"

“Enter the security code.”

“382924” Attacker

“382924”
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Khai niém

« SSO [a mét co ché xac thyc yéu cau nguoi dung
dang nhap vao chi mét lan véi mot tai khodn va mat
khau dé truy cap vao nhiéu &ng dung trong 1 phién
lam viéc (session).

Gl &) A

-----------

A7
Many Managed One Home Account O

g

& ‘-"’ Ot
§ Single D v

\ 2.
D

°

S i

] ﬁ
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Single Sign On

Service Provider Initiated Workflow

USER/BROWSER

SERVICE PROVIDER IDENTITY PROVIDER

I
i i
i i
i @ sent i
i o roviser !
| ) Access requestex ]
i i
i i
] 4) user logs in if !
| necessary i
i i
i |
! 5) Token sent 1o user's i
¢ i B) Taken sent to Apps brawsar. i a
i
I
I
i
i

endpoint with the e |
user's identity: i

A FIWY BT TV T Y
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Cacgiai phap SSO

* OpenlD Connect

* CAS

* Open SAML

* CASingle Sign On

« Java Open Single Sign On
» Google Sign-In

» Facebook Login
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