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ONE LOVE. ONE FUTURE.

« Mat ma (cipher) la gi?

« Nguyén tac chung ctia cdc hé mat ma
« Hé m4at ma khda déi xirng

« Hé mat ma khoéa bat déi xirng

If" DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Khai niém co ban

« M3 hoa (code): bién d6i cach thirc biéu dién théng tin
« Mat ma (cipher):
« Khainiém cii: M3 hda dé che giau, gitt mat thong tin
« Khai niém mdi: dam bao bi mat + toan ven + xac thyc
* Mat ma hoc (cryptography): nganh khoa hoc nghién
cru cac phuwong phap toan hoc dé ma hoa gitr mat
théng tin
* Tham ma (cryptoanalysis): nghién ctru cac phuong
phap todn hoc dé pha v&r hé mat ma
* Trong hoc phan nay, chi dé cap dén khai niém co ban va
cach thire sir dung cac phuong phap mat ma

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

Muc tiéu cia mat ma: Tinh bi mat

« Tinh bi mat(Confidentiality): D&i phwong khong doc dwoc
ban tin
* Giai phap 1: Khéng s&r dung cong cu tinh todn
« Alice cat ban tin vao hom va khéa lai
« Alice chuyén ban tin (da duwgc cat trong hom) qua kénh van chuyén

khong bi mat

 Eve c6 thé danh cdp hom nhung khdng thé mé dugc néu khéng co
chia khoa

* Bob nhan dwgc hom va sir dung chia khda dé mé

Chiakhéa =3 Kénh van chuyén =9 Chiakhoda
(Key) Jl khéng an toan ﬂ (Key)

S "ﬂ._ A
Ban tin Khoa (Lock) Mé& khda

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Muc tiéu cia mat ma: Tinh bi mat

« Tinh bi mat(Confidentiality): D&i phwong khong doc dwoc
ban tin
* Giai phap 2: Sr dung mat ma hoc
« Alice ma héa ban tin géc (plaintext) véi khéa ma hda
« Alice gtri ban tin ma (ciphertext) qua kénh truyén khéng bi mat

+ Eve c6 thé danh cap ban tin ma nhung khéng thé doc dwoc néu
khong co khoa dé giai ma

+ Bob giadi ma bang khda giai ma

Khé B . N 0110..1 | Khéa
oa Kénh truyén

ﬂ, khéng an toan ﬂ
% = | M

ho
Ban tin goc Ban tinma Ban tin géc

I

Giaima

(VS]]

s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

I” DAI HQC BACH KHOA HA NOI
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Muc tiéu cua mat ma: Tinh toan ven va xac thuwc

 Tinh toan ven(Integrity): P&i phuong khéng thay déi dwoc ban tin ma khéng
bi phat hién
* Tinh xac thuc(Authenticity): D8i phwong khong gia mao duoc hai bén ma
khong bi phat hién
e Céach thuc hién
« Alice tao dau/chir ky xac thuc cho ban tin véi khda ky
« Alice glri ban tin c6 dau/chir ky qua kénh truyén khong an toan
» Mallory c6 thé sira d&i/gia mao ban tin nhung khong thé tao dau/chir ky hop 1é

+ Bob kiém tra dau/chir ky bang khéa xac minh
0110.1 | Khéa

oz

Kénh truyén
ﬂ, khéng an toan ﬂv
. [ Xac
% = K = minh =
Ban tin géc Ban tin c6 dau/chir ky

Ban tin géc

DRI UG DAGTT RKITUR TR TNOT
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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U'ng dung ctia mat ma

* Gilr bi mat cho thong tin,

e ...vakhong chivay...

 Chir ky s6(Digital Signature)

* Lién lac 4n danh (Anonymous Communication)
* Tién 4an danh (Anonymous digital cash)

» Bau cir dién tr (E-voting)

I” DAI HQC BACH KHOA HA NOI

s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

U'ng dung cia mat ma - Vidu

] Google
e Budc 1: Trao doi khoa Mail Serven

* Budc 2: Mahoadir ligu S

N\

S " 5 |
ure Sl

W Block cphe... | W FileTujpg .. | W FileTuc ech.. | 1 inbox .. x | 9 &5 &2

c|[B- cogte AEB- % A W
“ i tungbt@soict hus.
More - 1-50 of 3,823 > Q- e b
Tuén. me (2) Sinh Vién K56 hdi lich gap Proj 17:15 A Browser
e, me Cty phan mem TruePlus ( ten ¢ 17:00
Le Tan Hung Sinh vien dang ky len cty Sunn 16:56
Doén Thi. Phureng 16:18
Trang Nguyen Quynh 15:58
tungbt@soict.hut.e Lenm fre ) 0938,
WMore~ Thanh Nguyen Ti 20 Jan

7 DAIHQC BACH KHOA HA NOI
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U'ng dung cia mat ma - Vidu

Y AN '
A - |
Alice Alice

Thiét bi lwu triv

Alice “hém nay” truyén tin bi mat cho Alice “ngay mai”

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Mot vi du - Mat ma Caesar

* Julius Caesar dwaravao thé ky thi 1
trwdc CN, sir dung trong quan sy

* Y tudng: thay thé mot ky tu (ban ro)
trong bang chir cai bang ky tu (ban
mat) dirng sau né 3 (khoa) vi tri.

* Si&r dung bang chir cdi vong

*A>D,B2>EC>F. . X2>AY>B,Z

->C
« M6 hinh héa bang todn hoc(Ma dich
vong)

e Khéal=<k=<25

* M3 hda:c=(m+k) mod 26

» Gidima: m=(c-k) mod 26 Gaius Julius Caesar
 Dé dang bi pha ngay ca khi k thay déi

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Mat ma Caesar - Vidu

* Bdng thay thé

ABCIDELFIGH I|JIKILIMINOIPIQIRISITIUIVWIX|Y|Z,

DEFGHI JKLMNOPQRSTUVWXYZABC

« Ban tin géc (Plaintext - Ban rd): PARIS
« Bdn mat (Ciphertext): SDULV
* Bdntin géc: NEWYORK

If " DAIHOC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
13

13

®

g 5 °

" . » L]

ONE LOVE. ONE FUTURE. Te e : .
° ° °

o

14



Ky thuat mat ma cé dién (1)

« Cac cong trinh khao cé cho thay ki thuat mat ma xuat hién
trong hau hét cac nén van minh tir rat sém
* Ngudi Ai Cap 6 dai sir dung cac chir twgng hinh khong theo tiéu chuin

* Ngudi Hy Lap 6 dai st dung gay scytale tao ra kj thuat mat ma dua trén
hoan vi

» Hoang dé& Julius Ceasar st dung k§ thuat mat ma dya trén thay thé ky tu
O == G 003 - ::: —d
IJ Q —UM:%;,‘M.;;&O-L:Q

* =12 UA

Gay scytale
Va ] M ©
=N =T
M4t ma tai khu md cha pharaoh
Amenembhet Il
(bén trdi la ban md, bén phdi la ban ré) [ATB[CIDIE[F]
I” TRENGERIBAITH KESSORA NOUO! Mat m3 Caesar

iyt
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Ky thuat mat ma cé dién (2)

» Cac ky thuat ma t[:of nén p,htrctap AT
hon, nhung chd yéu van sir dung T a omou 1o o
ky thuat thay thé 3 & & @ 5 o)

 Quy tic thay thé it bién ddi, thwong 3 m o w v d )
soan thao thanh tir dién ma 0 #a pa K]
(codebook) Nowod W adudn |
* S&m bj danh bai béi cac ky thuat Mét tir dién m3 tiéng Thai
théng ké cdia nha pha ma (code
breaker) A< He Ko SN X
PR £ T T e \
ul;ph bL::Ih gil;wl d“l,cu‘ hﬁg w:w zuyrm "T‘_:“ '”L;h L n_-?] —r\KVrE—LéIAA-“Vé
D ¥ ) 1 on b ¢ % o. b . .
l{‘w s‘inn r:sh L]Lﬁ)h sai?hv pe ayin samekh nun  mem lamed - "LL LY [E NS NE NN
B D0 ) )
Mot tir di€n ma tiéng Do Thai 3, 50 ,.d =0

. M6t tir dién m3 tiéng A rap

I TRRING BT KEIDKHIA NOLO!

16

16



Mat ma Vigenére

e Phat minh b&i Giovan Battista Bellaso vao nam 1553

« Blaise de Vigenére dwa ra cai tién quan trong vao nam 1586

St dung ky thuat thay thé trén nhiéu bang chitr cai thay vi st
dung don bang chit cai nhu tir dién ma
+ Trén cing mot van ban, mot mau ky ty géc xuat hién & vi tri khac nhau
c6 thé thay thé bang nhirng mau ky ty ma khac nhau.
>tao ra sy hén loan vé théng ké
 Bén virng trong khoang 300 ndm trudc khi bi pha

y

Pia mat m3 sir dung trong Thwé'c mat ma sir dung Thwé'c mat ma sir dung

ndi chién Hoa Ky trong ndi chién Hoa Ky trong quén ddi Thuy ST
I“‘ TRENCERIBATH KEIORHIA NOUO! (1914-1940)

17

17

Sw dich chuyén thanh khoa hoc mat ma (cryptology)

» Cacky thuat mat ma duoc sr dungam
tham, nhung van chua phat trién mot cach
c6 hé théng cho dén thé ky 19

« Charles Babbage cong bé phuong phap pha
ma Vigenére dua trén phan tich théng ké
vao nam 1846

. . . R . ; lEharIes Babbage
* Friedrich Kasiski hoan thién phuong phap (1791 - 1871)

cua C. Babbage va trinh bay nhuw mét cong
trinh day dd vao nam 1863
* “he had wrought a revolution in cryptology” -
David Kahn, The Codebreakers (1967)

* Cryptology = Cryptography +
Cryptanalysis

Friedrich Kasiski
(1805 —1881)
I" TIRENEGIRIBTH KEIOKHRA NONO!
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Nguyén ly Kerckhoffs

 Gidithiéu 6 nguyén ly thiét ké hé mat ma vao
nam 1883:

Tinh thyc té

Thiét ké ma: Khong gitr bi mat thiét ké

Khoa co thé dé dang luu gitr va thay doi

C6 thé sir dung cho dién tin

Thiét bi gon nhe

6. Dé&hiéu va dé cai dit

* Tr& thanh tén chicho cd mat ma hién dai Auguste Kerckhoffs
(1835 - 1903)

=

vk owbd

* Nguyén ly th& 2 tré thanh tiéu chudn dé
danh gia cho hé théng an toan an ninh théng
tin bat ky

I" TIRISNCRIBRTH KESIOMHIA NOUO!
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Su ra d&i cua may mat ma

» Cac k§ thuat mat ma cé dién tiép tuc duoc sir dung
trongsu6t CTTGlan 1
* Tuy nhién, cdng cu duoc sir dung chd y&u van 13 gidy, bat,
tir dién ma (codebook) va mét s6 cong cu co khi don gian
« Cac phuong phap tham ma dya trén phan tich théong ké
van hiéu qua
* M4y mat ma (rotor machine) dugc ché tao va sir dung
trong CTTG lan 2:
* Ma hdava giai ma tréd nén don gian
« Cac phuong phap tham ma dva trén phan tich théng ké
dan kém hiéu qua hon
* Tuy nhién, vin cé nhitng thanh céng quan trong.
* Vidu: Turing da thanh céng trong viéc pha ma Enigma

I" TIRISNCRIBRTH KESIOMHIA NOUO!

iyt
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Ky thuat mat ma cé dién trong CTTG

Nha tham m3 dau tién
cha Hoa Ky Elizebeth
Friedman (1892 -
1980)

Alan Turing
(1912 — 1954)

May pha ma Enigma
7 TRKNGERIBACH KSORRA NOUO!

=
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Sw dich chuyén sang méat ma hién dai

* Nam 1917, Gilbert Vernam phat minh phuong
phap mat ma dua trén mat ma Vigenére

* Ndm 1919, Vernam dang ky bang sang ché cho
thiét ké sir dungro le co dién
* So d6 mach twong (ng véi toan tir XOR
* Dap &ng nguyén ly cua Kerckhoffs
» "perhaps one of the most important in the history of
cryptography*, NSA(Co quan an ninh quéc gia Hoa Ky) Gilbert Vernam
* Trén ly thuyét, hé mat ma Vernam la hoan hdo (1830 - 1560)
(khéng thé bi pha v& trong moi diéu kién) néu
khéa hoan toan ngiu nhién va khong l3p lai
» R4t kho dap &ng yéu cau vé khoda
» Nguoc lai, néu khoa bj lap thi rat dé bj pha. Vi du: dv
an VENONA clia Hoa K§ da giai ma thanh cong hon
3000 burc dién tin cda tinh bdo Lién X6 tir 1943-1980

If " TIRENGERIBRCH KSOWHRA NORO!
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Ly thuyét Shannon

 Claude E. Shannon: “Cha dé cua ly thuyét
thong tin”

* Nam 1945, cong bé “A Mathematical Theory
of Cryptography”

* Nam 1948 cong b6 “A Mathematical Theory of
Communication” dat nén mong cho ly thuyét

TE

thong tin s &

* Nam 1949 céng bé “Communication Theory of claude E. shannon
Secrecy Systems” dat nén mong cho mat ma (1916 - 2001)
hoc hién dai

* Puarakhainiém vé “hé mat ma hoan hdo”
(perfect secrecy) va cach chirng minh

I" TIRENGRIBITTE KSIOWHRA NORO!
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May tinh tré& thanh cong cu mat ma

Hé théng mdy mat m3 dién tir
KW-26 (1957) dwgc Hoa Ky dwa
vao sir dung

May tinh Colossus (1943) dwgc quan
d6i Anh slr dung dé pha ma SZ42 cua
Pirc qudc xa
« Sy radoivatién hda cua mdy tinh anh hudng téi sy phat
trién cda tat ca cac linh vuc, trong dé c6 an toan an ninh
théng tin

I" TIRENGRIBITTE KSIOWHRA NORO!
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Mat ma DES

* Dén thap nién 1970s, may tinh dién tir 3 xuat hién va dan hoan
thién

 Chinh phd Hoa Ky chwa cé mét phuong phap mat ma théng
nhat dé sir dung = thic day nhu cau thiét ké mét tiéu chuin
mat ma co thé cai dat trén may tinh dién tir

« Hé mat ma DES (Data Encryption Standard) duoc thiét ké béi
IBM vao nam 1975 va chuin héavao nam 1977

* Kich thudc khoéa: 56 bit

* Ngay sau khi ra doi, rat nhiéu tranh cai vé sy an toan caa DES
» Khoda 56 bit duwoc cho la cé nguy co bj vét can (brute-force attack)
+ CAc cai tién duoc thiét ké: 2DES, 3DES

« Hét han vao ndm 2005 do khéng con an toan dé sir dung

I" TIRSNGRIBRTH KESIORHOA NOUO!
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Mat ma AES

« DES va cac bién thé ngay cang tré nén kém an toan do may tinh
dién t&r ngay moét “nhanh” hon
* Nguy co tan cong vét can khda ngay cang ro
* Ndm 1981, cong nghé may tinh lvgng tlr duoc dé xuat béi
Richard Feynman kéo theo nhu cau vé mét hé mat ma an toan
c6 thé str dung trong tuong lai xa hon

 Chinh phd Hoa Ky giao cho NIST khéi dong du an thiét ké hé
mat ma tién tién tir nam 1997

* Hé mat ma Rijmen duwoc lywa chon tir 15 thiét ké
 Thiét ké va cigi thiéu bai V. Rijmen va céng s vao ndm 1998
» Chuin hoa thanh AES (Advanced Encryption Standard) vao nam 2002
« Kich thuwéc khéa: 128, 192, 256 bit

 La phuwong phap mat ma an toan nhat cho muc dich dan su. Khéa co kich
thuwéc 256 bit chéng dugc tan cong vét can trén may tinh luvgng tir

I" TIRSNGRIBRTH KESIORHOA NOUO!
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Swv ra d&i cia mat ma khéa cong khai (KCK)

 Trong thap nién 1970s, mang may tinh d3 bat dau
hinh thanh

+ Baitoan chia sé khoa bi mat cia hé mat ma KbX tré
nén cap thiét do nhu cau trao déi dir liéu trén mang
may tinh tdng cao

* Nam 1976, Whitfield Diffie va Martin Hellman
cong bé phuong phap trao déi khda méi trong cong
trinh “New Directions in Cryptography”. Khoa bi Whitfield Diffie
mat dugc tinh toan dua trén khéa cong khai(public
key) va khoa riéng(private key)

» Tr& thanh phuong phap chi dao dé trao déi khoa

* Mat ma KCK: st dung khda ma hda va khda gidi ma
khac nhau
» Khda céngkhai(Public key): Céng bé cho moi nguoi
biét
» Khoariéng(Private key): Chi ngudi s& hitu biét

Martin Hellman

If " TIRENGERIBRCH KSOWHRA NORO!
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ONE LOVE. ONE FUTURE.
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Nguyén ly Kerckhoffs

« Hé mat ma gom {KeyGen(), E(), D()}
 Lam cach nao dé ngan can ké khac giai ma?

» Nguyén ly Kerckhoffs: “Mét hé mat ma can an
toan ngay ca déi phuong biét moi thong tin vé hé,
trir khda bi mat”

* Taisao?

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

ekt
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Hé mat hoan hao

* Pinh nghia: Hé mat 1a hoan hao khi va chi khi vm va
vemaPr(C=c)>0:Pr(M=m|C=c)=Pr(M=m)

 Bé dé: V cap my, m; c6 d6 dai nhu nhau, vc
Pr(C=c|M=my)=Pr(C=c|M=m,)

* Ban mat hoan toan khong chira thong tin vé ban ro
* Pinh ly: M6t hé mat ma 13 hoan hao thi ||K|| = ||M]]

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Hé mat hoan hao

* Thir thach tan cong biét trude ban ré(Known
plaintext attack)

Thir thach Tan céng
Sinh khoa k

mg, M, Chon mg, m,

Chon b € {0, 1}
c* = E(k, my)

Poan b’ € {0, 1}

- Ké tan céng thing néu doandung b’ =b

- Hé mat 1a hoan hao néu véi moi thuat toan, xac suat ké tdn cong
doan duangla P =% - khong thé phan biét dwoc ban ré nao da
duwoc ma hoéa

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Ly thuyét Shannon

IM[| = [IK[=]IC][lahoan

* Dinh ly: M6t hé mat cé
hao khi va chi khi:
1. Xac suat xuat hién cta moi gia tri khoa k 1a nhw nhau
2. Tén tai duy nhat gia tri khéa k sao cho
c=E(k,m) Vvm,Vc
* C6 thé chirng minh duoc rang dinh ly trén duvara 2
yéu cau can cho mét hé mat hoan hao:
* Kich thuéc khéa k bang kich thuédc ban tinm
» Khéak chiduocdung 1 lan

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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An toan theo tinh toan

* Hé mat hoan hdo: Khong cé bat ci thong tin vé ban ro
(plaintext) nao bi 16 ngay ca khi ké tan cong cé vo han
tai nguyén tinh toan.

* Chi phi sir dung hé mat hoan hao la qua |&n hodc khong
kha thi.
* Thuc té, chi can hé mat ma yéu hon, nhuwng di manh dé
théa man dong thoi 2 diéu kién:
» Chéng lai dugc cac phwong phap tan cong trong khoang thoi
giannao do
+ Ké tan cong chi cé thé thanh cong véi xac suat khong dang ké

- Hé méat an toan theo tinh todn

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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An toan theo tinh toan

* Dinh nghia 1: Hé mat duwoc goi la an toan theo tinh toan
véi dd an toan (t, €) néu ké tan cong thuc hién phd ma
trong thoi gian téi dala t thi chi dat duoc xac suat
thanh cong téidalae

* Vidu: Khéa co kich thudc n, ké tan cong can phai giai
ma thir vai 2" gia tri khda (Tan cong vét can). Gia st
rang mai lan thir mat 1 chu ky CPU. Néu t = 100 nam, ¢
= 2-60

* CPU=16 GHz> n="?
e CPU=10x16GHz> n="?

e Tuy nhién, & géc dd ly thuyét, dinh nghia nay khong
dung cho chirng minh d6 an toan.

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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An toan theo tinh toan

* Dinh nghia 2: Mot hé mat dwoc goi la an toan theo
tinh todn néu v&i moi thuat toan tan cong hiéu
qua (86 phirc tap tinh toan da thirc) thi xac suat
thanh cong 13 e khong dang ké

* Thoigian tan cong: t = poly(n)

» Xacsuat tan cong: € = f(n) sao cho e nhd tuyy vn > N.
e Thyc té, xac suat khong dang ké: e < 2-80

e Xacsuat dang ké: e > 2-30

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Ly thuyét Shannon (tiép)

* D6 du thira cha ngdn ngir: Sy xuat hién cdan ky ty
cho phép doan nhan dang ky tu xuat hién tiép theo
V@i xac xuat p nao do.

* DO v&i tham ma: sir dung phuong phap vét can, can
phai thu duwoc téi thiéu u ky tw mat ma dé tim duoc
chinh xac khéa.

u: khoang cach unicity (unicity distance)

- ucanglén do an toan cta hé cang cao

I” DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Ly thuyét Shannon (tiép)

* Tinh todn khoang cach unicity
IxH (k)
w= H(c) — H(m)
ly: Kich thudc khoa
H(k), H(m), H(c): entropy cuta ky tu. Vi du
H(m) = — X p(m,) X log,(p(m,)): entropy cia ky ty ban
ro

p(m,): xdc sudt xuat hién cda ky tu trong khoéng gian ban rd
* Néu khoa va ban mat xuat hién hoan toan ngau nhién, va
chung bang chi¥ cai:
lglog,(N)

, " log,(N) — H(m)
N: sO ky tu ciia bang chit cai
_* Lam thé nao dé tang d6 an toan khi st dung mat ma?

DAI HOC BACH KHOA HA NOI
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37

Thong tin tham khao - Kich thwéc khéa

» Khéa co6 kich thuwdc bao nhiéu?
* Mat ma dugc coi la an toan khi phuvong phap vét can
(brute-force) la cach nhanh nhat dé bé khda
* Muc tiéu: gidam thiéu nguy co bi tan cong vét can (dat d6
an toan theo tinh toan)
* Ban nghe & dau do, “dé dang” bé khéa mat ma DES
c6 kich thuéc khoa 56 bit?
* N3m 1998, hé thong pha ma EFF DES (tri gid 250K$) bé
khoéa DES trong khoang 1 ngay
* Nam 2006, hé théng pha ma COPACOBANA (trij gia
10K$) bé khéa DES trong 6,4 ngay

St dung dinh luat Moore dé tinh thoi gian bé khéa trong
ndm 2020 véi chi phi 10K$?

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Thong tin tham khao - Kich thwéc khoa

doi)

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

o Chi phi dé bé khéa DES (ndm 2006)
» 56 bit: $10.000
+ 87 bit: $100.000.000.000 (thei gian bé khda khéng

» Can gitr thong tin mat trong bao 1au khi hé théong
pha ma 13 COPACOBANA? (ndm 2006)
* 56 bit: 6.4 ngay
» 128 bit:?
» Tham khao kich thuéc khda nén stir dung trong

tuong lai tai dia chi
http://csrc.nist.gov/groups/ST/toolkit/key_management.html

39

39

Thong tin tham khao - Kich thwéc khéa

Minimum of

Strength
2010 (Legacy) 80
2011 - 2030 112
= 2030 128
=> 2030 192
>»2> 2030 256

ekt

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

Symmetric
Algorithms

2TDEA*

3TDEA

AES-128

AES-192

AES-256

Factoring

Modulus

1024

2048

3072

7680

15360

Discrete
Logarithm
Key Group
160 1024
224 2048
256 3072
384 7680
512 15360

Elliptic
Curve

160

224

256

384

512

Hash (A)

SHA-1**
SHA-224
SHA-256
SHA-364
SHA-512

SHA-224
SHA-256
SHA-384
SHA-512

SHA-256
SHA-384
SHA-512

SHA-384
SHA-512

SHA-512

http://www.keylength.com

Hash (B)

SHA-1
SHA-224
SHA-256
SHA-384
SHA-512

SHA-1
SHA-224
SHA-256
SHA-384
SHA-512

SHA-1
SHA-224
SHA-256
SHA-384
SHA-512
SHA-224
SHA-256
SHA-384
SHA-512
SHA-256
SHA-384
SHA-512

40

40
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ONE LOVE. ONE FUTURE.

41

Hé mat ma khoa déi xirng

* Symmetric cryptography, Secret-key cryptography: st
dung cung mét khéa khi ma hda va giai ma.
* Duoc phat trién tir rat sém
e Thuat todn ma hoa: phéi hop cac toan tir
e Thay thé
* P&i chd (hoan vi)
+ XOR
. Tg“ic d6 thuc hién cac thuat toan nhanh, c6 thé thyc hién
bang dé dang bang phan cing
» Mét s6 hé mat ma khoda déi xirng hién dai: DES, 2DES, 3DES,
AES, RC4,RC5

If" DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

o 42
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2.1.So d6 nguyén ly

Hé mat ma gom:
* Ban ro (plaintext-m): thong tin khéng duoc che dau
« Badn mét (ciphertext-c): thong tin dugc che dau
» Khoa (key- k): gid tri da dwoc chia sé bi mat
* Sinh khda KeyGen()
+ La ham ngiu nhién
» M3 hda (encrypt-E): c = E(k, m)
+ Eldham ngiu nhién
* Giadi ma (decrypt): m = D(k, c)
* DIaham xac dinh

* Tinh ding dan D(k, E(k, m)) =m

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

43

43

So d6 chung

Khéa ma hoa va

gidi ma giéng nhau va duoc
chia sé truwéc
M

M
m -
—>  Maihéa Giaima —>
j f

Nguwai nhan

() Kénh truyén

)

c T
Yéu cau véiks: ! * u
e

X A4 m .
- Ngau nhién -> Ké tan cong
- Chia sé mot cach bi mat Tham ma >
k* 1
I” DAI HOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

ekt
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Yéu ciu cha lwgc dé ma hoa KbX

* Tinh ding dan:

Dec(k, Enc(k,m)) =m vm, k
* Tinh hiéu qua: thoi gian ma hda/giai ma ngan
 Tinh bi mat

* Ly thuyé&t Shannon(nhac lai): bAn ma khong cung cap
bat c&r thong tin nao vé ban géc

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

45

45

» Nhac lai nguyén ly Kerckhoffs “Mo6t hé mat ma
can an toan ngay ca déi phuong biét moi thong tin
vé hé, trir khdéa bi mat”

» Ké tham ma da biét giai thuat sinh khéa, ma hda, giai
ma nhung khong biét khda bi mat

 Tan cong chi biét ban mat:

¢ Ké tham ma c6 cac ban mat (COA: ciphertext-only
attack)

* Phuong phap pha ma: thir tat c3 cac té hop khda céd
thé dé tim ra té hop khda thich hgp. Trong truong
hop khong gian khoa Ién thi phwong phap nay khong
thyc hién duoc.

* Dbi phuwong can phai phan tich van ban mat, thyc hién
cac kiém nghiém théng ké dé giam sé lvgng truong
hop can thar.

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Tan cong biét trwéc ban ro

ekt

« Known-plaintext attack - KPA

« Ké tan cong da c6 cac cgp ban tin (m, ¢;) ma héa
v&i cung khoa k (ké tén cong khéng biét k)

* Muc dich: xac dinh dugc thong tin bi mat trong
cac ban ma c # ¢;dugc tao ra khi sir dung cung

khoa k & trén

* Phuong thirc tan cong:

* Vét can

e Phantich dé doan gia tri khoda

DAI HOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

47

47

Tham ma (tiép)

ekt

 Kiém chirng tinh an toan trudc tan cong KPA

Thir thach
Sinh khda k

Chon b € {0, 1}
c* = E(k, my)

mo, ml

C*

Tan céng

Chon mg, m,

Poan b’ € {0, 1}

- Hé mat chdng lai dugc tan cong KPA (d6 an toan IND-KPA) néu
v&i moi thuat toan tan cong hieu quathi P(b’=b) < % +¢
e: khong dang ké (Hién tai: <2-89)

DAI HOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Tan cong chon truéc ban ro

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

* Chosen-plaintext attack - CPA

« Ké tdn cong co6 quyén truy cap khong han ché vao
thanh phan ma hoa, nhung han khéng biét gid tri
khéa k

 Ké tan cong lwa chon mét s6 ban ro (plaintext)
theo y muén dé ma hdéa 2 nhan dwoc cac bdn ma
tuvong ing

« Dyavao cac ban ma nhan duoc thi ké tan cong
doan nhan ban tin géc ma cac bén truyén di / hoac
doan gia tri khoa

49

49

Tham ma (tiép)

[T

 Kiém chirng tinh an toan trudc tan cong CPA

Thir thach Tan cdng
Sinh khéa k
. m Chonm Lsp lai
c=E(k, m) C R tuyy
mg, M, Chon mg, m,
Chonb €0, 1}
c* =E(k, m,) c* R
m’ Chonm’ } Lap lai
¢’ = E(k, m’) c tuyy
Doan b’ €{0, 1}

- Hé mat chéng lai dwoc tan cong CPA (d6 an toan IND-CPA)
néu véi moi thuat todn tan cong hiu quathiP(b’=b) < % +¢

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Tan cong chon truédc ban mat

» Chosen-ciphertext attack - CCA
* Twong tu tan cong tan cong CPA, nhung ké tan

cong co nhiéu quyén hon

« Ké tan c6 thém quyén truy cép tuy y vao thanh

phan gidi ma

 Ké tan cong co thé lywa chon khoéng gidi han ban
ma c va nhan duoc ban ro tuong irng

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Tham ma (tiép)

« Kiém ching tinh an toan truwdc tan cong CCA

Thirthach
Sinh khoa k

c* = E(k, my)
m’; = D(k, ;)
c’j =E(k, m'j)

ekt

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

v

Tén cong

Chonc, m

Chon mgy, my

Chon ¢’ m’j (c/;#c*)

boan b’ € {0, 1}

Lap lai
tuyy

Lap lai
tayy

- Hé mat chdng lai dugc tan cong CCA (d6 an toan IND-CCA) néu
v&i moi thuat toan tan cong hiéu qua thi P(b’=b) < %2+ ¢
I” DAI HOC BACH KHOA HA NOI
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Tong két - Cac phwong phap tham ma

s COA<KPA<CPA<CCA

If" DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

e

53
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Mat ma thay thé(Substitution cipher)

* Mot/mét mau ky ty dugc thay thé bang
mot/mot mau ky tuw khac.
* Mat ma Ceasar
« Mat ma dich vong (Shift Cipher): ma tirng
ky tw
» M4t ma don bang thé
* Khda:1<k<25
 Mahda:c=(m+k)mod 26
e Gidima: m=(c-k) mod 26

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

ekt
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Mat ma thay thé(Substitution cipher)

« Mat ma Vigener: ma 1 khéi ky tu
« Mat ma da bang thé: sir dung nhiéu bang thay thé

=~
1]

CRYPTO/CRYPTOCRYPT

(+ mod 26)

3
I

WHATANTICEDAYTODA AY

ZZZJUClLUDTUNWGCQS

(@}
1

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

ekt
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Mat ma thay thé(Substitution cipher)

e

« May rotor (Rotor machine)

A K E N
B ; s K E
c T s K
T s
. T

AN
/7

DAI HOC BACH KHOA HA NOI

Hebern machine

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

57
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Mat ma thay thé(Substitution cipher)

el

« May rotor (Rotor machine)

f Left Middle Right
Reflector potor Rotor Rotor

0

/
0%
/

k @
[ ! <« Right rotor

- - advanced
one position

DAI HOC BACH KHOA HA NOI

Lessseeses
Y]
! -.i..ooq:t_ '

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Pha ma hé mat ma thay thé(Poc thém)

 Chicé bdn ma: Dva trén phuvong phap thong ké
* Vidu: tiéng Anh

112,702

b
€ g ti
= )

g |= =
< 5
g s Z

=
g 2 S e
& o 157 5
[ Z : H
| = =
= b H
3 6 A
=

r [T 4.025

= [ 2406

~ e 5,987
£ [ 2.360

| 1974

N 0.074

= [10.150

(o} 2.758

< [ 0.978

o [ 1929

2 0.095

[ =
o [ 1.492

gl = 2782

C [ 4253

1 [ 0.798
of 12,015

= 0.772

= [@0.153

= R R 0 o
I DAI HQC BACH KHOA HA NQI A

s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

3
o
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Thuéc tinh théng ké cua tiéng Anh

* Phan nhém ky ty theo tan suat
I e
1l t,a,0,i,n,s,h,r
- d|
IV cumw,(fgy,p,b
\ v,k,j,x,q,z

« Mot vai mau ky tu co tan suat xuat hién cao
» Bigrams: th, he, in, an, re, ed, on, es, st, en at, to

» Trigrams: the, ing, and, hex, ent, tha, nth, was, eth, for,
dth

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
e
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Vidu: Pha ma dich vong

e

YKHLBA JCZ SVIJ JZB TZVHI JCZ VHJ DR IZXKHLBA VSS
RDHEI DR YVJV LBXSKYLBA YLALJVS IFZZXC CVI
LEFHDNZY EVBLRDSY JCZ FHLEVHT HZVIDB RDH JCLI CVI
WzzB JCZ VYNZBJ DR ELXHDZSZXJHDBLXI JCZ XDEFSZQLJT
DR JCZ RKBXJLDBI JCVJ XVB BDP WZ FZHRDHEZY WT JCZ
EVXCLBZ CVI HLIZB YHVEVJLXVSST VI V HXXIKSJ DR
JCLI HZXZBJ YZNZXDFEZBJ LB JZXCBDSDAT EVBT DR JCZ
XLFCZH ITIJZEIJCVJ PZHZ DBXZ XDBILYXHZYIZKHZ
VHZBDP WHZVMVWSZ

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Vidu: Pha ma dich vong

[T

Ky tue: 4 B C
Tan sudt: 5 24 19
Ky tue: H I J
Tan sudt: 24 21 29
Ky tu: o P 0
Tan sudt: 0 3 1
Ky tu: v oW X
Tan sudt: 27 5 17

E
12
L
21
S
14
V4
45

0N~ NT

ST w=ZoQ

Z>c¢

f=29, f, =27

fic; =8 2’ the’
=J]2>t,C>h

V diéngriéng: V2> a

Nhém: {J, V,B,H,D,I,L,C} = {t,a,0,i,n,s, h, 1}

t a

h

JZB - te? {teo, tei, ten, tes, ter}: B > n

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Vidu: Pha ma dich vong (tiép)

YKHLnA the Salt ten TeaHI the aHt DR IeXKHLnA aSS
RDHEI DR Yata LnXSKYLnA YLALtaS IFeeXh hal
LEFHDNeY EanLRDSY the FHLEaHT HeaIDn RDH thLI haTl
Ween the a¥YNent DR ELXHDeSeXtHDnLXI the XDEFSeQLtT
DR the RKnXtLDnI that Xan nDP We FeHRDHEeY WT the
EaXhLne hal HLIen YHaEatLXaSST al a HXXIKSt DR
thLI HeXent YeNeXDFEent Ln teXhnDSDAT EanT DR the
XLFheH ITIteEIthat PeHe DnXe XDnILYXHeYIeKHe
aHenDP WHeaMaWSe

Nhom: {J, V,B,H,D,I,L,C} = {t,a,0,i,n,s, h,r}
t an h
al = a? {ao, ai, as,ar}: [ 2 s

I” DAI HQC BACH KHOA HA NOI

s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Vidu: Pha ma dich vong (tiép)

YKHLnA the Sast ten TeaHs the aHt DR seXKHLnA asSS
RDHEs DR Yata LnXSKYLnA YLALtaS sFeeXh has
LEFHDNeY EanLRDSY the FHLEaHT HeasDn RDH thLs has
Ween the aYNent DR ELXHDeSeXtHDnLXs the XDEFSeQLtT
DR the RKnXtLDns that Xan nDP We FeHRDHEeY WT the
EaXhLne has HLsen YHaEatLXaSST as a HXXsKSt DR
thLs HeXent YeNeXDFEent Ln teXhnDSDAT EanT DR the
XLFheH sTsteEsthat PeHe DnXe XDnsLYXHeYseKHe
aHenDP WHeaMaWsSe

Nhém: {J, V,B,H,D,I,L,C} = {t,a,0,i,n,s, h, 1}
t an s h

Rutgon: {H, D, L} = {o, 1, r}

thLs = th?s {thos, this, thrs}: L = i

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
e
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Vidu: Pha ma dich vong (tiép)

e

YKHinA the Sast ten TeaHs the aHt DR seXKHinA aSSs
RDHEs DR Yata inXSKYinA YiAitaS sFeeXh has
iEFHDNeY EaniRDSY the FHiEaHT HeasDn RDH this has
Ween the a¥YNent DR EiXHDeSeXtHDniXs the XDEFSeQitT
DR the RKnXtiDns that Xan nDP We FeHRDHEeY WT the
EaXhine has Hisen YHaEatiXaSST as a HXXsKSt DR
this HeXent YeNeXDFEent in teXhnDSDAT EanT DR the
XiFheH sTsteEsthat PeHe DnXe XDnsiYXHeYseKHe
aHenDP WHeaMaWSe

Nhém: {H, D} = {o, r}
aHt=a?t {aot,art}: H>r,D 2> o

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Vidu: Pha ma dich vong (tiép)

el

YKrinA the Sast ten Tears the art oR seXKrinA aSS
RorEs oR Yata inXSKYinA YiAitaS sFeeXh has
iEFroNeY EaniRoSY the FriEarT reason Ror this has
Ween the a¥Nent oR EiXroeSeXtroniXs the XoEFSeQitT
oR the RKnXtions that Xan noP We FerRorEeY WT the
EaXhine has risen YraEatiXaSST as a rXXsKSt oR
this reXent YeNeXoFEent in teXhnoSoAT EanT oR the
XiFher sTsteEsthat Pere onXe XonsiYXreYseKre
arenoP WreaMaWSe

A|B|C|D|E|F|G|H|T|J|K|L|M|N[O|P|Q|R|S|T|U|VIW|X|Y

nlhjo r{s|t i a

reason Ror this has Ween—> reason for this has been
this reXent = this recent
R2>fW->bX>c¢c

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Vidu: Pha ma dich vong (tiép)

YKrinA the Sast ten Tears the art of secKrinA aSS
forEs of Yata incSKYinA YiAitaS sFeech has
iEFroNeY EanifoSY the FriEarT reason for this has
been the a¥YNent of EicroeSectronics the coEFSeQitT
of the fKnctions that can noP be FerforEeY DbT the
Eachine has risen YraEaticaSST as a rccsKSt of
this recent YeNecoFEent in technoSoAT EanT of the
ciFher sTsteEsthat Pere once consiYcreYseKre
arenoP breaMabSe

A|B|C|D|E|F|G|H|T|J|K|LM|N[O|P|Q|R|S|T|U|VIW|X|Y|Z

h|o r|s|t i f alb|c e
of the fKnctions = of the functions

of the ciFher = of the cipher
K=2>uF=2>p

If" DAI HQC BACH KHOA HA NOI

s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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ONE LOVE. ONE FUTURE.
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M4t ma one-time-pad (OTP)

« Vernam (1917)

Key: o|1,0/[1|1|1]0]|]0|1]|0O0

Plaintext: 1 /1/0|0|0/|1|1|0|0]0

Ciphertext: 1/0[0f1 |1 /0|1]|0/|1]0

- KeyGen(): Sinh khéa ngiu nhién
> Kich thuéc ctia khoa bang kich thuwéc clia ban rd
» Khdéa chidung d& ma héa cho 1 thong diép

-Ma hoa: E(k, m)=m @ k

- Gidima: D(k,c)=c @ k

- Shannon: mat m3 OTP I3 hé mat hoan hao

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Mat ma OTP

» Khéa dwoc dung nhiéu hon 1 [an (two-time-pad):
khéng con an toan

Cp < my ®k
C, <~ m, @k
Néu ké tan cong cé dugc ban ma:
cL®c, > mOAm,
Néu kich thudc ban tin da dai
m®m, - my,m

‘ Hé mat |a an toan trong mét sé diéu kién, nguoc lai tré nén khéng an toan

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Two-time-pad trong lich sir: Doy an VENONA

e

* Tinh bao Lién X6 da s&r dung two-time-pad trong
su6t chién tranh thé gid¢i lan 2
e Dv 4an VENONA: thuc hién bai tinh bdo Hoa Ky dé
bé khoa cac thong diép thu dwoc trong thoi gian
trén:
» Bao gébm xac dinh cac gidn diép trong dy an Manhattan
* Dy an kéo dai dén 1980
« Khong dugc giai mat cho dén 1995
 Bimat dén murc téng théng Truman khong dugc thong
bdo vé dy an
» X0 Viét phat hiénvao 1949, mac du hé théng mat ma
cua ho da duoc stra chira tir 1948

DAI HOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Tan cong vao tinh toan ven cta OTP

e

enc ( Pk) X ‘ HK

\
@
. p |
B R

‘ From: Bob ‘ enc (k) lﬂﬂ_{
9
dec ( @k)

‘ From: Eve ‘ < I From.:."BEyve 1

DAI HOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Mat ma dong (Stream Cipher)

* Xt ly vdan ban ro theo dong byte, thoi gian thuc
» RC4 (900 Mbps), SEAL (2400 Mbps), RC5(450 Mbps)

* Phu hop vai cac hé théng truyén dir liéu thoi gian
thuc trén moéi trvong mang may tinh

« An toan néu khoa chi dung 1 Ian (one-time-pad)
* Trén thyc té, sir dung ham sinh khda gia ngau
nhién (PRG - Pseudo Random Number Generator)
G: K2 {0, 1}" (len(K) << n)
Ham PRNG phai cé tinh khong thé tien doan: | |

Vé&i moi thuat toadn hiéu qua, néu da ] G(K) \

biét i bit dau tién thi xac suat doan

dungbitthei+113<%+e | m |
I” DAl HOC BACH KHOA HA NOI ’ c ‘

ekt
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Ma RC4 (Rivest Cipher 4)

* Rivest Cipher 4:ra doinam 1987
* Kich thuwéc khoa: 40 hoac 128 bit

* Hoat déng: gébm 2 thuat toan chinh
 Key-scheduling algorithm (KSA): mé réng khdéa ma hoa
thanh 1 giatri S cé kich thudc 256 byte

 Pseudo-random generation algorithm (PRGA): lwa chon
1 byte Ktir S dé XOR 1 byte thong diép

* Hién khéng con an toan QJ,
[ E[Dﬁﬁﬁlilfﬁﬁﬁf;[ﬁﬁﬂ T ’

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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* Phuong phdp mat ma dong méi nhat dwoc thiét ké
dé thay thé cho cac phvong phap ma dong cil

 Hién dang duoc phat trién, chwa cong bé thanh
tiéu chuan
« Ham sinh khoéa gia ngiu nhién:
PRG: {0,1F x R — {0,1}"
R: gid tri chidung 1 [an, khong lap lai
e Mahoda:E(k, m;r) = m& PRG(k;r)

* Vidu: Salsa20 cés = 128 hoac 256 bit, R co kich
thudc 64 bit

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Mat ma khéi (Block Cipher)

« X ly khéi dir liéu c6 kich thuwdc cé dinh
» Khoa co kich thudc cé dinh

plaintext ciphertext
l n bits l 1 bits
PRELLI S PRLLIS D
ln bits ln bits
ciphertext plaintext

ekt

I” DAI HQC BACH KHOA HA NOI
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M3 hda: c = E(k, m)

Pau vao: khoa k bit, khéi dir
liéu rd n bit

Pau ra: khéi dir liéu ma n bit

Giai ma: m = D(k, c)

PAau vao: khoa k bit, khéi dir
liéu ma n bit

PAu ra: khéi dit liéu rd n bit

76
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Mat ma DES - Data Encryption Standard

+ Kichthudc khoa: 56 bit
* Kich thuéc khéi dir liéu: 64 bit
+ Giai ma giong ma hdéa nhwng d3o nguoc thir ty dung khda

» Khoéng con an toan dé st dung 56 bits
key k
48 bits key expansion
\
m key k;, key k, o o o key k¢
Ry R v R, Ris R1g
Q00 --- ol +G
nitial |9 — 3 Ly - 4 L, LlS_@ L1g Reverse
Permutation \\___ —__ Initial
o~ Permutation
Mang Fiestel c6 16 vong lap
I" DAI HOC BACH KHOA HA NOI
- 77

77

Cai tién DES

» DES tré nén khéng an toan do kich thuéc khda ngan
* 2DES: Str dung 2 khéa DES (k1,k2) = 112 bit

—1 E(k1,) | E(k2,) —

 Tuy nhién, 2DES khoéng an toan hon dang ké so véi DES vi co
thé bi tan cong meet-in-the-middle

» 3DES:

. S dung 2 khéa DES: —| E(k1.) | D(k2,) ={ E(k1,) -
+ Sirdung 3khoa DES: —| E(kL,) [—| D(k2,) || E(k3,) |—

* S&rdung 3 khda khong an toan hon so véi sir dung 2 khoda

I" DAI HQC BACH KHOA HA NOI
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Mat ma AES - Advanced Encryption Standard

 Kich thuéc khoéa: 128, 192, 256 bit
* Kich thuéc khaéi: 128 bit
« S6 vong lap: 10, 12, 14 theo kich thuéc khoa

1 10 rounds
4
(1) ByteSub (1) ByteSub (1) ByFeSub
4| input (2) ShiftRow (2) ShiftRow (2) ShiftRow
(3) MixColumn (3) MixColumn

invertible

key expansion: 16 bytes —176 bytes
16 bytes Yy €xXp y Y 4/ output
= 4
I DAI HOC BACH KHOA HA NOI
- 79

79

AES - Ham l3p (Tham khao)

B0| 1| 2| B3 bo,o bo,l bo,z bo,3

* ByteSub: YACNEE

20| %] % Pus byq | b, S8
CER S I b,

jou
oo
o

1,3

l

ﬁ
B

» ShiftRows: e

change| aﬂ,o 80,1 aO,Z aO,3 a0,0 aO,l aO,Z a0,3

[ShiftRow
shift1| @0 31| 3 5( 83 1|3 s 3,

shift2| B0 1| 5[ 85 B2 Ba| ol 2
Shift 3 3, _a;luas/z 3, B33( 0( 35, 35,

|

e MixColumns:

I" DAI HQC BACH KHOA HA NOI
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Cacvan dé cda ma khaoi

e

« M3 khéi chixt ly khéi dir liéu cé kich thuwdc cé dinh
» LAm cach nao dé ma hda ban tin cé kich thuéc 16n hon?

* Ma khéi khéng an toan truéc tan cong CPA

Thir thach
Sinh khoa k

Chonb €{0, 1}
c* =E(k, my)

¢’ = E(k, m’)

mo, ml

Tan cdng

Chon my, m,

Chonm’ =mj,

So sédnh ¢,y va c*

M3 héa |a ham xac dinh thi khong an toan trudc tdn cdng CPA

DAI HOC BACH KHOA HA NOI
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Cac ché ddo ma khéi

el

* Electronic Code Book (ECB): M3 tir dién

| omol | mm | | m
| | | |
k | Ma | k | Ma | k | Ma | k | Ma
héa héa 1 hoéa ' hoa
} | | |
| oo | e | e

» Han ché&: ECB khong chéng lai duoc tan cong KPA

PAIHOC B4

ECB

HANOI UNIVERSITY OF SCTENCE AND TECHNOLOGY
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Ché d6 CBC - Cipher Block Chaining

IR

k | Ma | k | Ma | K | Ma |kl | Ma
1 hoa 1 hoa — hoa | [ hoa
v || ol ] | o |

I?"‘ DAI HOC BACH KHOA HA NOI

CBC chong lai dwoc tan cdng CPA néu IV (Initial Vector) ngiu nhién

. HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
i o
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CBC -Sosanh véi ECB

Anh géc

I?"‘ DAI HOC BACH KHOA HA NOI

M3 héa & ché dd M3 héa & ché do
ECB CBC

. HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Tan cong CPA khi doan dwoc IV

» Gid str ké tan cong doan duwoc gid tri IV*

Thir thach Tan coéng
Sinh khéa k . m=0s Sinh m = 0s
c=[IV, E(k, IV)] c X c=1V || E(k,IV)
Sinh mg=IV* @ IV
. Mo My M7 Mo

Chonb € {0, 1}
b=0->c*=[IV¥ E(k, IV)]
b=1->c*=[IV¥ E(k, m; ® IV¥)]

ot c* = IV* || [.]
Néuc*=cdodnb’ =0

Nguoclaib’ =1

I” DAI HOC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY 85
85
CBC - Gidima

v || o | an | 2 | 3|

k Giai k Giai K Giai | g Giai

5> Lo o Lag
v | ma [ omm | m2 [ m@ |

I” DAI HQC BACH KHOA HA NOI
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Phan dém cho ECB va CBC

e

. Ii((#j“kl’ch thuéc ban tin géc khong chia hét cho mot
oi:

* r = Len(message) mod Len(block)
e Phan dém co kich thuéc Len(block) - r
» Khi kich thuéc ban tin goc chia hét cho 1 khoi:
thém phan dém coé kich thuéc la 1 khoi
* Gia tri phan dém khac nhau véi mdi chuan
+ Khéng dung chudi bit 0 dé 1am phan dém
« Chuan PKCS#7: Néu can dém n byte thi dung phan
dém la chudi byte c6 gia trimoi byte [an

Kh&i cudi n n n

Y

Phan dém: n byte

DAI HOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

87

87

Ché d6 CTR - Counter Mode

e

* Initial Vector:

* nonce: gia tri ngau nhién n bits
« counter: kh&itao bang O [nonce [ counter_|
n/2 bits n/2 bits

* Ma héa: khong can padding
W [ mio [ mip [ ] mg |
[ Ev) [EGv+n)[ .. [ E(IV+L) |

* Néu IV lap lai,ché d6 CTR khéng an toan

S

DAI HOC BACH KHOA HA NOI
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Pd an toan cha cac ché dé ma

ekt

« Khoéa dwoc dung nhiéu [an = gidm d6 an toan
* Néu goi:
* :s8 ban tin dwgc ma hoda cung véi khda khong déi
e L:s6 khéi dir liéu cé trong ban tin dai nhat
e X:S6 luvgng gia tri co thé cha 1 khéi dir liéu
» Ché d6 CBC an toan trudc tan cong CPA khi g2*L2 <<
X
* Ché d6 CTR antoan trudc tan cong CPA khi g2*L << X
* D& xac suat tan cong la khong dang ké (< 2-89) thi sau
bao nhiéu khéi phai d6i khda?
» Tat ca cac ché do ma da dé cap khéng an toan truéc
tan cong CCA

DAI HOC BACH KHOA HA NOI
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D6 an toan chia cac ché ddé ma

ekt

* CBC: q%*L2<< X, X: Sé gid tri co thé co cua 1 khai
 Kichthudc 1 khéilanbit>X=2n

> g2*L2<<2n

2>q%¥*L%/2n<< 1

2>q%*L2/2n<= 280

 Vidu: mat ma AES co6 kich thuwdc khéi la 128 bit
AES-CBC con an toan néu q2*L2/2128 <= 2-80
q2*L2<=248 > q*L <= 224

>Ma téi da 224* 16 byte = 228 byte = 256 MB, sau
do6 can déi khéa mai.

DAI HOC BACH KHOA HA NOI
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Output Feedback - OFB

......................................................................

:
g
]

......................................................................

(b) Decryption

I” DAI HQC BACH KHOA HA NOI
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Tan cong vao mat ma khai

» Tan cong vét can (Exhaustive Search): Ké tan cong
thd&r moi gid tri khoa k khi cé duwgc mét vai cp (m;, ¢))
» DES: Vi 2 cép, xac suat tim dwoc dangkhdéakla~1-271
véi thoi gian vét can 256 gia tri
« AES-128:Véi 2 cap, xac suat tim dwoc dungkhdakla~ 1
- 2-128ygj thoi gian vét can 2128 gi tri
 Sir dungtinh toan lwong tir: thoi gian vét can con T2 >

st dung AES-256
1976 DES adopted as federal standard
1997 Distributed search 3 months
1998 EFF deep crack 3 days $250,000

1999 Distributed search
2006 COPACOBANA (120 FPGAs) 7 days $10,000

I” DAI HQC BACH KHOA HA NOI
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Tan cong vao mat ma khéi

* Tan cong vét can (Exhaustive Search): Ké tan cong
thd&r moi gid tri khoa k khi c6 dwgc mét vai cap (m, ¢)

» DES: Vi 2 cap, xac suat tim dwoc dung khdéakla~1-1/271
véi thoi gian vét can 2°¢ gia tri

« AES-128:Véi 2 cap, xac suat tim dwoc dingkhdakla~1-
1/2128 y4i thoi gian vét can 2128 gia tri

 S&rdung tinh toan lugng tir: thoi gian vét cancon TV2 - siy
dung AES-256
* Tan cong tuyén tinh (Linear Attack): Ké tan cong tinh
toan khoa k khi cé rat nhiéu cdp (m;, c)
» DES: V6i 242 c3p c6 thé tim thay khda K trong thoi gian 243

e AES-256: Vi 277 cap c6 thé tim thay khda K trong thei gian
299

I” DAI HQC BACH KHOA HA NOI
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Tan cong vao mat ma khéi

[T

* Tan cong kénh bén (side-channel attack): phan doan
gia tri cac bit khéa bang cach uéc lugng thoi gian,
lrong dién nang tiéu thuy, birc xa dién tur... khi ma hoa,
gidima

* Vidu: phwong phap tan cong DES cta Kocher va Jaffe ndm
1998

a
B

&
o

1 2 3 4 5§ 6 7 8 9 1011 12 13 14 15 16

e WA

a 08 16 24

“ @
o g

©
k]

Current (mA)

w
o

]
&

32 40 48 56 &4

Time (mS)
* Tan cong dva vao loi (Fault attacks): 16i xay ra & vong
I3p cudi cung trong DES sé [am 16 thong tin vé khda

DAI HOC BACH KHOA HA NOI
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2.3. Sinh s6 ngau nhién

Entropy: d6 do tinh bat dinh (tinh khé doan trwéc) cua
théng tin. Don vi tinh: bit
.o....o
.°o...0
2 ..o...O
e .%_.%
. ° ... .. ° .
S e e o000 ©® .O....O..
s '-::"'::o:..o:. ®
ONE LOVE. ONE FUTURE. Sltesetestatee :j
el o »®

95

Van dé sinh khéa ma hoa

» Cachthure 1: Sinh khda dwa trén mat khau
 Van dé: Entropy cia mat khau rat thap
+ Giai quyét: Sir dung ham dan xuat khoa tir mat khau
PBKDF2() theo chuan PKCS#5
* Ham I6i: HMAC (Hashed MAC)
» Thém gia tri ngau nhién(seed) cé entropy 16n
* Thyc hién I3p N vong (N nén lén 1000)
->Khda tréng gidng nhu chudi bit ngau nhién

« Cach thare 2: Sir dung nguon ngau nhién thyc sy

« Cach thire 3: St dung ngudn gia ngau nhién

I" DAI HQC BACH KHOA HA NOI
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Tai sao sinh s6 ngau nhién I3 quan trong?

" DAIHOC BACH KHOA HA NOI

* Sinh khéa ma hda giaima

« Sinh gia tri IV/nonce

« Sinh cac gia tri ngau nhién trong cac kich ban trng
dung khac

» Né&u d6i phuwong cé thé doan trudc gia tri ngau
nhién dugc sinhra, hé théng khong con an toan

» Nguon sinh s6 ngau nhién c6 entropy cang cao thi
cang ngau nhién

* Phan bé xac suat déu cé entropy cao nhat

* Nguén cé entropy n bit thi twong dwong véi phan bé
Xac suat 2™

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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B6 sinh s6 ngiu nhién thuc sw

" DAI HOC BACH KHOA HA NOI

« D& sinh s6 ngau nhién thyc
su,cancé nguonvatly. Vidu: i
o ., . 1 1 SRR R a1 18T ST 4T
* Sy biéndongcuacacdailvgng §5 ’Maﬂhmﬂ pyre
trén mach dién tr SEPREEECCUCCORNERR
« Hoat dong clia ngudi dung I
trong mét khoang thoi gian

™ W

eerie il

. Han ché: Ngut“).n finh 5\6 ngau nhién tf,ll.J’C
R R N e - sy tai tap doan Clouflare: burc
* Khéng canbang gira s6 luong  tuong bong den ddi luu

bit O vabit 1
» T6c d6 cham
* Chiphicao

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Bo sinh s6 gia ngau nhién

* PRNG: Pseudo Random Number Generator

* Thuat toan bién doi 1 chubi bit thyc sy ngau nhién
(seed so mam) ngan thanh 1 chudi bit dai hon va
“trong giong nhu” ngau nhién

« Ham PNRG c6 tinh xac dinh: chudi bit dau ra dwoc
sinh theo thuat toan

« Nhung déi vai ké tan cong, néu khong biét duoc seed thi
khong thé phan biét sy khac nhau gitra dau ra cda ham
PRNG véi chudi bit ngau nhién thuc sy

e Tén khac: DRBG(Deterministic Random Bit Generator)
« Xay dwng ham PRNG:

e Twrhammahdaaché do CTR

* Twrham HMAC

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Tinh an toan cia PRNG

« PRNG khéng thé tao ra gia tri thuc sy ngau nhién:
« Gia tri dau ra xac dinh theo gia tri seed khéi tao
* Néu seed c6 kich thuéc s bit thi chi cé thé tao ra 25 dau
raco thé.
* An toan cua PRNG:
* Thirthach: ké tan cong can phan biét mot chudi bit
ngau nhién va mét chudi bit [a dau ra cia PRNG
* PRNG |3 an toan néu xac suat phan biét dung khong
[6nhon’: +¢
» binh nghia tvong duong: ké tan cong khong thé
doan duwoc chuoi bit dau ra cia PRNG

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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PRNG: Chéng héi phuc (rollback resistant)

» DU ké tan cong biét duwoc két qua ctia mot buéc
trung gian, han cling khéng hoc dwoc gi vé két caa
budc tinh todn trudc d6 hodc gia tri dau ra.

» Thir thach: ké tan cong biét duoc két qua tinh todn
trung gian va can phan biét mét chudi bit ngau
nhién va mét chubi bit dau ra truéc dé cia PRNG

» Xac suat phan biét ding khéng lénhon 1/2 + ¢

* PRNG khéng can dap rng yéu cau chéng héi phuc

nhung la mét tinh nang hiru dung
* Vidu: st dung PRNG dé tao sinh khda bi mat va gia tri IV
+ Ké tan cong biét dwoc két qua tinh toan trung gian

* Néu PRNG khong chéng hoi phuc, ké tdn cong c6 thé
dodan duoc gia tri khda bi mat

DAI HOC BACH KHOA HA NOI
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CTR-DRBG

[T

» Sir dung ché d6 ma khai CTR dé tao chubi bit gia
ngau nhién

« Han ché: khéng c6 tinh nang khang héi phuc

Nonce Counter Nonce Counter Nonce Counter
c59bcf35.. 00000000 c59bcf35.. 00000001 c59bcf35.. 00000002
[ITTITITITTT [ITITITITTTT OIOTITITTITT]

block cipher block cipher block cipher
Key encryption Key encryption Key encryption
Plaintext —— Plaintext ——— Plaintext —— »
[EnEnsREEERNES] [EnEEEEEEERNEE] [EnEEEEEEERNNE] output
(OO0 (0 [ENEEEEEREEENE]
Ciphertext Ciphertext Ciphertext

Counter (CTR) mode encryption

» Co thé sir dung HMAC-DRBG dé thay thé
* Bai hoc sau sé gigi thiéu vé HMAC

DAI HOC BACH KHOA HA NOI
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3. Hé mat ma khoéa bat doi xirng

Khéa ma héa # Khda giai ma

ONE LOVE. ONE FUTURE.

103

Nhirng han ché cia mat ma khoa déi xirng

e

» Can kénh mat dé chia sé khda bi mét gitra cac bén
» Lam sao dé chia sé mdt cach an toan cho Ian dau tién
» Qua trinh trao d6i khoa va trao déi dir liéu doi hoica 2
bén déu online
« Giai phap sir dung bén thir 3 tin cay (trusted 3 party)
khong giai quyét duoc van dé?
* S8 luvgng khoa lén: n(n-1)/2
« Khong dé dang dé xac thuc théng tin quang ba (Ching
ta sé quay tré lai van dé nay trong nhirng bai sau)

DAI HOC BACH KHOA HA NOI
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Hé mat ma khoa bat déi xirng

« Asymmetric key cryptography, Public key
cryptography
* S&r dung moét cap khoa:
» Khéa cong khai k;: Cong bé cho tat ca cung biét
» Khdaca nhén kg: Chicht sé& hiru biét, gitr bi mat
* Ma hoéa bang khoa nay thi giai ma bang khda con lai.
e Co s& an toan: Duwa tfén mot sb bai toan khoéng co 1&i giai
trong thoi gian da thire
+ Vi du: Phan tich mét sé thanh thira sb nguyén té
e Cac thuat todnduatrén cac ham toan hoc
» Mot s6 hé mat ma khda cong khai: RSA, EI-Gamal,
Eliptic Curve Cipher (ECC)

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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So d6 nguyén ly

* H&é mat ma gém:
« Ban ro (plaintext-m): thong tin khong dwoc che dau
« Ban mat (ciphertext-c): théng tin duoc che diu
« Khéa: Bén nhan c6 1 cap khoa (k g, kgg)
« Ma héa (encrypt-E): c = E(kg, m)
 La ham ngau nhién
« Gidi ma (decrypt): m = D(kgg, €)
* La ham xac dinh
« Tinh dung dan: D(kgg, E(kyg, m)) = m
* Néu hé mat ma KCK an toan trudc tan cong KPA
thi cling an toan truéc tan cong CPA

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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So d6 nguyén ly (tiép)

Khéa ma héa va
gidi ma khac nhau

o

-

o m m e
.—) M3 héa Giai ma —).
Ngwoi P
Giri (A) C c Nguoi nhan

(B)

() Kénh truyén

Lam thé& nao dé B gri v m u
tin mot cach bi mat L — A
cho A? - —> 1 cong

I” DAI HQC BACH KHOA HA NOI
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Hé mat RSA

* Sinh khoda:
+ Chon p,q |4 hai s& nguyén t6 ngau nhién
e Tinhn=pxq,®(n) =(p-1)x(g-1)
* Chonesaocho UCLN(®(n),e)=1;1<e < d(n)
e Tinhdsaocho (e xd) mod ®(n)=1;1<d < d(n)
» Khoa cong khai: k= (e, n)
» Khéariéng : kg =(d, n)

e M3 hda:c=memodn (diéu kién: m<n)

e Gidima: m = cdmod n (diéu kién: c < n)

I” DAI HQC BACH KHOA HA NOI
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Hé mat RSA

* Sinh khoa:

* Chonp=5,g=11

e Tinhn=pxq=55,®(n)=(p-1)x(g-1) =40

e Chonesaocho UCLN(®(n),e)=1val<e<®(n)

VD:e=7

e Tinhdsaocho (e xd)mod ®(n)=1,1<d < ®(n)

d=23

Cap khoa: k, =(7,55), kg = (23,55)
*Madhdéam=6->c=memodn=6’mod55=41
* Gidima:c=41->m=cdmodn=412mod 55=6

Néu ké tan cong cé ki, lam thé nao dé tinh kg?
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Nhirng van dé cia mat ma RSA

« Ban tin géc m c6 kich thwdc nho - ké tan cong cod
thé thuc hién kiém tra vét can dé xac dinh ban tin
goc.

e m< n'evéie danhéd

 Gia trie nho cho phép ké tan cong xac dinh duoc
cac ban tin géc néu ching cé lién quan véi nhau

 Gia trie nho cho phép ké tan cong doan nhan
duoc ban tin géc néu ban tin d6 dwocma hdava
glri téi nhiéu dich

» Néu biét c va sé lvong ban tin m cé thé |a di nhé
- thir ma hoda tat ca ban tin mvasosanh véic
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RSA-OEAP (Chuan PKCS#1 v2.0)

* Néu ban tin m dwgc ma 2 [an véi cung khda k thi noi
dung ban ma khéng thay d&i > khéng chéng duoc
tan cong KPA - khéng an toan

* RSA-OEAP: st dung thém khéi dém(padding) va
gia tri ngiu nhién trong qua trinh ma hoa

« Chénglai duoctan cong CCA m

« X ly bdn m tredc khima hda:  troee
* r: gid tri ngau nhién kich thuéc kO bit
* G, H: ham bam
Ma hoa: _,@_ca
e X=(m || padding) XOR G(r) L-ko
* Y=H(X) XORr X y
- M3 héa RSA (X|]Y) [ ]

I” DAI HQC BACH KHOA HA NOI
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Do an toan cia RSA

Minimumof  Symmetric  Factoring HECICk: Elliptic
L Strength Algorithms Modulus fodann Curve R HEREY
Key  Group

SHA-1* SHA
SHA-224 SHA-224
2010 (Legacy) 80 2TDEA* 1024 160 1024 160 SHA-256 SHA-256
SHA-384 SHA-384
SHA-512 SHA-512

SHA-224 i
SHA-224
2011 - 2030 112 3TDEA 2048 224 2048 224 Silgrs SHA-256

SHA-384

SHA-384
HilkaDilz SHA-512

SHA-
SHA-256 SHA-224
> 2030 128 AES-128 3072 256 3072 256 SHA-384 SHA-256
SHA-512 SHA-384
SHA 512
SHA-224
SHA-384 SHA-256
>> 2030 102 AES-192 7680 384 7680 384 et T
SHA-512
SHA-256
2> 2030 256 AES-256 15360 512 15360 512 sHA-512 SHA-384
SHA-512

- . . http://www.keylength.com
I DAI HOC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Tan cong vao RSA

+ Tancong kénh bén: quansat qua trinhgiai [, — -
ma for j =1 ton
« Phan tich thoi gian [Kocher et al. 1997]: qua x = mod(x*, N)
trinh giai ma c6 thé 16 thong tin vé khoa riéng if dj == 1 then
A o enia . x = mod(x%, N)
 Phan tich méc d6 tiéu thu ndng luvong [Kocher end if
etal. 1999] return x

 Phan tich tiéng 6n phat ra tir CPU [Daniel
Genkin et al. 2013]

 Tan céng dwa vao 16i tinh todn

 Tan céng do sinh khda khéng ngau nhién:
* Gid slr qua trinh sinh khéa sir dung p1 = p2
nhung g1 # g2 > UCLN(N,,N,) =p
¢ Thucté: 0.4% sé lan sinh khéa ra trong giao
thiec HTTPS gép 16i trén

I” DAI HQC BACH KHOA HA NOI

s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Két hop mat ma KCK va mat ma KbX

« Uu diém cta mat ma khda cong khai:
« Khoéng can chia sé khéa ma héa kg mét cach
bi mat
 Khéa gidi ma kgg chi co B biét:
* Antoan hon
* Co thé sir dung kgg d€ xac thyc nguén géc thong tin
(Chungta s& quay lai van dé nay trong bai sau)
+ S6 lvgng khda dé ma mat tilé tuyén tinh véi sé
phan ti (n phan tir = ncap khda)
* Nhung...

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Két hop mat ma KCK va mat ma KbX

» Han ché& cia mat ma khda cong khai so véi mat ma
khda déi xirng:
* Kém hiéu qua hon: khda cé kich thuéc l6n hon, chi phi
tinh toan cao hon
» Co thé bjtan congtoan hoc
- Kéthogp2hé mat ma

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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So do6 “lai”

* Phia gui

Théng diép K
(ban rd) uB

l y

M3 hoa Théng diép
KDX *| dwocmi hda

)
A 4 3
M3 héa Khoéa duoc m3 Q
kS KCK hoa

I J

Ngudn khda
bi mat Ty suy lun cach thire xtr Iy ctia phia
nhan nhu la mot bai tap!

I” DAI HQC BACH KHOA HA NOI
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Nhirng sai lam khi sir dung mat ma

ekt

» Khong thay déi gia tri IV(Initial Vector)
* S&r dung ché d6 ma tir dién (ECB)

« Case study: L6i s&r dung mat ma trong cac ¢ng dung
Android (2013)
* Phantich 11.748 ing dung

# apps | violated rule

48%| 5,656 Uses ECB (BouncyCastle default) (R1)
31%| 3,644 Uses constant symmetric key (R3)

17%| 2,000 | Uses ECB (Explicit use) (R1)

16%| 1,932 Uses constant IV (R2)

1,636 Used iteration count < 1,000 for PBE(R5)
14%| 1,629 Seeds SecureRandom with static (R6)
1,574 Uses static salt for PBE (R4)

12%| 1,421 No violation

DAI HOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Nhirng sai lam khi sir dung mat ma

ekt

* L6 héng trén HPH Android dwoc phat hién vao nam
2013 cho thay qua trinh sinh khéa khong dd ngau
nhién

» Cac ng dung st dung co ché ma hda bi anh huéng,
trong do6 co cac &ng dung sir dung Bitcoin dé thanh toan

* L6 héng trén Chromebooks: sinh gia tri ngau nhién
chi cé 32 bit thay vi 256 bit

* Stra d6i/Thém mét vai yéu té bi mat vao giai thuat,
hé mat ma sé an toan hon

* S&r dung cdc ham ngau nhién khéng an toan
* Viduy: cdc ham ngau nhién tiéu chuan cta ngén ngir 1ap
trinh

DAI HOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Mot so lwu y khac

* Chistr dung thuat todn chuan va cac thu vién lap
trinh duoc phé chuan: OpenSSL, Bouncy Castle,
Libgcrypt, RSA BSAFE, wolfCrypt

* Néu c6 thé, sir dung cac thuat todn manh nhat

» Néu phai sinh khoa tir mét gia tri cho trwdc, sir dung
ham PBKDF2()

* St dung mat ma theo tiéu chuan. Vidu: PKCS, FIPS

 Can trong khi khéng gian ban géc 1a hep va chiing
co su khac biét vé kich thuéc

I" DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Bao méat trén iPhone

* Triét ly bdo méat ctia Apple:
« Néu dién thoai trong tay ban, ban c6 thé truy cap moi
tho
« Né&u dién thoai trong tay ngudi khac, né chila mét “cuc
gachn
* Apple trién khai tat cd cac co ché bdo mat trén
chip Secure Enclave Processor (SEP)
* Secure Enclave Processor |a TCB cda thiét bj
* Moi phan con lai cha thiét bi duoc coi la khong tin
cay
* Bo nhad la khdéng tin cay, vi vay moi dit liéu dwgc ma héa
« CPU phai glri yéu cau téi Secure Enclave dé gidima
» M6t vai dir liéu bi mat chicd thé doc béi Secure
Enclave

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Bao mat trén iPhone

* Khéa chli K ;. dwoc sir dung dé ma héa cac khoéa
mat ma khac
* Kphone dwgc ma hda bdi K
nguoidung
* K cr = PBKDF(password, hardcode)
* hardcode c6 kich thuéc 256 bit dugc sinh va luu triv
trén chip SEP
« Lam cach nao ké tan cong co thé danh cdp duoc
dir lieu ma khong c6 mat khau nguwoi dung?

sinh tir mat khau cda

user?
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