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« An toan an ninh théng tin (security) la gi?

« Chinh sach va cac co ché an toan an ninh

« L6 héng an toan bao mat, nguy co an toan an ninh
* Nguyén ly xay dywng hé théng an toan an ninh
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ONE LOVE. ONE FUTURE.

« B4o cdo vé an toan an ninh thong tin:
* IBM X-Force Threat Intelligence Index 2022
* Verizon 2022 Data Breach Investigations Report
* Sophos 2022 Threat Report
* Viettel Security - Bao cao tinh hinh nguy co ATTT
* http://www.networkworld.com/category/securityQ/

If" DAI HQC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
4




Tan cong AT-ANTT la phé bién

e Thir gi c6 thé hack duoc?

For The First Time, Hackers Ha
Refrigerator To Attack Business

JULIEBORT & w &
Jan.16,2014,1:36PM A 195469 @39

TOP DEVICE TYPES PERFORMING IOT ATTACKS (YEAR)

DEVICE TYPE

Router

Connected Camera

Muiti Media Device

Firewall

PBX Phone System

MAS (Network Attached Storage)

VolP phone

DONT CONNECT
ITTO THE INTERNETT

Printer

Alarm System

Eﬁaﬂggwﬁﬁg

VolP Adapter
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Tan cong AT-ANTT la phé bién

« Danh cap théng tin ca nhan

P Mang xa hoi .} Ngin hang Chinh phit
Oa. =
Average total cost of a data breach @ Thégic 114048
© VieNm 15930 @ Quicé 1866300
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$4.30 1
1614
$4.10
$3.90 = -
© ... @; Giao dich %
$3.50 $3.62
© vieNem 515 O 2yl T @ viNm 204715
$3.30 B 40
$3.10 = Vi
$2.90
$2.70 Dich vy Dich vy %c Din dung
$2.50 Email b G tri gl
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© Microsoft 399,615 B Netlix 732791 & Apple 315.131
o v 444864 B Discord 1.189.972 @ Samsung 157.056
© Spotify 425.162 s Sony 100370
Xiaomi 102614
Data breach report —I1BM 2023

Vitetel Threat Intelligence Report Q2,3/2022
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Total X-Force database of vulnerabilities versus exploits
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The vulnerability problem
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100,000 016
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IBM X-Force Threat Intelligence Index 2023
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An toan an ninh thong tin la gi?

Bao vé tai nguyén hé théng théng tin trudc cac hanh
vi gay tén hai
 Tai nguyén hé théng:
* Phan cirng: may tinh, duong truyén, thiét bi mang...
* Phan mém
* Dir liéu
* Nguoidung
« Cac hanh vi gdy tén hai: phan I6n 1a cac hanh vi tan
congcody
» Tan cong vat ly: t4n cong vao phan cirng
» Tan cong logic: s&r dung cac chuong trinh pha hoai dé
can thiép vao qua trinh xt& ly va truyén dir liéu
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An toan an ninh thong tin la gi?

ekt

» Hoat dong ctia hé théng: yéu cau tinh ding dan 13
thuc hién day dd va chinh xac véi moi gid tri dau
vVao

» Cothé khong phat hién duoc tinh huéng dap rng mét
gia tri dau vao doc hai sé dan dén mot két qua daura
nam ngoai mong doi

« AT-ANTT: Ia mét dang cla tinh dang dan

« Hé théng c6 kha ndng phat hién va ngan chan cac gia tri
dau vao khéng mong muén

* Pat dugc tinh dling dan ngay ca khi co sy hién dién cda
ké tdn cong

DAI HOC BACH KHOA HA NOI
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Taisao AT-ANTT la quan trong?

ekt

Cac hanh vitan cong AT-ANTT tac déng tiéu cuc
toi:

« An toan than thé cta méi ca nhan

* Sy bi mat cda thong tin ca nhan va té chirc
* Tai san cha ca nhan va té chac

* Sy phat trién cia mét té chue

* Nén kinh té cia mét quéc gia

 Tinh an toan cdia mét quéc gia

DAI HOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

10

10




Nguy co véi an toan than thé

Former CIA director: ‘We kill people based
on metadata’

The Telegrapl news poiics sport Business Money Opinion Tech Life Style Tre

* News - science
Hackers could kill patients by attacking
their pacemalkers, warns Royal
Academy of Engineering

REUTERS Business  Morkets  World  Folitis TV More

J&J warns diabetic patients: Insulin pump
vulnerable to hacking

Jim Finide cumnean W f

0O =2 v OO0
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Danh cap théng tin ca nhan
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Tac déng t&i nén kinh té

Khéc

Vi pham luat canh tranh/luat chong dgc quyén
An cap Tai san Tri tug

Giao dich noi gian

Gian lan thué
Rura tién
Gian I3n nhan lirc

Vi pham dao dirc kinh doanh

DAl TRUYEN HINH VIET NAM

KINH TE

Viét Nam 12.700 ty déng

Trung tam Tin tirc VTVZ4 Thir ba, ngay 27

A TRONGNUOC THEGIOI THETHAO TRUYENHINH GIAITRI KINHTE TIEUDUNG BOTSONG

Nam 2017, téi pham mang gay thiét hai cho Kinh té

Bdo cdo khdo sat Téi pham kinh té tai Viét Nam
ndm 2018 — PWC Vietnam

_—
-
K
-

Cac loai hinh gian 1an xay ra trong 24 thang qua

TR ¢ GiA TRONG A 2016 [ = 1&NH TAU TRINH SAT BENTI NGA GIJP RAN CHAN BUNG CUOC TA

Thiét hai khoang 20 nghin ty dong do
virus may tinh

Tweet [EXEIEE

ong

cochdicnendén  ANTD.VN - Theo woc tinh ciia Tap doan cong nghé Bkay, nam
o] ong vao hé thang thang 2019, thigt hai do virus may tinh gay ra déi voi ngudi ding
S thiea ) gt Ham Viét Nam dé Ién t6i 20.892 ty déng (902 trigu USD), vrot xa

_ con s6 14.900 ty déng cia ném 2018,
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Tac déng téi nén kinh té

U McAfee

Together is power.

There's Nowhere to Hide from the
EFconomics of Cybercrime

Cybercrime cost the global economy as much as $600 billian in 2017, New technologies and connections mean new threats to some countries and
new opportuni others. () i e  location on the globe. The first step to fighting it is unde ding its scope and reach.

McAfee, an indusi a i d s, eamed up with the Center for Strategic and International (CS15) to study the global

economic impact of cybercrime. The vary by location, income levels, cybersecurity maturity, and other variables.
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NSA spied on Brazil's President Rousseff, dozens
of top officials - WikiLeaks

Get short URL

# TRONGNUGC OQUOCTE BANBQC CONGDOAN KINHTE SUCKHOE GIAODYC PHAPLUAT VANNGHE THET

Thai sirtrong e Chinhtri X3 héi

Cau chuyén hdmnay  Phéng sur - Bt ky
it i tromg e [ [k

Hacker Trung Quéc gay su c tai san bay Noi Bai, Tan

Son Nhat

U.S. President Barack Obama (R) and Brazil's President Dilma Rousseff (Reuters / Kevin
Lamarque) © Reuters

NSA tapped German Chancellery for
decades, WikiLeaks claims
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Vé mon hoc nay

* Ma hoc phan: 1T4015/IT4010Q
* Tén hoc phan: Nhdp mon An toan thong tin
» Khéi luvgng: 3(3-1-0-6)
* Danh gia:
* Quatrinh: 40%
» Cudiky: 60%
* Website:
https://users.soict.hust.edu.vn/tungbt/it4015
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Quy dinh diém qua trinh

- Biém QT = 0.75"piém thi GK + 0.25*biém bai tap
trac nghiém + Chuyén can
* Diém bai tap trac nghiém = Tilé s§ ciu dung
 Piém chuyén can:
« Hoan thanh ding 100% tat ca bai tap trac nghiém: +1
* Khong hoan thanh 1-2 bai: +0
* Khong hoan thanh 3-4 bai: -1
* Khong hoan thanh >=5 bai: -2
« Bai tap trac nghiém c6 trén MOOC
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Thong tin giang vién

Bui Trong Tung,

Khoa Ky thuat may tinh, truong CNTT-TT, BKHN
Email: tungbt@soict.hust.edu.vn

bia chi: phong 405, nha B1

FB: https://www.facebook.com/tungbui.hust

Group:
https://www.facebook.com/groups/FAQ.TungBT
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N6i dung hoc phan

* M& dau: Cac khai niém va nguyén ly co ban
* Phan 1: Cac hé mat ma va &¢ng dung
* Hé mat ma khda déi xirng
* Hé mat ma khoa cong khai
» Xac thuc thong diép
» Phan 2: Kiém soat truy cap
e Xac thyc danh tinh
« Uy quyén
* Phan 3: Mot s6 van dé an toan - an ninh hé théng
* Mé& rong: blockchain, an danh, quyén riéng tw
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Tai liéu tham khao

[1] TS. Nguyén Khanh Vin (2015). Gido trinh Co Sé
An Toan Thong Tin. Nha xuat ban Bach Khoa Ha néi.

[2] Matt Bishop (2004). Introduction to Computer
Security. Addison-Wesley

[3] Tai liéu doc thém theo tirng bai

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

ekt

21

21

Chung ta hoc gi?

* Suy nghivé hé théng thong tin nhv mot ké tan
cong
 Xac dinh méi de doa va diém yéu cia hé théng
 Lam cach nao dé thyc hién moét s6 ki thuat tan
cong
+ Khaithac 16 héng phan mém
* Suy nghivé hé théng nhu nguai thiét ké giai phap
AT-ANTT
 Cach thirc ngan chdn va gidm thiéu tdn cong
 Hiéuva &ngdung cac nguyén ly AT-ANTT
 Hiéuva ¢ngdung cac co ché, cong cu AT-ANTT

I” DAI HQC BACH KHOA HA NOI
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ONE LOVE. ONE FUTURE.

23

AT-ANTT la gi?

* Bao gébm cac khia canh:
+ Chinhsach Policiy
* M6 hinh dedoa
e Coch& AT-ANTT

« Chinh sach AT-ANTT(security Security
policy): tuyén bé vé cadc muc Threat Mechan
tiéu/yéu cau AT-ANTT caahe  Model i
thong

e Chathé

¢ Hanh vi phai thuc hién/duoc
phép/khong dugc phép

» Tainguyén

If" DAI HQC BACH KHOA HA NOI
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Muc tiéu: Mo hinh CIA

« Confidentiality (Bi mat): tai nguyén chi duoc tiép
can bdi cac bén duogc Gy quyén

* Integrity (Toan ven): tai nguyén chi dwoc sira déi
b&i cac bén duoc iy quyén
« Availability (S8n sang): tai nguyén san sang khi cé
yéu cau
* Thoigian dap &ng chap nhan duoc
* Tainguyén dugc dinh vitrird rang
+ Kha nang chiu l6i
» Dédangslrdung
* Poéng bd khi dap &ng yéu cau
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Muc tiéu: M6 hinh AAA

 Assurance (Pam b3o): hé théng cung cap s tin cay
va quan triduoc sy tin cdy
¢ Vidu: tinh tin cdy trong hé théng thanh toan truc tuyén
» Bao gém khia canh ky thuat phan mém: Lam thé nao
chac chan rang ma ngudén phan mém dwoc viét theo
dang thiét ké&?
« Authenticity (Xac thuc): khang dinh dwoc danh tinh
cta chd thé trong hé théng

« Anonymity (An danh): che gidu dwoc thong tin ca
nhan cta chi thé

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Co ché AT-ANTT

e La cac ky thuat, tha tuc dé thi hanh va dam bao
chinh sdch AT-ANTT duoc thi hanh

* Phan loai:
« Ngan chan (Prevention): ngan chin chinh sach bi xam
pham
 Phat hien (Detection) va Ung phd(Response): phat hién
chinh sach bj xam pham
* False positive rate: Ti lé canh bao sai
 False negative rate: Ti lé bd s6t tan cong
 Can phat hién nhirng dang xdm pham khong thé
ngan chan

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Mot sé co ché AT-ANTT(tiép)

» Bdo vé vat ly (Physical protection)

» M4t ma hoc (Cryptography)

* Dinh danh (Identification)

« Xac thuc (Authentication)

« Uy quyén (Authorization)

* Nhat ky (Logging)

 Kiém toan(Auditting)

* Sao lvu va khoi phuc (Backup and Recovery)
* Du phong (Redundancy)

* Gia lap, nguy trang (Deception)
 Gay nhiéu, ngiu nhién(randomness)

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Mo hinh de doa

» Threat Model: m6 ta nhirng méi de doa ké tan cong
c6 thé gay ra cho hé théng va hau qua
» Caigicanbdové?
¢ Aicé thé tin congvao hé théng? Ching co gi?
« Hé théng cé thé bj tan cong nhu thé nao?
* D6 rairo (Risk): kha ndng xay ra cac sy ¢é lam mat
an toan an ninh théng tin va thiét hai cda ching
cho hé théong

* L6 héng (Vulnerability): 1a nhirtng diém yéu trong hé
théng co thé bj khai thac, lgi dung dé gdy tén hai
cho hé théng

* https://www.cvedetails.com/
» Tam soat |6 héng dinh ky |a mét trong nhirng giadi phap
phong chéng tan cong

I” DAI HQC BACH KHOA HA NOI
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Ai c6 thé tan cong ban?

 T6i pham vi ddong co tién bac
 T6i pham vi dong co pha hoai
* Chinh phi cac nuwéc
* Néu ban du quan trong va dang gia:D

* Nguoi than quen:
 Ké tan cong nguy hiém nhat

I” DAI HQC BACH KHOA HA NOI
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Pong co tan cong

e Tién bac

Numbar of users attacked by financial malware,
November 2020 — October 2021

1
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kaspersky
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Top 10
financial
malware

Kaspersky Security Bulletin 2021

1 Zbot
CliptoShuffler
SpyEve

Trickster

2

3

4

5 RTM
6 Nimnul
7 Danabot
8 Cridex

9 Nymaim

10 Neurevt

Turkmenistan 84
Afghanistan 67
Tajikistan 66
Uzbekistan 57
Yemen 31
Paraguay 29
Costa Rica 27
Sudan 24
Kazakhstan 22
Syria 22

T
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Ransomware(2021

Ransomware encounter rate (machine count): All customers
700M

00M Consumer

S00M

400M

SMB

Ransomware machine counts by country (July 2020-June 2021)

200M

150M

100M

50M

0

Ransomware encounter rate (machine count): Enterprise customers

300M aom
200M Commercial -
100M Enterprise
2019 021

DART ransomware engagements by industry (July 2020-June 2021)

%
5% Energy.
Real Estate \

13%
Consumer/Retail

5%
Media and Entertainment

9%
Other _ Insurance/Financial

6%
itical Infrastructure. —
Telecom

] 12%
7% Manufacturing/Agriculture
Professional Services

7%
Education 1%
Government and 1GOs

9%
Healthcare

Microsoft Digital Defense Report 2021
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WannaCry (05/2017)

" DAIHOC BACH KHOA HA NOI

..................

| becomea [[EEETY) E;Adajob N
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re
WannaCry: hackers withdraw £108,000 or
bitcoin ransom

Malware

tech/ world/ UK/ science/ cities/ globa cost'nsu n C$ c
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Coinminer(2021)

el

Number of users attacked by miners,
November 2020 — October 2021

Kaspersky Security Bulletin 2020

Name %
1 Trojan.Win32.Miner.bbb  17.53
2 Trojan.Win32.Miner.ays  10.86
3 Trojan.JS.Miner.m 10.28
4 Trojan.Win32.Miner.gen  8.00

5
(S
34

DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

34




Pong co tan cong
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» Giandi

(D>

Newly Tracked
Threat Groups

Newly Tracked
and Observed
Threat Groups

Observed
Threat Groups

Initial Infection Vector
(when identified)

Exploits

Phishing

DAI HOC BACH KHOA HA NOI

TARGETED INDUSTRIES, 2015-2020

5p, tinh bdo: Tan cong cé cha dich

Fireeye M-Trends Rep

orts 2021

Rank 2016 2017 2018 2019 2020
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Objective: Financial Gain

Objective: Data Theft

Direct

9%

Resell
Access

Data Theft
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35

35

Dong co tan cong
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* Muc dich chinh trij

Discovery of Stuxnet worm,
targeting Iranian nuclear program

Shamoon disk-wiping Trojan used
‘against targets in Saudi Arabia

Disk-wiping attacks launched against South
Korean banks and television broadcasters

Disk-wiping malware used in
attack on Sony Pictures (U.5)

Fresh wave of Shamoon attacks
against Saudi Arabia

Disk-wiping malware used in
attacks on Ukraine energy sector

Petya/NotPetya hits multiple
organizations, mainly in Ukraine

DAI HOC BACH KHOA HA NOI

“Phonywall” fake ransomware used to
cover-up targeted attack in SE Asia

Disk-wiping malware disguised as
ransomware in attacks on Ukraine

WannaCry uses leaked EternalBlue
exploit to spread globally in hours

Petya/NotPetya outbreak,
mainly affecting Ukraine

BadRabbit outbreak,
mainly affecting Russia

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Dong co tan cong

* Pua cot

e Tha vui pha hoai

/

Some men, just want to watch{the world burn.

.
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Nhirng gia dinh vé tan cong

» Nhitng gia dinh nay |a bi quan nhung la sy can
trong can thiét

« Ké tdn cong ludn cé co héi thanh cong va kién tri
téi khi dat duwoc muc dich

o Ké tan cong c6 thé twong tac voi hé théng ma
khong gay ra sy khac biét ro rang

« K& tan cong c6 thé dé dang thu thap cac théng tin
thong thuong cua hé théng(Vidu: hé diéu hanh,
phan mém, dich vu,...)

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Nhirng gia dinh vé tan cong(tiép)

 Ké tan cong cé thé truy cap vao hé théng tuvong tu
dé xac dinh dugc cach thirc hé théng hoat dong
nhu thé nao

 Ké tan cong c6 thé cd mét s6 quyén truy cap nhat
dinh nao d6 trén hé théng muc tiéu

« Ké tan cong c6 kha nang tv dong hoa cac hanh vi
tan cong

« K& tan cong c6 kha nang phai hop, diéu phai cac hé
théng/thanh phan khac nhau

« K& tdn cong cé nguon tai nguyén tinh toan rat Ién

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Phan loai tan cong

 Tan cong thu déng(passive attack) va tan cong
cha dong(active attack)
 Tan cong thu dong: khong can thiép, lam thay déi hoat
déng cha hé théng
 Tan cong chd dong: can thiép, lam thay déi hoat dong
ctiahé théng
» Tan cong co chu dich(targeted attack/APT attack)
va tan cong khoéng cé cha dich(non-targeted
attack)
* Tan cong co chu dich: muc tiéu da xac dinh
» Tan cong khong co6 chid dich: muc tiéu bat ky

» Tan cong bén trong va tan cong bén ngoai

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
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Mét sé dang tan cong phé bién

z

33%

RAT

15%

B
©
b

13%
DDoS

11%

Credential theft

11%

o
ES

Web script

&
=

(Ez
&
&

IBM X-Force Threat Intelligence Index 2021

If " DAIHOC BACH KHOA HA NOI
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3. Xay dwng hé thong AT-ANTT
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Quy trinh xay dwng

- Xay dung chinh sdch AT-ANTT
4 giai n: g .
gaAdoé,l N w 4 Xac dinh cac tinh hudng lam quyén
» Phantichyéucau ———

i Xay dwng mo hinh nguy co’

» Thiét ké ——— Thiét k& hwdng bao mat

> Trién khai Duyét m3 ngudn (Code review)

» Kiém thorva baotri — Kiém thir theo nguy co’ ATBM
Kiém thir xdm nhép

> Céc giai doan dwoc thue hién tuan tw
» Ludn co sy phan hoi cla giai doan sau t&i giai doan trvéc
> Chia dé tri

I” DAI HQC BACH KHOA HA NOI

B8 s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Quy trinh xay dung

X3y dung chinh sach: c6 thé mé ta ban dau bang
ngoén ngit tu nhién:
* Hanh vi phai thuc hién/dwoc phép/ khong duwoc phép
e Chuthé ciahanh vi
* Doi twgng hanh vi tac déng tai
 Diéu kién
 Xay dyng cac tinh huéng lam quyén minh hoa cho
sy xam pham chinh sach
* Chinh sach AT-ANTT phai phu hgp véi quy dinh
ludt phap

I” DAI HQC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Quy trinh xay dwng

« Xay dung mo hinh de doa(Threat model):
1. Xac dinh, phan vlung tai nguyén can bao vé
2. Xacdinh cacluéngdir liéu, hanh vi tvong tac téi tai
nguyén
3. Phantich cac hoat dong dién ra trén tai nguyén
4. Xac dinh cdc méi de doa cé thé co, phan loai va danh gia
5. Xacdinh cac 16 hénglién quan

M6 hinh de doa téi(bad model) = Giadi phap AT-
ANTT t6i (bad security)

I” DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Xay dwng mo hinh de doa

o AT-ANTT trén thyc té khac véi ly thuyét

A CRYPTO NERD'S WHAT WoULD
[ IMAGINATION ¢ r ACTUALLY HAPPEN:

HI5 LAFTOPs ENCRYPTED. H'S LAPTOP'S ENCRYPTED.

LETS BUILD A pILLION-DOLLAR, DRUG HIM AND HIT HM WITH

cu.mm T0 CRACK \T- THIS $5 WRENCH UNTIL
NO GooD! T’ HETEUSUS'IHEPJ“GSEBRD.
uoG6 -BIT RGN GOT T,

EUIL T-"LPcN

15 FOILED! ™ Qﬁ_ﬁf

I” DAI HQC BACH KHOA HA NOI
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Hiéu biét vé mo hinh de doa véi hé théng

* Vidu: Phan lén két sat chi co kha ndng chéng chay
* B3o vé tai san & nhiét d6 bén trong < 177°C trong thoi
gian t6i thiéu 30 phut khi nhiét d6 bén ngoai > 1000°C
» B3o vé tai san & nhiét d6 bén trong < 55°C trong thoi
gian t6i thiéu 30 phut khi nhiét d6 bén ngoai > 1000°C
- Chon mua két sat loai nao?

(SR . A .
- ©s@®
3 v\‘:‘
- (- VY g
e { : « " o Ketsi

Tigp

If' DAI HOC BACH KHOA HA NOI
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Quy trinh xay dung

* Thiét ké cac thanh phan theo mé hinh nguy co: luva
choncoché AT-ANTT
* Ngéan chan: Loai bé hoan toan nguy co
« Giam thiéu
* Chap nhan nguy co
¢ Chuyén nhugngriiro
* Trién khai
* Chay: dao tao nguoidung
* Van hanh va bao tri:
* Chuy:canliéntuc giam sat hé théng

If" DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Mot s6 nguyén tac

« AT-ANTT la bai toan kinh té(Security is
Economics): dé tang mirc dé an toan phai tang chi
phi

« Gia trj tai nguyén can bdo vé/ Chi phi dé bao vé

» Mirc tén thwong ma tan cong gay ra / Chi phi dé chéng
lai cac ki thuat tan cong

¢ Chi phi thuc thi tan cong / Gia tri thu lai

>Xay dung hé théng la an toan nhat trong cac diéu
kiénrang buéc

->KISS: Keep It Simple, Sir!
->Complexity is the enemy

If " DAIHOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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AT-ANTT la bai toan kinh té - Vidu

el
(3.0005) (4.5008)
TRTL-30 TXTL-60
(10.000%) (>50.000%)

I DAI HOC BACH KHOA HA NOI
- HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Mot s6 nguyén tac(tiép)

* T6i thiéu hda quyén (Least privilege ): khong cap
quyén nhiéu hon nhirng gi ma déi twong can dé
hoan thanh nhiém vu.

I/ DAI HOC BACH KHOA HA NOI
o HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Toi thiéu héa quyén - Vidu

¥ TronTV

B\‘,‘ Upgrade to

@ @ Labels

) Feeds (0)

DHT: 179 nodes D: 0.0 kB/s T. 2.0 MB U: 0.0 kB/s T: 23.1 kB ¥ a§

I/ DAI HOC BACH KHOA HA NOI
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Toi thiéu héa quyén

tTorrent 3.5.5 (build 45505) [32-bit]
L

File Options Help
¥ TronTV

(% Upgrade to

i W Labels

[ Feeds (0)

DHT: 179 nodes D: 0.0 kB/s T: 2.0 MB U 0.0 kB/s T: 23.1 kB Ew &g

t DAI HOC BACH KHOA HA NOI
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Phan chia quyén (Privilege separation)

* Phan chia hé théng sao cho cac thanh phan duoc
cap quyén nho nhat co thé.

Big B Small B

Component Compponent 2

e e

Resources Resources

Big
Component

Right n

t DAI HOC BACH KHOA HA NOI
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Chia sé trach nhiém(Separation of responsibility)

i o

* Quyén chi duoc thyce thi khi cé yéu cau déng thoi
tlr nhiéu bén

DAI HOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY

55

55

Mot s6 nguyén tac(tiép)

i o

 Chia sé téi thiéu(Least common mechanism): Tai
nguyén can dugc chia sé tai it bén nhat co6 thé
« Dé hiéu, dé st dung cho nguoi dung(Usable):
* Nguoidung sé tuan thd co ché an toan bado mat hay
quyét dinh pha vé né?
* Né&u ban khong lam hé théng dé sir dung va an toan thi
nguoi dung sé lam cho né dé sir dung va khéng an toan.

->KISS: Keep It Simple, Sir!
2> Complexity is the enemy

DAI HOC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Dé hiéu, dé sir dung cho ngwei dung - Vidu

Thi&* ma admin nhin thay

CoMPany Pertal
Passwerd: Isecron

Thi&r ma user nhin thdy

If " DAIHOC BACH KHOA HA NOI
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Dé hiéu cho ngwei dung - Vidu

B&o 16i xac thuc chiing thu' s6 HTTPS trén IE6

.
Security Alert = |

= Revocation information for the security certificate for this site is not
o available. Do you want to proceed?

Yes J I Mo | I View Cerificate

* Phan I&n nguoi dung khong hiéu “revocation
information”

* Lwa chon khoéng ro rang, nguoi dung khong biét
diéu gi sé xay ra khi chon Yes/No

If " DAIHOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Dé hiéu

cho nguei dung - Vidu

* Trén IE8

Source '@

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Risk

Security certificate problems may indicate an attempt to fool you orintercept any data you send to the
server.

Choices

Process

HANOI UNIVERSITY OF SCIENCE AND

DAI HOC BACH KHOA HA NOI

We r that you close this and do not i to this website.

‘-_@' Click here to close this webpage.

& Continue to this website (not recommended).

@& More information

« Ifyou arrived at this page by clicking a link, check the website address in the address bar fo be sure
that it is the address you were expecting.

+ When going to a website with an address such as https;//example.com, try adding the 'www' to the
address, https:/fwww.example.com.

= If you choose to ignore this error and continue, do not enter private information into the website.

For more information, see "Certificate Errors” in Internet Explorer Help.

TECHNOLOGY

59

59

Dé hiéu cho ngwei dung - Vidu

Risk

Explanation

Choices

DAI HOC BACH KHOA

HANOI UNIVERSITY OF SCIENCE AND Tt

e

» Google Chrome

Your connection is not private

Attackers might be trying to steal your information from expired.badssl.com (for
example, passwords, messages, or credit cards). Learn more

NET::ERR_CERT_DATE_INVALID

Help improve Safe Browsing by sending some system information and page content to Google.

Privacy policy.

‘ Advanced ack to safety

HA NOI

ECHNOLOGY
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Dé hiéu cho ngwei dung - Vi du

» Google Chrome

Help improve Safe Browsing by sending some system information and page content to Google.

Privacy policy.

Hide advanced Back to safety

This server could not prove that it is expired.badssl.com; its security certificate
expired 1,483 days ago. This may be caused by a misconfiguration or an attacker
Process intercepting your connection. Your computer's clock is currently set to Saturday, May 4,
2019. Does that look right? If not, you should correct your system's clock and then
refresh this page.

Cholces Proceed to expired.badssl.com (unsafe)

I” DAI HQC BACH KHOA HA NOI

s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Mot s6 nguyén tac(tiép)

« Mac dinh an toan (Fail-safe default): néu c6 ngoai
|é xay ra, hé théng can x& ly mac dinh sao cho dau
ralaantoan

« S&r dung danh sach trang(white list) thay vi danh sach
den (black list)

St dung co ché mac dinh tir chéi (default-deny policies)

* Khi mét d6i tugng duoc khéi tao, mac dinh quyén truy
capcuandlarong

* Sao lvu (backup)

I” DAI HQC BACH KHOA HA NOI
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Mot s6 nguyén tac(tiep)

* Kiém soat tat ca truy cap(Complete mediation)

- ¢ vl /ot Loes )

PAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Kiém tra tat ca truy cap

* Time Of Check To Time Of Use: TOCTTOU

+ L6 héng tranh dua diéu kién (Race Condition)

procedure withdrawal (w)

// contact central server to get balance
1. let b := balance

2. if b < w, abort

// balance could have decreased at this point
// contact server to set balance
3. set balance := b - w

4. dispense $w to user

Didu gi xdy ra néu tha tuc trén dwoc goi trén cac ludng thyce thi song song?
DAI HOC BACH KHOA HA NOI

HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Mot s6 nguyén tac (tiep)

» Bdo vé theo chiéu sau
(Defense in depth): tao
ra nhiéu l&p bao vé khac
nhau cho tai nguyén

« Ké t4n cong can phai pha
v& tat ca cac lop bdo vé

* Tuy nhién, sé lam gia
tang chi phiva anh
hudng téi hiéu nang cta
hé théng

If" DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Mot s6 nguyén tac (tiép)

« An toan cta hé théng dat tai mat xich yéu nhat
(weakest link)

* Thiét ké m&(Open Design): Khong phu thudc vao
cac giai phap an toan bao mat duwa trén viéc che
gidu moi tha (“security through obsecurity”)

» Shannon's Maxim: "The Enemy Knows the System"

If" DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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Mot s6 nguyén tac (tiep)

* Security is process, not service

* AT-ANTT la qua trinh, khong phai dich vu
» Thiét ké AT-ANTT ngay tir dau

If" DAI HQC BACH KHOA HA NOI
HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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4.Co sé tinh toan duwoc tin ciy
(Trusted Computing Base)

°

. 5 [ ]

: . . e, %00
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Trusted Computing Base(TCB)

« TCB: La mét tap con cda hé théng, bao gém phan
cing, phan mém, ma hé théng dwa vao né dé dat
duwogc cac muc tiéu AT-ANTT

e Cacthanh phan cta TCB luon tuan thd chinh sach AT-
ANTT cua hé théng

» TCB duwoc xay dung dé dam bao chinh sach AT-
ANTT duoc giit virng ngay ca khi cac thanh phan
ngoai TCB xam pham chinh sach

>TCB phai dd 16n dé khong c6 thanh phan nao

ngoai n6 c6 thé xam pham AT-ANTT cua hé théng

» Trusted Path: |a moét kénh truyén thong ma cac
thanh phan trén kénh dé cé thé tin cay lan nhau
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69

69

TCB - Vidu

* Giasir muc tiéu AT-ANTT la nhirtng nguoi dung
duoc cap quyén co thé sir dung Teamviewer dé
diéu khién may tinh tir xa.

* TCB c6 thé gébm nhirng gi?
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Trusting trust?

« “Reflections on Trusting Trust” -
Ken. Thompson
 Né&u tin twdng vao cac chuong trinh
thuc thi?
* Vidu: #login
* RedHat cé dangtin khéng?
» Mat khau cla nguoi dung cé givi di dau
khong?
* Néu khong tin twéng
. Kié’r\p tra ma ngudén hoac tu viét laima
nguén
+ Van dé da duoc giadi quyét?
* Chungtatin cay vao caigi?

» C6 thé 13y rat nhiéu vidu khac...

I” DAI HQC BACH KHOA HA NOI

s HANOI UNIVERSITY OF SCIENCE AND TECHNOLOGY
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TCB

* Thiét k€ AT-ANTT cho hé théng luén phai chira
duwoc cac thanh phan trong TCB
* Yéu cau v¢i TCB:
« Khong thé vong tranh(unbypassable)
» Chéngslra déi (Tamper-resistant)
» Co6thé tham tra (Verifiable)
->Thiét ké TCB sao cho don gian la rat quan trong
* Simple = Small

I” DAI HQC BACH KHOA HA NOI
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TCB - Vidu

e TPM (Trusted Platform Module)

» Apple Secure Enclave Processor

* Qualcomm Trusted Execution Environment
« Samsung TEEGRIS

» Huawei TrustedCore

I” DAI HQC BACH KHOA HA NOI
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Bai giang c6 stir dung hinh anh tir cdc khoéa hoc:

« Computer and Network Security, Stanford
University

« Computer Security, Berkeley University
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