Chwong 6.
Tang trng dung

1. Téng quan vé tang (rng
dung
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Nhac lai vé kién tric phan tang

e Cung cép céac dich vu trén Application
mang. (HTTP, Mail, ...)
° Trong‘mé hinh T(}P/IP k\hc‘mg Transport
c6 2 tang trinh dién va tang
5 L . (UDP, TCP ...)
phién, nhwng cac giao thirc
tAng trng dung phai cung cap Network
céac chirc nang cda 2 tang (IP, ICMP...)
nay (biéu dién dir liéu, diéu Datalink

khien phién...) (Ethernet, ADSL...)

Physical
(bits...)
3
(’'ng dung mang
e Hoat déng trén cac hé thdng et

dau cubi (end system) 2 ——
e Cai dat giao thirc (rng dung dé o (@)
cung cap dich vu =
e GOm ¢6 2 tién trinh giao tiép
v@i nhau qua moi trwdng 25
mang: -
 Client: cung cép giao dién NSD, e
gwi théng diép yéu cau dich vu Ianspor
« Server: cung cép dich vy, tra 1 P orica
thong diép dap tng =i
e Vidu: Web 4

e Web browser (trinh duyét Web):
Chrome, Firefox...

o Web server: Apache, Tomcat... 4




Giao tiép giira cac tién trinh trng dung

e Socket: diém truy cap dich vu cla tAng giao van
o Céc tién trinh (rng dung s dung socket goi dich vu clia tang giao
van dé trao doi thong diép
e Dinh danh cho tién trinh b&i: Dia chi IP, Sé hiéu cdng
e Vi du: tién trinh web server trén may chu cla SolCT cd
dinh danh 202.191.56.65:80

application socket application controlled b
N y
/ \ app developer
— —
controlled

{‘i Network b;OS
~ E

5

Giao tiép gitra cac tién trinh

e Tién trinh client: gt yéu cau

e Tién trinh server: tra |&i

e M6 hinh dién hinh: 1 server — nhiéu client

e Client céq biét dia chi cta server: dia chi IP,
sO hiéu cong

wait for result handles response

wait handle wait
request




Cac moé hinh wrng dung

e Khach-chu (Client/Server)
e Ngang hang (P2P: Peer-to-peer)
e M6 hinh lai

Mo hinh khach chu

e Khach
client o GUri yéu cau truy cap dich
QL!D vu dén may cha

_ e V& nguyén tac, khong lién
client lac trwee tiép v&i cac may
b —_ khach khac

A .cno
cllnibt / Server  © Thwong xuyén online aé
1= ch® y/c dén tr may tram
e C6 thé cd may chi dw
o phong dé nang cao hiéu
client nang, phong sy co
e e.g. Web, Mall, ...




M6 hinh ngang hang thuan tay

Peer Peer ° KAhc“Jng c6 may chu trung
tam
e Cac may co vai trod

\ ngang nhau
Peer / peer ® Hai may bt ky c6 thé
ﬂ!,’ il — u!’ lién lac truc tiép voi

nhau
e Khéng can vao mang

i!’ L!D thwdng xuyén
: : E.g. Gnutella

Peer Peer

9
Mo hinh lai
e M6t may chi trung tdm
Client dé quan ly NSD, théng
tin tim kiém...
/ e Cac may khach sé giao
tiep trwee tiép voi nhau
u!’ Server sau khi dang nhap
° E g. Skype
» May chu Skype quan ly
cac phién dang nhap, méat
khau...
ot .= Client o Sau khi két ndi, cac may
C“entﬂ!’ ﬂ” sé goi VolP truc tiép cho
nhau
D —— P2P Comm.
— Client-Server Comm. 10

10



2. Tén miénva d

ch vu DNS

11

Gi&i thiéu chung
e Tén mién: dinh danh trén tang (rng dung cho cac nut
mang
e Trén Internet dwoc quan ly tap trung
o Qubc té: ICANN
e Viét Nam: VNNIC
e DNS(Domain Name System): hé théng t&n mién
e Khong gian théng tin tén mién
e GOm cac may chd quan ly théng tin tén mién va cung cép dich vu
DNS
e Véan dé phan giai tén mién sang dia chi IP
e Nguoi st dung dung tén mién dé truy cap dich vu
e May tinh va céc thiét bi mang khong st dung tén mién ma dung
dia chi IP khi trao do6i di¥ liéu
e Lam thé nao dé chuyén dbi tén mién sang dia chi IP?
12
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Chuyén doi dia chi va vi du

* May tinh dung dia chi IP
* NSD dung tén mién

b

Can c6 chuyén

TO6i mudn vao dia chi
www.soict.hust.edu.vn

Mgi truy cap vao

déi dia chi 202.191.56.65
S— Ban ciing c6 thé
May chu web a . S L X
202.191.56.65 nhap dia chi trye tiep 45
13

Quy tac dat tén mien

e Tén mién day da(FQDN): Két thuc bang dau ‘.’
(tén mién gbc). VD: hust.edu.vn.
e Tén mién rut gon: khéng thé hién tén mién gbc.
VD: hust.edu.vn
e Quy tac dat tén mién:
o Do dai tbi da : 255 ky tw
o D6 dai tdi da cla label : 63 ky tw
o Label phai bat dau bang s6 hoac chi¥, chi chira sb,
chiy, -,
Phan cap tén mién : goc, cap 1, cap 2...

14
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(X X)
cece
.net Tén mién cap 1
.google Tén mién cap 2

fpt .com : / \
.mail .drive Tén mién cap 3

15
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Hé thong DNS

e Khong gian tén mién

e Kién tric : hinh cay
e Root
e Zone

e M0inat 1a mot tap hop cac
ban ghi mo6 ta tén mién twong
trng v&i nut dé.

Domain Name Space

e SOA

« NS e
e A e s 1 e T S
e PTR

o CNAME...

16
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Hé thong may cha DNS

e May chu tén mién gbc (Root server)
o Tra |&i truy van cho cac may chi cuc bd
e Quan ly cac zone va phan quyén quan ly cho may chi cap dudi
» C6 13 hé théng may chd gbc trén mang Internet (http://www.root-
servers.org)

.
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o Anycast instances
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Hé thong may cha DNS (tiép)

e May chu tén mién cap 1 (Top Level Domain)
e Quan ly tén mién cap 1

e May cha dwoc Gy quyén (Authoritative DNS
servers)
e Quan ly tén mién cap duwoi

e May chu cua cac tb chirc: cta ISP
o Khéng ndm trong phan cap ctia DNS

e May chu cuc b6: danh cho mang ndi b6 cia co
quan td chirc
o Khéng ndm trong phan cap ctia DNS

18
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Phan giai tén mién

e Ty phan giai

e File HOST : C:\WINDOWS\system32\drivers\etc\

e Cache

e Dich vu phan giai tén mién DNS: client/server

e UDP, Port 53

e Phan giai dé quy (Recursive Query)

e Phan giai twong tac (Interactive Query)

19
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Thoéng diép DNS

e DNS Query va DNS
Reply
e Chung khuén dang

e QUESTION: t&én mién can
truy van
e Sb lvong: #Question

e ANSWER: thong tin tén
mién tim kiém dwoc
e Sb lvong: #Answer RRs

e AUTHORITY: dia chi
server tra |oi truy van

e ADDITIONAL: théng tin
phan giai t&én mién cho
cac dia chi khac

SRC =53

DST =53

checksum

length

Identification

Flags

#Question

#Answer RRs

#Authority RRs

#Additional RRs

20
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Vi du: dig linux.com

; <> DiG 9.9.2-P1 <> linux.com

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2,
ADDITIONAL: 2

;; QUESTION SECTION: TTL: thoi gian(s) lwu git
;linux.com. IN A tra 16i trong cache

;; ANSWER SECTION:

linux.com/ 1786 IN A 140.211.167.51

linux.com...1786 IN A 140.211.167.50

;; AUTHORITY SECTION:

linux.com. 86386 IN NS nsl.linux-foundation.org.
linux.com. 86386 IN NS ns2.linux-foundation.org.

;; ADDITIONAL SECTION:

nsl.linux-foundation.org. 261 IN A 140.211.169.10
ns2.linux-foundation.org. 262 IN A 140.211.169.11

21

Vi du: dig linux.com

; <> DiG 9.9.2-P1 <> linux.com

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2,
ADDITIONAL: 3

;; QUESTION SECTION: Tén cac may chd DNS server tra 1&i truy van.
;linux.com. IN A Néu phan ANSWER rong, DNS Resolver gi
;; ANSWER SECTION: truy van t&i cac may chu nay

linux.com. 1786 IN A 140.211.167.51

linux.com. 1786 IN A 140.211.167.50

; ; CAUTHORITY SECTION:

linux.com. 86386 IN NS-nsl.linux-foundation.org.
linux.com. 86386 IN NS-uns2.linux-foundation.org.
;; ADDITIONAL SECTION:

nsl.linux-foundation.org. 261 IN A 140.211.169.10
ns2.linux-foundation.org. 262 IN A 140.211.169.11

N
=

N
N
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Vi du: dig linux.com

; <> DiG 9.9.2-P1 <> linux.com

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2,
ADDITIONAL: 3

;; QUESTION SECTION: Dia chi IP clia cac may cha tra 16 truy van.
;linux.com. IN A Thong tin nay dwoc lwu vao cache

;; ANSWER SECTION:

linux.com. 1786 IN A 140.211.167.51

linux.com. 1786 IN A 1240.211.167.50

;; AUTHORITY SECTION:

linux.com. 86386 IN NS nsl.linux-foundation.org.
linux.cem:—86386-IN.NS ns2.linux-foundation.org.

; /~ ADDITIONAL SECTION:

nsl.linux-foundation.org. 261 IN A 140.211.169.10
ns2.linux-foundation.org. 262 IN A _140.211.169.11

N
98]
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Gi® nghi gidi lao(BPén 14h15)
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Phan giai twong tac

e Co ché mac dinh trén cac may chi DNS

Tai dat Ién may chd tén mién root
goc rat Ion. Thic té may cha server
DNS cuc bé thwdng da biét cac
may chu TLD (co ché cache).
soict.hust.edu.vn soict.hust.edu.vn
—_— >
g ey
TSNS 202.191.56.65 H6i dns.hust.edu.vn server
Default dns.vn
Server
(DNS

Resolver)

ﬂ Authoritative
DNS server

dns.hust.edu.vn 25

25

o00
o000
eeos
00

Phan giai dé quy

> ~

e Tuy chon m& rong
Root
server
2 Tl soict.hust.edu.vn
o
q soict.hust.edu.vn E 202.191.56.65
e

< TLD
202.191.56.65 server
Default

server dns.vn
Tai dat Ién cac may chll cap trén T soict.hust.edu.vn
rat Ion. Thyc té may cha tén mién 202.191.56.65
gbc va may chid cap 1 khéng thuc o
hién phan giai dé quy E Authoritative
DNS server
dns.hust.edu.vn 26
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3. HTTP va WWW

27

27
HTTP va Web "
e Internet trvdc thap ky 1990s:
e Hau nhw chi sir dung han ché trong co’ quan chinh pha, phong
nghién cutu...
e Cac dich vu email, FTP khéng phu hgp cho chia sé thong tin dai
chung
o Khoéng c6 co ché hiéu qua dé lién két cac tai nguyén théng tin
nam rai rac trén Internet
e Nam 1990, Tim Berners-Lee gi¢i thiéu World Wide Web:
o Trao dbi théng tin dwdi dang siéu van ban (hypertext) st dung
ngdén nglr HTML (Hypertext Markup Language)
o Céc dbi twong khéng can déng géi “tat ca trong mot” nhw trén
cac van ban trwdc do
o Siéu van ban chi chira chia lién két (hypertext) t&i cac doi twong
khac (dinh vi bang URL).
28
28
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Uniform Resource Locator

e Dinh vi mét tai nguyén bét ky trén mang va cach
thire dé truy cap tai nguyén do

protocol://hostname[:port] /directory-path/resource

protocol: Giao thue (http, ftp, https, smtp, rtsp...)
hostname: tén mién, dia chi IP

port: cbng rng dung (cé thé khéng can)
directory path: dwéng dan tGi tai nguyén
resource: dinh danh cta tai nguyén

29
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HTTP va Web
o WWW: World Wide Web ;‘"
o trao dbi dir liéu siéu van ban N

HTML (HyperText Markup re
Language) trén mang PCrunning Wesy
Firefox browser 7.770 p
e HTTP: HyperText Transfer 9%0,,8
Protocol €
e M0 hinh Client/Server

o Client yéu cau truy nhép toi cac
trang web (chtra cac doi twong [!

running
Apache Web
web) va hién thj ching trén server
trinh duyét
o Server: Nhan yéu cau va tra |6 iphone running
cho client Safari browser

30

30
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HTTP hoat déng ntn?

e Server m& mot TCP socket ch® yéu cau két nbi tai
cong 80 (default)

Client kh&i tao mot lien két TCP t&i server
Server chip nhan yéu cau, tao lién két
Trao dbi théng diép HTTP (giao thirc (rng dung)

e HTTP Request
e HTTP Response

DPong lién két TCP

31

31
Khuén dang HTTP request
e Ma ASCII (dé dang doc dwgc dwdi dang van ban)
request line
(GET, POST, ' GET /~tungbt/index.htm HTTP/1.1\r\n

HEAD commands)

header
lines

carriage return,
line feed at start

Host: soict.hust.edu.vn\r\n

User-Agent: Mozilla/5.0

Accept: text/html,application/xhtml+xml\r\n
Accept-Language: en-us,en;g=0.5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-Charset: IS0-8859-1,utf-8;9=0.7\r\n
Keep-Alive: 115\r\n

| Connection: keep-alive\r\n

—— \r\n

of line indicates
end of header lines

32

32
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Cac phwong thirc trong thong
diép yéu cau

HTTP/1.0 HTTP/1.1
e GET e GET, POST, HEAD
e POST o PUT
e HEAD o téj file 1én may chu, dwong
o y&u cAu may chd loai mot d?n chira trong URL, file
sb déi twong ra khoi thong de trong body
diép tra |0 e DELETE
e Xoa file chi ra boi dwong
dan

Lwu y: C6 2 cach dé givi tham sb dén server: POST hodc GET

http://www.google.com/search?q=computer+network&flags=68&num=10

33
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Khuoén dang HTTP response

status line

(protocol
status Code\_‘HTTP/l.l 200 OK\r\n

status phrase) Date: Thu, 31 Jul 2014 00:00:14 GMT\r\n
Server: Apache/2.2.15 (CentOS)\r\n

Last-Modified: Wed, 30 Jul 2014 23:59:50 GMT\r\n
ETag: "17dc6-a5c-bf716880"\r\n
he?der Accept-Ranges: bytes\r\n

lines Content-Length: 2652\r\n
Connection: close\r\n
Content-Type: text/html; charset=UTF-8\r\n
‘—\r\n
data, e_g_,/vdata data data data data ...

requested
HTML file

34

34
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Ma trang thai tra 1&i

Trong dong dau tién cta théng diép tra 1o, vi du

200 OK

e request succeeded, requested object later in
this message

301 Moved Permanently

e requested object moved, new location specified
later in this message (Location:)

400 Bad Request

e request message not understood by server
404 Not Found

e requested document not found on this server
505 HTTP Version Not Supported

35

35

Kién tric chung cta cac dich vu web

subdomain.mysite.com/folder/page?id=5
HTML Page, ]S file, CSS file, image, etc.

APACHE

- -
run code’” /Sl

l |

G
M.crosoﬁ -

IT erver \umm¥

36
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Hién thi (rendering) ndi dung trang web

e M6 hinh xt ly co ban tai trinh duyét: méi clra sb
hoac 1 frame:
e Nhan théng diép HTTP Response
o Hién thi:
X& ly ma HTML, CSS, Javascripts
Gui thong diép HTTP Request yéu cau cac ddi tuong
khac(néu co)
Bat va xt ly sy kién
e Cac suw kién c6 thé xay ra:
e S kién cua ngw&i dung: OnClick, OnMouseOver...
e Su kién khi hién thi: OnLoad, OnBeforeUnload...

e Theo thoi gian: setTimeout(), clearTimeout()... .

37
[ X X ]
S
Web nct.soict.hust.edu.vn s
Browser
— CETmmiabos
o=
GET en.jpg
lingosolutions  *
HTTP GET
38
38
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Cac lién ket HTTP

HTTP khéng duy tri HTTP c6 duy tri
e Chi mo6t déi twongweb ® Nhiéu doi twong co thé

dwoc gt qua lién két dwoc giri qua mot lién
TCP két TCP.

e S dung mé&c dinh e S dung méc dinh
trong HTTP/1.0 trong HTTP/1.1

e HTTP 1.0: RFC 1945 o HTTP 1.1: RFC 2068

39

39

Hoat déng ctia HTTP/1.0 HE

Web client Web server

=».. 2

Init TCP connection TCP Conn, g,
Req,

Accept TCP connection

OK, send HTTP request

: GET i
W‘i Send HTTP response: index.htm

index ! i Close TCP connection

Parse index.html: has 10
reference to 10 irdages

Repeat above Steps 10 Accept TCP connection

times!

i Send images 1

Close TCP connection

11xRTT 40

v v
Time Time

40
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Hoat dong cua HTTP/1.1 gt

Web client Web server

> B

Init TCP connection TCP Conn, g,
Req,

Accept TCP connection

OK, send HTTP request G

W‘ Send HTTP
: : S€en

Parse index.html: has 10 | index i response: index.html
reference to 10 images : :

. ¥ G|
request images 1 : ET..

(o 109 : Send images 1

request images 2 GET

Send images 2

Stop-and-

" ——> Pipeline
wait! =

request images 10 41

v
Time

41

HTTP/1.1 vé&i pipeline

Web client Web server

I

Init TCP connection TCP Conn, g,
Req,

Accept TCP connection

OK, send HTTP request G

W‘ Send HTTP
: :oen

Parse index.html: has 10 index i response: index.html
reference to 10 images : :

request images 1 -10

: Send images 1-10

\ ; *
Time Time

42
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HTTP la giao thurc stateless

e Mot phién hoat dong cua HTTP:
o Trinh duyét két néi véi Web server
o Trinh duyét gt théng diép yéu cau HTTP Request
o Web server dap ng v&i mot thdng diép HTTP Response
o ..laplai...
o Trinh duyét ngat két nbi
e Cac thong diép HTTP Request dwoc xtir ly doc lap
e Web server khéng ghi nhé trang thai cua phién
HTTP

e Néu dich vu Web can xac thuc nguwdi dung thi ngudi dung sé
phai dang nhap lai cho méi théng diép HTTP Request glvi di ®

43

43

HTTP la stateless

e Quan ly phién truy cap: Néu HTTP Request chi
dwoc xtr ly bédi phan mém Web Server

Web Browser Web Server

HTTP POST /login
— (Body: uid + pass)

 » Login success >
HTTP Respo state: authenticated
ody: Hello User) Forget > state: not

Lap di lap lai — authenticated

HTTP POST /other

HTTP Respo
L ody: You need

login) 44

44
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HTTP Cookie

HTTP Request

HTTP Response

Ty

HTTP Request
Cookie

e Cookie: di¥ liéu do rng dung Web tao ra, chira thong tin trang thai ctia
phién lam viéc
o Server co thé lwu lai cookie(mét phan hoéc toan bd)

e Sau khi xt¥ ly yéu ciu, Web server tra lai théng diép HTTP Response
v&i coookie dinh kem
o Set-Cookie: key = value; options;

e Trinh duyét lwu cookie
Trinh duyét glri HTTP Request tiép theo v&i cookie dwoc dinh kém

45
45
eoe
eeeo
eeos
HTTP Cookie - Vi d HE
- °
ookie - Vi du
HTTP Response

HTTP/1.1 200 OK

Server: nginx/1.10.1

Date: Men, 14 Nov 2016 09:15:19 GMT

Content-Type: text/html; charset=UTF-2

Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/5.4.45

Set-Cookie: vflastvisit=1479113139; expires=Tue, 14-MNov-2017 0%:19:1% GMT; path=/; domain=vezforums.com; secure

Set-Cookies vflastactivity=0; expires=Tue, 14-Mov-2017 091919 GMT; path=/: domain=vozforums.com; secure

Expires: 0

Cache-Control: private, post-check=0, pre-check=0, max-age=0

Pragma: no-cache

Content-Enceding: gzip
46

46
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HTTP Cookie - Vi du
e HTTP Request

GET /clientscript/vbulletin_important.cssthv=380 HTTP/1.1

Host: vozforums.com

User-Agent: Mozilla/5.0 (Windows NT 10,0 WOWEd: n249.0) Gecko/20100107 Firefox/49.0
Accept: text/css, /™ q=0.1

Accept-Language: en-US,en;q=05

Accept-Encoding: gzip, deflate, br

Referer: https://vozforums.corm/

Cookie: vflastvisit=1479113139; vflastactivity=0

Connection: keep-alive

47

47

Web caching

e Cac trang web ¢ thé dwoc lwu trén may
tram cuc b

e S dung local cache dé
e Duyét web offline
e Duyét cac trang web hiéu qua hon

48

48
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Web caching

www.xyz.com/index.htm

e “Cache”: B6 nh& dém
e Khai niém bd nhé cache

trong may tinh (’H
e L1 cache, L2 cache
e “cache miss”, “cache hit” \‘/

o Xem xét trwdng hop sau:
o Mot tb chirc c6 mot duong
noi t&i Internet
o Té&tca lwu luong truy cap
web deéu di qua lién ket nay
o Nhiéu NSD web c6 thé
cung truy nhap téi cung mét

ndi dung Y i !
o Giai phap cai tién? N, B ] ﬂ!b

49

49

Str dung b6 dém - web proxy

e NSD dat tham sb két ndi
truy cap web cua trinh
duyét qua mét may chu
proxy
e trinh duyét glri yéu ciu
dén proxy
e Miss: Proxy glvi y&u cau
t&i may cha web, tra 1
trinh duyét va lwu dém
déi twong web

« Hit: Proxy tra déi twong
web cho trinh duyét client

50

50
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Web proxy

e Proxy: Vira la client, vira la server
e St dung bdi cac ISP nhd, cac tb chirc nhuw truworng

hoc, cong ty...
e Anh hwéng clia proxy

e Lam giam lwu lwvgng web trén dwong ra Internet
o Co thé 1am gidm thoi gian dap &ng
e Tht phan tich vai trwdng hop

cache hit
cache miss
proxy bi qua tai

Trang web thay dbi/trang web déng?

51

51

Phwong thirc GET c6 diéu k

rox

Muc dich: May cha sé
khong gtvi déi twong web
néu proxy con lwu gitr thdng
tin cap nhat

Proxy: chi ra th&i gian ci
clia déi twong
If-modified-since: <date>
server: Xac nhan lai co thay
ddi hay khéng:

HTTP/1.0 304 Not Modified

- A

ien

server

P—

HTTP request msg
If-modified-since: <date>

—

object

not

HTTP response
“ HTTP/1.0
304 Not Modified

" modified

HTTP request msg
If-modified-since: <date>

object
modified

HTTP response
7 HTTP/1.0 200 OK

<data>

52

52
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HTTPS ;

e Han ché cla HTTP:

« Khodng c6 co ché dé nguoi diing kiém tra tinh tin cay cia
Web server = 16 hong dé ké tan cong gia mao dich vu
hoac chén ma déc vao trang web HTML

« Khéng co co ché ma hoa gitr mat > 16 hong dé ké tan
cong nghe lén danh cap thong tin nhay cam

e Secure HTTP: st dung lién két SSL/TLS thay cho
TCP dé truyén cac théng diép HTTP
e Xac thuwe:
Nguwdi dung truy cap vao dang Website mong mudn
Di liéu trong qua trinh truyén khong bi thay dbi
e Bao mat: di¥ lieu dwoc gilr bi mat trong qua trinh truyén
e Sb hiéu céng (rng dung: 443

53
ooo
eo0o
o0 s
~n A ~ o0
(3
HTTP trén trinh duyét Web -
n
- o X
| @/ Nganhangthuongmaic.. X =+
I
llea bzanccoman ¢ | Q seorn e 9+ o A=
] ~ . ya ~
- S Truy cap dich vu Web véi HTTP
/ ,&(
¥ Nhan van niém vui cing MoneyGram
Nhian tién bang dich vu MoneyGr:
Doanh .'
o Tai khoan o Tai khoan doanh nghiép « figan hing dai by
« The « Thanh Todn va quén Iy tign t& * Tai khoan
o Tiétkigm o Bao linh o Kinh doanh vén
* Chuyén & Hhan tién * Tin dung doanh nghiép * Tai trg thudng mai Chon dich vu T
® Chovay ca nhin ® Ngoai héi va thi trudng vén ® VCB-Money
Xem tiép... Xem tiép... Xem tép... -
Tvgid | Ldisudt | Biéu phi
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HTTPS trén trinh duyét Web

Truy cap Web voi HTTPS |

& Dingnhip X+

- m] x

(-T:Tar;mo:,ﬂ.vsr«.;mE;wm w-rme El @ Q Search B 9 3 e 4 O &

Dich vu khach hang 24/7- 1900 54 54 13 “

NGAN HANG TRUC TUYEN

Chap canh uéc mo cung Vietcombank

Chuong frinh khuyén mai hdp dan ftir
06/10/2016 dén hét 31/12/2016

Danh cho Khach hang mua méi Bao
Thanh Tai, Bao An Tai Tri cla Vie] bank

VCB - iBenking
- Toan bd nodi dung website (bao gdbm
hinh anh, CSS, Flash, scripts...) da
dwoc trinh duyét tham tra tinh toan ven -

va ngudn gbc tin cay.
B - Moi théng tin trao doi gitrka trinh duyét
va Vietcombank duwoc gilr bi mat. 55

55

HTTPS H

e Tuy nhién, HTTPS c6 thé gay hiéu nham cho
ngwdi dung rang trang web [a an toan:
o Nguwoi dung bat can vi chi chu y biéu twong @ s
» HTTPS khéng chong lai dwoc cac dang tan cong
khai thac diem yeu cua Website

56

56
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4. Email

57

57

Thw dién to

e MUA (Mail User Agent) e Giao thire:
e Lay thw tr may cha, gvi thw dén o Chuyén thw: SMTP-Simple

may chul : |
» e.g. Outlook, Thunderbird... MaJI Trhansfer Protoco
e MTA (Mail Transfer Agent): : e nhan thw |
o Chua hop thu dén cia NSD (mail POP - Post Office Protocol
box) IMAP — Internet Mail Access

e Hang doi dé glvi thw di Protocol
e e.g. Sendmail, MS Exchange...

IMAP !ﬁﬂ ﬁﬂ IMAP

- mail mail - -

user ~—>POP server SMTP server user (__‘,:-;,_55

agent L TN agent U“;:S;{
SMTP_|0000 00000|  sMmTP

Mail box Message queue
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Giao thirc SMTP

e RFC 2821

e TCP, port 25: Chuyén thu tir client dén server va
gilra cac server voi nhau

e Twong tac yéu cau/tra 1o
e Yéu cau: Lénh v&i ma ASCII
e Traloi: ma trang thai va di liéu

59

59

SMTP

Cac giao thirc nhan thw

SMTP & —_access ?l oy
ﬂl protocol |agent| 4
L0000

00000

sender's mail receiver's mail
server server

e POP: Post Office Protocol [RFC 1939]
o Dang nhap va lay hét thu vé

e IMAP: Internet Mail Access Protocol [RFC 1730]
e Phuc tap hon POP
e Cho phép Iwu trir va xt& ly thw trén may cha

60

60
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Web Mail

S& dung Web browser nhu mét MUA
MUA va MTA giao tiép théng qua HTTP
Mails dwoc Iwu trir trén may cha

E.g.

e Gmail,

e Hotmail,

e Yahoo! Mail, etc.

Ngay nay, rat nhiéu cac MTA cho phép truy cap
théng qua giao dién web

e http://mail.hust.edu.vn

e http://mail.soict.hust.edu.vn

61

61

Khuon dang thong diép thw dién
to

SMTP: Giao thirc dé truyén

thw
RFC 822: Binh nghia khud
dang
\

e Phan dau
e To:
e From:
e Subject:
e Phéan than

e ma hoéa duwdi dang ma
ASCII

blank
— line

62

62
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DPé chuyén dir liéu da phwong tién:
multimedia extensions

e MIME: multimedia mail extension, RFC 2045, 2056
e Thém mét dong trong phan dau chi rd khudn dang di
lieu gri di

. From: alice@crepes.fr
MIME version \ To: bob@hamburger.edu
Subject: Picture of yummy crepe.
method used  MIMEVersion: 1.0 ) h
—_ ] 1.
to encode data t Content-Transfer-Encoding: base64
multimedia data i~Content-Type: imagel/jpeg

type, subtype, [_base64 encoded data .....

parameter declaration/

encoded data

63

63

5. 'ng dung truyén tép

64

64
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FTP: File Transfer Protocol

[ =]

user

RFC 959

user
interface

FTP
client

ef

N

_

local file system

J{

Mé hinh Client-server
Trao dbi file gitra cac may

St dung TCP, cbng 20, 21

TCP control
connection, port 21
FTP
server
TCP data
connection, port 20 l

remotweiﬁrlye system
e Diéu khién Out-of-band :
e Lénhcha FTP: cdng 21
o D liéu: cdng 20

e NSD phai dang nhap trwéc khi

truyén file

e Mot sb server cho phép NSD

v&i tén la anonymous

65

65
Lénh va ma tra 1&i
M6t s vi du Vi du v& ma tra 1o
e USER username e 331 Username OK,
password required
 PASS password e 125 data connection
e LIST : trd vé danh sach already open; transfer
file starting
. .. e 425 Can’t open data
e RETR filename Lay file connection
e STOR filename Dat file © 452 Error writing file
|én may chu
66
66
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Vi du veé ftp client

Command line

C:\Documents and Settings\hongson>ftp
ftp>?
Commands may be abbreviated. Commands are:

! delete literal prompt

? debug Is put
append dir mdelete pwd

ascii disconnect mdir quit

bell get mget quote
binary glob mkdir recv

bye hash mls remotehelp
cd help mput rename
close lIcd open rmdir

GUI FTP clients: IE, Firefox, GFTP, ....

send
status
trace
type
user
verbose

67
67
Tom tat
e M6 hinh trng dung
e Client-server vs. P2P
e Mot sb &rng dung va giao thirc
o HTTP
e Mail
o FTP
e V& nha, hay tim hiéu thém
o P2P
e Giao dién lap trinh Socket
68
68
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