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Tang mang trén kién tric phan i
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Application Hb tro' cac tng dung trén mang
(HTTP, Mail, ...)
Transport , . ; )
P Dieu ](hién truyén dir liéu gilra cac tien trinh
(UDP, TCP ...) clia tang (rng dung
Network Piéu khién truyén dir liéu gitra cac
(IP, ICMP...) nat mang qua méi trwéng lién mang
Datalink Hb tro’ viéc truyén théng cho cac thanh
(Ethernet, ADSL...) phan ké tiép trén cuing 1 mang
Physical Truy&n va nhan dong bit trén duong
(bits...) truyén vat ly
3
H
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application
transport

D
|_data link e
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e Truyén d liéu t& host-host

e Cai dat trén moi hé thong y e
cudi va bd qinh tuyén L v

e Don vi truyén: datagram T T

e Bén givi: nhan d liéu ti >
tang giao van, dong goi e

physical lWOI'l; S|cal
|_data link |

physical

e Bén nhan: mé goi, chuyén
phan di liéu trong payload sty

5 i90 VA 3 =
cho tang giao van S

A . X . : | _data link | {{ physical |
e B0 dinh tuyén(router): dinh EPTY

tuyén va chuyén tiép géi tin '




Chirc nang chinh

e Dinh tuyén (Routing): Tim tuyén duong (qua cac nut
trung gian) dé& gri di¥ liéu ttr ngudn t&i dich

Chuyén tiép (Forwarding): Chuyén géi tin trén céng

vao t&i cdng ra theo tuyén duong
e Dinh dia chi (Addressing): Binh danh cho cac nut

mang

e Dong goi dir liu (Encapsula(ing): Nhan dir liéu t‘l‘J’
giao thirc & trén, th{am tiéu dé mang ’Ehéng tin diéu
khién qua trinh truyén dir liéu tr nguén t&i dich

e Dam béo chat luong dich vu(QoS): dam béo cac
théng s6 phu hgp cia dwdng truyén theo tirng dich

vu

DPinh tuyén va chuyén tiép

Giao thire
dinh tuyén

Bang chuyén tiép

Giao thirc dinh tuyén xac
dinh dwong di ngén nhét
gitra 2 bén truyén tin

dest address outgoing port

net. address/net.mask
net. address/net.mask
net. address/net.mask

Gai tin (tiéu dé chiva

dia chi dich) \I\

Bang chuyén tiép xac
dinh cdng ra (outgoing
port) dé chuyén di liéu
t&i dich




Cac giao thirc tang mang

transport layer: TCP, UDP

’ Giao thire dinh tuyén

« Kidém tra trang thai nat mang I

ICMP
. * Tim dwdng « B3o 16i
Téng * RIP, OSPF, BGP
mang
IP
* Dinh danh
» Bong goi

« Chuyén tiép
* QoS

link layer

physical layer
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2.1.Pac diém cua giao thirc IP

Giao thirc hwéng khong lién két

Khoéng tin cdy / nhanh

o Truyén dir liéu theo phwong thirc “best effort”

o |P khéng c6 co ché phuc hodi néu cé 16i

 Khi can, ng dung sé st dung dich vu tang trén dé
dam bao db tin cay (TCP)

La giao thirc dwoc dinh tuyén (routed protocol)

o Doi hdi phai ¢ cac giao thire dinh tuyén dé xac dinh
trwdec dwong di cho div liéu.

Hién nay c6 2 phién ban: IPv4 va IPv6

Chirc nang co’ ban cua IP

e Dinh dia chi: dia chi IP

e Dong goi div liéu
e Do6n kénh/Phan kénh

e Chuyén tiép: theo dia chi IP (s& dé cap trong
phan sau)

e Dam bao chét lwong dich vu
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2.2. Dia chi IPv4

Y

Lép diachilP | eeee®

CIDR — Dija chi IP khéng phan 16p | 9o e
Mang con va matnamang | §°

Cac dia chi IP dac biét
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Dia chi IP (IPv4)

e Dija chi IP: Mt sb 32-
bit dé dinh danh cong
giao tiép mang trén 2 223_1_27@
nut dau cudi (PC, i
server, smart phone),
bd dinh tuyén

e Mbi dja chi IP duwoc
gan cho mét cdng
duy nhét

e Dia chi IP co6 tinh duy
nh4t trong mang

223.1.1.1 = 1101111 I1 ,00000001 00000001 I00000001I

223 1 1 1

12




Lam thé nao dé cap phat dia chi IP?

e Cap phat cb dinh(Static IP):
e Windows: Control Panel - Network -
Configuration - TCP/IP - Properties

e Linux: /etc/network/interfaces
e Cap phat tw ddng: DHCP- Dynamic Host
Configuration Protocol

Biéu dién dia chi IPv4
« Biéu dién dang thap phan cé cham

0.0.0 u
. . . 203.178.136.63

259.12.49.192

S6 nguyén 8 bit 133.27.4.27

S dung 4 phan 8 bits d& miéu ta mat dia chi 32 bits

x

1/1/0/0({1{0{1{1]1/0(1/1{0{0|1|0]1|0|0[0[1|1|1|1]0|1{1]|0|0|1|0

203 178 143 100




DPia chi IPv4

e Dia chi IP c6 hai phan
o Host ID — phan dia chi may tram: (32-n) bit cuébi
o Network ID — phan dia chi mang: n bit dau
Network 1D Host ID

1/1|/0/0({1{0{1{1]1|0(1/1{0{0|1|0]1|0|0|0|1|1|1|1]0|1{1]|0|0|1]|0|0
203 178 143 100

e Lam thé nao biét dwoc phan nao la cho may tram,
phan nao cho mang?
e Phan I&p dia chi
e Khéng phan Iép — CIDR

15

15

Cac dang dia chi

e Dia chi mang (Network Address):
e Dinh danh cho mt mang
o Tét ca cac bit phan HostID 1a 0
¢ 0.0.0.0: Bia chi toan mang, dai dién cho 1 mang bat ky
e Dia chi quang ba (Broadcast Address)
o Dia chi dung dé givi di¥ liéu cho tat c& cac may tram trong mang
o Tét ca cac bit phan HostID 1a 1
e 255.255.255.255: Bia chi quang ba trong 1 mang
e Dia chi may tram (Unicast Address)
¢ Gan cho mét céng mang
e Dia chi nhém (Multicast address): dinh danh cho nhém

16
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Vi du

Xac dinh dia chi sau thudéc dang nao(BPia chi mang/bia chi

may tram/Bia chi quang ba)?

(1) 192.168.1.128. NetworklID = 24 bit
@) 192.168.1.128. NetworkID = 25 bit
@) 10.1.63.255. NetworkID = 18 bit
(4)

4) 10.1.63.255. NetworkID = 17 bit

17

17

Phan I&p dia chi IP(Classful
Addressing)

8bits 8bits  8bits  8bits
Class A [ 0| 7 bit H H H
ClassB [ 1 0| 6bit N H H
ClassC| 1 1 0| 5bit N N H
ClassDf1 1 1 0 Multicast
Classe [ 1 1 1 1 Reserve for future use

# of network # of hosts/1 net
Class A 128 2724 - 2
Class B 16384 65534
Class C 2°21 254

19
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Phan I&p dia chi

e L&p A: O*
e NetworklD: 8 bit > HostID: 24 bit
¢ Dia chimang: a.0.0.0
e L&p B: 107
e NetworklID: 16 bit
¢ Dia chimang: a.b.0.0
e LOop C: 1107
e NetworklID: 24 bit
e Dia chimang: a.b.c.0

21

21
Han cheée cua viéc phan Iéop diachi  |°
e Lang phi khéng gian dia chi
° Viép phan chia ctrng thanh cac lop (A, B, C, D, E) lam han
ché viéc str dung toan bd khdéng gian dia chi
Cach giai quyét ...
e CIDR: Classless Inter Domain Routing
o Classless addressing
o Phan dia chi mang (NetworkID) sé& c6 d6 dai bat ky
e Dang dia chi: m1.m2.m3.m4 /n, trong dé n (mat na mang)
la sb bit trong phan ng véi dia chi mang (NetworkID)
22
22
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Mat na mang

e Mat na mang xac dinh 2 phén trong dia chi IPv4
o Phan (rng v&i may tram (HostID)
o Phan (rng v&i mang (NetworkID)
e Biéu dién:
e Prefix: /In. Vi du: /27
n: S6 bit ctia NetworkID
e Nhj phan:

(1 5 Y 5 S S [ O O U O O I (0]

n bits (32 — n) bits
Viduy: /27 = 11111111 11111111 11111111 11100000
o Thap phan c6 chdm: 255.255.255.224

23

23
Cach tinh dia chi mang :
Ne%part Host Part
203 . 178 . 142 . 30
IP Address 1[1ldl1d1]1) [[la1l1l0ld 1l [1lolal1]111]d [1lodlaola 1o
255 . 2558 . 255 . D2
Netmask (/27) S [ i [ eldlalolo)
AND 27 (bit
203 . 178 . 142 . }28
1[1dlol1\011]1) [ 110l11l0l0 110} 1l0l0lol1]111]0 |1|0|0|0|0|0|0|0|
Network address 203.178.142.128 /27
24
24
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Mat na mang va kich thwéc mang

T 111141414141y 1141{1;0;0/0/0(0(0

255 255 255 192
e Kich thudc e Trong trwong hop /26
e Theo lly thtra 2 o Phan may tram = 6 bits
o o 2°=64
e Octet 4 cho may tram:
1-62
65 —126
129 —190
193 — 254

25

25
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Mat na mang va kich thwéc mang

e Mat na mang: /n

e Kich thwé'c mang: Sé nut mang tdi da cé trong
mang

e Dia chi IP:

Y Y
n bit (32-n) bit

e S6 lwong dia chi may tram (Unicast Address):

232-n -2

26

26
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Dia chi IP va mat na mang

e Dia chi nao la dia chi may tram, dia chi mang,
dia chi quang ba?

(1) 203.178.142.128 /25

@ 203.178.142.128 /24

@) 203.178.142.127 /25

@) 203.178.142.127 /24

e Lwuy: V@i cach dia chi hoa theo CIDR, dia chi
IP va mat na mang luén phai di cung nhau

27

27

Mang con - subnet

e La m6t phan ciia mot
mang nao do
* ISP thwong dwoc gan
mot khoi dia chi IP
e Mot vai mang con sé
dwoc tao ra
e Tao subnet nhw thé
nao
e S dung mét mat na
mang dai hon

Mang v&i 3 mang con

28

28
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Vi du: Chia lam 2 subnets

11001000 00010111 00010000 00000000
200. 23. 16. 0 124

l SubnetID

11001000 000107111 00010000 60000000

200. 23. 16. 125
11001000 000107111 00010000 10000000
200. 23. 16. 128 125

Mat na mang con = Mat na mang cii + Sé bit SubnetID
Chia thanh 4 mang con? - Mat na mang con: /26

29

o000
o000

oo
o0

Vi du: Chia lam 4 subnets :

e Mang v&i mat na /24
e Can tao 4 mang con

e Mang v¢&i 14 may tinh 128
e Mang v¢&i 30 may tinh :> 127
e Mang v&i 31 may tinh 126
e Mang v¢&i 70 may tinh 125
er | e | 125 |

24 30

30

14



Khoéng gian dia chi IPv4

e Theo ly thuyét
e C6thé130.0.0.0 ~ 255.255.255.255
o Mot sb dia chi dac biét
e Dia chi IP dac biét ( )
10.0.0.0/8
Private address 172.16.0.0/16 - 172.31.0.0/16
192.168.0.0/24 > 192.168.255.0 /24
Loopback address |127.0.0.0/8
224.0.0.0
~239.255.255.255

Multicast address

e Dia chi lién két ndi bo: 169.254.0.0/16 (tw dong ciu h‘lnhz1

31

Quan ly dia chi IP céong cdng

e Internet Corporation for Assigned Names and Numbers
(ICANN): quan ly toan bé tai nguyén dia chi IP

e Regional Internet Registries: quan ly dia chi IP theo ving
(chau A-Thai Binh Dwong, chau Au va Trung Bong,
chéau Phi, Bac My, Nam My)

e Co quan quan ly qubc gia
 Viét Nam: VNNIC

e Nha cung cép dich vu (ISP)

e Co quan, t6 chirc

e Vidu

ICANN > APNIC - VNNIC > HUST

32

32
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2.3. DHCP

33

33
Gi&i thiéu chung °
e Dynamic Host Configuration Protocol
e Dich vu tAng (rng dung cung cap cau hinh dia
chi IP cho cac nut mang:
e DiachilP
e Mat na mang
 Dia chi bo dinh tuyén mé&c dinh (default router, default
gateway)
o Co6 thé dia chi may chi DNS phan giai t&én mién
e Hoat dong theo mé hinh client/server: client str
dung cac théng so dia chi IP do server cap phat
34
34

16



Cac théong diép DHCP

Client

e DHCP Discover: tim
kiem DHCP Server

e DHCP Request: dang
ky str dung dia chi IP

e DHCP Release: giai
phéng dia chi IP dang
str dung

e DHCP Decline: Tw
chdi dia chi IP dwoc
cap phat

Server

e DHCP Offer: Cung
cap théng s6 cau hinh
dia chi IP

e DHCP ACK: Chép
nhan dang ky

e DHCP NAK: Tt chdi
dang ky

35

35
Cap phat cau hinh méi £
DHCP Client DHCP Server
e B1: Client gi thong diép l =
DHCP Discover quang ba —— 'i
dé tim kiém DHCP Server DHCP Discover =
e B2: Néu c6 DHCP Server (broadcast)
trong mang, server g
théng diép DHCP,Offer pHCP Offer
chtra cac thong so dia chi
T Ay A i DHCP Request
e B3: Client chon mét cau
hinh tir cé4c DHCP Offer | —(broad cast)
nhan dwoc va gvi thong
di?p DHCP Request dé DHCPACK _ !
dang ky AW
o B4:DHCP Server glrithong ¥ H
diép DHCP ACK chap nhan 36
36

17



Gia han sty dung
DHCP Client DHCP Server

e M@i cu hinh duwoc st !
dung trong khoang thoi

gian T - client can gia t= 05! DHCP Request

han thoi gian str dung R (unicast)

e Khit=0.5"T, client gli DHCP ACK i
DHCP Request t¢i DHCP i “(Thoihan: T) v
Server dé yéu cau gia han

e Néu khodng cé6 DHCP ACK, : Other Server
khit = 0.875*T, client gtri t = 0. 875*T DHCP Request
DHCP Request quang ba (broadcast

e Néu khdéng c6 DHCP ACK, DHCP ACK :
khi t = T, client gtri DHCP . *roihan ) Y
Discover :

{=T i —DHCP Discover
(broadcast
37

37

DHCP Relay

e DHCP Server nam trén mot mang khac vd’i cIient’e eac
goi tin quang ba khéong dwoc bd dinh tuyén chuyén tiép

—> cai dat DHCP Relay trén b dinh tuyén

DHCP Client Router DHCP Server

i DHCP Discover (broadcast) DHCP Discover (umcast)

DHCP Offer . DHCP Offer

- €

P

DHCP Discover (broadcast) DHCP Discover (unlcast)

>

DHCP ACK/NAK __ DHCP ACKI/NAK

A

38
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tin IP

2.4. Khuon dang goi

39
39
H
Phan dau goi tin IP 32
total datagram
length (words)
IP protocol version
number
header length for
(bytes) 16-bit identifier -|figs L fragmentation/
QoS support timeto | upper header reassembly
L live rotocol checksum

/{2 bit source IP address

max number /
remaining hops

(decremented at

32 bit destination IP address

each router)

Options (if any) E.g. timestamp,

upper layer protocol
to deliver payload to

record route
taken, specify
list of routers
to visit.

data
(variable length,
typically a TCP
or UDP segment)
40

40
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IP header (1)

e Version: Phién ban giao thirc (4 bits)
o |IPV4
e |[Pv6

e Header length: D6 dai phan dau: 4bits
e Tinh theo tr (4 bytes)
e Min: 5 x4 (byte)
e Max: 15 x 4 (byte)

e DS (Differentiated Service : 8bits)
e Tén ci: Type of Service

e Hién tai dwoc st dung trong quan ly QoS
41

41

IP header (2)

e Length: Do dai toan bd, tinh ca phan dau (16 bits)
e Theo bytes
e Max: 65536
e Identifier — S6 hiéu gai tin (16 bit)
» Dung dé xac dinh mét chudi cac goi tin ctia mot gai tin bi
phan manh
e Flag — C& bao phan manh(3 bit)
e Fragmentation offset — Vi tri géi tin phan manh trong
goi tin ban dau (13 bit)

42

42
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IP header (3) i

e TTL, 8 bits — Thoi gian sbng
Do dai dwéng di gai tin c6 thé di qua
Max: 255
Router giam TTL di 1 don vij khi x& ly
o Goi tin bi hily néu TTL béng 0
e Upper protocol — giao thirc tAng trén
¢ Giao thirc giao van phia trén (TCP, UDP,...)

» Céc giao thirc tAng mang khac (ICMP, IGMP, OSPF ) ciing
cé trwdng nay
e S& dung dé dén kénh/phan kénh

43

43
IP header va truwd'ng Protocol S
Protocol:
1: ICMP
2: IGMP
6: TCP
17: UDP
89: OSPF
C6 thé xem sb hiéu giao thirc tai
/etc/protocols
C:\WINDOWS\system32\drivers\etc\protocols 44
44
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IP header (4)

e Checksum — M4 kiém soat 16i
e Dia chi IP ngudn

e 32 bit, dia chi ctia tram guri
e Dia chi IP dich

e 32 bit, dja chi ctia tram dich

45

45
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IP header (5)

e Options: Dung dé thém vao cac chirc ndng
moi.
o C6 thé t&i 40 bytes

Code (8) | Length(8) | Data (Variable length)

copy | Class | Number |

Copy:

0: copy only in first fragment Number: _

1: copy into all fragment 00000: End of option
00001: No operation

Class: 00011: Loose source route

00: Datagram control 00100: Timestamp

01: Reserved 00111: Record route

10: Debugging and measurement 01001: Strict source route

11: Reserved 46

46
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Phan manh géi tin (1)

e Dudng truyén cé mot gia
tri MTU (Kich thwéc don  [™
vi di¥ liéu téi da) -

e Céac dudng truyén khac
nhau c6 MTU khac nhau

e MO0t goi tin IP co kich
thwdce Ién qua MTU sé bi
« Chia lam nhiéu goi tin nhd

hon

e Duoc tap hop lai tai tram
dich

Phén manh:
in: 1 goi tin Ion
out: 3 goi tin nhé hon

47

47
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Phan manh (2)

e Trwong Identification
¢ ID dwoc str dung dé tim cac phan cla goi tin
e Flags — cO (3 bits)
e 1stbit: Dy phong
e 2" bit: Khdng dwoc phép phan manh
e 3" bit: Con phan manh
e Do léch - Offset
e Vi tri cia g6i tin phan manh trong géi tin ban dau
e Theo don vj 8 bytes

48

48
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Phan manh (3)
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length [ID [fragflag | offset
Vi du =4020 | =x =0 =
+  Goi tin: 4020 byte
(header: 20 byte)
MTU = 1500 bytes
1480 bytes in length |ID |fragflag | offset
data field =1500 |= =1 =
offset = / length |ID | fragflag | offset
1480/8 =1500 |=x | =1 =185 _
length | ID |fragflag | offset
=1060 |=x| =0 =370
49
49
2 n 5 | ]
Chuyén tiép géi tin IP
000
0000
0000
o000
L X
o

50

50
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Chuyén tiép goi tin IP i

e M&i nit mang st dung bang chuyén tiép
(Forwarding Table)
o La moét phan cta bang dinh tuyén (Routing Table)
e Cac thong tin:
o Dich dén (Destination): Pia chi mang/Mét na (/n)

S& dung dia chi 0.0.0.0/0 dai dién cho mét dich bat ky
chwa biét > 16i ra mac dinh

» Cong ra (Outgoing port): dia chi cla cong ra trén
router dé chuyén t&i nat ké tiép trong dwdng di

51

51

Bang chuyén tiép '

Giao thire
dinh tuyén

Bang chuyén tiép
dest address outgoing port
net1. address/net.mask 1
net2. address/net.mask 2
net3. address/net.mask 1

Goi tin voi dia chi nutdich %
trong phan tiéu de

52
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Vi du - Bang chuyén tiép trén
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may tram
C:\Documents and Settings\tungbt>netstat —r
Route Table
Interfg=at-iat— - -
ox1 ... Destination |...Ms TCP Looy Outgoing port

0x2 WUW Realtek RTL8 o9 rarmy ror rastcurernet NIC -

Gateway Metric

0.0.0.0 0.0.0.0 192.168.1.1  192.168.1.34 20
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1

192.168.1.0 255.255.255.0 192.168.1.34 192.168.1.34 20
192.168.1.34 255.255.255.255 127.0.0.1 127.0.0.1 20
192.168.1.255  255.255.255.255 192.168.1.34 192.168.1.34 20
224.0.0.0 240.0.0.0 192.168.1.34 192.168.1.34 20

255.255.255.255 255.255.255.2565 192.168.1.34 192.168.1.34 1

Default Gateway: 192.168.1.1

53

53

Vi du - Bang chuyén tiép trén
router (ruat gon)

Router# show ip route

O000O00
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Destination Outgoing port

03.238.37.0/24 via 203.178.136.14,_FastEthernet0/

203.238.37.96/27 via 203.178.136.26, Serial0/0/0
203.238.37.128/27 is directly connected, Serial0/0/0
192.68.132.0/24 via 203.178.136.14, FastEthernet0/1
203.254.52.0/24 is directly connected, FastEthernet0/1
202.171.96.0/24 is directly connected, Serial0/0/1

54

54
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Két hop dworng di

° Djéu kién: Buwong di co chung Outgoing Port va kK bit
dau tién (prefix) trong phan NetworkID cua dia chi
dich gibng nhau

e Muyc dich: gidm kich thwéc bang chuyén tiép, tang
toc qua trinh tim kiém duwdng ra

Destination Outgoing Port

1.1.0.0 /16 Se0/2 Destination | Outgoing Port
12.0.0 /116 Se0/2 IR0 07510 Se0/2
13.0.0 /116 Sel01 22007410 Se0/2
171.80.0/19 |  Se0/1 L3010 Se/01
} 17180018 |  Se0/

171.8.32.0 /19 Se0/1

55

55

Nguyén tac tim kiém

e So sanh n bit dau tién trén dia chi dich goi tin v&i cac bit
twong wng trén dia chi mang dich
e /n: Mat na mang dich
o Né&u c6 mang dich khép chuyén ra céng twong (ng
 Néu khong c6 mang dich nao khop, chuyén ra cong méc dinh

(néu co)

e Quy tac “longest matching”: néu c6 nhiéu mang dich

théa man, chuyén tiép t¢i mang dich c6 mét na Ién nhéat

- — — Destination | Outgoing Port
Dia chi dich cua gai tin:
11.1.2.10 11.0.0.0/8 Se0/1
11.1.0.0 /16 Se0/2
11.1.2.0/24 Se0/3

56

56
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Chuyén tiép goi tin trén router

e B1:Néu TTL = 1(hodc TTL = 0), hay géi tin va bao I6i.
Két thuc.

e B2:Néu TTL >1, |3y dia chi dich DA clia géi tin. Mat na
hda dia chi dich cta gai tin v&i cac mat na cia mang
dich

e B3:So sanh két qua mat na héa véi dia chi mang dich
twong &ng. Néu c6 mang dich khép chuyén téi cbng ra
twong rng, giam TTL.

e B4 : Néu khéng cé mang dich khép, kiém tra cong ra
mac dinh (twong wng v&i dich 0.0.0.0 /0)

e C6 cbng méac dinh : chuyén géi tin t&i cdng mac dinh, giam TTL
o Khéng co : hiy gai tin, bao 16i.
57

57
Vi du :
e Cho bang chuyén tiép ctia mét router trong bang 1. Hay
cho biét router xt&r ly nhw thé nao khi nhan dwoc cac goi
tin c6 cac théng so trong bang 2.
Destination Outgoing Destination |TTL
Port Address
45.45.160.0 /19 E3 45.45.100.64
45.45.64.0 /19 E1l 45.45.100.64
45.45.96.0 /20 E3 45.45.145.144 15
45.64.0.0 /10 E2
45.45.96.128 /26 E1l
0.0.0.0 /0 E1
58
58
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NAT

e D@ liéu chuyén tiép tir mang LAN(st dung dia chi
cuc bd) sang mang Internet(str dung dia chi cong
cdng) va ngwoec lai cAn dwoc chuyén dbi dia chi

e Network Address Translation

e Trén thuc té, co thé sir dung NAT dé chuyén déi dia
chi IP tr mang LAN nay sang mang LAN khac

e Loiich:

o Tiét kiém dia chi IP cong cong
» Che gidu dia chi riéng
» Giadm chi phi cAu hinh khi thay dbi ISP

59

59
Static NAT £
e La dang NAT don gién nhat
e MOt dia chi IP private dwoc gan cho mét dia
chi IP public xac dinh
e NAT router sé& lwu méot bang chuyén dbi trong
bd nh&
e Bang nay anh xa cac dia chi ndi bd bén trong vo&i
dia chi bén ngoai Internet
e Thudng s dung cho céc server nam trong
mang LAN dé cung cap dich vu cho mang céng
cong
60
60
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Static NAT - Vi du

Src: a.b.cd
Src:a.b.cd ;
Dst: 202.191.56.65 Dst: 10.0.0.20

_ " LAN
( Intornet —ig ' ((10.0.0.0 /24) |

] Router

File Server
(10.0.0.10)

@ @ Web S&ver
{10.0.0.20)
Src: 202.191.56.65 Src: 10.0.0.20
Dst: 10.0.0.20 Dst: a.b.c.d

NAT Inside IP Outside IP

Table 10.0.0.10 202.191.56.11
| 10.0.0.20 202.191.56.65 @ |

61

61

Dynamic NAT

e Khong can cau hinh cu thé 1 dia chi riéng

nao

dang san co

e NAT router tir ddng anh xa mét dai cac dia
chi riéng v&i moét dai cac dia chi cong céng

dwoc chuyén d6i thanh 1 dia chi cong cong

e Bat ky dia chi riéng nao sé dwoc chuyén dbi
tw ddng sang 1 trong cac dia chi céng cong

o000
o000
eoevo
o0
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Dynamic NAT - Vi du

Src: 10.0.0.31
Src: 202.191.56.15
Dst: a.b.c.d A< @ Dst: a.b.c.d

Src: a.b.c.d Src: a.b.c.d

Dst: 202.191.56.15 X< 4 Dst: 10.0.0.31/g
; ...-/.Imeme_t. ﬁ i LAN Host A
S 1 (10.0.0.0 /24) (10.0.0.31)

Router

Sro: 7 Src: 10.0.0.32
7 F 4 . Host B
Dst: a.b.c.d @ @ Dst: a.b.c.d [10.?:?0.32)

NAT Table Inside IP Outside IP
10.0.0.31 202.191.56.15

10.0.0.32 202.191.56.16

63

63

Port Address Translation i

e Con dwoc biét 1a NAT overloading

e La mot dang dac biét ciia Dynamic NAT dé
tan dung hon nira khéng gian dia chi IPv4

e Cho phép nhiéu dia chi riéng anh xa voi mot
dia chi’c()ng cbng da dang ky kém cac s6
hiéu cong khac nhau

64
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Dynamic NAT - Vi du

Src: 202.191.56.15:2001

Dst: a.b.c.d:443 F

Src: 10.0.0.31:6000
Dst: a.b.c.d:443

Src: a.b.c.d:443
Dst: 10.0.0.31:6000

T =

" Internet ﬁ

B Router

Src: a.b.c.d:443 m%
Dst: 202.191.56.15:2001

AN
((10.0.0.0/24)

Host A
(10.0.0.31)

Src. ? Src: 10.0.0.32:7000
Dst: a.b.c.d:443 B4 @‘4 Dst: a.b.c.d:443

NAT Table

{10.0.0.32)

| 10.0.0.31:6000

202.191.56.15:2001

10.0.0.32:7000

202.191.56.15:2002

65

65

2.6. Giao thurc IPv6

66

66
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Giao thuwc IPv6

e Xuét phat te nhu cau thuc té: dia chi IPv4 can kiét,
khéng du dé cap phat
e Cai tién trén IPv6:
e M®& réng khdng gian dia chi
S dung dia chi co do dai 128 bit
Phan vung dia chi(scope)

Khong gian dija chi IPv4 Khong gian dija chi IPv6

RN

1mm 84.000 lan dwéng kinh cha thién ha
67

67
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Cai tién trén IPv6(tiép)

e Tang téc do
e Khubn dang header don gian hon
it trwerng hon
D6 dai ¢b dinh
Bd checksum
e Khdéng phan manh gaéi tin
e Hb trg QoS tét hon
e Vé an toan an ninh
e S dung IPSec nhw mét chuan
e Ty ddng cau hinh
o Chuén héa co ché tw dong cau hinh

68

68
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Pia chi IPv6

69

69

Cach thirc biéu dién

e 128 bit, biéu dién b&i sé hé 16
e Phan cach “:” gi(va cac nhém gém 4 sb
hexa
e 3ffe:501:100c:e320:2¢e0:18ff:fe98:936d
e Bd qua chudi lién tiép cac s6 0
e 3ffe:501:100c:e320:0:0:0:1 —
3ffe:501:100c:e320::1

e Str dung ky hiéu mat na mang /n

70

70
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Cau trac dia chi IPv6

e 2 phan: Network prefix va Interface ID
e Network prefix: 64 bit
e Host ID: 64 bit

o Chuan EUI-64 (extended unique identifier )

e Trong trwdng hop mang Ethernet, Host ID dwgc
xac dinh tr dia chi MAC

7

71

Phan vung dia chi

e Dia chi toan cuc: Network prefix co
 Global routing prefix: 48 bit v&i 3 bit dau 14 001
e SubnetID: 16 bit
e Dia chi lien két ndi bd: Network prefix co
e 10 bit dau la 1111 1110 10
e 54 bit con lai mang gia trj 0
e Dia chi cuc bd: Network prefix cé
e 10 bit daula 1111 1110 11
38 bit ké tiép mang gia tri 0
e SubnetID: 16 bit

72

72
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Dia chi toan cuc

Entire IPv6 Network

User Network

Subnet 2 Subnet 3

001 Global routing | Subnet

- Interface ID
prefix ID —
64bit 64bit
73
Cac dang dia chi IPv6 :
e Dija chi Unicast Address: gan cho mét cdng giao
tiép mang
e Dia chi Anycast Address: gan cho mét nhém
coOng giao tiép mang
o Goi tin glvi t&i dia chi anycast addr. dwgc chuyén tiep
cho nut gan nhat xac dinh bdi giao thrc dinh tuyén
e Dia chi Multicast Address: gan cho mét nhéom
cong giao tiép mang trong mot scope
o Bét dau béi 1111 1111
° Qéi tin g&i t&i dia chi multicast addr. dwoc chuyén toi
tat ca cac nut trong nhém
74
74
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Khuén dang goi tin
IPv6

000
0000
0000
00
L X
[
75
75
Khuon dang goi tin IPv6 :
Version Traffic Class Flow Label
(4 bit) (8 bit) (20 bit)
Payload Length Next Header Hop Limit
(16 bit) (8 bit) (8 bit)

Source address
(128bit)

Destination address
(128bit)

Payload(gdm tiéu d& mé réng néu cé va goi tin cla giao thire tang trén)

Cac trwdng dbi tén t IPv4 76

76




theo

e Hop limit: twong tw TTL

Khuén dang géi tin IPv6(tiép)

e Version: Phién ban giao thirc(=110)

e Traffic Class: s6 hiéu giao thirc tang trén
e Flow Label: Diéu khién QoS

e Payload Length: kich thwéc phan dir liéu
e Next header: Tiéu dé tiép theo mé rong tiép

77

77
IPv6 header
e Trong IPV6, tiéu dé mé& rong dat trong phan
payload
Extension| Extension . Extension
Header | Header Header
Fixed length (4,o,byte)’/ Cac tiéﬁ“ﬁém@ réng néu cé
Céc thong tini chinh
Next header Ext. header length
(8 bit) (8 bit)
78
78

38



3. Internet Control Message

Protocol

Téng quan
Khudn dang gai tin
Ping va Traceroute

79

79

3.1. Gi&i thiéu chung vé ICMP

Internet Control Message Protocol
IP la giao thirc khdng tin cay, huéng khong lién két

os0000

XXyl
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oo

o Thiéu cac co ché hd tro va kiém soat 16i > Phia gti khéng biét
goi tin c6 dwoc truyén thanh cong

2 chwrc nang chinh

o Béo I6i khi chuyén tiép mot goi tin IP khéng thanh cong

o Truy vén théng tin trang thai

Gai tin ICMP dwoc dong goi vao trong goi tin IP:

IP header

ICMP message

ICMP dwoc sir dung & tang mang dé trao dbi thong tin:

80

80
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Khuén dang goi tin ICMP

Type: dang géi tin ICMP
Code: Nguyén nhan gay 16i
Checksum

os0000

XXyl
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oo

e Rest of header: Mi dang c6 phan con lai twong &ng,

phu thudc vao Type va Code

78 1516

31

Type Code

Checksum

Rest of the header

Data

81

81
4
Mot s6 dang goi tin ICMP
3 Destination Unreachable
4 Source quench
g | Error-reporting 5 Redirection
> messages
o 11 Time exceeded
©
% 12 Parameter problem
E 8or0 Echo request or reply
=
O Query 13 or 14 Time stamp request or reply
messages 17 or 18 Address mask request or reply
9or10 Router advertisement or solicitation
82
82
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3.2. ICMP va cac céng cu
debug

e ICMP ludn hoat déng song trong subt véi
nguwdi str dung

e NSD c6 thé st dung ICMP théng qua cac
cbng cu debug

e ping
e traceroute

83

83

ping

e Tac dung: Kiém tra trang thai két néi véi mét nat
mang
e Cu phap: ping host_address
o host_address |a dia chi IP hoac tén mién
e Hoat dong
e Bén gri: Gwi goi tin ICMP Echo Request (Type = 8)
e Bén nhan: Tra gai tin ICMP Echo Reply (Type = 0)
e Trwdng dir liéu chira thoi gian giri goi tin
o Khi nhan dwoc phan héi thi tinh dwoc tré khir hoi
(RTT - Round trip time)

84

84
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Ping: Vi du

C:\Documents and Settings\admin>ping www.yahoo.co.uk
Pinging www.euro.yahoo-eu1.akadns.net [217.12.3.11] with 32 bytes of data:

Reply from 217.12.3.11: bytes=32 time=600ms TTL=237
Reply from 217.12.3.11: bytes=32 time=564ms TTL=237
Reply from 217.12.3.11: bytes=32 time=529ms TTL=237
Reply from 217.12.3.11: bytes=32 time=534ms TTL=237

Ping statistics for 217.12.3.11:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 529ms, Maximum = 600ms, Average = 556ms

85

85
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traceroute

e Cu phap:
e Windows: tracert host _address
e Linux: traceroute host address
e Bén glvi truyén goi tin UDP cho bén nhan
o Luwottht ncd TTL=n
e Khi gai tin lwot glvi thée n @én router thv n:
¢ Router hay goi tin
o GUri mdt gai tin ICMP bao 16i “Time exceeded” (Type = 11)
o Dir liéu c6 chira tén va dia chi IP cliia router
e Khi nhan dwoc goi tin tra |&i, bén gvi sé tinh ra RTT

86

86
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traceroute

Diéu kién két thic

e Gdi tin dén dwoc dich
e Dich tra vé gai tin ICMP “time exceeded” (type 11)
e Khi ngudn nhan dwoc goi tin ICMP nay sé dirng lai

87

87

Traceroute: Vi du

C:\Documents and Settings\admin>tracert www.jaist.ac.jp
Tracing route to www.jaist.ac.jp [150.65.5.208]
over a maximum of 30 hops:
1 1ms <ims <1ms 192.168.1.1 Tai sao tré c6 dot bien?
2 15ms 14ms 13 ms 210.245.0.42
3 13ms 13ms 13 ms 210.245.0.97
4 14ms 13ms 14 ms|210.245.1.1
5 207ms 230ms 94 mg pos8-2.br01.hkg04.pccwbtn.net [63.218.115.45]
6 * 403ms 393 ms 0.s0-0-1-0.XT1.SCL2.ALTER.NET [152.63.57.50]
7 338ms 393ms 370 ms 0.s0-7-0-0.XL1.SJC1.ALTER.NET [152.63.55.106]
8 402ms 404 ms 329 ms POS1-0.XR1.SJC1.ALTER.NET [152.63.55.113]
9 272ms 288 ms 310 ms 193.ATM7-0.GW3.SJC1.ALTER.NET [152.63.49.29]
10 205ms 206 ms 204 ms wide-mae-gw.customer.alter.net [157.130.206.42]
11 427 ms 403 ms 370 ms ve-13.foundry2.otemachi.wide.ad.jp [192.50.36.62]
12 395ms 399 ms 417 ms ve-4.foundry3.nezu.wide.ad.jp [203.178.138.244]
13 355ms 356 ms 378 ms ve-3705.cisco2.komatsu.wide.ad.jp [203.178.136.193]
14 388 ms 398 ms 414 ms c76.jaist.ac.jp [203.178.138.174]
15 438 ms 377 ms 435 ms www.jaist.ac.jp [150.65.5.208]
Trace complete. 88

88
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4. Giao thurc ARP

89

89
Dia chi MAC va ARP :
e Address Resolution Protocol
e Tim dia chi MAC (dinh danh tang lién két div
liéu) cia moét nut mang khi da biét dia chi IP
e Tai sao can ARP?
o Truyén tin trén tang mang dung dia chi IP
o Truyén tin trén tang lién két di liéu dung dia chi MAC
o Khi glvi: di¥ liéu chuyén tir tAng mang xudng tang lién
két dir liéu.
Dir liéu glri trong mang LAN: May ngudn can phai biét dia chi
MAC clia may dich
Dir liéu glri ra ngoai mang LAN: May ngudn phai biét dia chi
MAC clia b6 dinh tuyén mac dinh %
90
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Hoat dong cua ARP

e M0i nut trong mang LAN st dung bang ARP
Table:
o Anh xa <Bia chi IP, Bia chi MAC, TTL)
e TTL: Thoi gian gilr anh xa trong bang

e Khi tim dia chi MAC clia mdt nat khac, nat
mang gri quang ba géi tin ARP Request I1én
trén mang.
» Goi tin ARP Request chira dia chi IP cia nut can tim

kiém

e NuUt mang mang dia chi IP dwoc hdi sé g

ARP Reply tra 10

91

91
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Hoat dong cua ARP - Vi du

ARP Request
(broadcast)

Who has 10.0.0.22 D] —— / -»! MAC: 12-29-9C-E8-FF-12

Host B: 10.0.0.2

I —-\ ! Host C: 10.0.0.3

Host A: 10.0.0.1 MAC: 13-29-9C-E8-FF-13

MAC: 11-29-9C-E8-FF-11 ARP Request

(broadcast)
Who has 10.0,0.2? Host B: 10.0.0.2

‘h"r-—______—_—__
4!!{ {IJ -~

Host C: 10.0.0.3
Host A: 10.0.0.1 ARP Requestg\, MAC: 13-29-9C-E8-FF-13

MAC: 11-29-9C-E8-FF-11 (broadcast)
Who has 10.0.0.2?

ARP Reply (unicast)
10.0.0.2 js at 12-29-9C-E8-FF-12

Host B: 10.0.0.2

«— @
7 /’ MAC: 12-29-9C-E8-FF-12
| [>=<T
-\ J Host C: 10.0.0.3

Host A: 10.0.0.1 MAC: 13-29-9C-E8-FF-13
MAC: 11-29-9C-E8-FF-11 92

92
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94

Chuyeén tiep dir liéu t&i mang khac |
Vi du: Gri di¥ liéu tir A téi B qua router R
A soan mét géi tin IP v&i dia chi nguén 1a A, dia chi dich la B
Goi tin chuyén xudng tang lién két dir liéu: dong géi thanh khung tin
tdng 2 vai dia chi MAC nguén 1a A, dia chi MAC dich la R

MAC src: 74-29-9C-E8-FF-55
MAC dest: E6-E9-00-17-BB-4B
IP src: 111.111.111.111
IP dest: 222.222.222.222

11111111111
74-29-9C-E8-FF-55

gs

222.222.222.222

T 49-BD-D2-C7-56-2A
P 222.222.222.220 y
& 1A-23-F9-CD-06-9B /
t 111.111.111.110 222.222.222.221 93
111.111.111.112 A LllLll.
CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B

88-B2-2F-54-1A-0F

93

Chuyén tiép dir liéu t&i mang khac |
+ Khung tin dwoc chuyén tir A téi R

+ Tai R: khung tin dwgc boc bé header, chuyén Ién cho
tang mang dwéi dang mét géi tin IP

MAC src: 74-29-9C-E8-FF-55
MAC dest: E6-B2-86e1748B-4B.111.111

IP src: 111.1 1. dest1222.222.222.222
IP dest: 222|222.222.222

IP
Eth
Phy

A

111.111.111.111T

74-29-9C-E8-FF-55 ? 222.222.222.222

49-BD-D2-C7-56-2A
222.222.222.220

[ 1A-23-F9-CD-06-9B /
1
111.111.111.110 202322222221 94
11.111.111.112 10 s

CC-49-DE-D0-AB-7D 88-B2-2F-54-1A-0F

46



+ R chuyén tiép goi tin v&i dia chi IP nguédn la A, IP
dich 1a B

+ GOi tin chuyén xudng tang lién két div liéu: dong goi
thanh khung tin tang 2 v&i dia chi MAC nguon la R, dia
chi MAC dich 1a B

MAC src: 1A-23-F9-CD-06-9B
MAC dest: 49-BD-D2-C7-56-2A
IP src: 111.111.111.111
IP dest: 222.222.222.222

IP
P Eth
Eth Phy
Phy

A

11’].1’]’].1']'].111T

74-29-9C-E8-FF-55 ? 222.222.222.222

49-BD-D2-C7-56-2A
222.222.222.220

1A-23-F9-CD-06-9B f
1
1111111112 111.111.111.110 222222222221 95

CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F

95

4. Dinh tuyén

97

97
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4.1. Khai niém co’ ban

b\
N

vé dinh tuyén

98

98
Dinh tuyeén la gi? Nk
o Tim dudng ditdt nhat < Nt tiép
dé chuyén tiép dr lieu 4 theo la gi?
t&i nat dich 4 it tidn
e Trong mang IP ' m
chuyén mach goi: / T
e Nut tiép
e Cac goi tin dugc > .
O SRR theo la gi?
chuyén tiep doc lap
 Dinh tuyén trén ting
chang: Mbi nut khéng
chi ra toan bd céc R
chang trén dwong di toi
dich
99
99
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Cac thanh phan cta dinh tuyén

e Thong tin dinh tuyén: Thong s6 cta duong
truyen dwoc str dung lam dé do tinh toan chi phi
dwdng di

e Bang dinh tuyén: Lwu thdng tin dwéng di da tim
dwoc t¢i cac mang dich

e Gidi thuat, giao thirc dinh tuyén: cach thirc tim
dwdng di va trao doi thdng tin dinh tuyén gitra
cac nut mang

100

100

B6 dinh tuyén (router)

e Thiét bj chuyén tiép cac goi tin gitra cac
mang
o La mét may tinh, v&i cac phan cirng chuyén dung
o Két ndi nhiéu mang véi nhau
e Chuyén tiép gdi tin dwa trén bang dinh tuyén

e C6 nhiéu cdng két néi mang

e Phi hop v&i nhiéu dang lwu lwong va pham
vi ca mang

101

101
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~ YAMAHA
RTX-1500 Cisco 2600

BUFFALO PLANEX
BHR-4RV  GW-AP54SAG
Router ngoai vi

Cisco CRS-1
S : Router mang truc
Hitachi .
GR2000-1B Juniper M10 http://www.cisco.com.vn

- Fou'\rl1gtrl¥ol:119é\6v8rks http://www.juniper.net/
http://www.buffalotech 1$8m

Cisco 3700 Router c& trung

102

4.2. Bang dinh tuyén '

Destination Outgoing Port Next hop Cost

Destination : dia chi mang dich

e Dinh tuyén classless: Sir dung dia chi khéng phan 1&6p

e Dinh tuyén classful: St dung dia chi phan I&p

Outgoing Port : cdng ra cho goi tin dé t¢i mang dich
Next hop : dia chi cdng nhan gai tin ctia nat ké tiép
Cost : chi phi gtri géi tin ttr nat dang xét t&i dich

103

103
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Van deé cap nhat bang dinh tuyén

e Su thay dbi cAu tric mang: thém mang méi, mot
nat mang bi mat két nbi
e Sw can thiét phai cap nhat bang dinh tuyén
o Cho t4t ca cac nut mang (vé ly thuyét)
o Thuyc t&, chi m6t sb nat mang phai cap nhat
e Lam thé nao dé cap nhat ?
o Dinh tuyén tinh: Cac muc trong bang dinh tuyén duoc
stra dbi thi cdng bdi ngwdi quan tri
o Dinh tuyén déng: Ty dong cap nhat bang dinh tuyén cac
giao thirc dinh tuyén

104

104
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Dinh tuyén tinh

e Khico sw cb: £ \

» Khéng thé ndi vao J _\vh_)
Internet ké ca khi co ton @ ) \
tai dwong di dw phong = -

o Nguwdi quan tri mang can <z~ g
thay doi 10.0.0.3

0.0. 10.0.0.2
Bang dinh tuyén ctia 10.0.0.1 (1 phan) Next-hop 10.0.0.3 \\___ /
t/f/i\
Prefix Next-hop
0.0.0.0/0-1 10.0.0.3 10.0.0.1
o

Két ndi bi 13i
Next-hop 10.0.0.1

105

105
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Dinh tuyén déng

Vs v
e Khi co sw cb: { _jjff_i"et>
o Duong di thay thé dwoc cap @ ' \
nhat mét cach tw dong >\
\f/\//*\ N
Bang dinh tuyén cda 10.0.0.1 (1 phan) U v
, & & sy 100.0.3 10.0.0.2
Prefix Next-hop /Ket noi dw phong
0.0.0.0/0 (10.0.0.2 | Nexehop 10:0.03 M\
6:6:0:6/6146-0:6:3 K&t néi bi 16 -

106

106

4.3. Cac giai thuat va
giao thirc dinh tuyén

Giai thuat Dijkstra va Bellman-Ford
Giao thure dang link-state va dang
distance-vector

107

107
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Biéu dién mang b&i do6 thi

e DO thj v&i cac nat (bd dinh tuyén) va cac canh (lién
két)

e Chi phi cho viéc sir dung méi lién két c(x,y)
o Bang thong, do tré, chi phi, m&rc do tac nghén...

e Giai thuat dinh tuyén: Xac dinh dwéng di ngan nhét
gitra hai nut bat ky

108

108
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e SPT - Shortest Path Tree

e Cac canh xuét phat tir nut gbc va téi cac 1a

e Duwdng di duy nhat tir nit gbe téi nat v, 1a dwong di ngén nhat
gitra nut goc va nut v

e M®inut s& co mdt SPT cua riéng nut dé

109

109
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Tap trung hay phan tan?

e Tap trung
o Thu thap thdng tin két néi cha toan bd mang
e S dung céac giai thuat tim dwong di trén do thi
(thwdng str dung giai thuat dang link-state)
o Phan bd bang dinh tuyén tir nat trung tam t&i cac
nut
e Phan tan
o Mai nut tw xay dwng bang chon dwdng riéng
e Giai thuat dinh tuyén: Link-state hoac distance-
vector
o Puoc str dung phd bién trong thuc té
110

110
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Phan cap trong dinh tuyén i

e Internet = Mang cla cac mang

e Cac mang dwoc quan ly boi cac td chirc khac nhau, c6 chinh
sach rat khac nhau, trong do6 co6 dinh tuyén

e Mbi mang nhw vay c6 thé goi la mét hé tw tri - Autonomous
System (AS)

111
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Khai niém hé tw tri - AS

e Goc nhin dinh tuyén: Tap hop cac nat mang cé cung chinh
sach chon dwong (Giao thire, quy wéc chi phi...)

e Cac ASes duoc ndi két théng qua cac router hay gateway

e M®Gi hé tw tri co mét sb hiéu riéng — AS number (ASN - 16 bits
hay 32 bits).

/ NTT-COMMUNICATIONS-2914 - NTT America, Inc. \
BTN-ASN - Beyond The Network America, Inc.
CHINANET-BACKBONE No.31,Jin-rong Street

GLOBEINTERNET Teleglobe America Inc.

VNGT-AS-AP Vietnam New Generation Telecom

VNNIC-AS-VN Vietnam Internet Network Information Center
CAMBOTECH-KH-AS ISP Cambodia

R — am

Source: http://www.cidr-report.org

112

Phan cap giao thirc dinh tuyén

e Trong mot hé tw tri: Giao thirc dinh tuyén ndi
vung
e |GP: Interior Gateway Protocol
RIP: Routing Information Protocol
OSPF: Open Shortest Path First
IS-IS, IGRP, EIGRP (Cisco)...
e Gilra cac hé tuv tri: Giao thirc dinh tuyén lién
vung
o EGP: Exterior Gateway Protocol
BGP (v4): Border Gateway Protocol

113
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Extra-domain va Inter-domain
routing

AS2

OSPF domain

RIP domain

114

vector

Phwong trinh Bellman-Ford (quy hoach déng)
Dinh nghia
d.(y): chi phi cia dworng di ngan nhat tiv x téi 'y
c(x,v): chi phi ttr x t&i hang xém v
Giai phwong trinh:

d,(y) = min {c(xv) + dy(y) }

cho tat ca cac v 1a hang xém cudia x

115

4.3.1. Giai thuat dang distance-
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(X

Minh hoa Bellman-Ford Eq.

Dé thay, d(z) = 5, d,(z) =3, d,(2) =3

B-F eq. cho ta biét:
d,(z) = min { c(u,v) + d,(2),
c(u,x) + dy(2),
c(u,w) +d,(z) }
=min {2 + 5,
1+3,
5+3} =4

Nat n,éo Jém gia tri trén nhod nhét =» Lwa chon la
nut ké tiép trong bang dinh tuyen

116

116

XX XXX
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Giai thuat dang distance-vector (2)

y twdng co ban:

e DV: Vector khoang cach, tam coi ~ VI0i nut:
la dwong di ngan nhét cda tr ChO’(Thayl 8 trong DV
mot nut t&i nuat khac cla nut bén canh)

e M@i nut tinh toan lai DV néu:

e Lién két thay doi Tinh lai wéc lwong DV

e Nhan dugc DV tir hang xém
e Théng bao cho hang xém néu , l o
DV thay gdi Néu DV thay ddi, Bao
. , . , . cho nut bén canh
e Hang x6m sé thong bao cho hang
xém clia chung Q
17
117
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Dy(y) = min{c(x,y) + D,(y), c(x,z) + D,(y)}
= min{2+0, 7+1} = 2

os0000

XXyl

ecee
oo

nut x
chi phi t&i chi phi t¢
Xy z
x[02 7)) ~ Dy(2) =min{c(x,y) +
Y weo o ’ D,(2), c(x,z) + D,(2)}
2 2 =min{2+1,7+0} =3
nut y
_ 2 1
X
y 7
2z
nut z
chi phi t&i
Xy z
X | 00 00 o0
é y o0 o0 o]
z
thoigian 118
118
D,(y) = min{c(xy) + D,(y), c(x2) + Dy)} ~ Dy(2) = min{c(xy) + 8

= min{2+0, 7+1} = 2

Dy(2), c(x,2) + D,(2)}

nut x =min{2+1,7+0} =3
chi phi t&i chi phi t&i " chi phi téi
Xy z | Xy z
X iO 27 > X x|02 3
:; Y| wow o Y2 01 . Yy 2 0 1
i z z1710 T z|31 0
nuty chi phi toi chi phi t&i
| _xyz Xy z 2 1
X x[02 7 x|o2 3
N y Yi20 1 Y20 1 !
o ® z 21710 z|310
nat z chi phi t6i chi phi t6i chi phi t6i
Xy z Xy z
Kwww |/ x/023
S V|ew w 5 Y y|20 1
2, =z Zi1310
thoigian 19
119
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Van dé dem téi vo cung

e Count-to-infinity

e Xay ra khi chi phi mot lién két tang 1én so voi
ban dau

e M@i router khdng biét dwérng di dén router
khac lai di qua chinh n6

e Sau méi lan trao ddi va cap nhat bang dinh
tuyén, khoang cach wéc lwgng sé téang dan
dén v6 cung

120

120

RIP ( Routing Information Protocol) .

o IGP

RIP v.1, phién ban m&i RIP v.2

Giao thirc dang vector khoang cach
Chon dwdng di theo sb nut mang di qua

T nut A:

Pich dén sbé nut

u v 5 1
v 2
w 2
X 3
X y 3
z D z 2
Y 121

121
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RIP: Trao déi théng tin

e Trao dbi bang chon dwdng

e Dinh ky
e Cac vector khoang cach duoc trao déi dinh ky - 30s
o M®éi théng diép chira tbi da 25 muc
» Trong thuc t&, nhiéu théng diép duoc str dung

e Su kién
o GUi thong diép cho nat hang xém méi khi cé thay dbi
e Nut hang xém sé cap nhat bang chon dwdng cua né

122

122

RIP: Dé tranh 16i 1ap vé han

e Gi&i han sb hop tbi da
e vl:15
e v2:30
e “Split horizon”
e Thong tin chon dwdng khong duoc quay vé nut
nguon
e “Poison reverse”
 Khi lién két bi 16i, gvi gia tri ctia chi phi la 16
(hoac 31)
o Lién két chuyén sang trang thai hold-down

123

123

60



4.3.2. Giai thuat dang link-state

e M®i nut thu thap théng tin tir cac nat khac dé xay
dwng topo clia mang

e Ap dung giai thuat tim dwdng di ngan nhat t&i moi
nut trong mang

e Khi co sy thay dbi bang dinh tuyén, méi nat gl
thdng tin thay di cho tat ca cac nat khac trong
mang.

124

124
Ky hiéu -
e G =(V.E):Db thj voi tap dinh V va tap canh E
e c(x,y): chiphi clia lién két x toi y; =« néu khong
phai 2 nut ké nhau
e d(v): chi phi hién thdi ciia dwdng di tir nat ngudn t&i
nat dich. v
e p(v): nat ngay trwde nat v trén duwdng di tr nguodn téi
dich
e 7 Tap cac nut ma dwdng di ngan nhat da dwoc xac
dinh
125
125
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Cac thu tuc

e Init():
Vé&i mbi nat v, dfv] = «, pfv] = NIL
dfs]=0

e update(u,v), trong do6 (u,v) la mét canh nao
do cua G

if d[v] > d[u] + c(u,v) then
dfv] = d[u] + c(u,v)
plvi=u

126

126

Dijkstra’s Algorithm

Init() ;

T=a&;

Repeat
u: u g T |d(u)labénhat;
T=Tu{u
for all v e neighbor(u) vav ¢T

update(u,v) ;
Until T=V

N>R WN =

127

127
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Dijkstra’s algorithm: Vi du

Step T d(v),p(v) d(w),p(w) d(x),p(x) d(y).p(y) d(z).,p(z)
u 2,u 5u  1u o oo
1 ux<— 2,u 4x 2,x o
2 uxy« ——— 2,0 3y 4y
3 Uxyv < 3y 4y
4 UXYVW <« 4y
5 uxywz<~—

Bang dinh tuyén cla u:

% destination link
. v | (uv)
2 X | (ux)
1 -

‘ > ':> y | (ux)
/E w (u,x)
z | (U

SPT cua u:

128

OSPF: Open Shortest Path First

e Tailiéu mob ta: RFC2740

e Thong tin dinh tuyén: Thong tin vé trang thai lién
két - LSA (link state advertisement)

e Hoat déng co ban:
» Quang ba théng tin LSA khi trang thai lién két thay ddi

e Thu thap thdng tin LSA va xay dwng topology cla
mang.

o Ap dung giai thuat Dijkstra tim dwéng di ngén nhat

129

129
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Théng tin chon dwéng

e Link-State Advertisement (LSA) Chi ra mét nat
dwoc ndi téi nat nao (link) va chi phi (cost) twong
wng

e Vidu: nut A
e link to B, cost 30 A 20
e link to D, cost 20 . D
« link to C, cost 10 \\m & /"’20
e Vidy: nit D 30 _ﬂé
e link to A, cost 20 B E

e link to E, cost 20
e link to C, cost 50

130

130
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Chi phi trong giao thirc OSPF -
metric

e Gia tri mac dinh

100Mbps / bandwidth of interface

o Hién nay ngwdi quan tri co thé gan gia tri nay
e Khi tinh toan bang chon dwdng

e Chon dwdng di chi phi nhd nhét
e Chi phi bang nhau

o C6 thé thyc hién can bang tai

131

131

64



Chi phi mac din

h cua OSPF

Link Bandwidth Default OSPF cost

56Kbps serial link 1785

64Kbps serial link 1562

T1 (1.544Mbps) serial link 65

E1 (2.048Mbps) serial link 48

4Mbps Token Ring 25

Ethernet 10

16Mbps Token Ring 6

FDDI or Fast Ethernet 1

Gigabit Ethernet / 10G network 1

132

132

Quang ba thong tin LSA-

Flooding

ey

(a

| O—® O=®
X has link to A, cost 10 . LsAJ} .
X has link to C, cost 20 0 e Q Q e Q
) (b)

5 O—®) O—()
B nhan dworc
2 thong diép '
giébng nhau _, (e —(B)——p)
© @ 133

133
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So sanh cac giai thuat LS va DV

Théng diép trao dbi

e LS: nnut, E canh, O(nE)
thong diép

e DV: Chi trao dbi gitra cac
hang xom
o Thoi gian hdi tu thay

doi

Tbc dd hoi tu

e LS: Thuat toan: O(n2) can
O(nE) théng diép

e DV: Thay dbi

Sw chac chan: Giai st mot
router hoat dong sai
LS:
e nut gt cac chi phi sai
e MGi nit tinh riéng bang
chon duwdng -> ¢6 vé chac
chan hon

e DV c6 thé bj gli sai
e M®i nut tinh toan dwa trén
cac nut khac
L6i bi lan truyén trong

mang
134
134
H
RIP vs. OSPF
RIP OSPF
Déc diém « Router binh déng « Phan cap
+ C4u hinh dé dang « C4u hinh phtrc tap
* Mang c& nhdé * Mang c& vtra va lon
Kha nang mé rong X fo}
Do phrc tap tinh toan Nhé Lén
Hbi tu Cham Nhanh
Trao déi théng tin Bang chon dwong Trang thai lién két
Giai thuéat Distant vector Link-state
Cap nhat hang xém 30s 10s (Hello packet)
Don vi chi phi Sé nut mang Bang thong
135
135
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4.4. Pinh tuyén lién
vung

136

4.4.1. Giéi thiéu chung
vé BGP

137
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Yéu cau mé&i v&i cac giao thirc
dinh tuyéen lién vung

e M&i AS c¢6 chinh sach riéng vé dinh tuyén
* Nha cung cap X khong mudn truyén di liéu cia ho qua mang
nha cung cap Y
* Nha cung cap X khong mudn di liéu clia nha cung cap Z truyén
qua hé thong mang cta ho
¢ Khong thé thé hién nhirng chinh sach nay trong khai niém
“dwdrng di ngan nhat”
e Mb&i AS mubdn “tw tri”; tw chon céc giao thire dinh tuyén
ndi vung va cac chinh sach dinh tuyén di kém
e MGi AS mubdn tinh “riéng tw”: tw chon topology, cac chinh
sach diéu phoi hoat dong

138

138
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Chon giai thuat dinh tuyén nao?

e Gilra cac AS nén dung giao thrc nao?
e Kho cd mét chinh sach va don vi chi phi chung
o LS: Chi phi khéng déng nhéat, CSDL qua Ién
e DV: Mang qua réng, khé héi tu
e Giai phap: BGP chon duwdng theo path-vector

-
4 ( C—B—A

Chua xét yéu
>__t0 chinh sach

G

D—A best path
C—-B—A X

139
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BGP - Border Gateway
Protocol

e Yéu tb gan két cla Internet, két ndi cac hé ty trj
e Trao dbi thong tin dwérng di NLRI (Network Layer
Reachability Information)
o Cho phép mét AS biét dwoc thong tin di dén AS khac
e Guri thdng tin nay vao bén trong AS doé
e Xac dinh dwéng di tot nhat dwa trén théng tin d6 va cac
chinh sach chon dwong
e Cho phép thiét Iap cac chinh sach
e Chon duwong ra
e Quang ba cac dudng vao

140

140
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BGP: Y twéng tim dwéng

Méi AS quang ba Mbi AS tinh toan dwong di tt
nhirng dwdng di tot nhat nhat khi nhan dwgc danh
clia no t¢i cac AS khac sach duwong di

- /

Cé6 vé nhw BGP s dung lai y twéng nao do!

141

141
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BGP s dung y twédng cua DV

e Quang ba thong tin vé dwdng di tdi dich

e Khong chia sé théng tin vé topology cla
mang

e L&p lién tuc cho dén khi hi tu (tim thay
dwdng di tot nhat)

e VGi 4 diém khac biét

142

142

BGP khac DV (1)
Khéng chon dwéng di ngan nhat

e Pudng di ngan nhat(qua it AS nhét) la muc tiéu
r4t quan trong trong dinh tuyén lién vang (vi
sao?) nhung khdng phai la wu tién hang dau.

e BGP wu tién chon dwdng theo chinh sach trwéc

“2,3,1” thay vi “2,1”

o .;_-I 2 ) I _ | 3 iJ
Nt 2 co theé chon o \\ /| 2
‘ U\ AL
__1." 1 \ )

143

143

70



BGP khac DV (2)

Dinh tuyen theo vector dwéong di
e Y twdng chinh: quang ba toan bd cac chang trén
dwdng di
e Distance vector: chon dwdng qua ’grén chi phi cla
dwong di téi cac dich > c6 thé xuat hién dwong di
quan do van dé dém t&i vo cung (count-to-infinity)
e Path vector: chon dwdng dwa trén cac chang cua
dwong di téi dich - dé dang phat hién cac dwong di
quan (loop)

“d: path 2,1)" _~~~,  “d: path (1)

3 < {' 2 .‘ J.:‘ _: 1 ’ d
i )

“d: path (3,2,1)” ”

144

BGP khac DV (3)
Két hop dwérng di

e BGP c6 kha nang két hop cac duong di toi
cac mang con khong day du

dwong di toi a.*.*.*

foo.com
a.d.0.0/16

145
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BGP khac DV (4)
Quang ba c6 chon lwa

e Mot AS cé thé chon dé khéng quang ba dwdng
di t&i mot dich nao do

e NO6i mét cac khac, mot AS co dudng di té:i AS
dich nhwng khéng dam bao sé van chuyén moi
lwu lweng mang t&i dé

£Ast ) £ as3)
\ / Vi du: AS2 khéng mudn

Jas2 ) van chuyén théng tin
~ tr AS1 t&i AS3

146

146

Quang ba c6 chon lwa

Quang ba Lwa chon

téi dich X

e Lwa chon: Puwdng di nao dwoc dung dé chuyén
dir liéu t&i AS dich?
o Kiém soat théng tin ra khoéi AS
e Quang ba: Quang ba cho AS khac dudng di nao?
o Kiém soat thong tin vao AS 147

147
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Quang ba cé6 chon lwa: £

Mot s6 chinh sach dién hinh

e Thay di muc tiéu khi dinh tuyén:
 Téi thiéu hoa chi phi, téi da hda lgi nhuan
o Tbi da hoa hiéu nang (dwong di qua it AS nhéat)
o Téi thiéu hoa lwu lwong qua AS (dinh tuyén kiéu “hot
potato”)

e BGP c6 co ché gan thudc tinh cho cac tuyén
duwdng dé thyc hién cac muc tiéu trén

148

148

4.4.2. Hoat déng cua
BGP

149

149
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eBGP, iBGP va IGP

e BGP cai dat trén céac router bién ctia AS(két nbi toi cac
AS khac): 2 phién hoat déng
o External BGP (eBGP): thwc hién trao ddi thong diég vOi cac
router bién trén AS khac dé tim dwéng di téi dich ndm ngoai AS
cta né
o Internal BGP (iBGP): trao déi théng diép vé&i cac router bién va
router ndi viing cung AS dé quang ba dwdng di t¢i dich ndm
ngoai AS cla né
e |IGP : Interior Gateway Protocol = Intra-domain Routing
Protocol
o Cai dat trén router ndi vung
o Tim dwdng di téi dich ndm trong vang AS
e D liéu i dich ngoai AS sé duwoc chuyén t&i router bién

150

150

eBGP va iBGP - Vi du

e Quang ba théng tin dwong di
1. 3a gl tdi 1c bang eBGP
2. 1c gl thdng tin ndi bd t&i (1b, 1d, ...) trong AS1 bang
iBGP
1b: Router bién cai BGP
1a,1d: Router néi vung cai IGP
3. 2a nhan théng tin t» 1b bang eBGP

eBGP session

................ iBGP session @

151
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Cac thong diép BGP co ban

e OPEN:

o Thiét lap phién trao d6i théng tin dwong di

e S(r dung TCP, cong 179
e NOTIFICATION: théng bao céac sy kién béat thuong
e UPDATE:

e Théng bao vé dwong di méi
e Théng bao vé dwong di khong con kha dung
e KEEPALIVE: théng bao duy tri két ndi TCP

o Két ndi ctia TCP cung cap cho BGP |4 nlra duy tri (semi-
persistent)

152

152

Phién trao ddéi thong tin clia BGI%

OPEN: Thiét Iap
két n6i TCP cbng 179

Trao dbi théng tin
dwdng di dang co

t Duy tri két ndi
Trao déi thong diép
UPDATE, NOTIFICATION

153
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Con rat nhiéu van dé ve tang
mang

e Giao thirc IPv6

e Mobile IP

e Dinh tuyén trén mang cap quang

e Dinh tuyén trén mang khéng day

e Broadcast va Multicast

e An toan bdo mat théng tin tAng mang

e An ’goén bao mat cho cac giao thirc dinh
tuyén...
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