Chuwong 5
Quan tri mang

Kién tric cta hé quan tri mang

Hé théng quan tri - Network Management System
(NMS)

Hé théng dwoc quan tri gdm cac tai nguyén hay débi
twong dwoc quan tri - managed objects

Céc thuc thé quép tri - management entities
(manager): cac tién trinh chay trong NMS

Agept: tién t,r‘lnh chay trén cac déi twong dwoc quan
tri dé trao doi thong tin vé&i manager

M®oi tredng mang - network

Giao thirc quan tri - management protocols: SNMP —

Simple Network Management Protocol hay CMIP —
Common Management Information Protocol .




Kién trac hé quan tri mang

Network management system
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Kién tric cta hé quan tri mang

Co ché hoat ddng
o Haéi dap — Polling
o Théng bao — Notification/Trap

=23




M6 hinh chirc nang cua hé quan tri
mang (1)

Quan tri hiéu nang — Performance
management

o Do lwdng va bao dam san sang cac van dé hiéu
nang mang & mét mirc dd chap nhan dwoc

o Cac tiéu chi: thong Iwong thoi gian h0| dap, ty
suét 16i, hiéu suét st dung duwéng truyén ..

o Quan tri hiéu néng lién quan dén 3 buoc: do dac,
phan tich va téi wu hoa

o Quan tri hiéu nang sé cé nhirng thao tac phan
tng lai v&i hién trang mang
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M6 hinh chirc nang cua hé quan tri
mang (2)

Quan trj cadu hinh — Configuration

management

o Quan tri cdu hinh mang va hé théng

o Theo dbi va quan ly cac hiéu rng xay ra trong
hoat déng mang v&i cac phién ban khac nhau clia
cac thanh phan phan cieng va phan mém

o Céc thong tin quan tri cau hinh sé dugc luu triv
trpng co s& di¥ liéu cau hinh dé tham khao khi
can thiét
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M6 hinh chirc nang cua hé quan tri
mang (3)

Quan tri ké toan — Accounting management

o Do lwerng va danh gia cac tham sb h[éu dung cga
mang dé dwa ra cac théng bao va diéu chinh can
thiét

o Gidm cac truc tréc cho va hé théng va can déi
viéc truy cap mang gitra toan b nguw¢i dung

o Vi du nhw dat han mdc (quota) st dung tai
nguyén cho cac nguwoi dung hay tao cac thong tin
thanh toan (billing) cho nguw¢i dung
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M6 hinh chirc nang cua hé quan tri
mang (4)

Quan trj 16i — Fault management

o Phat hién va ghi nhan (log) cac van dé trong hoat
ddéng mang, thédng bao dén nguwdi sir dung va néu
c6 thé thi cé hanh ddng khac phuc

2 Quan trij 16i gébm: xac dinh dau hiéu va cb lap,
khac phuc va kiém thr, dwa hé thdng tré lai lam
viéc. Dong thoi, ddu hiéu, cach phat hién va cach
gidi quyét ciing dwoc lwu lai lam théng tin phan
tich

o Event Viewer
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M6 hinh chirc nang cua hé quan tri
mang (5)
Quan tri bao mat — Security management
o Diéu khién viéc truy cap dén céc tai nguyén mang
theo nhirng chinh sach nhat dinh: cho phép, tw
chdi va théng ké viéc truy cap
o Thanh phan quan tri bdo méat can phan biét tai
nguyén thanh cac khu vyc can xac thyc va khéng
can xac thyc va nguoi dung thanh ngwoi dung
dwgc phép va khdéng dwoc phép
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SNMP

Khai niém

Kién trac

Khuén dang don vi di¥ liéu
Co s@ théng tin quan tri — MIB
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Khai niém

SNMP — Simple Network Management
Protocol

Giam chi phi phat trién cho cac phan mém
agent

Cho phép cac nha cung cép bd sung cac
chlrc nang quan tri trong qua trinh mé réng
Tach roi kién trac quan tri véi kién trac phan
crng, cho phép hé tro nhiéu nha cung cép
khac nhau
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Kién truc

SNMP SNMP
Management System Managed System

M Application
Manages Objects Managed Objects
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S dung giao thirc tang giao van UDP
Agent: cdng 161, nhan Request tir manager
Manager: cdng 162, nhan Trap tir agent
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Khuén d d | dr lié
Local P uUDP SNMP Local
Network Network
Header Header | - Header MEREa0S Trailer

Li UDP Datagram ——*

4——— P Datagram——— M

|-1 SNMP Message .-l
Version Cormmunity GetRequest, GetMextRequest, GetResponse
or SetRequest POU
FDU Request Error Error ! . s
Type D Status Index Qbject 1, Value 1| Object 2, Value 2

|-q— Variable Bindings 4.-|

[¢4———Local Network Frame ———»
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Khubén dang don vi di¥ liéu

Version: INTEGER — phién ban cta giao thirc
SNMP (1, 2, 3)

Community: OCTET STRING — xac thyc
quyén truy cap clia manager t&i agent (nhw
mot kiéu password — khéng ma hod), cé 3
quyén

o READ (READ ONLY)

o READ WRITE

a TRAP (NOTIFY)

=Y L)

Khubn dang don vi dir lieu

PDU Type — Loai SNMP PDU

PDU PDU Type Field Value

etRequest
methextReguest
et esponse
SetReguest
Trap
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s Request ID: INTEGER — xac dinh tra 101 twong

tng cla yéu ciu B




Khubn dang don vi dir lieu

Error Status

Error Value

noError 0 Khong I6i

TooBig 1 Kich thwée PDU tra 1&i vweot qua gidi han

noSuchiame 2 Tén dbi twong duwoc yéu cau khong phu
hop v&i tén trong MIB

badyalie 3 SetRequest chira bién c6 kiéu, do dai
hoac gia tri khéng phu hop v&i khai bao

geﬁErr 5 Lbi khac
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Co so thong tin quan tri
M I B _ M an ag eme nt itu-t (0) iso (1) joint-isc-itu- (2)

Information Base /N

Pinh danh cac dbi
twong dwgc quan tri

theo céu trac théng tin rirr
quan trj

dod (6)

directory (1) m@mMt(2) experimental (3) private (4) security (8) snmpV2 (6] mail (7)

enterprises (1)

mib-2 (1)
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* Addsd by MIE-I ** Deprecated by MIB-I =* Defined in AFC 1214




Co s théng tin quan tri

Nhém hé théng — System group

mib-2 (1)

system
]

snmp
1)

interfaces
(2)

transmission

10
address (a0

translation
(3)

oim

egp ()

udp (8)

W tep m
(6]

sysDescr (1)

sysObjectlD (2)

sysUpTime (3)

sysContact” (4)

sysMame* (5)

sysLocation® (6)

sysServices® (T) = Added by MIB-I|

19

Co s& théng tin quan tri

# Nhom giao dién — Interface group

mib-2 (1)

systern

[4h) plots

(1)

transmission
(10)

intertaces
@ aderess
translation

udp (8)

iffumber (1)
ifTabls (2)
ifEntry (1)

iflndex (1)
iDeser (2)
ifType (3)
ifitu (4)
ifSpeed (5)
ifPhysicalAddress (6)
ifadmrinStatus (7)
ifOperStatus (8)
iLastChangs (3)
flnOctsts (10)
iflnUcastPkts (11)
idinNUcastPhkts (12)
iflnDiscards (13)
iflnErrors (14)
iflnUnknownProtos (15)
ifoutOctsts (16)
ifoutJcastPkts (17)
ifOutNU castPkts (18)
ifQutDiscards (19)
ifOutErrors (20)
ffoutaLen (21)
fSpecific” (221 ~ Added by MIB-I|
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