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1. Danh sach diéu khién truy cap

1.1. Gi&i thiéu chung
ACL : Access Control List
D4&c ta nhirng diéu kién dé router sé& xt ly cac goi tin vao
ra mang.
Danh sach chuan(Standard ACL) : Kiém tra dia chi
ngudn cla gai tin
2 ACL Number : 1-99, 1300-1999
Danh sach mé réng (Extended ACL) : Kiém tra dia chi
ngudn, dia chi dich, giao thirc, cdng (rng dung clia gai tin
2 ACL Number : 100-199, 2000-2699
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Nguyén tac loc goi

Packets to interface(s)
in the Access Group
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Nguyén tac chuyén tiép géi tin véi ACL

1 ACL / 1 protocol / 1 interface
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1.2. Cai dat ACL trén router

Mat na kiém tra : 32 bit
o Bit 0 : kiém tra bit trong dia chi IP c6 vi tri twong ng
o Bit 1 : khéng kiém tra bit trong dia chi IP ¢ vi tri twong (rng

Vidu

128 |64 [32]16 (84|21 | Vitricdebit trong byte va gid tri dia chi ciané

0 0 0 [0 |0|0|0]|0|Matnakiém tra tit ca cic bit dja chi

0 0 1|1 11|11 |Miatnakhéng kiém tra 6 bits cudi cing cua dia chi
0 0 0 [0 [1]1]1]1]|Matnakhdng kiém tra 4 bits cubdi cing cua dia chi
1 1 1|1 1[1]0]|0|Matnakiém tra 2 bits cudi ciing cta dia chi

1 1 1|1 11|11 |Matnakhéng kiémtra dia chi
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'Cai dat ACL chun

Router(config)# access-list ACL-Number {deny | permit}
{Source Source-Wildcard | host Source | any}

deny | permit Cém | Cho phép

Source Dia chi IP tham chiéu
Source-Wildcard Mat na kiém tra

host Ap dung v&i 1 dia chi IP chi dinh
any Ap dung v&i dia chi IP bat ki

#access-list 10 permit 172.16.0.1 0.0.31.254
#access-list 10 deny any
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'Cai dat ACL mé rong

Router(config)#access-list ACL-Number {deny | permit}
Protocol {Source Source-Wildcard | host Source | any}
[Operator Port] {Destination Destination-Wildcard |

host Destination | any} [Operator Port]

ACL-Number |100-199

Protocol Giao thirc can kiém tra
Operator Toantl: It (<),gr(>),eq (=), neq(#), range
Port Cbng ng dung can kiém tra
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Ap dung ACL Ién cong giao tiép

Router(config-if)#ip access-group ACL-Number {in | out}
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2. NAT

2.1. Gi¢i thiéu chung
NAT : Network Address Translation
o Chuyén dbi IP cuc bod sang IP céng cong
o Va nguorc lai
PAT : Port Address Translation
o NAT with overloading s dung thém céng (rng dung
Loi ich:
o Tiét kiém dia chi IP cdng cong
o Che gidu dia chi riéng
2 Gidm chi phi cau hinh khi thay déi ISP
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'Hoat ddng ctia NAT/PAT

= Cac thuat nglv
o Dia chi cuc bd bén trong (ILA)
o Dia chi cong cong bén trong (IGA)
o Dia chi cuc b bén ngoai (OLA)
o Dia chi cong cong bén ngoai (OGA)

= NAT Table
| 19216843 | 1444 | 2222
192.168.1.2 1.1.1.1 2222

= PAT Table
| 192.168.1.3:1000 | 1.4.4.4:2001
192.168.1.2 : 1000 1.1.1.1: 2000
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'Hoat déng cdia NAT

‘ NAT enabled router l

NAT Pool: 209.165.200.226 - 230
22

B
192.168.10.10 - .

Inside Local Inside Global
Address Address

192.168.10.10 209.165.200.226 209.165.201.1 ‘

Qutside Glabal

y
=
3

Server

209.165.201.1
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| Hoat ddng cua PAT

Host A
Source:
10111001025
| Destination:
10.1.1.100/8 10.1.1,100:1025
Host B
Source:
10,11, 200:1028
) Destinaticon;
10.1.1.200/8 10,14, 200:1028

———+ Packet from Host A to Server
————& Packet from Sarver io Host &
—p Packet from Host B to Server
+ Packet from Server to Host B

Aucddrass group
16210517865
16210517666 Saurce:
16210517867 '
162.105.173.65:16344 Server
NAT Destination:
- 162,105.178.65:16384
—
s
@ Source:
| 162105178 6516400 Z11-100.7.34124
Intranet | Internat "
Destination:
162.105.173.65:16400
MAPT table
Way Before MAT After NAT
Cutbound 10011001025 162,106,178 65616384
Inbound | 162105178 6516384 10.1.1.100:1025
Outhound 10.1.1.200: 1028 162,105,178 65: 16400
Inbound | 162105178 65:16400 10.1.1.200:1028
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'2.2. Cai d&t NAT trén router

= Chuyén d6i tinh

Router (config) # ip nat inside source static Local-IP Global-IP //anh xa

Router (config) # interface Interface-ID //cdng vao
Router (config-if) # ip nat inside /danh d4u céng vao

Router (config-if) # exit

Router (config) # interface Interface-ID //cdng ra
Router (config-if) # ip nat outside
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2.2. Cai dat NAT trén router

Chuyén doi déng : n ILAs 2> 1 IGA

Router(config) # access-list ACL-Number permit Source Source-wildcard

/1 dai IP ndi bd dwoc chuyén dbi

Router(config) # ip nat inside source list ACL-Number interface Interface-ID
// Anh xa

/ICéng vao

/ICdng ra
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2.2. Cai dat NAT trén router

Chuyen doi déng : n ILAs 2 n IGAs

Rourter (config) # ip nat pool Name Start-IP End-IP NetMask
//dai dia chi IGA

Router (config) # access-list ACL-Number permit source
Source-Wildcard

//dai dia chi ILA

Router (config) # ip nat inside source list ACL-number pool
Name [/ anh xa

/I Cbng vao

// Cong ra
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2.2. Cai dat PAT trén router

Chuyén doi dong : n ILAs 2> 1 IGA

Router(config) # access-list ACL-Number permit Source
Source-wildcard

/1 dai IP ndi bd dwoc chuyén dbi

Router(config) # ip nat inside source list ACL-Number interface
Interface-ID overload

/I Anh xa

/ICéng vao

/ICdng ra
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2.2. Cai dat PAT trén router

Chuyen doi déng : n ILAs 2 n IGAs

Rourter (config) # ip nat pool Name Start-IP End-IP NetMask
//dai dia chi IGA

Router (config) # access-list ACL-Number permit source
Source-Wildcard

//dai dia chi ILA

Router (config) # ip nat inside source list ACL-number pool
Name overload

/l anh xa

// Cbng vao

// Cong ra
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