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1. Cai dat va cau hinh router Cisco
2. Cai dat va cau hinh switch Cisco
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4. Cai dat va cau hinh DNS




1. Cai dat va cAu hinh router Cisco

Serial Ports

|— FastEthemetJ Console Auxiliary Power Power Cord
Ports Port Port Switch Connection

Start->All Programs—>Accessories->Communication>HyperTerminal

1. Cai d4t va cAu hinh router Cisco

= Ché d6 nguoi dung : Router>
= Ché d6 quan tri : Router #
Router >enable
Router# disable
Router>
= Lwu cau hinh vao NVRAM
Router#copy running-config startup-config
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1. Cai dat va cau hinh router Cisco

Ché d6 cAu hinh gbc :

Router#config terminal

Router(config)#

Pat tén cho Router

Router(config)# hostname name
Name(config)#

DPat mat ma cho ché do quan tri
Router(config)#enable password Password
Router(config)#service password-encryption

1. Cai dat va cau hinh router Cisco

Ché d6 cau hinh cbng diéu khién
Router(config)#line Type-Line Line-Number
Router(config-line)#

D&t mat khau cho dworng két néi console
Router(config)#line console Line-Number
Router(config-line)#password Password
Router(config-line)#login

D&t mat khau cho dworng két néi telnet
Router(config)#line vty Line-Number
Router(config-line)#password Pasword
Router(config-line)#login
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1. Cai dat va cau hinh router Cisco

Ché d6 c4u hinh cdng giao tiép
Router(config)# interface InterfacelD
Router(config-if)#

Céu hinh cbng Ethernet

Router(config# interface InterfacelD
Router(config-if)#ip address /P-Addr Netmask llgan dia chi IP
Router(config-if}#no shutdown

Céu hinh cbng Serial
Router(config)#interface InterfacelD
Router(config-if)#ip address /p-addr Netmask
Router(config-if)#clock rate Rate //thiét |1ap ddng hd
Router(config-if}#no shutdown

Chu thich cho céc cbng giao tiép
Router(config-if)#description Description

1. Cai dat va cau hinh router Cisco

CAu hinh dinh tuyén tinh :

Router(config)#ip route DestinationNet Netmask OutgoingPort
Ché d6 ciu hinh dinh tuyén

Router(config)#router Protocol
Router(config-router)#network Network-Address

Mot s6 1énh khac

o Lénh exit

o Lénhtrogiup: ?

2 Lénh hay cAu hinh : no

o Lénh show (running-config, interface, ip interface, ip route)
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2. Cai dat va cau hinh switch Cisco

2.1. Cai dat co ban
2.2. Cai dat VLAN
Default native VLAN : 1
Ché dd cau hinh VLAN
Switch#vlan database
Thém méi VLAN
Switch(vlan)# vlan VLAN-ID name VLAN-Name
Cap nhat
Switch(vlan)# exit

2.2. Cai dat VLAN

Gan cbng vao VLAN

Switch(config)# interface Interface-ID
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan VLAN-ID
Switch(config-if)# end

Kiém tra

Switch# show vlan brief

Switch# show interface Interface-ID switchport

Chuay:
Switch(config)#interface range Interface-ID-range
Switch(config-if-range)#
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2.3. VLAN-trunking

VTP : VLAN trunking protocol
Chi dinh switch lam VTP server

Switch(vlan)#vtp server // Thiét lap ché do VTP server mode
Switch(vlan)#vtp domain Domain-Name //dat switch vao domain

Chi dinh switch lam VTP client

Switch(vlan)#vtp client // Thiét Iap ché d6 VTP server mode
Switch(vlan)#vtp domain Domain-Name //dat switch vao domain

Gan 1 ¢bng lam trunking port
Switch(config-if)#switchport mode trunk

Switch(config-if)i#switchport trunk encapsulation isl // déng géi kiéu isl
(ho&c dot1q) d& di qua dwéng trunk

Switch(config-if)#switchport trunk allowed vian VLAN-ID

1

2.4. VLAN routing

St dung switch layer 3 hoac router

Inter VLAN routing trén switch layer 3
Switch(config)#ip routing

Hoac
Céu hinh trunking trén switch layer 2

Cau hinh trunking trén router.
Router(config)#interface Interface-ID
Router(config)#no shutdown
Router(config)#interface Subinterface-ID

Router(config-subif)#encapsulation isl VLAN-ID // déng géi kiéu isl
(ho&c dot1q) dé di qua dwéng trunk

Router(config-subif)# IP-Addr Netmask
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3. Cai dat va cau hinh DHCP

DHCP : Dynamic Host Configuration Protocol
3.1. Hoat déng cua DHCP
3.1.1. C4p phat cau hinh IP

client
DHCPRECOVER (broadcast)

DHCP
server client

DHCPRECOVER (broadcast)

DHCPOFFER

DHCPACK

DHCP
server

DHCPOFFER

DHCPNAK

N DHCPDECLINE

= configuration
.
Y
DHCPREQUEST (broadcast

Initiat entire

process again
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3.1.2. Gia han st dung cau hinh IP

client

BOUND
state

T1=05"T —
RENEWING
state
T2=0875"T —

REBINDING
state

T —

DHCP
server

DHCPACK (T)

DHCPREQUEST (unicast)

DHCPACK (T)

DHCPREQUEST (broadcast)

DHCPACK (any DHCP server)

DHCPDISCOVER (broadcast)

14
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3.1.3. Chuyén tiep DHCP

DHCP Relay Agent
C4u hinh trén router
(config)#ip helper-address DHCP-Server-Address
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3.2. C4u hinh DCHP trén router

Cai dat

Router(config) # service dhcp

Céu hinh quan ly cac dai IP

Router(config) #ip dhcp pool Pool-Name
Router(dhcp-config) #network NetworkID Netmask
Router(dhcp-config)# default-router /P-Addr
Router(dhcp-config)# dns-server /P-Addr
Router(dhcp-config)# lease days [hours] [minutes] | infinitive
Loai trtr dai dia chi

Router(config) #ip dhcp excluded-address low-IP high-IP
Kiém tra cAp phat: # show ip dhcp binding | conflict

X ly sw cb: #debug ip dhcp server events

16
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3.3. C4u hinh DHCP trén Windows

Server 2003

Control Panel
Add/Remove Programs

Add/Remove Windows
Components

Networking Services

Dynamic Host
Configuration Protocol
(DHCP)

Windows Components Wizard [

Windows Componcnts
“ou ean add of temove comparsnte of Windows.

To add of remave 5 companent, click the checkbox. A shaded box means that only
Bﬂlt nEh: compeaent wil beinstalled. To ses what's ncluded in a companent, chick.
ehail

Companents:

! 4@ Inlemst Expioter Erhanced Securky Corfigustion 0OME =]
() 39 Management and Weriloing Tocks B1ME
LS

[ 32 Othes Netwark: Fie and Frint Services DOME

7 B Rpmrte Installaline Services »nme =l

Descipbion: Cankeing & vatiely of speciabzed, nelwotk relsted senices and pralacols,

Tond disk spece equited 167 MB
Space avalable.on dsk: 3656, MB
<Bock | Mews | Cencdl | il
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Cai dat DHCP (tiép)

EEC ol

Start > All Programs
—~>Adminitrative Tools
—->DHCP

Action > New Scope
- tao mo6t dai IP m&i
Scope Name

Be adn Ben EeE

e [AEXED R0

@ terr Evthanh rekdas.edwn [172.26. 14, 5]

sekbng up 5 LACP server, 22 crlne Hep.

..
New Scope Wizard [

Scope Name:
“fou have to provide an idenblung scope name. You aleo have the oplion of
providing 2 descrption.

Type s name ion fot s scope. This
how the scape i to be uzed on you netvork.

Marre: II:TDerI

Desciptionc  [Dia eI cho pheng KeTaan
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Cai d5t DHCP (tiép)

INew Scope Wizard il

IP Address Range
You define identiying & o8t of
addresses.

9. I P Add ress Ra nge Enter the range of addesses that the scope ditrioutes.

Stost P ackdvess: [ 172 23 14 100

>dai IP sé cap phat oo [T 55

anl
1D and hows manp it o uze for the hostID. You can spacify he subest mask by
lengih o a3 an P address.

wor 3
10. Add Exclusions =>cac tmanae [FEHTT

. > f <
d h I P I t Add Exclusions
la chl oal trw Exciusions are adtkesses o 3 1ange o adsbesses that e net dsionded by the
- - BRIVEL
Typs e P Ity e 1o snchics & srgle
adchess.lppe an addiess in Sta 1P adies: onks

Start P address: EndIP adress:

Exghuded addiess range:

< Back Hed > Cancel
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Cai dat DHCP (tiép)

Lease Duration
The lease dualion specifies how lang a chert can use an P addiess from this.

11. Lease Duration = thoi

Lease durafions shouid ypicaly be equal o the average fina the ompui i
2 = =N

) portable computers or diskup clerts, shale: lease durstions can be ussful
a n S u’ U n g Likewwize, for a stable netwark that consits mahly of deskiop computess 2t fiesd

localicns, langes lease darafians are more apprepiate

12. Configure DHCP T

Daps Hgws  Mies

Options = cac cau P33 3
hinh khac

Conligure DHCP Options
e

cammen DHCP con uge the

soope.

When clerks oblain an address, lhey are given DHEP oplions such as the [P
adkheszes of outers [delauk gatesiays], DNG seivers, and WIHS selings for that
scope.

et ars far i i cvetic seings confgured in the

Server Oplions foider for s server,

" Hg. | vl canfigare these aptians later

< Back Cencel

20

1/11/2012

10



'Cai dat DHCP (tiép)

13, Router (Default
Gateway)

14. Domain Name and
DNS Server

Router [Defaull G ateway)
Voue can specily lhe routers, or delauk galeways. ta be distituled by (hs scope

T add an P addiess for 2 routes used by cliantz, ente the addiess below.
P adcess:

posse

]
’W Reme
e |
w Scope Wizar

Domain Name and DNS Seivers
The Domein blame Syetem [0S maps and harclales domein names used by
clistis af pauE frivOlk.

mmmmm

Parert dopainc [c2hemns edun

To conligue scope chintz ta use DS setvers onyour netwerk, erter the [P adthessst for here
st

Server name: 1P address:

colve 1722922

< Back Cencel
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'Cai d&t DHCP (tiép)

16. New Reservation >
danh riéng dia chi

= Both : client cé thé yéu
cau dia chi nay theo
ca 2 giao thirc DHCP
va BOOTP

= DHCP only

= BOOTP only

211

Presads infoimaton for & resereed chent

Besereation nanms |F‘rir|| Sarve

P ackdvess: 192. 168, 0 130

MAC addrees: [DoA0CsTBER

Diescription: |
- Supported ypes
I+ Boh
" DHCP ol
" BOOTF ank

22
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4. Cai dat va cau hinh dich vu DNS

4.1. Gidi thiéu chung
Tén mién
Hé théng DNS
Dich vu DNS

directory

_ 1

http://www.hut.edu.vn/FE_training/FE-lecture.ppt

N 1

protocol domain name file

23

4.1. Gioi thiéu chung

Quy tac dat tén mién:

o Do dai téi da : 255 Ky tw

o Do dai tdi da cua label : 63 ky tw

o Label phai bat dau bang sé hoac chir, chi

chtra sb, chir, “-, “.
Phan cap tén mién : gbc, cap 1, cép 2...

24
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4.2. Hé thong DNS

Khong gian tén mién

Kién trac : hinh cay Domain flame Space
o Root

o Zone

Mai nut 1a mot tap hop céc
ban ghi mé ta tén mién twong
trng véi nut 1a do. /s ; 5 i
o SOA . of == associated with name

a2 NS T e
o A

o PTR

CNAME

see also: RFC 1034 4.2:
How the database is divided inta zones.

(]
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Hé thdng may chd DNS

Primary server (may chl so cap)

o Nguén x&c thyc théng tin chinh thic

o Céc tén mién do primary server quan ly thi dwoc tao va sira déi tai primary server
va sau do6 dwoc cap nhap dén cac secondary server.

Secondary server

o Muc dich : chia tai v&i primary server, tang hiéu qua va dé 6n dinh ctia hé théng

o Secondary server duwgc phép quan ly domain nhwng di liéu vé& domain khéng
phai tao tai secondary server ma né dwoc lay vé tir primary server.

Caching-only server

o Caching-only server la loai DNS server chi s& dung cho viéc truy van, lwu git cau
tra |&i dwa trén thong tin trén cache clia may va cho két qua truy van. Chung
khoéng hé quan ly mét domain nao va thong tin ma né chi gi¢i han nhirng gi dwoc
Iwu trén cache cla server.

o Muc dich : ting hiéu suét hé théng

26
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'4.3. Phan giai t&n mién

UDP, Port 53

Tw phan giai

o File HOST : C:\WINDOWS\system32\drivers\etc\
o Cache

Phan giai dé quy (Recursice Query)

Phan giai twong tac (Interactive Query)

27

'Phan giai t&n mién

28
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'Tan cong dau doc DNS

Farpaint.companyA.com

External
Record Name DNS

POIRLEOMPANY A oM
Servers

DNS Sarver A

(Wictim) i sor

Roquest forwarding

i? — &
M - Fake Responses e V‘ @
o _

Hacker

29

S Authoritative
s Berver for

1 ompanyA.com

'4.4. Cai g3t DNS

Windnws Camponents
iou e 5od of remave componands of 'windows.

= Cai dat b e
1. Start| Control Panel | o I |

Add/Remove Programs [ o tamt e o 2
Im} [T
2. Add or Remove Windows
Components : i
. Tnmwmmamw&thmpmnwhmhwhal
3. Network SerVICeS ﬁﬂhmT?mMmﬂdnam.ﬂDu&.

4. Domain Name .
SyStem(DNS) 1 B AP et HTTP By nowE

1 =) Sirrgle TCPAP Services (L
1 =) Wirekow et Plaas Sevvica [WIHS| UL

Dwpcapiiore  Sete ug o DS server thal anower: guesy snd upclats ssguarts fos DN S
nTe

Toted disk. spaees 1eaqnsd 2aub et
i psce mvalabls on dirk 1256 WE I—I
e |

30
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V' é

'Cai dat DNS (tiép)

e 2one wizard |

Zone Type

The DHS server supports varicus bypes of zones end storage

= Tao Forward Lookup
Zones

1. Start | Administrative Tools

Setoct the bype of 20ne you want ba craste:

| DNS
2. New Zone
3. Zone Type i
4. Forward Lookup Zone
5. Zone Name
6. Zone File
7. Dynamic Update

B i Zone Wizard

Creates a coow of a 2one that can be undated directie on this server
o Nanne

What & the nane of the new xore?

Tt micht bayor i

of a partion of the d exampl,

ok the narme of the DR server,

Zone name:

=

Dynamic Update:
¥ious can specky that this DNS 2one acoepts seore, nonsecure, of no dynamic
bt

Ermanic upd b o e q
resounce revords with  DHS server whenever dhanges ooowr.

£ ook g2

Dynanic updates of resource recoeds are acoepted from any dient,

@, Thisoptin s asgnfcent
= accapted from untrusted sources,

2. New Zone

3. Zone Type

4. Reverse Lookup Zone -
5. Zone File

6. Dynamic Update
*Thay déi théng tin vé RR
SOA va NS

31
‘ e o X
Cai dat DNS (tiép)
remzme meard £
e e I E
= Tao Reverse Lookup .
Zone =
1. Start | Programs | SR
| Administrative Tools | DNS r%ﬁfﬁ:ﬁvﬂﬁﬁa%ﬁ'“mmﬂh&%
CEITTEE =

Zone Nie
“Fou Can mashe & e 20ne e o e i il copéed fron ancther DS server,

Do you rank to coeabe @ new sane Fils o uie an sditing Fils that you hares comed
[ p—

% Ereste a tvew Pl w0 Eres (e i |

|

™ lon s misting e
|

mmuemmsgum&mnmwwmlm

< Back [ Cancel tep

32
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'Cai dat DNS (tiép)

= Tao Resource Record

1. TaoRR A
1. Forward Lookup Zone
2. Zone | New Host

2. Tao RRPTR

1. Create associated
pointer (PTR) record

3. Tao RR CNAME

1. Forward Lookup Zone

2. Zone | New Alias
(CNAME)

I 1l

e (usss parent doman name f blark):
I!H-"\'H'

Flly cualified clonsin name (FODN):
[seette s com.

1E address:
g IR R |

¥ Cresks acsocistsd ponter (FTR) record
1%
Al (CHaE] |

Hias rans (e parerk donein F et Blenkle
[fo

Fully quafied domain nans (FORA;:
[ Fep. csc. com.

Fully quakified domain nans (FODLH] for target host:

o e =

33

'Cai d&t DNS (tiép)

= RR MX (Mail
Exchanger)

Mew Resource Recond 2| =]

Haed Exchanger (hie) |
Host o child domain:

By defaul, DNS uses the parent domeain name when cresting & Msl
Exxchanga reoed, Yol can spacily a host of chikd name, bt in mast
deploymenks, the abowe fiskd i laft blank,

Fully qusbfied domsin name (FO0H):

|csr_(|-.

Fully quakifiad domain name (FODM) of mal ssrver:

Jmeukvr.cst.cun [ Browes..._
IMail g=rver prioritys
B

O Cancel

34
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4.5. Tién ich nslookup

Cu phap: > nslookup

Cac cau Iénh cua nslookup

>set type = value : chon loai truy van théng tin

o any:tatca

o soa : truy van ban ghi SOA

o ptr: truy van nguoc

o a:truy van thuan

> retry = number thiét |ap s6 1an truy van

> timeout = number thiét 1ap timeout tinh bang giay

35

4.5. Tién ich nslookup

Phan tich 16i:

Timed out

No records
Non-existent domain
Connection refused
Server failure
Refused

Format error

0O 0O 0O 0O 0 0O O
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