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NoOi dung

Quy trinh mang

1.Quy trinh mang

1.1. Khai niém quy trinh mang
Khai niém
o Tién trinh xay dwng va phat trién mang may tinh
a Co sy ké thira
Muc dich
o Khai thac hé théng mang hiéu qua
a Tranh lang phi tai nguyén
o D& dang van hanh, bao tri, phat trién
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Quy trinh mang PDIOO

Lap ké& hoach (Planning) —
o Xay dwng tién trinh cong viéc f D Design
o Duw tru chi phi » '0 'ompl:f;‘:"‘
o Dw doan riiro O Optimize
Thiét ké (Design) & R Retie
o Thu thap yéu cau, khéo sat hién uany
o Phén tich
o Dé xuét giai phap
o Xay dwng so db thiét ké
o Lap tailiéu
5

Quy trinh mang PDIOO (tiép)

Trién khai cai dat (Implementation)
o Cai dét phan cirng : di day mang, lap dét, cau hinh thiét bj
noi ket mang (hub, switch, router)
o Cai dat phan mém
CAu hinh server, may tram
Cai dat, cdu hinh céac dich vu mang
Tao ngwdi dung, phan quyén s dung
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Quy trinh mang PDIOO (tiép

Van hanh (Operation)
o Kiém tra
Su két ndi gitra cac may tinh
Hoat dong ctia cac dich vu
Mirc d6 an toan cua hé théng
- Duya vao bang dac ta yéu cau
o Giam sat : hiéu nang, hiéu suét, dd an toan mang

Quy trinh mang PDIOO (tiép)

Téi wu hoa (Optimization)
o Banh gia hiéu nang, hiéu qua mang

o Xay dwng giai phap tang cwdng hiéu nang, cai thién hiéu
qua mang

o Chuén bj m& réng mang
Bao tri (Retirement)
o Khéc phuc nhitng van dé nay sinh




1.2. Phuwong phap thiét ké top-down

= Phuwong phap “connect-the-dots”
o DAét tAt ca cac thiét bj l1én ban vé
o Két néi cac thiét bi &
o Han ché ???

= Thiét ké t6t 22?
a Tinh s8n sang

Kha nang mé rong

Bao mat

Quan tri

Hiéu nang

Kinh té

O 0o o0 o0 o

1.2. Phuwong phap thiét ké top-down

= Bat dau tir tAng cao xubng tng thap (md hinh
OSlI)

= Phan tich muc dich, yéu cau
o Trudctién !
o Quan trong

= Kiéu di¥ liéu, lvu lwong, trng dung

= Cac nhém ngudi dung

= Thiét k& mirc logic trwéc, mirc vat ly sau

= V&i mang c& Ién can module hoa

10
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NoOi dung

Khao séat va phan tich yéu cau
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2.1. Phan tich yéu ciu khach hang

Tim hiéu cac dac diém chung cua td chirc (hoat
doéng, co cau td chire...)

Muc dich xay dwng mang la gi ?

Tim hiéu d&c diém cac nhan vién trong td churc :
Nhan vién ky thuat ?

Ngwoi lién lac ?

Nguwoi phé duyét thiét ké ?

Trinh d6 tin hoc ?

Céac may tinh nao dwoc ndi mang ?

a
a
a
a
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2/7/2012



2.1. Phan tich yéu cau khach hang
(tiep)

Nhu cau két néi véi mang céng cong ?

Nhu cau truy cap t bén ngoai ?

Nhu cau hé tro' cac ngudi dung “di dong” ?

Céc ng dung ho tre nghiép vu ?

Yéu cau vé bao mat, tinh sn sang ?
Cac yéu t6 khac anh hudng dén dy an : chinh sach
cbng ty, tai chinh, th&i gian hoan thanh...

13

2.2. Phan tich yéu cau ky thuat

Kha nang mé réng
o Kich thuéc
o Pham vi
o Truy cép
Tinh san sang
o Chiu I6i
o Duw phong
a Phuc hoi
Availability = Uptime/Total
Availability = MTBF / (MTBF + MTTR)
MTBF : Mean Time Between Failure

MTTR : Mean Time To Repair

14
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2.2. Phan tich yéu cau k¥ thuat (tiép)

Hiéu nang mang
Bang théng

Bang thong téi thiéu
Bang thong tdi da
Théng lvong

Tai

Do tin cay

Hiéu suét

Tré

Th&i gian dap tng

I I e o N = N

15

2.2. Phan tich yéu cau k¥ thuat (tiép)

Bao mat
o Xéc dinh tai nguyén mang can bdo vé
o Phan tich cac nguy co bao mat
o Mét sé yéu cau chinh
Bao mat di¥ liéu
Toan ven di¥ liéu
Xac thwe va phan quyén ngudi ding
Phan vung DMZ (Demilitarized Zone)
Phat hién tan cong
Xac thwe bang dinh tuyén
Phong chéng virus
Pao tao nguwdi dung

16
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2.2. Phan tich yéu cau k¥ thuat (tiép)

Quan tri mang

a
a
a
a
a

Quan tri hiéu suét

Quan trj 16

Quan tri cdu hinh

Quan tri an toan an ninh
Quan tri tai khoan

Tién lgi
Twong thich

17

2.3. Khado sat hién trang hé thdng mang
dang s dung

M6 t& ha tAng mang

a

a

0O 0O 0O O o

So db vat ly : vi tri thiét b, so d6 di cap, d&c diém cac duwdng cap
So d6 logic mang
Néu co thé hay phat trién so’ do khadi
Giao thirc
Bang théng
Dich vu ha tdng dang s dung
BDinh dia chi/binh danh
Dac diém dia hinh

Phan tich hiéu nang

18
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‘ 2.4. Phan tich lvu lwvong mang

= Phan tich ludng di liéu
2 Nguén, dich, hwéng, tbc do truyén
o Cac nhéom ngwdi dung chinh

Tén nhém S6 lwgng Vi tri dia ly Cac (rng dung
ngwoi dung dang str dung

o Kho dir liéu

Tén kho Vi tri dia ly Cac irng dung | Nhém nguw&i
dang chay str dung

o Ludng dir liéu ctia hé théng mang dang st dung
o Phan loai cac Iuéng di¥ liéu : terminal/host, client/server, P2P,
server/server, distributed computing

Tén &ng |Ludng Nhém Kho dir | Biang
dung dir lieu ngwei liéu thong
dung yéu cau
19

2.4. Phan tich lwu lwong mang (tiép)

= Phan tich tai

o Tai: téng kich thwéc div liéu ma cac may tram dua
lén dworng truyén trong 1 khoang thdi gian
= Tdéng sd may tram
= Thoi gian trung binh gitra 2 1an gvi di liéu
= Thoi gian trung binh dé gvi di ligu

o Chi tiét héa cac ing dung trong mang
= Tan suét s dung
= Th&i gian mét phién lam viéc trén &ng dung
= S6 nguwoi st dung déng thoi
= Bang théng tbi da ???

20
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'Phan tich tai (tiép)

= Udéc lwong tai phat sinh béi (’ng dung

Type of Object Size in Kbytes
Terminal screen 4

E-rmail message 10

Web page (including simple GIF and 50

JPEG graphics)

Spreadsheet 100

Word processing docurment 200
Graphical computer screen 500
Presentation document 2000
High-resolution (print-quality) image 50,000
Multimedia object 100,000
Database (backup) 1,000,000

= U&c lwong tai phat sinh béi giao thirc

— 46 29 36 24 24 -

21

NGi dung

5. Thiét k& mang

22
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'3.1. Thiét k& mec logic

3.1.1. Thiét ké topo ctia mang
= M6 hinh phan cép 3 16p (3-layer hierarchical
topOIOgy) = Enterprise lﬁ-}'ﬁi Core Layer

—
L ; . WAN Backbone

Campus A Campus B

S
L "‘:I; Campus C

/C;rrn pus C Backb:n b Distribution
\\\‘ & - Layer

s ~
l"ii‘i l"'lfi
e Access Layer . - '
g2940940 99494
Building C-1 Building C-2 23

‘M6 hinh phan cép 3 16p

= L&p 16i (Core layer)

o Lwu lwgng mang Ion

a Tin cay, nhanh, chiu I0i

o Lwuy:
= Har) ché thyc hién cac cau hinh lam cham toéc do xt ly : dinh

tuyén VLAN, ACL, loc géi tin...

= Khdng két ndi trwec tiép may tram
= Tranh m& rong mang & I&p 15i

o Switch layer 2 : nhanh, d& mé rong, ré

o Switch layer 3, router : can bang tai, giam sat di liéu
quang ba

24
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M6 hinh phan cap 3 1&p (tiép)

L&p phan phdi (Distribution Layer)

o Trién khai cac chinh sac ciia mang

o ACL, loc goi, QoS

o Firewall

o Can bang tai

o VLAN routing

o Cung cap cac két ndi dw phong cho 16p truy cap

25

M6 hinh phan cap 3 1&p (tiép)

L&p truy cap (Access Layer)

o C6 thé trién khai thém céc chinh séach tir I6p phan
phoi

o Cung cap két ndi t&i cac nhém may tram

o Phan doan mang

o Lwu y : khéng st dung router tai l&p nay

26
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3.1.1. Thiét ké topo clia mang (tiép)

M6 hinh thiét k& mang campus
o M6-dun hdéa mang theo chirc nang

Enterprise Campus Enterprise ' Service
Building . Edge Provider
| Access : : Edge
i 1 @ . .
Network E', u 5
Mangement v 8l
;[ Buldng 2] E-Commerce
n ‘ Distribution g < ISP B
- % = Eige Hewl /[
Rl "=| Distribution
N e g-._ | [ Internet
L Connectivity
\, | Backbone El | % <1 ISP A
| | L L]
M | [+.. [VPN/Remote
\ lx 22 | | psTN
Server Farm . s
gl O |z
*a) p— — Relay/
i "v"i AT

27

M6 hinh thiét k& mang campus

Enterprise Campus
o Mé-dun ha tAng : md hinh 3 16p
Lo:’p core (campus backbone) cia cac campus dwoc két
ndi v&i nhau
a M6-dun quan tri mang : IDS, logging, SNMP...
o Hé théng may chi : DHCP, DNS, &ng dung
o Két ndi voi mo-dun bién (Edge Distribution
Mod‘ule) : diéu khién truy cap, dung lwvgng duwong
truyén I&n, tinh san sang cao

28
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| Enterprise Campus

i Enterprise ), S
¢ ﬂ; L WAN sacione | L il

Campus B

Core Layer

Campus A i

. "F Campus C
Distributl
Gampus C Backbon jsﬂbwm'on

e
" "‘_‘—-—'—'_"JX

l'“-.;-:f—‘-__ \ : ‘]ﬂ;

' L Acsessiayer H —'
o v &

2900 39490

Building C-1 Building C-2
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‘M6 hinh thiét ké mang campus

= Enterprise Edge

o E-Commerce module : bao gdm cac may chi trng
dung phuc vu cho céac nhu cau truy cap tir bén ngoai
= Can béng tai, cache

o Internet Connectivity module : cung cap két néi ra bén
ngoai
= Firewall, IDS, DNS

2 VPN module : cung cép céac két nbi bao mat

o WAN module : két ndi t&i cac mang campus khac

30
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Internet Connectivity module

( ISP 1 ( ISP 1
o ~, s I~ 29
e 3 ) .4 ' L S
e e RS
'l FEN ._,..._1‘ =20
Enterprise . { Pans  enterprise  NY
OIpiion'A -
Option C
ISP1 ) ( IsP2 CsP1 ISP2 )
= d l T
o ‘ [ Pams  Enterprise  NY
Enterprise
Ohtion B Opiion D
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'3.1.1. Thiét ké topo clia mang (tiép)

= M6 hinh dy phong

a Khéng dy phong

o Topo dang lwgi

o Dw phong phan cirng

o Dw phong hé thong nguon L iL iLi

32
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‘M6 hinh dy phong (tiép)

= Dw phong két ndi va&i topo It

Carporate office

‘M6 hinh dy phong

= Dvw phong phan cing

Local site

34
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‘M6 hinh dw p

hong (tiép)

= Hot Standby Router Protocol

2

Workstation

lhj.-’:"-. ~
- .": |
|

Actlive Router

Enterprise

[ 2777 Intemetwork |

Virtual Router
|

Standby Router

35
‘M6 hinh dy phong (tiép)
Ti.:r;w _ TE:""“N
Access Layer
36
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'3.1.1. Thiét ké topo cia mang (tiép)

= M6 hinh an toan bao mat
a Phan vung DMZ (Demilitarized Zone)

Firewall _ o
' Enterprise
P . Network
C emer e I8 o
( Intemet — ‘—L
S ! H DMZ

i
l-:
=

T=T

Web, File, DNS, Mail Servers

37

'Mb hinh an toan bao mat (tiép)

= Twong Itra 3 I16p
.--""Ién-t'erpri;e“\'\ :
r Network Internet

F."‘::-’“; DMZ .f--_;.ﬂi It
=3

Web, File, DNS, Mail Servers

38
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M6 hinh an toan bao mat (tiép)

D@ liéu : bdo mat, xac thye, tinh sdn sang
Router va switch :

o Telnet, SNMP

o Kiém soat truy cap

o Logging

o An toan théng tin dinh tuyén

An toan mang

An toan may tram va wng dung

39
Binh danh c6 cau truc
Non-Hierarchical Addressing Hierarchical Addressing
10.1.0.0/16 10.1.0.016
= ,_i/ \I’*" o = _i/ \r,’_ I
/ { / {
172.16.1.0/24 10.2.0.0/16 10.1.1.0/24 10.1.2.0/24

e’ \exa e P o
I"ln I‘I- I"‘i l’-I- l"-‘i |"-|? |"-|? |"-|?
172.16.2.0/24 10.3.00/16 10.1.2.4/30 10.1.2.8/30 101.1.4130 10118130 101.2.4/30 101.2.8/30
40
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3.1.2. Binh danh (tiép)

X . . Internet D
Két hop duwong di e
. X ,s,},«/ NeEa
trong dinh tuyén B
WAN A & WANC
1721600116 A
192.68.0.016 RS
B ‘\ : B
e e 101,006
l 5
17216100024 172.16.20.0124 L
10.2.0.0116
WAN B
A
B /) 1 \ &
& "D )
| e |
192.68.1.0/26 _L 192.68.40.0/24
192.68.10.0/24
41
. « X
3.1.2. Binh danh (tiép)
H
> - 7 ~ N e R
St dung mat na mang con c6 dé dai thay doi
Network 192.168.10.0  255.255.255.240 Netiia192:168.100
Subnet Subnet on LANs is /26 Subnet Subnet on WANSs is /30
16 or 255.255.255.192 2 or 255.255.255.252
S0 ———m——— S0 —hs
§1 32 ST —==—0
108 el 2 a8 192.168.10.54'—|~'}’—i 52 16
156 69 £0 $3 ——=—
E0 ‘ S8 ——=.—= S4 Q—*ZO
80 2
$4 ——a—— [ —
Subnet
Subnet [ J—}
112 §1 2
SO ———————— o s2 36
1 o Ej 192.168.10.128hl /:‘i o =0
24 e 52— [y J——
EOI . S3 +160 S5 +48
176
S4 "
42
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3.1.2. Binh danh

NAT va PAT

@ ®

[ Jsatoa11] | [ [sA200..1.1] |

Inside Qutside

........................................................................................

— N

‘-'/ \-.. Server E

| i

e NP ' i
1 Internet < — =/

) J 7

1 170144}

e . o~ :

NAT Table Before First Packet
Criteria for Hosts to NAT: [ Inside Local | Inside Global _| NAT Pool:
10.1.1.0- 10.1.1.255 | 200.1.1.1

@ @),/ 200.1.1.2
- NAT Table After First Packet = 200.1.1.3

‘ Inside Local ‘ Inside Global | 200-1.1.4
[101.1.1 | 200.1.1.1 | 200.1.1.5

43

3.1.3. Lwa chon giao thirc chuyén
mach va dinh tuyén

Cau trong subt (transparent bridging)

a Store-and-forward

Chuyén mach trong subt (transparent switching)
a Store-and-forward
a Cut-and-through

Chuyén mach da tang
Spanning Tree Protocol
VLAN Trunk Protocol

44
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'3.1.3. Lya chon giao thwc chuyén
mach va dinh tuyén

Protocol

RIP v1
RIP v2
IGRP

EIGRP

OSPF

BGP
IS-1S

Classful
Classless
Classful

Classless

Classless

Classless
Classless

Classful ?

Hop count
Hop count

Bandwidth,
delay,load
Bandwidth,
delay,load

Bandwidth

Path value

Path value,
delay,
expense

Scalability

1000s

100s areas,
100s/area

1000s

100s areas,
100s/area

Supports
Security?
Authenticates
Routes?

No
Yes
No

Yes
Yes

Yes
Yes

Ease of
config

Easy
Easy
Easy

Easy
Moderate

Moderate
Moderate

'3.2. Thiét ké murc vat Iy

= Topo chay day

2

Waliplate

2

Main
Cross-Connect
Room

(or Main
Distributin Frame)

Telecommunications
Wiring Closot

Main Cross-Connect Room
(or Main Distribution Frame)

Centralized Building-Cabling

Topology

Distributed Building-Cabling
Topology

Building A

<

Building B Building C

Building D

Cable Bundle

c: Cabling T

Building B

Building C
iy &

—=

Building D

Topology

Distributed Campus-Cabling

Patch Panel
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3.2.2. Thiét ké mic vat ly — Lwa chon
thiét bi mang

Sb céng

Thoéng lvgng (pps)

Bang théng

Céc cong nghé duoc hé tro

Cac loai cap dwoc hd tro

MTBF, MTTR

Cac co ché an toan-bao mat

Cac tinh nang nang hot-swap, dy phong, QoS

CAu hinh, quan tri, chi phi, hé tro ky thuat, bdo hanh...

47

Lwa chon thiét bi mang —
Switch/Bridge

Cac coéng nghé cau néi dwoc hé tro
STP

S dia chi MAC c6 thé hoc

Kich thwédc bang MAC (Switching Table)
VLAN

Dinh tuyén

48
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Lwa chon thiét bi mang (tiép)

Router
o Céac giao thirc dinh tuyén dwoc hé tro
a Céc (rng dung quang ba duoc hé tro
o Nén, ma hoéa
Access Point
Chuédn WLAN
Hb tro cac dich vu DHCP, NAT, dinh tuyén
Hé tror VLAN
Pham vi pha séng
Céc giao thirc xac thue duwgc hd tro (WEP, WPA, WPA 2...)

0O 0O 0O O o
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