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Cau hoi dat ra

- Lam thé& nao mot server cé thé phuc vu nhiéu
client? Liéu co phai chd mot client két thuc phién
lam viéc roi mdi phuc vu mot client khac?

- Néu co 2 client cung muon dudc phuc vu mot luc
thi phai lam thé nao?

- Vi du: SV dang ky hoc tap trén eHUST, thudng cé nhiéu SV
dang ky dong thai.



Cac loai server

- [terating server: Chi mé mot socket va chi nhan
mot két ndi tai 1 thaoi diém.

- Forking server: M3 1 socket dé nghe ké&t ndi. Moi
khi chap nhan (accept) 1 két ndi thi tu nhan ban
(fork) ra mot tién trinh con d& lam viéc v3i két noi
do.

- Concurrent single server: Server chi co 1 tién trinh
theo doi dong thdi tat ca cac socket dang md cho
két nbi vdi nhiéu client bang cach s dung
“select”. K&t noi vdi client nao co6 di liéu can trao
ddi thi maGi dugc phuc vu.



Iterating server

-Dadn gian, la loai dang dudc trién khai cho dén
thai diém nay cia mdn hoc

- Chi c6 1 tién trinh nén vé co ban khi mot client
s dung dich vu dai thdi gian, client khac phai
chd ma khong dugc phuc vu.
->Can mot server da ti€n trinh

- Cach don gian nhat dé viét mot server da tién

trinh trén Linux la s& dung fork dé tao ra mot
tién trinh con la ban sao phuc vu moi client.



[terative server vs forking server

- Iterative server
- Khi két ndi, tao mdt socket mdi (connfd) trén cong dugc
két nbi dé lam viéc vdi client.
- Van tién trinh hién tai doc trao d&i dif liéu trén két ndi vira
dugc thanh lap (qua connfd).

client server
connection -9 listenfd
connect () ¢ — =~~~ 7 7 request
client server
listenfd
connect () Qgeg— connection
connfd




[terative server vs forking server

- forking server

- Khi két néi, tao mdt socket mdi (connfd) trén cong dugc

két nbi dé lam viéc vdi client.

- Nhan ban tién trinh hién tai (paren’t) thanh tién trinh
con (child) trao doi dir liéu trén két ndi vua thanh lap

client

connect () -

connection

server (parent)

listenfd
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fork

server y (child)

listenfd
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Fork mét tién trinh

- fork |a hoaj[ déng mot tién trinh tw nhan ban chinh no
trong hé diéu hanh da nhiém.

- Tién trinh dwoc nhan ban la tién trinh cha

- Tién trinh dwoc tao ra la tién trinh con

- Tién trinh cha nhan ban bd nhé va chuyén cho tién trinh
con
- 2 tién tr‘mt] c6 cung chwong trinh, cing cac tham s6 véi clng gid tri

tai thdi diém nhan ban.

- Fork dwoc gi¢i thiéu dau tién trong UNIX.

- Trong linux, tién trinh dau tién dwoc tao ra la “init”, cac
tién trinh tiép theo la con, chau cua init.




.
fork

#include <unistd.h>

pid_t fork(void);

- Ham nay va céac bién thé cua nd la cach duy
nhat dé cac hé diéu hanh kiéu Unix tao ra cac
tién trinh mai.

-Ham tra vé:

- Trong ti€n trinh goi ham (tién trinh cha) s€ tra vé
process ID cua tién trinh dudc tao ra (ti€én trinh con).

- Trong tién trinh con, tra vé 0 - gia tri tra vé duoc
st dung lam d&u hiéu phan biét tién trinh cha va con



I
Vi du su dung fork

pid_t pid;

int listenfd, connfd;

listenfd = socket( ... );

/* fill in sockaddr_in{} with server's well-known port */
bind(listenfd, ... );

listen(listenfd, 5);

for (;,;)A
connfd = accept (listenfd, ... ); /* probably blocks */

if( (pid = fork()) == 0)|{ Fork ra mét tién trinh con
close(listenfd); /* child closes listening socket */ o ,
doit(connfd); /* process the request */ Xu' ly rieng cua
close(connfd); /* done with this client */ tién trinh con

exit(0); /* child terminates */

»

close(connfd); /* parent closes connected socket */

¥



Két thuc tién trinh con theo dung
chuan

- Khi mot tién trinh con két thuc

+ Thong tin ve tién trinh con vén dwoc duy tri trong bang danh myc tién trinh
dé tién trinh cha co thé doc trang thai tra vé cua tién trinh con.

» Chirng nao tién trinh cha chwa doc trang thai tra ve, tien trinh con & trang
thai Zombie -> Z: trang thai khong con chay nhwng van chiém cho trong
bang tién trinh

- Bang danh muc tién trinh c6 thé tra dwoc bang $ps aux

- Tién trinh cha can doc trang thai tra vé cua tién trinh con

- Xac dinh khi nao ti€n trinh con két thuc:

- Khi mot tién trinh con két thuc, nd gui tin hiéu SIGCHLD vé tién trinh
cha.

- Doc trang thai tra vé cua tién trinh con:

- Tién trinh cha c6 thé theo ddi tin hiéu SIGCHLD va kich hoat viéc doc
trang thai tra vé bang I&i goi ham hé thong “wait”

- Tién trinh zombie sé& bj xda khdi bang tién trinh sau do



I
Tin hiéu (signal)- ngat (interrupt)

- M6t tin hiéu (signal) 1a cach dé mot tién trinh
thong bdo vé mot su kién xay ra.
- Tin hiéu con goi la ngat mém (software interrupts).
- Tin hiéu thudng xay ra bat chot, khéng biét
ducoc khi nao tin hiéu sé dén.
- Tin hiéu c6 thé dugc gui ...
- tr mot tién trinh d€n mot tién trinh khac (hoac dén
chinh no)
-t hat nhan dén mot tién trinh



-
Tin hiéu

- G6 mot td hop phim trong clra sb terminal dang chay mot
chwong trinh cé thé 1am hé thong sinh ra mot sé tin hiéu
va glri dén tién trinh ctia chwong trinh dang chay. Vi du:

- Ctrl-C gi tin hiéu INT, nghia la bao tién trinh dirng lai ("interrupt",
SIGINT)

- Ctrl-Z gwri tin hiéu TSTP ("terminal stop", SIGTSTP)

. Ctrl-\ gwi tin hieu QUIT (SIGQUIT)
- M&c dinh sé& lam tién trinh dung lai va gay dump core.

- SIGTERM gUi tin hiéu ra I&nh mét tién trinh két thuc

- Khéng gidng tin hiéu’SIGKILL, tin hiéu nay co6 thé dwoc bat va xi

ly hoac bé qua bai tién trinh nhan.



Bat va xU ly tin hiéu bang sigaction

- Sigaction cho phép quy dinh/thay d6i ham sé
dudc kich hoat moi khi chuong trinh nhan dugc
mot tin hiéu.

- Ham dudgc dinh nghia trong cau truc sigaction

- int sigaction(int signum, const struct sigaction *act, struct sigaction
*oldact);

- struct sigaction {
void (*sa_handler)(int); // ham dwoc kich hoat
void ("sa_sigaction)(int, siginfo_t *, void *);
sigset t sa mask;
int sa_flags;
void (*sa_restorer)(void);



I,
Bat va x( ly tin hiéu bang sigaction

- Co 3 cach dang ky:

- Cung cap trong cau truc S|gact|on mot ham sé ducdc
goi moi khi mot tin hiéu cu thé xuat hién
(sa_handler)

Prototype: void handler (int signo);

- Bd khong x(r ly mét tin hiéu bang cach thiét lap
sa_handler =SIG_IGN

- X&r dung ham xU' ly mac dinh bang cach dat
sa_handler = SIG_DFL.



N
Example

#include <signal.h>
#include <stdio.h>

void
termination_handler (int signum)
{
struct temp_file *p;
FILE* f=fopen("log.txt","a");
fprintf(f, "SIGINT:%d\t SIGTSTP:%d\t SIGTERM:%d\n", SIGINT, SIGTSTP,SIGTERM);
fprintf(f,"In termination handler Signal:%d\n", signum);
fclose(f);
}

int
main (void)
{
printf("Begin of program\n™);
struct sigaction new_action, old_action;

/* Set up the structure to specify the new action. */
new_action.sa_handler = termination_handler;
sigemptyset (&new_action.sa_mask);
new_action.sa_flags = 0;

sigaction (SIGINT, &new_action, &old_action); // Ctrl+C for generating the signal
| sigaction (SIGTSTP, &new_action, &old_action); // Ctrl+Z for generating the signal
sigaction (SIGTERM, &new_action, &old_action); // kill -15 pid for generating the signal
while (1) {3
}



X ly mét tin hiéu bang ham signal

- Giai phap thay thé cho sigaction.
- Muc tiéu: dang ky mét ham sé x& ly mét tin hiéu.

- <signal.h>
- void (*signal(int sig, void (*func)(int)))(int)
- sig: Tin hiéu sé dwoc bat va xi ly
- func: con trd dén ham sé dwoc kich hoat khi tin hiéu sig xay ra



Example

#include <stdio.h>

#include <unistd.h>
#include <stdlib.h>
#include <signal.h>

void sighandler(int);

int main()

{
signal(SIGINT, sighandler);
while(1)
{

printf(“Going to sleep for a second...\n");
sleep(1);

}

return(0);

}

void sighandler(int signum)

{
printf("Caught signal %d, coming out...\n", signum);
exit(1);

}



I
X(r Iy tin hiéu SIGCHLD

- MOt ti€n trinh con khi két thuc sé rai vao trang thai zombie
va thdng tin ctia nd van & trong ban danh muc tién trinh cho
dén khi tién trinh cha doc thong tin nay sau do

- Thong tin nay bao gom process ID cua tién trinh con, trang
thai két thuc, thong tin vé cac tai nguyén tién trinh con dang
dung (CPU time, memory, etc.).

- Viéc cac théng tin nay chiém chod trong hat nhan dan dén
han ché s@ Iugng tién trinh cd thé chay

Vi vay, moi khi fork mot tién trinh con, tién trinh cha phai
wait (doc trang thai két thic cua con) dé tién trinh con cé
thé thoat khai trang thai zombie

>Thiét [ap mot moét ham handler sé x& ly SIGCHLD, bén trong handler goi
wait
>Dang ky ham handler bat SIGCHLD : signal (SIGCHLD, handler);



-
wait() and waitpid()

#include <sys/wait.h>

pid_t wait (int *statloc);
pid_t waitpid (pid_t pid, int *statloc, int options);

- Chd mot tién trinh con thay doi trang thai. Thay doi trang
thai cd thé dién ra khi:
- Tién trinh con két thuc;
- Tién trinh con két thuc vi nd nhan dugc mot tin hiéu; hoac
- Tién trinh con ti€p tuc khi nhan dugc mot tin hiéu.
- SUr dung dé doc trang thai két thic cua mot tién trinh con
- Ham tra vé cac gia tri:
- Gia tri tra vé:
- process ID cua Eié’n trinh con
- 0 hoac -1 néu loi

- Trang thai két thuc cua ti€n trinh con (Mot s6 nguyén) dudc tra
lai trong con tro statloc.



Difference between wait() and waitpid()

client
server server server server server server
343210 parent child #1 child £2 child #3 child &4 child #5

T I 4 4

- Create 5 connections from a client to a forking
server

- When the client terminates, all open
descriptors are closed automatically by the
kernel
- - five connections ended simultaneous
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- = five SIGCHILD is sent

- The signal is handled once with wait () in the

server

- = four children are zombies

- It can happen when many users connect to a server
- > we have to use waitpid()




e
waitpid()

pid_t waitpid (pid_t pid, int *statloc, int options);

CIpid < 0: wait for status change of any child process whose
process group ID is equal to the absolute value of pid.

Cpid = -1: wait for for status change of any child process.

Clpid = 0: wait for any child process whose process group ID is
equal to that of the calling process

Cpid > 0: wait for the child whose process ID is equal to the
value of pid

CWithout option WNOHANG, waitpid blocks until the status
change

CWith option WNOHANG, waitpid returns immediately
CJReturn

1Pid of the child whose state has changed

1 with option WNOHANG, return O if the specified process has not
changed status.
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Forking server

pid_t pid;

int listenfd, connfd;
listenfd = socket( ... );
bind(listenfd, ... );
listen(listenfd, 5);

for (; ;)<

connfd = accept (listenfd, ... ); /* probably blocks */

if( (pid = fork()) == 0) {
close(listenfd); /* child closes listening socket */
doit(connfd); /* process the request */
close(connfd); /* done with this client */
exit(0); /* child terminates */

b

signal(SIGCHLD,sig_chld);

close(connfd); /* parent closes connected socket */

¥
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sig_chld: SIGCHLD handler

void sig_chld(int signo)
{
pid_t pid;
int stat;
while ( (pid = waitpid(-1, &stat, WNOHANG)) > 0)
printf("child %d terminated\n", pid);
return;

b
/*
WNOHANG: waitpid does not block

while loop: waitpid repeatedly until there is no child
process change status, i.e until waitpid returns 0.

*/



Exercise

1) Make your TCP EchoServer be able to work with
multiple client in the same time

- Use forking process

- Handle the SIGCHLD signal in server.
2) Turn the Student schedule management to a TCP server

that can serves multiple clients simultaneously (able to
handle requests for schedule from different users)

4) Write file transfer application for multiple users using
TCP



Server multi-threads

- Trong trwdng hop server can s ly nhiéu két ndi véi nhiéu client, mai
két ndi dwoe xir ly doc 1ap, viéc str dung md hinh multi-process voi
fork 1a 6n.

- Vi du, server dang ky hoc tap, server quan ly upload file.

- Tuy nhién, néu nhu cac két ndi cd lién quan dén nhau, dan dén nhu
cau chia sé bd nhé gitra céc tién trinh x& ly thi st dung md hinh
multi-process c6 han ché

- Vi du: server chat, néu méi process quan ly mét client va can forward cac ban tin t
client no sang client kia thi méi process can dwoc cung cap danh sach cac file
descriptor cta process khac =» can chia sé nhau file descriptor

- Nhwng cac process c6 khong gian bd nh¢ tach biét va quan ly cac file descriptor
riéng.

- =» Giai phap, st* dung mé hinh multi-thread



Server multi-threads

- Mot thread la mot qua trinh thwe thi mot nhiém vu bén
trong mét process (tién trinh).
+ Trong mét tién trinh co thé kich hoat nhiéu thread dé thwc hién

nhiéu nhiém vu doc lap/song song v&i nhau.

- Cac thread cua cung mét process chia sé khong gian bdé nhé va cac
file descriptor.

- Thay vi sinh 1 process d& phuc vu mébi client, cé thé sinh
mét thread dé thwe hién nhiém vu phuc vu méi client

+ C6 thé chia sé b nh¢ gitra cac thread bang cach truyén
cho cac thread cac tham s6/bién s6 chung.

- Thw vién: <pthread.h>



-
St dung thread

- Cac thread thu6c cung mét process dwoc gan mot dinh
danh phan biét kieu pthread t
- Khéng c6 gia tri dinh danh trong mét process khéng phai la cha cua
no.

- int pthread equal (pthread t tidl, pthread t tid2); //

so sanh 2 dinh danh
- pthread t pthread self (void); //tra lai dinh danh cua thread

dang goi ham




Tao mo1 mot thread

include <pthread.h>

int pthread create(pthread t * tidp, const pthread attr t
*attr, void *(*start rtn) (void *), void * arg)

- Ham tao mot thead, thuc hién chuong trinh trong ham duogc truyén vao O
start rtn

- Tidp: con tro tra lai s6 hiéu thread duoc tao.

° S ,tart’_rtn . tén ham dugc thread thuc hién, tham sb truyén vao cho ham la tham
sO 0 bién arg

- Attr: thudc tinh cua thread



Cac ham twong wng gitra thread va
process

Process Thread Meaning

fork pthread_create create a new flow of
control

exit pthread_exit exit from an existing
flow of control

waitpid pthread_join get exit status from flow
of control

getpid pthread_self get ID for flow of control

abort pthread_cancel request abnormal
termination of flow of
control

Boc thém vé pthread:
https://notes.shichao.io/apue/chl1/#chapter-11-threads
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<stdlib.h>
<stdio.h>
<unistd.h>
<pthread.h>
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paramStruct * p = (paramStruct %) param;
t tID = pthread_self();

#define MAX_THREAD 10

typedef struct
{

int* nb_threads;
} paramStruct;

voidx thread_handler(voidx param)

printf("Staring thread tid %lu, current nb_thread=%d\n", (unsigned long int
sleep(5);

printf(“End of thread tid %lu, current nb_thread=%d\n",
return NULL;

unsigned long int

int main(int argc, char xxargv)

int nb_threads=0;
ad_t threadList [MAX_THREAD];

for (int i=0; i<10; i++)
{

nb_threads++;

pthread_tx t_child =malloc

paramStructx param = malloc(s

param->nb_threads =&nb threads;
pthread_create(t_child, NULL, thread_handler, param );

threadList [i]=xt_child;

(int i=0; i<10; i++)

pthread_join(threadList[i], NULL);
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-
Bai tap

- Viét chwong trinh chat st
dung TCP, thay vi UDP

- Hwéng dan:

- V&i moi két ndi tir client, hay tao
mot thread phuc vu client thay vi
moOt process

- Chuyén cho thread phuc vu C1
thdng tin vé C2 dé cé thé
forward di liéu cho C2

- Chuyén cho thread phuc vu C2
thdng tin vé C1




