MULTI-PROCESS TCP
SERVER(CONT)




How to handle multiple inputs

- Client hay server don tién trinh c6 thé phai x&r ly vao ra di¥ lieu tiv
nhiéu nguon khac nhau, vi du

- Vira tir dau vao chuan (e.g., keyboard, khi goi ham fgets()) va vira ttr mot
socket

- T nhiéu sockets (doc gri di¥ lieu t&r nhiéu socket khac nhau)
- Van dé: di liéu dén khéng ddng bo
- Chwong trinh (tién trinh) khéng biét khi nao di liéu tir modt nguén dén.

- Néu khdng co6 dir liéu dén tir mot nguon, viéc doc di liéu dén bang
recv () @ ché d6 blocking sé dirng chwong trinh tai do.

- Néu khong co6 dir liéu dwoec nhap tir ban phim, ham fgets () block.
- = Néu chwong trinh bj block do doc di liéu tr mot ngudn, CT khéng thé
Xt ly div liéu tir ngudn khac
- Gidi phap co thé
- Polling str dung non-blocking socket = Khdng hiéu qua
- 1/O multiplexing str dung select() = don gian.



-
I/0 Models

- Nam mo hinh vao ra
- blocking 1I/0
- nonblocking I/0
- I/O multiplexing (select and poll)
- signal driven I/0O (SIGIO)
- asynchronous I/O (the POSIX aio_functions)
- Moi qua trinh doc dif liéu ti mot socket gom 2 giai doan:
1.  ChGcoditliéu dén: Khi dif liéu dén, no dudc copy vao vung dém
trong hat nhan Hé diéu hanh
2. Copydilieu tU hat nhan HDH vao vung dém cutia ing dung (tién
trinh)



I
Blocking I/O Model

application kernel
Default mode system
[ recvirom o »  nodatagram ready )
> wait for data
process blocks in ) Y Data arrive
call to recvirom datagram ready from network
—
copy datagram )
| COpY data from
kernel to user
returmn OK
. - copy complete )
process

datagram



I
Non-blocking I/O Model

application kemnel
recvirom gystem ool no datagram ready
- EWOULDBLOCK
recvfrom oysiemn ool =  nodatagram ready
- EWOULDBLOCK \, wait for data
ly recvfrom gystem cl &  nodatagram ready
process repeated EWOULDBLOCK
calls recvirom, < - | -
W‘:g"s foranOK ) yecverom itk - datagram ready
un . copy datagram )
, COpY data from
kemel to user
return OK
. - copy complete )
process

datagram



Non-blocking /O model

- D& hoat ddng & ché dd nay, socket phai dwoc thiét 1ap
kiéu non-blocking.

- Khi d6, méi lan goi recv() hodc recvfrom(), néu chua cé
di lieu dén socket, hat nhan sé tra ngay vé két qua IOi
EWOULDBLOCK

- Néu khéng, hat nhan sé tra két qua OK

- Nhw vay mudn doc dwoc div liéu, can polling lién tuc dén
kKhi nhan dwoc OK

- Lap voi recv(), recvirom()



Thiét lap socket G ché do non-
blocking: fcntl()

#include <unistd.h>
#include <fcntl.h>
int fcntl (int sockfd, int cmd, long argqg)

1 fentl = Control socket descriptors
- Performs the operations cmd with argument arg on the file
descriptor sockfd

CJParameter:
® sockfd: socket descriptor
® cmd: operation (set hoac get)
®arg: required argument

JReturn: depends on cmd



fcntl(): operations

COcmd =F_SETFL: yéu cau thiét 1ap kiéu hoat dong theo tham sé
trong arg
marg = O NONBLOCK
| IRAecv ho_é\c send hodc recvfrom hoédc sendto khéng block ké ca khi khéng co6 di
ieu
Barg = O ASYNC
= Mot tin_hiéu SIGIO dwore sinh ra mdi khi socket thay déi trang thai.
= Tra vé:
= Khac -1 néu thiét Iap thanh cong
® -1 néu co 6i . )
Ocmd = F_GETFL: yéu cau doc kieu hoat déng cua socket
marg = 0
= Return: Gia tri phan anh kiéu hoat déng
- O_NONBLOCK: Non-blocking mode.
- O_RDONLY: Open for reading only.
- O_RDWR: Open for reading and writing.
- O_WRONLY: Open for writing only.

- O_ASYNC: Aslnchronous mode with SIGIO signal generated
whenever socket change status



Non-blocking send(), recv()

- Ham hoan thanh ngay
- Néu khdng co6 dir liéu san sang & socket:
- Return gia tri -1
- Pat trang thai bién ngoai errno =EEWOULDBLOCK.
- Can khai bao #include <errno.h>
- Néu co dir liéu, tra vé dir liéu



Non-blocking send(), recv()

int val, sockfd;

char buff[1024];

fcntl (sockfd, F SETFL, O NONBLOCK) ;

while ((n = recv(sockfd, buff, sizeof (buff), 0) < 0)
{

printf ("read error on socket");

}
send (sockfd, buff, sizeof buff, 0));



I
I/O Multiplexing Model

- Cho phép 1 tién trinh lam viéc véi nhiéu file
descriptors (ngudn vao ra, sockets) dé gui client
hoac nhan dir lieu dong tho. S G TR L sttt select for readability

. X . ; a o oan . . on either standard input
- Mai tién trinh gan mot s6 hiéu file descriptor, — or socket
X N w A ~ . &
sO ID, cho mai file hoac lubng vao/ra(stdin, A
stdout) hoac socket. Vi du file descriptors: ervor SO

stdin: O, stdout: 1, stderr:2.
- MOt socket: vi du c6 sO hiéu 7 T T
&

- St dung select() dé dang ky v&i hat nhan 1a -
tién trinh tre» ch lieu tr mot so file descriptor
(socket, nguon) S

- Ham select hoat déng kiéu blocking.

- Khi di¥ liéu san sang & mot file descriptor

(socket), ham select() thoat.

- Khi dé cé thé goi recvfrom() dé doc di¥ liéu chi tw
socket dang co di¥ liéu dén.

FIN



- 0000000000
I/O Multiplexing Model: using select

application kemnel
select system call =  nodatagram ready A
process blocks in
call to select,
waiting for one of ¢ » wait for data
possibly many sockets
to become readable
. abl Y
L - datagram ready )
call 3
" recvtrem system -— copy datagram
process blocks while
data copied into ¢ »copyl dn“ :g:“
application buffer
return OK
. copy complete )

datagram



select() function

- Ham select cho phép mot tién trinh (c6 goi ham select) dang
ky v&i hat nhan danh thdc n6 khi co6 mot hoac mot s6 su kién
vao ra xay ra trén mot so file descriptors hoac thdi gian cho
dgi (timeout) két thuc

- Vi du, hat nhan danh thilec tién trinh khi

- File descriptors {0, 4, 5} cé dif liéu san sang dé doc
- File descriptors {2, 7} cé dif liéu san sang dé ghi ra
- File descriptors {1, 4} cd exception chd xu ly

- Timeout 10.2 giay da hét han

- Ham select() cung cdp mot cach dé kiém tra ddng thoi
nhiéu sockets (hay ndi chung la file descriptor) dé xem
chung co dit lieu can dudc recv(), hay send() hay co
exception ma khong can dung chd nhu & ché do blocking.



select() function (2)

#include <sys/select.h>
int select(int maxfd, fd_set *readfds, fd_set *writefds,
fd_set *exceptfds, struct timeval *timeout);

- maxfd chi so file descriptor I6n nhat dugdc theo doi +1. Tudng dudng kich thudc
|I6n nhat trong cac mang readfds, writefds, exceptfds.

- readfds: méng bit danh dau cac FD can duoc doc dir liéu
- writefds: méng bit danh dau cac FD can dwoc doi dé ghi dir liéu
- exceptfds: méng bit danh dau cac FD dang cho exception
- timeout: thdi gian hat nhan chd dé dé cé mot trong cac FD cé dif liéu san sang.
Co6 3 cach dac ta gia tri timeout
- Cho mai mai: timeout =NULL
- Chd mét khoang cé dinh: timeout khac 0
- Khéng chag: timeout =0
- Gia tri tra vé (select) :
- S0 number of descriptors c6 dif liéu,
- 0 néu timeout xay ra
- -1 néu cf 10i
- Khi ké’g thuc ham select, gia tri cac mang FD readfds, writefds, exceptfds sé dwgc
thay doi danh dau cac socket co dir liéu.




index O 1 2 3 4 5

fd set ol oo o]1]o

- 3 fd_set are used to specify the descriptors that we want the
kernel to test for reading, writing, and exception conditions.

- A descriptor set is a bit array with each bit corresponds to a FD. Ex:

bit 5 corresponds to FD 4.

- All the implementation details are irrelevant to the application
and are hidden in the fd_set datatype and the following four
Macros:

void FD_ZERO(fd_set *fdset); /* clear all bits in fdset */

void FD_SET(int fd, fd_set *fdset); /* turn on the bit for fd in fdset */
void FD_CLR(int fd, fd_set *fdset); /* turn off the bit for fd in fdset */
int FD_ISSET(int fd, fd_set *fdset); /* Return true if fd is in the fdset */

struct timeval {
long tv_sec; /* seconds */
long tv_usec; /* microseconds */

+




-
Examples

int s1, s2, n;

fd_set readfds;

struct timeval tv;

char bufl[256], buf2[256];

// pretend we've connected both to a server at this point sl = socket(...); s2 = socket(...);
//connect(sl, ...)... connect(s2, ...)...

// clear the set ahead of time
FD_ZERO(&readfds); List all FD for watching in readfds.
// add our descriptors to the set
FD_SET(s1, &readfds);
FD_SET(s2, &readfds);
// since we got sZ2 second, it's the "greater", so we use that for the n param in select()
n=s2+1;
// wait until either socket has data ready to be recv()d (timeout 10.5 secs)
tv.tv_sec = 10;
tv. tv_usec = 500000,
rv = select(n, &readfds, NULL, NULL, &tv); Call select to wait for FDs ready.
if (rv = -1) {

perror("select"™); // error occurred in select() }
else if (rv == 0)

{

}

else {

printf("Timeout occurred! No data after 10.5 seconds.\n");

/ one or both of the descriptors have data
f (FD_ISSET(sl, &readfds)) {

recv(sl, bufl, sizeof bufl, @); }
£ CFD_ISSET(s2, &readfds)) Browse all the FDs and read

recv(sl, buf2, sizeof buf2, @); }

.




How to use select() in TCP server

Data structures for TCP server
with just a listening socket,
connection sockets to clients are

stored in client_FDI]

211 Glient FD[]

[FD_SETSIZE-1]| -1

0 1 2 3
readfds 0 0 0 0

\ listening

<« maxfd+1 ——
socket (maxfd)

A single server process can handle all connections



I
How to use select() in TCP server

Data structures after first client connection is
established

0]] 4~
1] -1 \
| 21| -1 1t acceptin
client_FDJ] o PHIY
- socket

[FD_SETSIZE-1]| -1

readfds 0 1 2 3 RN
(mark all sockets | ¢ 0 0 1 1

to be watched)

_ \Gbi SO cao
maxfd = 4+1 —— & .

A single server process can handle all connections



How to use select() in TCP server
Data structures after first client connection is

established

0] 4
17| 7

client FD[] 2]

2nd accepting
socket

[FD_SETSIZE-1]| -1

Chi so cao nhat
/

readfds o | 1| 2] 3| 4 7/

(mark all sockets 0 0 0 1 1 1
to be watched)

Maxfd = 7+1

A single server process can handle all connections



How to use select() in TCP server
Data structures after first client terminates its

connection

0]] -1~
17 ] T
. 21| -1 1st client
client FDI[] il .
- terminates
[FD_SETSIZE-1]| -1
0 1 2 3 4 7
readfds 0 0 0 . . .

Maxfd=7+1

A single server process can handle all connections



Ex: handling both input/output source and
SOCket int stdin_fd = fileno(stdin);

if (stdin_fd< sockfd)
n = sockfd+1;
else

« fileno(File *f) n= stdin_fd+1;

return file ae
descriptor i

associated with FD_Z‘ER‘O‘ S 7;

Stream f FD_SET s;)ckfd, &readfdsr; ) f H'
. fileno(stdin) FD_SET(stdin_fd, &readfds); //fron

int rv = select(n, &readfds, NULL, NULL, &tv);

Next program

if (rv == -1
hand_es bOth perror("select");
reading from

else if (rv ==

Stdln and a printf("Timeout occurred! No data after 10.5 seconds.\n");
socket. else

ol : th of the ipt ‘
if (FD_ISSET(stdin_fd, &readfds)) {

gets(strl);

sendto(sockfd, strl, strlen(strl), 0, (struct sockaddr x) &servaddr, sizeof(servad
}
if (FD_ISSET(sockfd, &readfds)) {

buf2[@]="\0";

recv(sockfd, buf2, sizeof buf2, 0);

printf("Receive from socket (remote client) :%s\n",buf2);

y




-
Comparison of the I/O Models

blocking nonblocking 170 multiplexing | signal-driven 170 | asynchronous 1/0
te te A
check
check
hech % wait for
hec] E  data
check
check L ]
check ready notification
initiate initiate <
= copy data
y from kemel
1o user
\ \
complete complete complete complete notification }
AN J\ J
1st phase handled differently, handics both
2nd phase handled the same phases

(blocked in call to recverom)



Exercise

- Stra rng dung chat sir dung UDP/TCP phia Client dé
client c6 thé gui di¥ liéu ngu®i dung nhap vao len server
va nhan dGﬂ,Iiéu to phl’a server mot cach khong dong t;é,
tire la co thé gwvi nhiéu tin nhan khi khong nhan tin nhan
nég hoac ngwoc lai, nhan nhiéu tin nhan khi khéng gui tin
nhan nao:

- Vi du:

- Client: HOm nay

- Client: Troi mua

- Server: abc

- Client:



I
Signal-Driven I/O Model

- Pat socket & ché dd Signal-Driven 1/0O.

- Mbi khi c6 di¥ lieu dén, mét tin hiéu SIGIO sé sinh ra.

- Dang ky mét ham bat va xt ly tin hiéu SIGIO sinh ra.
- Trong ham thwc hién doc dir liéu tr socket, vi du recvfrom().
- = No blocking



I
Signal-Driven I/O Model

application kernel
establish SIGIO sigactionsystem ca.ll_ N
signal handler
e - return
process
continues > wait for data
executing
> deliver S1G10
~ signal handler datagram ready
recvirom %) _ - copy datagram h
process blocks while
data copied into¢ copy data from
application buffer ’ kemel to user
process



-
Signal-Driven I/O Model

1. D&t socket & ché dd Signal-Driven 1/0.

fentl (sockfd, F SETFL, O ASYNC) ;
M®éi khi trang thai socket thay déi (vi du do di¥ lieu dén, di),
mot tin hiéu SIGIO dwoc sinh ra.
2. Bang ky tién trinh sé& nhan tin hiéu SIGIO sinh ra

- fcntl (sockfd, F _SETOWN, pid) ;

- pid = process ID

3. Bang ky mot ham (signal handler) trong chwong trinh
cua tién trinh (trong buéc 2) sé xr ly tin hiéu SIGIO, ham
signal handler sé goi recv(), recvfrom(), send(), sendto().
- = No blocking



-
Signal-Driven I/O Model

- Van dé: Khi st dung giao thirc TCP, tin hiéu SIGIO cé thé
dwoc sinh ra b&i rat nhiéu sy kién:
- Mot két ndi dwoe thue hién tai socket nghe (listening socket)
- M6t yéu cau hay két ndéi dwoc glri dén
- M6t yéu cau hay két néi dwoc hoan thanh
- M6t chiéu cla két ndi da dwoc dong
- Co di¥ lieu dén mot socket
- Co di¥ liéu dwoc gl ra khdi socket (i.e., ving dém ludng di liédu ra
cua socket da duwoc giai phdéng)
- M6t 16i khéng dong bd xay ra.

- =» Chi c6 sy kién mau dd la sw kién ta mudn xt ly.



Vi du: trong chwong trinh chinh

|
// Signal driven I/0 mode and NONBLOCK mode so that recv will not b

if(fentl(client_sock_fd, F_SETFL, O_NONBLOCKIO_ASYNC))
printf("Error in setting socket to async, nonblock mode™);

signal(SIGIO, signio_handler); // assign SIGIO to the handler

//set this process to be the process owner for SIGIO signal
if (fentl(client_sock_fd, F_SETOWN, getpid()) <@)
printf("Error in setting own to socket™);

char str[50];
while (1)
{
printf("Client: ");
gets(str);
send(client_sock_fd, str, sizeof(str),0);

}



R
Vi du: ham xt ly tin hiéu SIGIO

int client_sock_fd;

void signio_handler(int signo)
{
char buff[1024];
int n = recv(client_sock_fd, buff, sizeof buff, @);
if (n>@) // if SIGIO is generated by a data arrival
printf("Received from server (%d bytes), content: %s\n",n, buff);



Socket options

- C6 nhiéu cach dé thay ddi tuy chon cho mét socket
- fentl()
- ioctl()
- getsockopt(), setsockopt()



Socket options

#include <sys/types.h>
#include <sys/socket.h>
int getsockopt(int sockfd, int level, int optname, void *optval, socklen_t *optlen)
int setsockopt(int sockfd, int level, int optname, const void *optval, socklen_t
optlen);
-Arguments

- Sockfd : socket number

- level: socket code or protocol code: socket level, transport level, ip level

- optname: specifics option

- optval: a pointer to a variable storing the option value. (new value for
setsockopt; current value for getsockopt)

- optlen: size of optval
-Return:

- 0: succesful
- -1: error




feoed optneme got | sot Description Flag Datatype
SOL_SOCKET S0_BROADCAST . * | Permit sending of brosdcast datagrams . int
§C_CEBUG . * | Enable debug tracing . int
$O_DONTROUTE . * | Bypass routing table kookup . int
SO_ERROR . Gt pending error and chear inc
50 _KEEPALIVE . . Periadically test if conmection still alive . int
S§C_LINGER . . Linger on close if data to send linger{}
$O_COBINLINE . * | Leave secewved out-of-band dats inlee . int
SO_RCVEUP . * | Recelve buffer size int
50_SNDEUFP . * | Send buffer size int
8§0_RCVLOKAT . . Receive buffer low-waber mark int
50_SNDLOMAT . e | Send buffer low-water mark int
$O_RCVTINEO . . Recelve timeowt timoeval{)
5O_SNDTINEO . ¢ | Send timeout timeval{)
$O_REVSEADOR . | Allow Jocal address rouse . int
50_REVSEPORT . » | Allow local port reuse o |
8C_TYPE . Get socket type int
50_USELOOFRACK . . Routing socket gets copy of what it sends . int
1PPROTO_IP IP_HDRINCL . . IP bwader incloded with data . int
IP_OPTIONS . o | I bweader options (e tenr)
IP _RECVDSTACDR . * | Return destination 1P address . int
IP_RECVIF . ¢ | Return received interface index . int
P _T08 . ¢ | Typeofservior and precedonce int
.1_9. L . . TIL int
1P_MULTICAST_IF . o | Spevify cutgoing inseiface in_addz{)
IP_MULTICAST_TTL . » | Specify cutgoing TTL u_char
IP_MULTICAST_LOCP . * | Specilfy loopback u_char
1P_{ADO, CROP ) _MEMSERENIP . Join or beave multicast group ip_mreq{)
19_(PLO0K, UNBLOCK | _SOURCK . Block or unblock multicast source ip_rreq_wourcel }
19 _(ALO, tH0R ) _S0MCE NDOEXIEIF . Join or beave sourcespecific multicast ip_wreq sourcel}
1PPROTO_ICMPVE | ICMPE_FILTER . e | Speafy KOMPYG mwessage types to pass icmpé_tilter(}
IPPROTO_IPVE IPV6_CHECKSUM . . Offset of chechsum fleld for raw sockets int
I1PVE_DONTFRAG . ¢ | Drop instead of fragment Llange packets . int
IPVE_NEXTIOP . » | Spexify pext-hop addeess wockaddr_ine(}
IPVE_PATEMTU . Retrieve current path MTU ipé_mtuinfo()
1PV6_RECVDSTOPTS . ¢ | Reveive destination options . int
1PV6_RECVHOPLINIT . o | Recvive unicast hop limit o | oime
IPVE_RECVIOPOPTS . * | Reveive hopeby-hop options . inc
IPVE_RECVPATHNTU . * | Reveive path MTU . int
1PV6_RECVFETINFO . ¢ | Receive packet information . int
1PV6_RECVRTHDR . ¢ | Revvive souroe route . int
IPVE_RECVICLASS . . Reveive tralfic clas . inc
1PV6_UNICAST_HOPS . * | Default unicast hop limit int
1PV6_USE_MIN_NTU . ¢ | Use minimum MTU o | ime
1PV6_VEONLY . o | Disable v compatibility o |ine
IPV6_XXX . e | Seicky ancillay data {sec teat)
IPVE_MILTICAST IF . v | Speaily cutgoing intertace u_int
1PV6_MILTICAST HOPS . o | Spexify outgoing hop limit int
19V6_MILTICAST 1009 . o | Specify loopback o | u_ine
I1PV6_JOIN_GROUP o | Join padticast group ipve_sxeq()
I1PVé_LEAVE_GROUP . Leave multicast group 1pvé_mreq{)
IFPROTO_IP or |WCAST JOIN GROUP v | Join multicast group group_req|)
IPPROTO_IPVE  |MCAST_LEAVE_GROUP o | Leave multicast group group_source_req{ }
MCAST_BLOCK SOURCE o | Block multicast sousce group_source_reg|)
MCAST_UNSLOCK _SOURCE . Unbdock snudticast souece group_source_reg()
MCAST_JOIN_SOURCE_GROUP e | Join source-specific multicast group_source_req{)
Iucm_wvs_xua_m . Leave sourcespecific multicast group_source reg|)




Socket option at transport layer

bevd optuame get | set Description Flag Datatype
IPPROTO_TCP |TCP_MAXSEC . . TCP maximum segnvwent size int
TCP_NODELAY . e | Dusable Nagle algorithm . int
IPPROTO_SCTP|SCTP_ADAPTION LAYER . o | Adaption laver indication sctp setadaption( |
SCTP_ASSOCINFO t e | Examine and set assochation info sctp aspocparase|}
SCTP_AUTOCLOSE . o | Autoclose operation int
SOTP_DEFAULT S8 PARAM . . Default send parameters sctp_sndrevinto{}
SCTP_DISABLE _FRAGMENTS . e | SCTP fragmentation . int
SCTP_EVENTS . . Notification events of intenest sctp evest subscribe)
SCTV_GRT_VEER_AICR_INPO t Retrieve poer addross status sctp_paddrinto|)
SCTP I _MANT MAPPED V4 ADCR | e ¢ | Mappad vd addnesses . int
SCTP_INITNSG . . Default INIT parameters sctp_initmeg()
SCTP_MAXBURST . e | Maximum burst size int
SCTP_MAXSEG . . Maximum fragmentation size int
SCTP_NODELAY . . Disable Nagle algorithm . int
SCTP_PEER_ADDR_PARAMS + . Peer address parameters sctp_paddrparams{ }
SCTP_PRIMARY ADDR t . Prmmary destination address actp setprim|)
SCTP_RTOINFO 1 ¢ | RIO indormation sctp_rroinfol)
SCTP_SRT PRRR_PRIMARY ADOR . Peer primary destination address sctp setpeerprim{}
SCTP_STATUS t Get amsoclation status sctp_status|)




-
Example

int optval;
int optlen;
char *optval2;
// set SO_REUSEADDR on a socket to true (1):
optval = 1;
setsockopt(sl, SOL_SOCKET, SO_REUSEADDR, &optval, sizeof optval); //
bind a socket to a device name (might not work on all systems):
optval2 = "ethl1"; // 4 bytes long, so 4, below:
setsockopt(s2, SOL_SOCKET, SO_BINDTODEVICE, optval2, 4);
// see if the SO_BROADCAST flag is set:
getsockopt(s3, SOL_SOCKET, SO_BROADCAST, &optval, &optlen);
if (optval = 0)
print("SO_BROADCAST enabled on s3'\n");



Exercise

- Revise echoServer and the echoClient so that if there are
only 2 clients then:

- When client 1 sends something to server, server forwards this
information to client 2

- When client 2 sends something to server, server forwards this
information to client 1

- One client can send a string to server anytime independently with
the reception of incoming data. (similar to chat)

- Hint:
- Option 1: doing Non-blocking model, one process on client check

alternatively data to send and receive. May still have problem with
reading data from user in the same time.

- Option 2: IO multiplexing with select()

- Option 3: On the client side, associate SIGIO with a function which
calls recvfrom() to receiving data uniquely when data arrives.



-
Asynchronous I/O Model

application kernel
aio read Epsien co) -— no datagram ready A
~ - return
» wait for data
process continues Y
executing datagram ready
copy datagram
, COPY data from
’ kemel to user
- deliver signal
signal handler  -- copy complete
" specified in aio_read y

dalagram



-
Asynchronous I/O Model

- Asynchronous |/O is defined by the POSIX specification

- These functions work by telling the kernel to start the
operation and to notify us when the entire operation
(including the copy of the data from the kernel to our
buffer) is complete.

- Different to signal-driven 1/O model

- In signal-driven /O model, the kernel tells us when an /O operation
can be initiated, but with asynchronous /O, the kernel tells us when
an |/O operation is complete



-
Asynchronous I/O Model (2)

- Call aio_read
- POSIX asynchronous I/O functions begin with aio_

- Function asks kernel to start waiting for data
and notifies when data is ready in buffer.

- Pass the kernel
- the descriptor
- buffer pointer

- buffer size (the same three arguments for read)
- buffer offset (similar to Iseek)

- how to notify us when the entire operation is
complete

- This system call returns immediately
- No-blocking while waiting for the I/O to complete.



